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Customer support

Our company pays great attention to the customer support. As part of the information support:
« the technical support for installation and setup of TRASSIR is provided

» there is a special section on our website, that contains a set of TRASSIR technical documentation, necessary
drivers and utilities, as well as guidelines and information materials;

You must indicate your USB-key number, which is printed on the key itself, when contacting technical support. This
helps us serve you faster and maintain a record of your requests.
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Type Codes

Information blocks used in the document:

A Warning about the features of the function, requiring mandatory reading and/or execution.

Important information, which should be noted when working with the described function.

o Note to the text, which is indicative and/or recommendatory.

* References to other sections of the documentation related to the section described.
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Basic information

The manual is designed for video surveillance system administrators.
This document is a guide to installing, configuring and using the TRASSIR software.
The purpose of the document is to:

+ to help administrators install TRASSIR on the servers and video surveillance system workstations on their own,
run it and configure to meet their needs;

» provide the background information on the TRASSIR features and ways to get technical support;

» ensure quick information retrieval to resolve issues related to installation, setup, and operation.

* » Scope and feature summary
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Scope and feature summary

The TRASSIR software is a state-of-the-art automated system, designed to organize video surveillance, intelligent
processing and storage of video information, as well as providing means of access to video information to operational
and dispatch personnel.

TRASSIR covers a wide range of tasks. It is a reliable basis for creating both centralized and decentralized video
surveillance systems.

The software is implemented in a network distributed architecture: it can run both on a single server and as part of
multi-machine complexes. The clients using video surveillance information work on separate workstations and can
connect to the servers via local network or the Internet.

TRASSIR is the cutting-edge software with the following features and technologies:
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TRASSIR technologies for reliable data storage

. Before: T week '

Regular archive

After: 2 weeks

MultiStor Il technology increases archive depth several times by minor reduction of the archive volume in the main
stream while gaining significant increase of the archive depth in the additional stream. An additional feature of
MultiStor Il technology is parallel recording to multiple hard drives at the same time to avoid total data loss when
any of them fails.

EdgeStorage technology effectively doubles the reliability of the operation with the video archive due to the use of
two independent archives in a single system.

Modern IP devices (video recorders and IP cameras) support archive recording to the built-in hard drive or SD-card.
TRASSIR can manage each archive separately and, in case of server failure or loss of communication, the data on
the device will not be lost. After the network is restored, TRASSIR will provide access to the archive on IP devices.

Video data archive. TRASSIR supports an unlimited number of hard drives for recording, which allows you to create
archives of tens of terabytes. It also supports hot-switching and connection of different types of digital media: CDs,
USB drives and FireWire.

For each drive, there is a diagnostic system and statistics about disk space available for video archive recording;
there are also a number of settings that let an administrator specify which drives are to be used and how, and how
much hard disk space an archive can occupy.

Recording to the archive can be done continuously: by operator command, by schedule or by motion detector. The
video archive can be securely encrypted, if necessary.

Video archive preview. TRASSIR allows you to conveniently work with the video archive of devices regardless of
where the archive is physically stored. You can view video from the archive from a single device channel display
window, either directly in front of the video surveillance server monitor or by connecting to a remote server via LAN,
Internet or a chain of other servers.

Video archive export. TRASSIR lets you export video clips from the archive either directly in front of the video
surveillance server monitor or by connecting to a remote server via LAN, Internet or a chain of other servers. This
function may be necessary to save video clips with significant episodes to the device and to transmit video clips with
significant episodes to third parties (for example, episodes with violations that may be necessary for investigation).

10
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Lost channels. This feature makes working with the archive much easier, allowing you to view it on any PC without
any additional actions and settings. You can record the archive from the video server to an external disk, then connect
it to any PC where {TRASSIR} is installed, and work with the archive as on the video server. You can also view such
an archive using the free client application, which does not require a USB key with a license to run.

For the channels to be created to view the archive on another computer, a term "lost" is used. Lost channels are the
channels for which only the archive is available and there is no video register device (grabber).

All video surveillance system events are logged and stored in database, which can be either on the local or
remote server. The storage time of events in the database is determined by the server settings.

Motion Archive Search. TRASSIR ActiveSearch built-in functionality of the AnyIP platform for interactive archive
search based on metadata from a motion detector (or from the built-in detector on the device). It includes MultiSearch
capabilities - search in one scene for fragments from different time points in the archive. The intelligent search of
video fragments in the archive TRASSIR ActiveSearch feature, designed to work in conjunction with motion detectors
and included in the default professional {TRASSIR} software package. It can work in conjunction with both the basic
detector and SIMT object tracing detector. It also provides fast search in the archive by motion in the video camera
scene area.

Search the archive by event. TRASSIR EventSearch is the archive event search software, based on the system
event log. For visualization and convenience of searching for certain actions / signals / incidents, the software provides
a special function {TRASSIR} EventSearch, which allows filtering events by keywords.

In addition to the default built-in labels, such as informing about the server health indicators state, user login, system
shutdown, etc., you can create individual settings for displaying the information stored in the log, such as: appearance
of an object in a prohibited area, identification of a car license plate number, conducting a monetary transaction, etc.
In order to narrow down the search time frame, it is possible to select events in the specified days / hours / minutes
interval. Also, by creating your own filters in the EventSearch, TRASSIR allows you to save them for future use.
TRASSIR Cloud is a free WEB-service that monitors the work of your servers around the clock. In addition, the
TRASSIR Cloud allows you to manage your servers from your personal cabinet and display their status on map.

11
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TRASSIR network capabilities

MultiStream is a multi-thread technology allowing to significantly reduce the requirements towards the video server
or customer's remote computer. The technology consists in a simultaneous receipt of two video streams from the
video camera with independent settings of resolution, degree of compression and frame rate.

The first stream of maximum resolution will be used to record to archive or display on screen while full screen viewing
of the video from this camera. Second stream of low resolution and decreased frame frequency will be displayed
on the screen (both customer and server) in multiscreen mode. Both streams can be set up independently and the
system will switch between them imperceptibly, significantly saving server and network resources for the user.

Tier is a unique TRASSIR feature, that allows you to join servers in a tree-based network.

The server architecture allows you to build a distributed video surveillance system of any scale: an unrestricted number
of network clients can connect to a single server, both through the local network and through the Internet. In addition,
it is possible to combine an unrestricted number of servers into a single network, herewith servers can operate both
independently and exchange data with each other; a remote server setup is also possible through the network. And
the unrestricted network administration allows you to control any server through the customer's software or through
WEB. When you access the system via web-browser, it will be sufficient to run web-server- and there would be no
need to install any software to arrange operators' workplaces.

12
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Ergonomic and management features

D oy

A

The open user interface allows you to customize your workspace using ready-made templates of screen separators
and camera arrangement. Arrange any object at monitor screen the way you need: plans of the premises, video
cameras arrangement, Access Monitoring and Control System and Operations Service event logs, AutoTRASSIR
license plate recognition or ActivePOS cash control.

The multitasking operation mode performs all operations (monitoring, archive recording, archive view, settings,
access via network, remote viewing of the video archive along with interaction with integrated safety systems)
simultaneously in a single interface. Thus, the staff will be able to perform all necessary actions simultaneously without
interruption of the other components of video surveillance system operation.

Administrator interface lets you set up all basic server/client parameters.

Operator interface is a simple and easy-to-use monitoring tool designed to view video from cameras.

monr Wi 38 2hir Tov 47 80cEx

Easy navigation accelerates user operation by times.

There is a built-in player for viewing the archive, which allows you to preview fragments in any order, scroll forward
and backward, increase and decrease the viewing speed, and view frame by frame. You can also export segments
of the archive to a video file and create screenshots.

MultiSearch significantly increases the search for events in the archive. Select the region and in a second you'll get
in one scene segments from various time points of archive.

ActiveDome speeds up PTZ camera control by 20 times. This allows you to automatically monitor large areas and
zoom in objects with a single click.

TRASSIR has built-in search tools, which allow you to find the required event and, if necessary, go directly to
viewing the archive associated with this event. In addition, you can create filters for current events, which can reduce
the amount of information displayed. Using filters, you can achieve the output of only those events that are worthy
of the operator's attention.

A mechanism of video surveillance system flexible settings is implemented on server, using schedules, rules and
scripts. Any equipment or video channel on the server can be both a source of an event or a performer of actions. The
schedules, rules and scripts ensure management of video surveillance system response to any occurring events.

A multi-level rights distribution system is implemented in TRASSIR, allowing to prevent unauthorized access.
An administrator can create user accounts with various combinations of access rights, for example: "current events

review", "archive review", "archive export", "administration" (capability to change system settings), etc. up to possibility
to control other user accounts.

13
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API. TRASSIR has SDK that allows you to link TRASSIR with any other system in use and get information from it,
and manage TRASSIR with commands.

14
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TRASSIR integration

A wide range of supported devices. Different types of devices can operate in the same video surveillance system:
Video capture cards with hardware/software compression and IP equipment. Meanwhile, the software works correctly
with most modern hardware platforms, and the list of supported devices is constantly expanding.

The use of efficient H. 264 compression standard. This standard provides for unprecedented frame size under
perfect quality. For example at 704 x 576 resolution and slight movement color frame size is 3 Kb and black-and-white
half-frame - 1 Kb. H.264 provides for huge saving of disk space and allows long-term storage archives for lesser costs.
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ActivePOS - integration with POS-systems. The widest possibilities of the cash control system are provided through
event integration with leading trading systems. ActivePOS creates scenarios for detecting violations of any complexity,
and a powerful reporting system with cash analytics will not leave scammers any chance.

Integration with Access Control System and Security and Fire Alarm allows you to get a complete list of events
from ACS. It will provide possibility to adjust response rules, manage objects using maps, perform photo and video
verification and view the status of all the objects.

AutoTRASSIR is an automatic license plate recognition system, that can be used to control the entry/exit of
vehicles from the territory of enterprises, as well as, by the traffic police, at checkpoints and other control points. The

server provides interaction with access control systems, video and audio control and executive devices (for example,
barriers).

15
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Built-in detectors and analytics

Sound detector triggers when the volume level is exceeded and starts video recording according to a preset scenario,
allowing timely response to suspicious audio incidents.

Motion Detector allows you to detect any motion in the frame - a person, animal, vehicle, moving object or the
beginning of rain. There is a hardware motion detector (motion detector of the camera itself), activity detector or HD
activity detector (TRASSIR software motion detector). This feature allows you to receive notifications when there is
motion in the frame, as well as save the archive capacity significantly by recording only when motion occurs.

Heat Maps. The system of "heat" video analysis is aimed at raising the security level. There are 2 operation modes :
Dynamic and static. The first one superimposes a color scale of activity on video, as a result of which any moving
object in the frame leaves a "trail" behind it, which disappears over time. The second accumulates "heat" indicators
in separate parts of the image, where the activity was most intensively recorded.

Left object detector allows you to instantly identify abandoned and forgotten items, potentially threatening the
security of the facility where video surveillance is installed.

Sabotage Detector allows you to detect various actions with the camera, such as changing the shooting direction
(shift), changing the size of the shooting area (defocus), sudden increase or decrease in the lighting of the shooting
area as sabotage, and using the Alarm Monitor script to customize reactions to these events.

Fire and smoke detector allows detecting smoke or fire faster than fire sensors (alarms), as well as providing fire
protection in open spaces where fire sensors cannot be installed.
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Alarm notifications
TRASSIR allows you to receive notifications when an alarm event occurs in the form of incidents in the client or on

the server, as push or sms notifications in the mobile application, as well as notifications in Telegram. To generate
notifications, you need to add and run a script on the server.

* » Basic information
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System requirements

This section presents the main requirements for the equipment used to build a video surveillance system:

1. Video server is a PC on which the software will be used to process video, store the video archive, and manage
the entire video surveillance system.

2. Compatible IP Devices. Refer to this section if you are planning to deploy a video surveillance system based on
IP devices.

* » Windows OS settings
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Video server

When designing a video surveillance system, special attention must be given to the selection of components in your
future video surveillance system. The most important aspects of the system are listed below.

1.

Processor. The processor is a video server key component. It is recommended to use modern multicore
processors with high clock frequency to ensure smooth and stable system operation. The preference should be
given to the single-processor configurations (the motherboards with 2 or more processors are not recommended).

. Video card. If you plan to display video directly on the surveillance server, you should use a discrete video card.

TRASSIR works with almost all modern ATl Radeon and nVidia video cards. You can find recommendations for
video card selection at our knowledge base.

. Disk subsystem. The disk array for archive recording must be selected based on both the total volume of disk

space and the required archive recording speed. During simultaneous recording, reading, and deleting of archives,
the actual speed of an array of hard disks may differ significantly from the manufacturer's claimed maximum speed.
You can read more about this in the subsection of the manual entitled Selecting the number of disks for an archive.

. Operating system. TRASSIR works with the majority of modern Microsoft Windows operating systems. A full list

of the supported operating systems can be found in the subsection of the manual entitlied Compatible operating
systems. Note that for proper server operation, several changes must be made to the operating system settings.

. Monitors. It is recommended to use monitors with a resolution of at least 1280x1024 pixels for optimal TRASSIR

operation. It provides a sufficiently high image clarity and is necessary for effective video surveillance. The optimal
number of monitors to be connected depends on the specification of the video card used, but in general does not
exceed 8 to ensure convenient display and control of video streams.

o You can use one of the ready-made video server configurations published on our website. You should

also review the lists of equipment that we recommend and do not recommend.

» Selecting the number of disks for an archive
» Compatible operating systems

» Compatible IP equipment
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Selecting the number of disks for an archive

When selecting the number of disks for a video server, consider the archive depth required, i.e. how many disks will
be needed to store the total volume of data.

The required number of disks is always calculated based on the total data stream. The size of the stream ("bitrate")
depends directly on a number of factors, including: the number of cameras, picture resolution, number of recorded
frames per second, compression codec used by an IP camera or video capture card, etc. In a running system you
can check the total rate on the channels tab. In order to calculate the capacity of disks and their number, you can
use the calculator on our website.

Number of disks Rate for upgrade from versions Rate for formatted disks
2 and 3 (fragmented disks)
1 5 MB/s 50 MB/s
2 7 MB/s 50 MB/s
3 15 MB/s 100 MB/s
4 20 MB/s 150 MB/s
5+ 25 MB/s 200 MB/s
o You can check the list of recommended for use HDDs in our knowledge base.

When using network storage devices, keep in mind that:

It may take up to 20 minutes to connect certain iISCSI drives after losing a connection for more than one minute
due to outages in the local network.

* When using RAID arrays (for example, RAID5), if one of the disks fails, the data transmission rate will drop by
more than a factor of two.

To optimize hard disk use and ensure maximum speed for archive recording, the size of the hard
disks' logical partitions must not vary by more than a factor of 2.

For example, if you use a local disk with a logical partition of 1TB in the video recorder for archive storage,
then when you install a new hard disk in the server or connect a network storage to the server, the size
of their logical partitions must not exceed 2TB.

* * Video server

» Archive setup on the server

e Archive

» Compatible operating systems
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Compatible operating systems

TRASSIR supports all modern versions of the Windows x64 operating system. Here is the list of compatible operating
systems:

* Windows Server 2022 (Build: 10.0.20348)
* Windows Server 2019 (Build: 10.0.17763)
* Windows Server 2016 (Build: 10.0.14393)
* Windows 11 (Build: 10.0.22623)
* Windows 10 (Build: 10.0.19045)

TRASSIR can also be run under the Astra Linux SE operating system (versions 1.7.0 and 1.7.4).

A For TRASSIR proper operation, in Windows and Astra Linux SE you should customize a number of
settings. You can find a list of the required settings in our knowledge base.

* Video server

» Windows OS settings
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Compatible IP equipment

TRASSIR provides complete operation with IP equipment, and the list of supported manufacturers and models of
equipment is constantly expanding. A complete list of compatible IP equipment, as well as a list of RTSP and ONVIF
IP equipment, is always available on our website.

* * Installing compression cards

« |P video recorder installation

* NAS Setup
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Installation

The number of installation screens and their content may vary depending on the configuration of the video surveillance
system you want to deploy (humber video servers, number of channels, number and type of video-recording devices
used).

A All software and drivers must be installed using an administrator account.

We recommend deploying your video surveillance system in the following order:

1.

Install video surveillance equipment. Generally speaking, your video surveillance system may include the following
video-recording equipment:

» Compression cards.
» Lanser IP devices.

* Analog PTZ cameras.

If your video surveillance system won't use one of the device types listed, then skip the corresponding screen.
Moreover, installation of IP cameras (including PTZ cameras) is not considered at this stage, because the entire
installation process consists of connecting the camera to the local network and setting up an IP address for it.

. Server OS setup for proper software operation.

. Installation of Guardant USB key drivers on all servers. USB keys are used to protect licensed copies of the

software and are required to run it.

. Install the PostgreSQL DBMS on the server. Later, a database for recording and storing events will be automatically

created on the server. If your video surveillance system will have a heavy stream of a large number of events,
we recommend installing the PostgreSQL DBMS on a dedicated server (not used for processing and recording
video) for proper operation.

. Installation of the software as standalone app or Windows service.

. Installation of the software client version to all workstations that will be used for video surveillance.

Please note that video surveillance can be performed either via the client or via the server. In addition, you can
also choose not to install the software on the operators' workstations at all. To do so, you need to configure web-
server. All the video surveillance functions will be available using a regular browser. You only need the Mozilla
FireFox browser installed on your workstation and a video surveillance extension, which is installed by clicking on
the corresponding link in the browser.
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Installing compression cards

A compression card is an electronic device for converting an analog video signal into a digital video stream. The card
has a PCI or PCI-E socket, and can process a signal from one or more analog video cameras.

Depending on the nature of the signal processing, a compression card may have hardware-based or software-based
compression.

Hardware-based compression implies the processor on the card, which performs all of the routine work of video
compression and preprocessing. First of all, this makes it possible for even a weak processors to write up to 64
channels of video at high-resolution at 25 frames per second for each channel. Secondly, the central processing unit
is free for other tasks, such as video analysis, face recognition, and servicing network clients.

Software-based compression is performed directly on the server using its central processing unit. A card of this type
places a heavy load on the server, but it also possesses a wide range of capabilities.

TRASSIR lets you use both hardware and software compression cards in one video surveillance system.

To install a compression card in a computer:

1. Read the compression card manufacturer's instructions.
2. Turn off and unplug the computer.
3. Open the computer case.

4. Install the compression card(s) in an available PCI slot(s) on the motherboard and securely fasten it (them) with
screws.

5. Close the computer case.

6. Connect an interface cable to the compression card.

7. Connect the camera signals to the interface cable.

8. Plug the computer back in.

9. Turn on the computer.

10Wait for the operating system to load and discover the new hardware.

11Install the drivers for the discovered hardware.
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IP video recorder installation

TRASSIR supports operation with various IP video recorders. The instructions below will help you to prepare them
to connect to the server.

A Switch off power supply before performing any activities on the device.

We strongly recommend you check the user manual and device compatibility list before connecting any
equipment to the IP video recorder.

follow the next steps before connecting IP video recorder to the server:

1. Install hard drive into the device and fix it.

2. Connect network cable to RJ-45 (UTP) slot on the device. In case the device is directly connected to computer it
is necessary to use cable with crossover crimping scheme.

3. Connect one or several cameras to the relevant ports:
* RJ-45 - for IP-cameras
* BNC - for analogue cameras
4. Connect audio devices to the corresponding RCA-ports on the device.
5. Connect contacts for alarm inputs/outputs operation.
6. Connect RS-485 port contacts for work with PTZ cameras.
7. Stabilize the IP video recorder and power it on.
8. Open WEB-interface of the device and format the hard drive.
9. Set up IP video recorder using SADP app.

After that, you can add device.
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IP video recorder network settings

After preparing the IP Video Recorder and before adding it to the server you need to set the device network
parameters: IP address, subnet mask and gateway.

Parameters can be set in two ways:
* in SADP app, which you can download from our website;

¢ in the device's interface.
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IP video recorder setting via its own interface
1. Connect monitor and mouse to the device.
2. Turn on the IP video recorder.
3. Open network settings menu by selecting Menu > Settings > Network.

4. Select the General tab in the opened menu.

P General ¥ Advanced

NIC Type (OMACON Ao %
DHCF [ ]

P Address 162 168 180 180

Subnet Mask
Ciafalt Gateweay

00:40:48:6¢ 2 8¢

5. Select one of the two following variants of settings:

» Automatic settings receipt - in case DHCP server operates in the network and you need to receive network
settings for this device, check DHCP box.

You can check the status of the DHCP server in Network status tab:
WHF‘I'II-‘I:-'\\ m.-‘-.\r\u"mm—'u'l n

PPROE Slalus

* Manual network settings -set the following values:
* IP address - The address that is to be assigned to the device;
* Mask - The subnet mask;
+ Gateway - The IP address of the gateway (this is usually your router);

* Primary DNS server, Secondary DNS server - The primary- and secondary DNS servers to be used with
your device.

6. Press OK button to save the settings.
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IP video recorder setting using SADP utility
1. Download SADP app from our website and install it.
2. Run the utility. Press Enter in the window that opens.

3. In the list of the discovered devices, select the device. Click Modify.

SADP

IP address

Port number | Device Serial M

Device type — Device Senal Number

192168103

DS_B104HF DSE104HCI-5D00200
DS_BI04HF 152168104 5000 DSE104HCI-5000200 soft version
DS_BI04HF 192168105 8000 DSE104HCI-5000200

DS_2CDEN.. 1921687745 8000 DSE101HFHP-5D002

DS_2CDE1.. 1921687718 8OO0 DSE101HF-P-SD002 sufinet mask.
DS_2CDEY.. 1921687728 8000 DSE101HFIP-SD002

DS_2CDET.. 1921687717 8000 4

DS_2CDEY.. 1921687735 8OO0 P address
DS_ZCDEY.. 1921687723 8000

DS_2CDEY. 1921687732 8000

DS_2CDEI . 1921687730 8000 DSE10THFIF-SD002 device port
DS_JCDEI . 1921682022 G000 DS2CDE| 2FFO020081

DS_2CDEN.. 1921687728  BO0D DSG101HFHP-50002

DS_2CDBT.. 192168773 8000 ¥ MAL Address

DS_2CDE1.. 192168.77.26 2000
DS_2CDE1.. 192168.77.46 2000
D5_2C081 192.168.77.41 8000
D5_2C081 192.168.77.47 8000
D5_2CDE1.. 192168.77.43 8000
DS_2CDE1.. 192168.77.25 8000
DS_2CDE1.. 192168.77.24 2000
DS_2CDE1.. 192168.77.13 2000
D5_2C081 192.168.77.40 8000
D5_2C081 192.168.77.42 8000

-please input password---

“Rlesume default password:

D5_2CDB0.. 192168588 8000 DS 2C0E32/FO02008!
DS_7204HC 192168564 8000 DL720401200510098 oK
DS_2CDE1.. 192168778 2000 DSE101HFI-P-SD002
DS 2CDB1..  192168.77.38 2000 DSE101HFIHP-SD002 %
>

| Exit

4. In the Subnet mask field, enter your subnet mask.
5. In the IP address field, enter the device's required IP address.

6. In the Please input password field, enter your password (the default password is "12345").
SADP 3

| Device type | IP address | Part number | Device Serial Mo. -~ Devics Serial Numbsr
001 DS_GIDMHF 192166156 8000 DSE104HCI-5000200
002 DS_GI04HF  192166.10.3 8000 DS6104HCI-5D00200
003 DS_GI0HF  192168.10.4 8000 DS6104HCI-5D00200 o
004 DS BI0MHF 192168105 2000 DSE104HCI-5D00200
005 DS 2CD81.. 1921687745 8000 DSE10THFHP-SD002
00F DS_2CDE1. 1321667718 &000 subnet mask.
007 DS_2CDB1..  1921B677.29 6000 ]
008 D5S_2CDE1.. 1921667717 6000
003 DS 2CDE1. 1921667735 @000 IF addhess
010 DS_2CDE1..  1921B677.23  &000 DSE101HF-IF-SD002 192 188 1 . 5
011 D5_2CDB1.. 19216677.32 8000 DSG101HFHP-SD002
012 D5_2CD1.. 19216677.30 8000 DSE101HF-P-5D002 device pott
013 DS_2CDS81.. 1921682022 8000 DS2CDE1 2FFO02008) T
014 DS 2CD81.. 19216877.28 8000 P-5D002
015 DS_2CDE1..  1921B877.3 5000 MAL Address
016 DS_2CDE1.  1321B677.26  &000 DSE101HFI-IP-SD002
017 D5_2CDB1.. 19216677.46 8000 DSG101HFHP-SD002
018 D5_2CDB1.. 19216677.41 6000 DSE101HFH - " .
019 DS_2CDS81.. 19216877.47 8000 DSE10THFH peeselnpyiipes oy
020 DS 2CDS81.. 192168.77.43 8000 DSE10THFH
021 DS_2CDE1. 19216677.25  &000 DSE101HFHF-SD002
022 DS_2CDS1. 19216877.24 8000 DSE1DTHF-P-5D002 :l cancel | save
023 D5_2CDB1.. 1921667713 6000 DSG101HFHP-SD002
024 D5_2CDB1.. 192166.77.40 8000 DSE101HFH
025 DS_2CDS1.. 19216877.42 8000 DSE10THFIP-SD002 Fresume delauk password:
026 DS 2CDS0.. 192168588 8000 D% 2C0EI2FI0200
027 DS_7204HC  1921BE564 5000 DL7204011 20081003E — oK
028 DS_2CD1.  1921BE776 5000 DSE101HFI-IF-SD002
029 DS 2CDB1.. 19216677.38 6000 DSG10THFH-P-SD002 ¥
< >

7. Click Save.

* |P video recorder installation
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NAS Setup

A network-attached storage (NAS) is a device with a disk array that is connected to the local network. To ensure data
storage reliability, the hard disks in the network storage are part of a RAID array.
Almost any iSCSI network storage can be used on a server as a video archive.

o Before a network storage is connected, it must first be configured.

Setting up a network storage connection in the software depends on the operating system in which it runs:
» Windows operating systems
* "Linux-based TRASSIR OS"

e Astra Linux SE 1.7

* » Configuring a QNAP Turbo NAS
» Connecting a network storage in a Windows OS
» Configuring a network storage connection in Linux-based TRASSIR OS

» Archive setup on the server
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Configuring a QNAP Turbo NAS
As an example, let us consider the configuration of a QNAP Turbo NAS.

1. To connect to the network storage, launch a browser and enter the following into the address bar

http://IP-address:8080

where IP-address is the network storage's address.
If the connection is successful, a sign-in window will appear in the browser.

€| @ 192368.3001003084 cgi-bin/login himIT20131023 ¢ ||E - Geogie 2+ & D

2. To sign in, enter your username and password. If the authentication is successful, the network storage control
panel will open.

| Fietox - |3
| @rasomises [+]
€ | @ 192368100100:805 cgibin main hien!74.0.5 20131023 1362461755 ¢ | |B - Geogie L 4+ ## B~

3. Run Storage Manager and click the Dashboard -> Overview link. This page contains information about the hard
disks installed in the network storage, their state, and size.
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™ Firerox - =

(@) nasoTises +
6 @ 192168.100.100:3080/ cgi-bin/main htmI74.0.5.20131023 1382461755 (<] = Geogle
= | A NASD715EB

DASHBOARD Volumes - Total 1 Velume(s) What's fiexible volume? New Volume J Refresh J

100
50

0 -
W Volume

Datavoll B
O unused
Storage Pools - Total 1 Pool(s) MNew Storage Pool Disks - Total 2 Disk(s)
o o BLIGIEIGCILIGIG]
B [zo] 1] [:2]

M Data M Cache Il Spare [ Free Wl Error [ None

VIRTUAL DISK

& Remote Disk

You need to create one or several volumes to use the network storage as a video archive. Please note
that all logical disks to which the archive will be recorded, should be of approximately equal volume
and must not differ in size by more than 2 times.

You can use a RAID array to ensure data storage reliability.

4. To allow and configure an external connection to the network storage via iSCSI, click the iSCSI -> iSCSI Storage
link and click the Settings button. In the window that opens, set the Enable iSCSI target service checkbox and
enter the iSCSI service port.

Firefox ~ E m Fx—
1@ nasoT1sER +
4= | @ 192168.100.100:3080/ cgi-bin/main htmi?4.0.5.20131023 1382461755 77 v | |B)- Google £ 4 & B~

ISCSI Portal Management

[@ Enable iSCSI target service
15CS1 service port: 3260

[ Enable iSNS

152.168.100.100:8080/ cgi-bin/main.htm?4.0.5.20131023.1362461755#

5. To create and configure a new iSCSI storage, click the Create button. This will launch the Quick Configuration
Wizard. If you are creating an iSCSI storage for the first time, select iSCS/ Target with a mapped LUN and click
Next.
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Quick Configuration Wizard

Create a Job

I want to create

@ iSCSI Target with a mapped LUN
iSCS1 Target only

© iSCSILUN only

Step 1/10 Next Cancel

6. In step 3, enter the target's name and alias.

Quick Configuration Wizard

Create New iSCSI Target

iSCSI Target Profile
Target Name: NAS
iSCSI Target IQN iQn.2004-04.com.gnap:ts-ec167 9u-rpiiscsi.NAS.d7 15eb

Target Alias:
CRC/Checksum (optional)

[J Data Digest

[T Header Digest

Step 3/10 Back Next Cancel

Click Next to continue.

7. In step 4, specify the CHAP authentication settings. If needed, set the Use CHAP authentication and enter the
username and password.

Quick Configuration Wizard

CHAP Authentication Settings

Use CHAP authentication
Userame

Password

Re-enter Password:

[ Mutual CHAP

Step 4/10 Back Next Cancel

Click Next to continue.

8. In step 5, create an iSCSI LUN. To do this, select a LUN type, enter the LUN name, and specify its location and
capacity.

Quick Configuration Wizard

Create an iSCSI LUN

LUN Type @ Block-based @ @ File-based
LUN Allocation: @ Thin Provisioning & @ Instant Allocation
LUN Name: NAS_O
LUN Location: Storage Pool 1 hd
Free Size: 418.02 GB
Capacity: 400 GB ¥
[[] 4K bytes Sector Size
Step 5/10 Back Next Cancel

Click Next to continue.
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9. In step 9, confirm the selected settings.

Quick Configuration Wizard

Confirm the Settings

Target Name: NAS <
Target IQN: ian.2004-04.com.qnap:ts-ec1679u-rp:iscsi.NAS.d7 15eb

Target Alias: NAS

Data Digest: No =
Header Digest: No

CHAP authentication:  Yes

CHAP Username: admin

Mutual CHAP No

authentication:

Mutual CHAP

Username:

LUN Type: Black-based

DAL A i im Tim b AL i o h
Step 9/10 Back Next Cancel

10In step 10, the iSCSI target and LUN are created.

Quick Configuration Wizard

iSCSI Quick Configuration Wizard

Created successfully!

You can perform advanced settings at the "TARGET MANAGEMENT” and "ADVANCED ACL" page.

Step 10/10 Finish

When the Quick Configuration Wizard is finished, the iSCSI target should be created with a connected LUN:
=== e

| @ nasonises m

€= | @ 152168:100.100:3080/ cgi-bin/main htm|74.0.5.20131023.

Bl Storage Mana_x

iSCSI Target List - Settings

Allocated
STORAGE 4 nas (ign.2004-04.com.qnap:ts-ec1679u-rpriscsi.nas.d715 Connected
B volumes ID: 0 - nas_0 (File-based LUN from DataVol1
olumes 8 T I 2048.00 GB 100% Enabled
Un-Mapped iSCST LUN List -

€3 LUN Backup Capacity Allocation

VIRTUAL DISK

& Remote Disk
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If you need to connect one or more LUNs to an existing iSCSI target, select the iSCS/ LUN only option
in the Quick Configuration Wizard.

Quick Configuration Wizard

Create a Job

I want to create

&) iscsl Target with a mapped LUN
© isCsl Target only

@ iSCSILUN only

Step 1/10 Next. Cancel

NAS Setup
» Connecting a network storage in a Windows OS
» Configuring a network storage connection in Linux-based TRASSIR OS

» Archive setup on the server
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Connecting a network storage in a Windows 0S

Volumes that were configured on the network storage when connecting in a Windows OS will be displayed as logical
disks. In other words, all commands that apply to logical disks can be used when working with these disks.
Network storage connection procedure and settings in a Windows OS:

1. Open Start -> Control Panel -> Administration -> iSCSI Initiator

iSCSl Initiator Properties

==

| Targets | Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |

Target portals

The system will look for Targets on following partals: w

Address Part Adapter IP address

To add a target portal, dlick Discover Portal. Discover Portal....
To remove a target portal, select the address above and Remove
then dick Remove. —

ISNS servers

The system i registered on the fooning NS srvers:

Name

To add an iSNS server, dick Add Server. Add Server...

To remave an iSNS server, select the server above and Remove
then dick Remave.

More about Discovery and iSNS

2. Go to the Discovery tab and click the Discover Portal... button to connect to the network storage

3. Enter the IP address of the network storage and specify the ISCSI service port that was entered during configuration
of the network storage.

Discover Target Portal

==

Enter the IP address or DNS name and port number of the portal you
want

To change the defauilt settings of the discovery of the target portal, dick
the Advanced button,

1P address or DNS name: Port: (Defaultis 3260.)
3260

192,168,100, 100

4. If you enabled CHAP authentication while configuring the network storage, click Advanced to enter the
corresponding parameters.
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Advanced Settings

General | Ipsec

Connect using

Local adapter: lDEfauIt v]

Tnitiator P: [Defautt -]

Target portal IP:

CRE / Checksum
[ Data digest [ Header digest

Enable CHAP log on

CHAP Log on information
CHAP helps ensure connection security by providing authentication between a target and
an initiator.

To use, specfy the same name and CHAP secret that was configured on the target for this
initiator, The name will default to the Initiator Mame of the system unless another name is

spedfied.
Name: admin
Target secret: seesesssnnnne

[ Perform mutual authentication

To use mutual CHAP, either specify an initiator secret on the Configuration page o use
RADIUS.

[ Use RADIUS to generate user authentication credentials
[] Use RADIUS to authenticate target credentials

5. If there the network storage successfully connects, its identifier will appear in the Targets tab. And it's status will
be "Inactive".

iSCSl Intiator Properties ==

Targets ‘D\smvary Favorite Targets | Valumes and Devices | RADIUS | Ccnﬁguraﬁon‘
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target:
Discovered targets
Name Status

ign. 2004-04.com. gnap:ts-ec1679u-rp:iscsi.nas.d715eb Inactive

To connect using advanced options, select a target and then Connect
dlick Connect.

To completely disconnect a target, select the target and D =
then dick Disconnect. iSeonne
For target properties, induding configuration of sessions, Properties
select the target and dick Properties, perieses
For configuration of devices associated with a target, select

the target and then click Devices. Devices. .

More about basic SCSI connections and targets

6. To start working with the network storage, it must be activated. To do this, select it in the list and click the Connect
button. The network storage's status will change to "Connected".

If all of these steps were successful, the new disk will appear in the OS. To locate it, open Computer -> Manage
-> Disk Management
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‘A Computer Management (=5 EoR ==

File Action View Help

ol BXeEs & E

A Computer Management (Local|| Volume | Layout | Type ‘ File System | Status ‘ Capacityl Free Space | % Free
4 [} System Tools (] Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 2490 GB 715GE  29%
3 @ Task Scheduler (= System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition) 100MB  72MB 2%

» ] Event Viewer
, ) Shared Folders
» &% Local Users and Groups|
> (8 Performance
&) Device Manager 4 , s

4 {3 Storage |

{29 Disk Management Disk 0 I ——

> Fy Services and Applications || Basic System Reserved (]
25.00 GB 100 MB NTFS 24.90 GB NTFS
Online Healthy (System, Active | ‘Healthy (Boot, Page File, Crash Dump, Primary Partition)

CDisk 1 I
Basic

3685.63 GB 2048.00 GB 1637.63 GB
Online Unallocated Unallocated

£4CD-ROM 0
CD-ROM (D)

Ne Media

B Unallocated Bl Primary partition

A Format and partition the drive before using it. Please note that all logical disks to which the archive will
be recorded, should be of approximately equal volume and must not differ in size by more than 2 times.

NAS Setup
» Configuring a QNAP Turbo NAS

» Configuring a network storage connection in Linux-based TRASSIR OS

Archive setup on the server
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Installing Guardant USB keys

A Guardant USB dongle is a device designed to protect the server and associated data from unauthorized use and
duplication. Each license contains information about the USB key number that should be used to start and run the
software.

You will not be able to use the server in the following cases:

» USB key is not connected to the PC on which the software is installed;

» USB key drivers are not installed, or some errors occurred during the installation;

« the USB key physical number and the number, specified in the license, do not match.

To install drivers for Guardant USB keys on Windows, you need to:

1. Make sure that you have administrator rights. Otherwise, driver installation will not be possible.

2. You can download drivers for Guardant USB key from the manufacturer's website, or our website. You should
consider version and bit-type of your operating system when downloading the drivers.

3. Disconnect all other keys (if they were connected). The Guardant USB key should be connected to the port only
after the drivers have been installed. If the key was plugged in prior to the driver installation and the standard
Windows device installation wizard started running, remove the key from the port and complete the wizard.

4. Close all applications to avoid file-sharing errors.

5. Run GrdDriversRU.msi or Setup.exe and follow the installation program's instructions.

6. After completing the installation procedure, check the Guardant USB-key operability. To do this:
» Connect the Guardant USB-key.
» Be sure that the key's network indicator is constantly lit.

» Make sure the Guardant USB key is listed in Windows Device Manager.

You can install Guardant key drivers during the software installation, as the distribution package contains
the necessary key drivers.

No driver installation is required in Astra Linux SE 1.7 OS. You can plug the Guardant key into the
USB port of the server.
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Windows OS settings

This section contains the network ports used by the server (default values are indicated):

PostgreSQL database cluster port - 5432;

Server control port - 3080;

Video broadcast port - 3081;

Web server port - 8080;

RTSP broadcast port - 554.

HTTP broadcast port (flv, mjpeg) - 555.

Cloud Connect activation port - 443/UDP.

Make sure that the installed antivirus software does not control the ports used to connect to network
devices. If necessary, allow the use of the specified ports and add the software to the list of trusted
programs after the installation.

You can change the default port values.
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Installation of the software server version

Run the setup file, select your language and press OK.

Select the language to use during the
installation;

English ~

o

An installation wizard will start after the language selection. Press Next.

Setup - Tras -
Q‘ Welcome to the Trassir Setup Wizard
iyt )
|I This willnstal Trassi 4.0 on your computer
apm Itis recommended that you dose all other applications before
1 continuing,

Click Next to continue, or Cancel to exit Setup.

You can review the text of the license agreement on the License agreement screen. After reviewing the agreement,
select I accept the agreement and click Next.

Bscor e -

License Agreement
Please read the following important information before continuing. H

Please read the following License Agreement. You must accept the terms of this
agresment before continting with the instalation.

IMPORTANT: PLEASE READ THE TERMS AND CONDITIONS OF -~
THIS LICENSE AGREEMENT ("LICENSE AGREEMENT") CAREFULLY
[BEFORE USING THE SOFTWARE.

LICENSE AGREEMENT

IDSSL LTD. IS WILLING TO LICENSE THE SOFTWARE TO YOU AS

THE INDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY THAT
IWILL BE UTILIZING THE SOFTWARE (REFERENCED BELOW AS

YOI OR "YOTTR™ ONT Y ON THE CONTITION TRAT YOI ACCFeT ¥

@1 accept the agreement.
Ol do not accept the agreement

<sak ol

At the next step select the installation option Server as GUI application and press the button Continue.
B seop-Tee —

Trassir setup mode
Setas a normal application or as a Windows service -

Plezse choase how to install the Trassir and dick Next'
@ Server as a GUI appication

O Server as a Windows service (1o GUT)

trassir Create user
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If you want to install the server as a Windows service, select Server as Windows service (without GUI)
installation option and enter the user data which will be used to run the service. In case such user is not
available yet, you can create it, pressing Create new user.... Press Next to proceed.

Trassir setup mode
Setas a normal application ar a5 a Windows service -

| Please choose how to install the Trassir and dick Next'
| (O server as a GUI application
@ server as a Windows service (no GUT)

Special user is used to start Windows service

wodowelir | e

| That user does not existin the system

<Back Next > cancel

You can use the client software version in order to connect to the server installed as a Windows service.
Learn more about connecting to a server in Connecting to a new server.

Specify the installation folder manually or by using the Browse button. Click the Next button after that.
T T:
| Tn‘ continue, dick Next. If you would like to select a different folder, dick Browse.

[o:pssLirrassr—.0 | [Ceronse..

Atleast 1,007.5 M8 of free disk space is required

< Back Next > Cancel

Specify the Start Menu folder where application shortcuts will be created. Click Next.

Select Start Menu Folder
Where should Setup place the program’s shortauts? -

$ i Setup wil reate the program's shortcuts in the following Start Menu folder.

To continue, dick Next. If you would like to select a different folder, ik Browse.

[psstiTrassir 4.0 005U TRASSIR#0 Browse.

<o o

Next step, the installer will prompt you to install and configure the PostgreSQL DBMS. All events recorded in the
server, will be stored in the database. Although the software can work without a database connection, we strongly
recommend using one. Moreover, certain modules require a database.

* In case a PostgreSQL database is already installed on a PC, the installation wizard will prompt you to use the
existing database; if you do not want to use the existing database, select Recreate database in the existing
DBMS and enter the PostgreSQL superuser password. Otherwise, select Use installed DMBS PostgreSQL.
Click Next.

* In order to install the database automatically, download the archive with the installation files from our website and
unzip it into the same folder as the installation file. Alternatively, you can always download PostgreSQL from the
official site and perform the manual database installation.

Before beginning to install the database, you must configure the operating system settings.

If you have already the database installed or you want to do this later, select Do not install DMBS PostgreSQL.
Otherwise select Install PostgreSQL and fill in all the fields. For your convenience, you can use the Generate
buttons to generate passwords. After filling out all the fields, click Next. The installation of PostgreSQL will start
automatically.
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The PostgreSQL superuser's password can be selectable and you can subsequently create new
database users.

The Windows service user's password must satisfy your operating system's security policy. To
create a strong password, use the combination of uppercase and lowercase letters, as well as numbers
and punctuation marks.

« If the installer cannot find the installation files for the DBMS, and PostgreSQL DBMS is not installed on the PC, the
installer will issue a warning. Click Next to skip the installation of the DBMS, or verify that the DBMS installation
files are in the same folder as the installer file and restart the installer.

Next step, the installation wizard will offer you to configure the time synchronization service (NTP). Select a
synchronization Period and Time server. You can also specify the address of an arbitrary NTP server or cancel the
configuration of NTP by setting the Skip time synchronization setup checkbox. Click Next.

The installation wizard will prompt you to verify the correctness of the server's current date and time. You can
synchronize time using an NTP server by clicking the corresponding button, or click the Windows date/time setup
link to quickly navigate to the settings window. Click Next.

NTP ‘Computer clock
Configure time synchronization

Check computer clock setup and synchronization.
[ skip time synchronization setup
Current tme: 13:46:38 9-26-2018

r— e o Time server time.windows.com

Time server time.windows..com v
Windows date /time setup
Synchronization is important for the computers in the network. Mistiming of
dock complicate the analysis of data from different computers, Itis
reccomended to use 2 hour synchrenization interval for the archive recording
over the netwark, in all other cases the daily synchronization is enough.
<ok Cancal g | mex> Cancel

Select any additional installation settings. Click Next.

Select Additional Tasks
Vihich additional tasks should be performed? ' =

Select the additienal tasks you would ke Setup to perform whie instaling Trassir, then
click Next,

Start when user system start

Add rule for Trassir 4 Server to firewall

[ save the installation log

Copy configuration from C:\DSSL \Trassir4.0-611

<ok Coca

» Start when user system starts lets you restore a system to working order in the event of potential hardware
failures, for example, if the electricity supplied to the site is unreliable.

« If you plan to use the standard Windows Firewall, then set the Add rule to firewall checkbox.

* If needed, you can Save the installation log.

» If you are installing to a different folder while updating the server, then set the Copy configuration from the
previous installation checkbox to copy all the settings from the previous version. This will save time during the

configuration process.

The wizard will show the selected installation parameters in the final step. Click the Install button.
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-

Ready to Install
Setup is now ready to begin instaling Trassir an your computer. H

Ciick Instal to continue vith the installation, or cick Back I you want to review o
change any setfings.

Destination location:
D:1pSSl {Trassir.0

Start Menu folder
DSSLTrassi 4.0 D-DSSLTRASSIR4-0

Additional tasks:
Start when user system start
Add rule for Trassir 4 Server to frenal
Copy configuration frem C:\DSSL\Trassi+.0-611

<Back Instal Cancel

The files will begin to be copied.
B setup - Trass -

Installing
Please wait while Setup installs Trassir on your computer. -

Extracting files...
D:\DS5L\Trassi4.0Vibeay32.dI

Cancel

Click Finish to complete the installation.
Setup - T -

< Completing the Trassir Setup Wizard

|||I||I|II Setup has frished nstaling Trassrr on your computer, The

Y i application may be launched by selecting the installed icons.

Click Finish to exit Setup,

Installing Guardant USB keys

Start the software and sign into the system

» Working with the basic interface

Settings

Installation of the software client version
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Installation of the software client version

Run the executable file, select your language and press OK.

Select the language to use during the
instalation

Englsh -

Cancel

An installation wizard will start after the language selection. Press Next.

@
1 ﬂ' Welcome to the Trassir client Setup
iy Wizard
| | !
This wil nstall Trassir 4.0 clent on your computer.
ap™

Itis recommended that you close all other applications before
continuing.
Cick Next to continue, or Cancel to exit Setup.

|

|

|

|

You can review the text of the license agreement on the License agreement screen. After reviewing the agreement,
select I accept the agreement and click Next.

License Agreement
Please read the following important information before continuing. =

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the instalation.

IMPORTANT: PLEASE READ THE TERMS AND CONDITIONS OF ~
THIS LICENSE AGREEMENT ("LICENSE AGREEMENT") CAREFULLY
[BEFORE USING THE SOFTWARE.

LICENSE AGREEMENT
[DSSL LTD. IS WILLING TO LICENSE THE SOFTWARE TO YOU A§
THE INDIVIDUAL, THE COMPANY, OR THE LEGAL ENTITY THAT
[WILL BE UTILIZING THE SOFTWARE (REFERENCED BELOW AS
"VOTT" OR "VOITR™ ONT ¥ ON THE CONDITION THAT YOTT ACCRRT ¥
@ 1accept the agreement
(O1do not accept the agreement

Cancel

| < B

Next step, the installation wizard will ask you to configure the time synchronization service (NTP). Select a
synchronization Period and Time server. You can also specify the address of an arbitrary NTP server or cancel the
configuration of NTP by setting the Skip time synchronization setup checkbox. Click Next.

The installation wizard will ask you to verify the correctness of the server current date and time. You can synchronize
time using an NTP server by clicking the corresponding button, or click the Windows date/time setup link to quickly
navigate to the settings window. Click Next.

TP Computer clock
Configure time synchronization

Check computer dock setup and synchronization.
[ skip time synchronization setup

Current tme: 14:19:50 9-26-2018

. EErEEES - Time server time.windows.com

Time server time. windows. com v

Synchranization is important for the computers in the network, Mistming of
dlock complicate the analysis of data from different computers. It is
receomended to use 2 hour synchronization interval for the archive recording
over the network, in all other cases the day synchronization is enougt

<Back Cancel <Back Next > Cancel

Specify the installation folder manually or by using the Browse button. Click the Next button after that.

Select Destination Location
Where should Trassir dient be instalied? =

| setup villinstall Trassir cientinto the folloning folder.

To continue, dick Next. IF you would lie to select a different folder, cick Browse.

(C:\DSL Trassir-4.0-clent Browse...

Atleast 418, 1 MB of free disk space is required.

<oak ol

Specify the Start Menu folder where application shortcuts will be created. Click Next.
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Select Start Menu Folder
Where should Setup place the program’s shortcuts? -

. i Setup will create the program's shortcuts in the following Start Menu folder.

To continue, dick Next. IF you would lie to select a different folder, cick Browse.

[psstimrassir 4.0 cient Browse...

<sak ol

Select any additional installation settings. Automatically launching the application makes it possible to bring the system
back in operation in case of server hardware failures, for example, an unreliable supply of electricity to the site. If you
plan to use the standard Windows Firewall, then set the Add rule to firewall checkbox. Click Next.

Select Additional Tasks
Wihich additional tasks should be per formect? H

Select the additional tasks you would ike Setup to perform whie instaling Trassir
dient, then click Next.

Start when user system start
Add rule for Trassir 4 dient to firewal
[ save the installation log

‘ <ok o

The wizard will show the selected installation parameters in the final step. Click the Install button.

@

Ready to Install
Setup s nows ready to begin installing Trassir cient on your computer, -
Click Install to continue with the installation, or cick Back if you want to review or
change any settings.

Destination location:
C:\pSSL\Trassir-4.0-dient

Start Menu folder:
DSSLYTrassir 4.0 cient.

Additional tasks:
Start when user system start
‘Add rule for Trassir 4 client to firewal

‘8

Installing
Flease wait whie Setup installs Trassi client on your computer. =

I

1 Extracting files...
C:\DSSL\Trassir-4.0-cientlopency_calib3d2411.dl

\

\

Click Finish to complete the installation.
a

| Completing the Trassir client Setup

1) ‘Wizard
i
i
n Setup has firished instaling Trassir cient on your computer.
a The appication may be lsunched by selecting the mstalled
icons,

Click Finish to exit Setup,

‘
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* » Working with the basic interface
» Connecting to a new server

* [Installation of the software server version
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Installation and uninstallation of the software server version in Astra
Linux SE 1.7

The installation and uninstallation of the software server version in Astra Linux SE 1.7 is performed by
console commands.
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Preliminary preparation before the software server version installation

1. Check that only the following repositories are connected in the /etc/apt/sources.list file:

# Main repository

deb https://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-main/ 1.7_x86-64
# Operational updates to the main repository

deb https://dl.astralinux.ru/astra/stable/1.7_x86-64/repository-update/ 1.7_x86-64
# Base repository

deb https://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-base/ 1.7_x86-64
# Extended repository

deb https://dl.astralinux.ru/astra/stable/1.7_x86-64/repository-extended/ 1.7_x86-64
# Extended repository (astra-ce component)

deb https://dl.astralinux.ru/astra/stable/1.7_x86-64/repository-extended/ 1.7_x86-64

2. Check for ca-certificates
If it is not available, download and install it using the commands:

main contrib

main contrib

main contrib

main contrib

astra-ce

non-free

non-free

non-free

non-free

wget https://dl.astralinux.ru/astra/stable/1.7 x86-64/repository-base/pool/main/c/ca-certificates/ca-

certificates_20220331+astra3_all.deb --no-check-certificate
sudo dpkg -i ca-certificates 20220331+astra3 all.deb

3. Update packets from connected repositories

sudo apt update

4. Install the packets required for further installation of the software server version:

sudo apt install linux-headers-$(uname -r) build-essential libglvnd-dev pkg-config libc6-1386

48



Administrator's Guide

Installation of the software server version
1. Download the deb packet of the software server version.

2. Check that the folder contains a deb packet with the same version. Run the installation with the command:

sudo apt-get install --reinstall ./trassir-*.deb

All necessary updates will be downloaded and installed during the installation process.

3. During the installation process, select one of the options:

After the first installation, the method selection is saved and used when reinstalling or upgrading the
software later.

In order to change the software operation mode, run the command:

sudo dpkg-reconfigure trassir

When installing the software in File Manager (QApt application), you cannot select an installation
method, so the Server as GUI application option will be automatically selected, or the last selected
method will be used if the software has already been installed.

4. After installation, the server will reboot.

5. If Server as a GUI is selected, open Start -> Network -> TRASSIR Server to run the software.

If you select Server as a system service without GUI, the software will automatically start in the background
immediately after the installation or automatically when the server boots.
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Licensing
The licensing process differs depending on the installation option selected:

» Server as a GUI application
Once installed, the Server Activation service will start.

Follow the service prompts.

» Server as a system service without GUI
Copy file "license.txt" tothe /var/lib/vms/.

The license can be updated, if necessary. For details on license update procedure, see Local server settings.
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Uninstalling the software server version

» With configuration file and license file saving

sudo apt remove trassir

After uninstallation, the archive and data will remain in the /var/lib/vms folder.

+ Completely

sudo apt purge trassir

After uninstallation, only the archive will remain in the /var/lib/vms folder.

* » Configuration of the software server version in Astra Linux SE 1.7 for operation with neural network
detectors
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PostgreSQL DBMS installation

All events, registered on the server, are stored in the database. The database can be located on either a local or
remote server. For example, a separate server, used only for recording events, may be chosen as the database.

A computer with the following minimum specifications is required to install PostgreSQL DBMS:
* Processor: Intel Pentium D 1.8 GHz or greater.

* RAM: 2 GB or greater.

Before installing the PostgreSQL DBMS, review Configuring the operating system to work with the
PostgreSQL DBMS

As an example, let us consider the installation of PostgreSQL DBMS 9.3.4 on Windows 7:
1. Download the PostgreSQL distribution from the PostgreSQL website (it's free).

2. Launch the installer and click Next > in the window that opens.

W 5o o e

Setup - PostgreSQL

Welcome to the PostgreSQL Setup Wizard.

PostgreSQL

Packaged by:

ENTERPRISEDE

3. Select the database installation folder and click Next >.

& setup B [
Installation Directory I k

=

Please specify the directory where PostoreSQL will be instaled.,
Instalation Directory C:\Program Fies\PostareSQL19.3

< Back ;[ Next > ][ Cancel

4. After that select the folder that contains the DBMS files. Click Next > to continue.
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& Setup (== = |
y
Data Directory i
¥

Please select a directory under which to store your data,
Data Directory :\Program Fies\PostareSQL\S. 3\data

BitRock Installer

< Back ][ Next > ][ Cancel

5. In the next step, enter the DBMS's superuser's password. Click Next > to continue.

& setup [E=STEN >
"
Password I E

o=

Please provide 3 password for the database superuser (postgres).

Password ey

Retype passward essssss

BitRodk Installer

<Back [ Next> | [ Cancel

We strongly recommend that you memorize or write down the superuser's password. This password
is required to configure the database connection and create a backup copy if the DBMS is moved
to a different server.

6. If needed, you can change the DBMS connection port. Click Next > to continue the installation.

& Setup (=88] = |
. y
Port
==
Please select the port number the server should listen on.
Port 5433
BitRock Installer
< Back ] [ Next > ] [ Cancel

7. In the next stage, select English, English in the Locale field. Click Next > to continue the installation.
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& Setup | o S
Advanced Options ! h
L

Select the locale to be used by the new database duster.

Lacale {English, English -

&
a
T

< Back ][ Next > ][ Cancel

8. Click Next on the next screen and wait for the installation to complete.
# Setup (= & ]

Installing [} Kh‘

Please wait while Setup installs PostareSQL on your computer.

Instaling
Unpacking C:\Program [...].3\doc\postaresqlihtml\gin-extensibility. html

< Back Next > Cancel

9. When the installation is complete, clear the Launch Stack Builder at exit? checkbox and click Finish.
# Setup (= © i)

‘Completing the PostgreSQL Setup Wizard

Setup has finished installing PostgreSCL on your computer,
Launch Stack Builder at exit?
Stack Builder may be used to download and install

additional toals, crivers and applications to
complement your PostgreSQL installation.

PostgreSQL

Packaged by:
‘DB‘

ENTERPRISEDB
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The installation process of PostgreSQL DBMS in Astra Linux SE 1.7 OS is described in the OS
knowledge base.

 Configuring the operating system to work with the PostgreSQL DBMS

Starting the PostgreSQL Database Server service

* Moving a PostgreSQL database to a different server

Allowing external connections to the PostgreSQL DBMS

» Database connection settings

55



https://wiki.astralinux.ru/pages/viewpage.action?pageId=147162402
https://wiki.astralinux.ru/pages/viewpage.action?pageId=147162402

Administrator's Guide

Configuring the operating system to work with the PostgreSOL DBMS

Before installing PostgreSQL DBMS, be sure that the Secondary Logon service is running on Windows. This service
is disabled by default in Windows 7.

If the service is disabled, you will not be able to install the PostgreSQL DBMS.
To start the Secondary Logon service:

1. Bring up the Windows services management window by running services.msc.

O ==
File Action View Help
e |EEH-= HEl»runw
© Services (Local) || Name ‘ Description  Status Startup Type  Log On As &
< Remote Registry Enables rem... Manual Local Service
% Routing and Remote Access Offers routi... Disabled Local System
£ RPC Endpoint Mapper Resolves RP... Started Automatic Network Service
E* Secondary Logon Enables star... Manual Local System
% Secure Socket Tunneling Protocol Se.. Provides su.. Manual Local Service
5 Security Accounts Manager The startup ... Started Automatic Local System
% Security Center The WSCSV... Automatic (D... Local Service |:|
o Server Supportsfil.. Started Automatic Local System
“. Shell Hardware Detection Provides no... Started Automatic Local System
- Smart Card Manages ac... Manual Local Service
% Smart Card Removal Policy Allows the s... Manual Local System
S5 ChIAAD T oo WAamo ] |l oo
Extended 4, Standard

2. Find the Secondary Logon service in the list of services and double-click on it to open its settings window.

Secondary Logon Properties (Local Computer) @

Generdl | Log On | Recovery | Dependencies|

Service name seclogon
Display name: Secondary Logon

Desci Enables starting processes under altemate
esciplion credertials. | this service is stopped, this type of

Path to executable
C:\Windows'system32\svchost.exe & netsvcs

Startup type Automatic b

Help me confiqure service startup options

Service status:  Stopped

S = T

You can specify the start parameters that apply when you star the service
from here.

Start parameters

.

3. In the service's settings window:
» Select "Automatic” in the Startup type field;
« Click Start;
+ Click OK.

4. Verify that the service started successfully in the window with the list of services (the Status field should say
"Started").
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< Serviees ===
File Action View Help
@ |[EEd=HE > 0w
i Services (Local) || Name - Description  Status Startup Type  Log On As -
. Remote Registry Enables rem... Manual Local Service
% Routing and Remote Access Offers routi.. Disabled Local System
£ RPC Endpoint Mapper Resolves RP... Started Automatic Metwork Service
4% Secondary Logon Enables star... Started Automatic Local System
£ Secure Socket Tunneling Protocol Se.. Provides su... Manual Lecal Service
£ Security Accounts Manager Thestartup ... Started Automatic Local System
(% Security Center The WSCSV... Started Automatic (... Local Service ||
£ Server Supports fil...  Started Automatic Local System
%, Shell Hardware Detection Provides no... Started Automatic Local System
5. Smart Card Manages ac... Manual Local Service
. Smart Card Removal Policy Allows the 5., Manual Local System
£ CRIKAD Tuaw S [ ' Vol Comion
Extended }\Standard

The process of Astra Linux SE 1.7 OS configuration to operate with PostgreSQL DBMS is described
in the OS knowledge base.

* PostgreSQL DBMS installation
 Starting the PostgreSQL Database Server service

Allowing external connections to the PostgreSQL DBMS

» Database connection settings
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Starting the PostgreSQL Database Server service
After PostgreSQL DBMS installation, the PostgreSQL Database Server service will be enabled by default. If the
service is disabled, the server will not be able to access the database, and consequently it will not be possible to
record events in the database. You can check if the service is enabled in two ways:

+ using the standard tool for managing Windows services;

 using the pgAdmin IlI utility, which is installed together with PostgreSQL DBMS.

The service's name will be different if you changed it during installation (see step 7 of the PostgreSQL
DBMS installation section).

To verify that the service is enabled using the standard Windows tool:
1. Open the Windows services management window by running services.msc.

2. In the window with the list of Windows services, find the PostgreSQL Database Server and be sure the Status
column says "Started" (meaning the service is enabled).
. Services [E=HEe 5

File Action View Help

e EEEEN I R

o Services (Local) || Name B Description  Status Startup Type  Log On As -
% PnP-X IP Bus Enumerator The PnP-X... Manual Local System
% PNRP Machine Mame Publication Se... This service ... Manual Local Service
% Portable Device Enumerator Service Enforces gr... Manual Local System
. Power Manages p..  Started Automatic Local System L
5. Print Spooler Loads filest.. Started Automatic Local System
% Problem Reports and Solutions Cont... This service ... Manual Local System
% Program Compatibility Assistant Ser... This service ... Started Automatic Local System
% Protected Storage Provides pr... Manual Local System
%+ Quality Windows Audio Video Experi... Quality Win... Manual Local Service pl
« m 3
Extended 4, Standard

3. If the service is disabled, then open its settings window by double-clicking with the mouse. In the service's settings
window:

» Select "Automatic" in the Startup type field;
» Click Start;

+ Click OK.

PostgreSQL Database Server 8.2 Properties {Local Computer) ==

General ‘ Log On | Recovery | Dependencies‘

Servicarame: NI

Display name:  PostgreSOL Database Server 8.2

Descintion PostgreSGL Database Server (postmaster) P

Path to executable
"C\Program Files {<86)\PosigreSAL'\8 2\bin‘pg_ctl exs" runservics - -N "

Startup type: [Autumalm -

Help me configure service startup options.

Service status:  Started

You can specify the start parameters that apply when you start the service
from here

4. Verify that the service started successfully in the window with the list of services (the Status field should say
"Started").
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File Action View Help
e |E)E o= Bl > mnw

<, Services (Local) || Name

B

Description  Status Startup Type  Log On As -
£ PnP-X IP Bus Enumerator The PnP-X... Manual Local System
£ PNRP Machine Name Publication Se... This service ... Manual Local Service
“% Portable Device Enumerator Service  Enfarces gr.. Manual Local System

E#d pocigreSQL Database Server8.2 PostgreSQL ... Started Automatic A\postgres

% Power Manages p... Started Automatic Local System [ |
4 Print Spooler Loads filest.. Started Automnatic Local Systern

%+ Problem Reports and Solutions Cont...  This service ... Manual Local System

. Program Compatibility Assistant Ser...  This service ... Started Automatic Local System

. Protected Storage Provides pr... Manual Local System

%4 Quality Windows Audio Video Experi... Quality Win... Manual Local Service i
< m ] »
Extended }, Standard

To verify that the service is enabled using the pgAdmin utility:

1. Launch the pgAdmin utility by running C: \Program Files (x86)\PostgreSQL\8.2\bin\pgAdmin3.exe.

2. In the window that opens:

Select the service in the list;
» Bring up its context menu by right-clicking with the mouse;
» Be sure the services enabled (the Running field should say "Yes");

+ If the service is disabled, enable it by selecting Start Service in the context menu.
& pgAdmin I Elﬂlg

File Edit View Tools Help
o - %o WEE??

Dé:ectbmwser X [ Properties |statistics | Dependendies | Dependents |
Servers (1)

PostgreSQL Database Server | L ) Value
Refresh PostgreSQL Database Server 8.2
localhost
Connect 5432
Start Service posql8.2
base postgres
Delete/Drap postares
Yes
Reports 3
ent? No
Properties... Mo
- Mo

« [

Stopping service... Daone. 0,01secs
=

3. Be sure that the service started successfully (the Running field should say "Yes").
" pghdmin — =18 ]

VER# 7?9

File Edit View Tools Help

0 -%@

Object browser X || Properties |statistics | Dependencies | Dependents |
[ servers (1)
i B PostgreSQL Database Server Rl Value
E scription PostgreSQL Database Server 8.2
stname localhost
5432
ervice pasgl-8.2
Maintenance database postgres
Username postgres
Store password? Yes
Restore environment?  No
= Connected? No
= Running? Yes
« . v L L G
Starting Service... Done. 0,82 secs
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The process of running PostgreSQL DBMS in Astra Linux SE 1.7 OS is described in the OS knowledge
base.

The process of PostgreSQL DBMS autorun configuration is described in our knowledge base.

PostgreSQL DBMS installation
» Configuring the operating system to work with the PostgreSQL DBMS
« Allowing external connections to the PostgreSQL DBMS

» Database connection settings
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Moving a PostgreSOL database to a different server

These instructions will help you move a PostgreSQL database from one server to another. We will consider the
process of moving a database using PostgreSQL DBMS version 9.3.4 on Windows 7 as an example.

First, prepare the new PostgreSQL DBMS server to which the database is being migrated. To do this:
» Configure the operating system to work with the DBMS;

 Install the DBMS;

» Launch the PostgreSQL Database Server service.

Create a backup copy of the old database. To do this:

1. Launch the pgAdminlil utility (Start -> PostgreSQL 9.3 -> pgAdmin IlI).

2. Connect to the database by double-clicking on PostgreSQL 9.3 (localhost:5433). If you are prompted for a
password, enter the superuser's password that was specified during installation of the DBMS.

Properties | Statistics | Dependencies

ertfica
s5L ey File

501 pane

3. In the tree, select the database that you want to move to the new server and select Backup... in the context menu

Properties

New Object

Disconnect database
Delete/Drop...

Search objects,

CREATE Script

4. On the window that opens, in the File Options tab:
» Enter the Filename of the backup;

¢ In the Format field, select Custom;

Leave the Compress Ratio field unchanged;

In the Encoding field, select UTF8;

* In the Rolename field, select postgres;

Fiename (C:\packLP \server32.backup

Format Custom -

CompressRatio |

Encoding uTF8 -
Number Of Jobs

Rolename postgres ~

File Options | Dump Options #1 | Dump Options 2 | Objects | Messages

Help Bacup Cancel

5. In the Dump Options #1 and Dump Options #2 tabs, set the checkboxes as shown in the images below:
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[ B Backup database "server32” ldE-J [ |8 Backup database "server32” X
Sections Queries
D Pre-data Include CREATE DATABASE statement
D Data Include DROP DATABASE statement
[ Post-data [ Use Column Inserts
[ Use Insert commands

Type Of Objects

Only data Disable

Only schema Trigger
[¥] Blobs [7]6 quoting
Don't save Miscellanous

Owner [ Use SET SESSION AUTHORIZATION
[ privilege With OIDs
[] Tablespace Verbose messages
[] Unlogged table data [] Farce double quotes on identifiers

File Options  pump Options #1 | Dump Options #2 | Cbjects | Messages | File Options | Dump Options #1  pump Options 2 -Umeds Messages
s | = e

6. Go to the Objects tab and set all of the checkboxes in the object tree:

[ Backup database "server32” ===

¥ Database server32
=-Jv public
¥ auto_emblist
7 auto_log
¥ event_log
¥ pos_cashiers
¥ pos_detectors
t.[¥ pos_detectors_templates
L.V pos_events
¥ pos_incident_types
L[ pos_inddents
¥ pos_incidents_related_ts
¥ pos_receipts
L-[¥ pos_receipts_timeline

File Options I Dump Options #1 | Dump Options #2  Objects ‘Messages]

—

7. Go to the Messages tab and start backing up the database by clicking the Backup button.

]

pa_dump: dumping contents of table “public.doud seripts_events” ~
pg_dump: dumping contents of table “public.event_log™

Pa_cump: dumping contents of table “public, features™

pa_dump: dumping contents of table “public.people_features”
pa_dump: dumping contents of table “public.persons™

pa_cump: dumping contents of table "public.persons_images™
pg_dump: dumping contents of table “public.pos_cashiers™

pg_dump: dumping contents of table “public.pos_cashiers_vs_indidents
pg_cump: dumping contents of table “public,pos_cashiers_vs_receipts”
pa_dump: dumping contents of table "public,pos_detectors”

pa_dump: dumping contents of table "pblic.pos_detectors_templates™
Pa_dump: cumping contents of table “public,pos_events”

pa_cump: dumping contents of table “public.pos_incident_types”
pg_dump: dumping contents of table “public.pos_incidents™

pa_dump: dumping contents of table “public.pos_incidents related_ts"
pg_dump: dumping contents of table “public.pos_incidents_review history™
pa_dump: dumping contents of table “public,pos_aueues™

pg_dump: dumping contents of table “public.pos_receipts”

pa_dump: dumping contents of table “public,pos_receipts_tmelng”
pa_dump: dumping contents of table “publicpos_scheme version”
pq_dump: dumping eontents of table “public.pos_terminal_svants™

Process retured exit code 0.
v

< >
File Options | Dump Options #1 | Dump Options 2 | Objects  Messages
Help Done Cancel

As the backup is created, messages will be displayed in the window. If the backup is created successfully, then
Process returned exit code 0 should appear last. Otherwise, verify the settings described above and repeat the
process to create a backup.

After the backup has been created, move it to the new server and use it to restore the database. To do this:
1. Launch the pgAdminlil utility (Start -> PostgreSQL 9.3 -> pgAdmin IlI).

2. Connect to the database by double-clicking on PostgreSQL 9.3 (localhost:5433). If you are prompted for a
password, enter the superuser's password that was specified during installation of the DBMS.

3. Select Databases in the tree and select New Database... in the context menu
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I ™
¥ pgAdmin I l‘:' El é}
File Edit Plugins View Tools Help
| - )
AT BEEFEGPS
:I = sl Properties  Statistics Dependendes Dependents £
4 Server Groups
[ E Servers (1) Database Owner Comment
- Cepsepei (1) postgres postgres default administrative connection database
=[] Postgres0L 9.3 (ocalhost:5433)
=]} Databasy
Refresh
New Database... %
Reports 3
< | n r
Retrieving details on databases... Done. 0.00 secs
L 4

4. In the window that opens, in the Properties and Definition tabs, enter the parameters just as they appear in the
images below:

’[:] New Database... =) [_| New Database... =]
Properties | Definition | Variables | Privileges | Security Labels [ sQL | | Properties | Definition | variables | privileges | security Labels [sqL |
Name server32 Enceding [UTFE = ]
oD Template [ -]
Owner postgres - Tablespace [<dav’au|t tablespace = v]
- Collation Russian_Russia. 1251 -
Character type -
Connection Limit -1
Comment
Schema restriction

) o ||| )
\ )

In the Name field, enter the name of the database on the new server. Leave the parameters on the remaining tabs
unchanged and click OK to create the new database.

5. Select in the tree the newly created database and select Restore... in the context menu

Properties
Server Groups
£ semvers (1) Property
=[] PostgresQL 9.3 (ocalhost:5432) = Name
£ Datbases (2) Siom
(0 postgres “EN
=30
@& C  Refresh
e
& % & NewObject >
B : s Disconnect database
El
. Delete/Drop..
- Tablespat el
fgGupra  Seorch objects
e Login Rol
B Lok CREATE Script
Reports. >
Maintenance...
Backup..
Restore...
Properties.

6. On the window that opens, in the File Options tab:
* In the Format field, select Custom or tar;
* In the Filename field, enter the path to the previously saved backup;

» Leave the Number of Jobs field unchanged;
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* In the Rolename field, select postgres;

[@ |
| Format Custom or tar ~
| Mumber OF obs [

Rolename postgres

File Options | Restore Options #1 | Restore Options #2 | Objects | Messages

Help Display objects Restore Cancel

Leave the remaining tabs' parameters unchanged.

7. Go to the Messages tab and start restoring the database by clicking the Restore button.

|

&
pg_restore: setting owner and privieges for INDEX "public.autoemb_plate_ind* A
|pg_restore: setting owner and privileges for INDEX “pubic.event_log_ts_ind”
Pg_restore: setting owner and privieges for INDEX "public.event_type_ts_cashier_
Pg_restore: setting owner and privieges for INDEX "public.event_type_ts_termina
Pg_restore: setting owner and privieges for INDEX “public.pos_events_opid_ind™
pg_restore: setting owner and privieges for INDEX "public.pos_incidents_rts™
|pg_restore: setting owner and privileges for INDEX “pubic.pos_timeline_ind_rid”
pg_restore: setting owner and privieges for INDEX "public.receipts_cashiers_idx"
|pg_restore: setting owner and privileges for INDEX “pubic.receipts_terminals_idx™
pg_restore; setting owner and privieges for TRIGGER “public. features_insert™
Ipg_restore: setting owner and privieges for TRIGGER “public.people_features_ins:
Pg_restore: setting owner and privieges for FK CONSTRAINT “public. persens_imag
pg_restore: setting owner and privieges for FK CONSTRAINT "public. pos_events_t
|pg_restore: setting owner and privilages for FK CONSTRAINT "public. pas_indidents
pg_restore: setting owner and privieges for FK CONSTRAINT "public. pos_indidents
|pg_restore: setting owner and privileges for FK CONSTRAINT “public. pos_inddents.
pg_restore; setting owner and privieges for FK CONSTRAINT "public. pos_receipts_.
_restore: setting owner and privileges for FK CONSTRAINT “public. pas_terminal,
WARNING: errers ignered on restore; 105 v
< >

Fie Options | Restore Options #1 | Restore Options #2 | Objects Messages

Help Display objects Cancel
As the database is restored, messages will be displayed in the window. If the database is successfully restored,
then Process returned exit code 0 should appear last. Otherwise, verify the settings described above and repeat
the process to restore the database.

This completes the PostgreSQL database migration process. Now you can change the database connection settings.

» Database connection settings
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Allowing external connections to the PostgreSQL DBMS

The file should be edited to allow external connections to the data base server pg hba.conf and restart the
PostgreSQL Database Server service.

The file pg_hba.conf islocated in C:\Program Files (x86)\PostgreSQL\<version number>\data.You
can edit it in any text editor or with the pgAdmin utility.

To configure external connections using the pgAdmin utility:

1. Run the pgAdmin utility.

2. In the File menu, select Open pg_hba.conf....

! pgadmin T [E=REERE
Edit View Tools Help

Save Definition..,

Add Server..,

Change Password..

Propetties | tatistics | Dependencies | Dependsnts

+:5432) Properties
Optians... Mo properties are available For the current selection
Qpen postgresql.conf.,
Open pg_hba.conf..

Open pgpass.conf

Exit Alt-F4

4 m

50L pane

Retrigving Servers details. .. Done. 0,00 secs

3. Select pg_hba. conf to configure the external connections.

4. In the window that opens, double-click in the empty checkbox for adding a new authorized connection.

( @ pgAdmin II - Backend Access Configuration Editor l =HCT ﬂhj
File Edit Help
=1 I3 |®?
Type Database User P-Address Method  Option
¥ host  all Al 127.0.0.1/32 mds
W host  all Al 111/128 mds

< n

Configuration read fram C:\Program Files (x86){PostgresqUidatalpg_hba.conf

5. Specify the connection parameters:

Enabled - Set the checkbox. If the checkbox is cleared, the connection will be preserved in pg hba.conf as
a comment, i.e. it will be inactive.

» Type - Select "Host" from the dropdown list (authorization at the host level).
Database - Select "All" from the dropdown list (the connection is authorized to all databases).
User - Select "All" from the dropdown list (the connection is authorized for all users).

IP Address - Specify the range of IP addresses (given as [IP address/Mask]) from which the connection will be
made. For example: "192.168.1.112/32".
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* Method - Select "md5" (the type of encryption for data transmission).

Client Access Configuration [
Enabled
Type host -
Database all -
User al -
IP Address 192,168.1.112/32
Method mds -

All addresses correspond to a "zero" subnet mask (signified by /0). A specific IPv4 address
corresponds to a subnet mask with a 32-bit prefix (signified by /32).

6. If needed, add other connections in a similar manner (see step 5).

7. Press CTRL+S to save pg_hba.conf , and close the pgAdmin utility.
To configure external connections using a text editor:

1. Open pg_hba.conf using a text editor (for example, Notepad).

2. Find the following line in the file:
# Ipv4 local connections

3. In the list that follows, at a record that corresponds to the range of IP addresses of the computers from which the
connection will be made.
| pg_hba — Baoknor = B

@aitn Mpaska Gopmar Bua Cnpaska
# Put your actual configuration here ~
#

#

# If you want to allow non-local connections, you need to add more

# "host" records. In that case you will also need to make Postgrasal Tisten
# on a non-local interface via the Tisten_addresses configuration parameter,
# or via the -1 or -h command Tine switches.

#

# TYPE DATABASE USER CIDR-ADDRESS METHOD

# IPv4 Tocal connections:

host all 127.0.0.1/32 mds

host a1l a1l 192.168.0.7/32 md5 =
# IPv6 local connections:

host all all 17128 md5

)

For example:

host all all 192.168.0.7/32 md5
where:

* "host" means authorization at the host level.
« "all all" means access is available for all users to all databases.

* "192.168.0.7/32" is the range of IP addresses of the computers from which the connection will be made, given
as [IP address/Mask]; in this case, it represents a single IP address.

* "md5" is the type of encryption for data transmission.

|

PostgreSQL DBMS installation

Configuring the operating system to work with the PostgreSQL DBMS

Starting the PostgreSQL Database Server service

» Database connection settings
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Connecting analog PTZ cameras

Analog PTZ cameras are controlled through an RS-232 interface.
Ways to connect PTZ cameras:

1. Connecting using an analog converter. To connect through a serial port, a converter is required to transform
signals from the camera (RS-485) to signals for the computer's serial port (RS-232).

PTZ cameras have an RS-485 control interface. This interface can control video cameras at a distance of up to
1200 m in full-duplex mode when connected with a 4-wire cable, or in half-duplex mode - when connected with
a 2-wire cable.

Thus, industrial converters with full-duplex or half duplex data transmission capabilities are required for the camera
operate correctly. We strongly recommend using the following converters models:

* Moxa TCC-100.
+ Adlink ND-6520.
* IronLogic Z-397.

» U-tek UT-208.
Connection procedure:

¢ Connect the camera to the converter.

« Connect the converter to the computer's COM port (RS-232) in accordance with the layout. If a full-duplex
converter is being used in half duplex mode (with a two wire cable), then a couple of TX+/RXD+ and TX-/RXD-
jacks must be connected in parallel.

Analog ™
PTZ
Camera T+

= RXD-

»

@

GND

VvCC

2. Connecting using a network converter. A network converter connects directly to the local network and has its
own IP address, which must be bound to the server's serial port.

We strongly recommend using the NPort 5130 or NPort 5150 network converters. You can use the free NPort
Administrator utility to bind the IP address.

Connection procedure:

« Connect the camera to the converter, and connect the converter to the local network (see the figure).

Converter
RS5-485 ‘ Ethernef
| Server
= Analog . | -
T — Ethernet L2
e | =
|P-server

Signa

* Use the NPort Administrator utility to find converters on the network. If necessary, you can use this utility to

chanae the device's |P address
chaRgethe-aevice s h—aaafress:
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» Bind the converter's IP address to the video server's COM port (the NPort 5130 converter is shown in the
example).

@ NPort Administrator-COM Mapping | (B

File Function COM Mapping “iew Help

L = = 5
Esi  Add  Remove Apply  Configue
Function COM Mapping - 1 COM
£ NPart Mo | Model /| IPAddiess | Port [ COM Pont | Mode | Parameter
-} Configuration 1 NPot5130 132168088 1  COM2Z  HiPefomance. 9600, None, 8 1, None

Now: 03.08.2011 13:27:02

3. Connecting through IP video servers. An IP video server's rear panel has the RS-485 socket necessary to
connect PTZ cameras.

» Serial port settings
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Configuration of the software server version in Astra Linux SE 1.7 for
operation with neural network detectors

For correct GPU operation in Astra Linux SE 1.7 operating system, it is necessary to uninstall old drivers
and install new ones by downloading them from the vendor's website.

For the software server version to operate with neural network detectors, it is necessary to configure the OS. To
do this:

1. Download the Nvidia driver from the official website.

2. Disable the Nouveau drivers. To do this, create a new configuration file:

sudo vi /etc/modprobe.d/blacklist-nouveau.conf

Add the following strings into it:

blacklist nouveau
options nouveau modeset=0

Save the file changes and update with the command:

sudo update-initramfs -u
3. Install the Nvidia driver using one of the selected options:

* Without closed software environment
Restart the server in non-GUI mode. To do this, enter the following commands and restart the server.

sudo systemctl set-default multi-user.target

Open the folder where the driver was downloaded and start the driver installation:

sudo chmod +x NVIDIA-Linux-x86_ 64-xxx.xXxXX.run && ./NVIDIA-Linux-x86_ 64-xxx.XXX.run

Upon successful driver installation, return the GUI:

sudo systemctl set-default graphical.target
sudo systemctl reboot

Rename xorg.conf file
sudo mv /etc/X1l/xorg.conf /etc/X1l/xorg.conf.'date +%s’
* With closed software environment
Restart the server in non-GUI mode. To do this, enter the following commands and restart the server.

sudo systemctl set-default multi-user.target

Open the folder where the driver was downloaded and unzip the driver archive:

sudo chmod +x NVIDIA-Linux-x86 64-xxx.xxxX.run && ./NVIDIA-Linux-x86 64-XXX.XXX.run -x

The NVIDIA-Linux-x86_64-xxx.xxx folder will appear next to the driver. Sign all *.so files and all executables
in the root directory of this folder.

Start the driver installation:

sudo ./nvidia-installer

The error message will appear at the end of the installation: DIGSIG:[ERROR] MODULE VERIFICATION
FAILED.

To fix the error, you need to sign the assembled nvidia-*.ko modules located in:

/usr/lib/modules/ uname -r'/kernel/drivers/video/

In order to verify correct installation, run:

sudo nvidia-debugdump -D 69
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If the command output is empty, the installation is successful.
Upon successful driver installation, return the GUI:

sudo systemctl set-default graphical.target
sudo systemctl reboot

Rename xorg.conf file

sudo mv /etc/X1l/xorg.conf /etc/X1l/xorg.conf.'date +%s’

4. Install the libraries necessary for neural network detectors operation.
Create an empty folder and run the command:

wget https://developer.download.nvidia.com/compute/cuda/repos/ubuntul804/x86 64/
libcublas-11-1 11.2.1.74-1 amd64.deb
https://developer.download.nvidia.com/compute/cuda/repos/ubuntul804/x86 64/cuda-
cudart-11-1 11.1.74-1 amd64.deb
https://developer.download.nvidia.com/compute/cuda/repos/ubuntul804/x86 64/
libcufft-11-1 10.3.0.74-1 amd64.deb
https://developer.download.nvidia.com/compute/cuda/repos/ubuntul804/x86 64/
libcurand-11-1 10.2.2.74-1 amd64.deb
https://developer.download.nvidia.com/compute/cuda/repos/ubuntul804/x86 64/
libcusolver-11-1 11.0.0.74-1 amd64.deb
https://developer.download.nvidia.com/compute/cuda/repos/ubuntul804/x86 64/libnpp-11-1_11.1.1.269-1_ amd64.deb
https://developer.download.nvidia.com/compute/cuda/repos/ubuntul804/x86 64/cuda-
nvrtc-11-1_11.1.74-1_amdé64.deb
https://developer.download.nvidia.com/compute/cuda/repos/ubuntul804/x86 64/
libcudnn8_8.1.0.77-1+cudall.2 amd64.deb
https://developer.download.nvidia.com/compute/machine-learning/repos/ubuntul804/x86 64/
libnvinfer7 7.2.1-1+cudall.l amd64.deb
https://developer.download.nvidia.com/compute/machine-learning/repos/ubuntul804/x86 64/libnvinfer-
plugin7_7.2.1-1+cudall.l_amdé64.deb
https://developer.download.nvidia.com/compute/machine-learning/repos/ubuntul804/x86 64/
libnvonnxparsers7_7.2.1-1+cudall.l_amdé64.deb

After downloading all the packs, enter the command in this folder:

sudo dpkg -i *.deb

5. Reboot the server

sudo reboot

In order to use neural network detectors for software operation in Astra Linux SE 1.7 in closed program
environment mode, all libraries must be signed.
The process of signing libraries is described in the OS knowledge base:

» Create embedded signature in ELF files for CSE mode
» Packet signing

* A scenario to perform DLL file signing and signature verification
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Working with the basic interface

» Start the software and sign into the system - This section describes the first launch procedure and how to log in
to the main control panel.

» Main control panel - This section describes health metrics, monitor groups, background tasks, how to change users,
and how to restart/shutdown the software.

» Settings window - A description of the server's main settings window and the basic ways to work with it.

» Video monitor - This section contains information about the purpose of the buttons in the video monitor menu.

* [nstallation
» Settings

* Plugins
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Start the software and sign into the system

The TRASSIR software includes the server and the client parts.
You can sign in to the system locally on the server, or remotely using another server, client, or Web interface.

» The Guardant USB-key connected to the server and the license file are required to run the server.

* Running the client application does not require a USB key or license.

o Note: when signing in both locally and remotely, the account used must have the necessary access
rights.

The software can be run in two modes: in regular mode and in "no restart on failure" mode.

» As usual - start the watchdog-vc142.exe file from the root folder). In this case, a dedicated module - Watchdog
will monitor the server status.

* In "no restart on failure” mode -run t1server-vc142.exe or t1client-vc142.exe from the root folder).

% T ) ENG

9/21/2018

If the program launched successfully, the main control panel icon will be displayed in the top part of the screen =
and icon availability in the task panel.

* First server launch
» System login

» Main control panel
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First server launch

The first time you start the server, you will see a license file selection window.
« If you have license file, press Copy license file...button and specify it.

* In order to search for the license file in the TRASSIR Cloud press Find license in TRASSIR Cloud... button and
enter username and ticket. In case a license has been stored in the cloud earlier, it will be automatically found

and loaded.

After that, the server will start and First run wizard will appear:

» configure a connection with TRASSIR Cloud (see Connecting server to TRASSIR Cloud);
* add IP devices, which have been automatically found on the local network, to the system (see IP devices).

» to add to the system servers which have been automatically found in the local network (see section Connecting

to a new server).

P First R Wizard,

I" 4 AddIP-cameras
o
JE

Devices enabiediota: 0/0 Eros: 0

@ activecam

= s [ 2dd

AXIa,

@hua

HIKVISION

21685.1% ]

sussen [ ]

TRASSI: Lanser

When the wizard is done, click Finish.
The welcome window containing the prompt will appear on the screen. In order to skip this window upon further runs,

check the Don't show this dialog next time box.

Welcome to TRASSIR.

To shaw control panel, press Ctrl and move
mouse to the top of any menitor.

L
11‘-— [ Dont show this dialog next time

W

» Main control panel

Settings window

Video monitor

Start the software and sign into the system
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Watchdog

The watchdog module is used to start the server, monitor its status, and restart it in case of critical failures. The
Watchdog settings are stored in watchdog-t1server.config(watchdog-t1client.config) file.
This file contains the following settings:

* application - the name of the application. Any value; must not be empty.

* executable - the executable file is specified here: for the server this is t1server-vc142; for the client it is t1client-
vc142.

* keepalive - is the main parameter of the watchdog settings. In case the watchdog module does not receive
information about the software status within this period, it will be forced to restart. The value of this parameter must
be greater than 60 seconds for the software to work properly.

* executable-arguments - additional settings for internal use.

* log - the name specified in this parameter will be assigned to the log file when the software is terminated by the
watchdog module.

A The default values in watchdog-t1server.config (watchdog-t1client.config) are optimal. Do not change
them unless there is a real need.

/opt/vms/techl/run watchdog.sh

o In order to run the watchdog module on a server with Astra Linux SE 1.7 OS, run the command:
*  Start the software and sign into the system
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System login

Welcome to TRAGS].
Logn: & Admin -

Password: ||

oK

To log in the system, enter User name and Password, and in case of successful authorization the Main control panel
window will open. Otherwise, the sign will appear awhich means the authorization failure.

o Two users: Admin and Operator are available in the system by default.
The administrator password in TRASSIR OS and in the server version installed as a Windows service
is 12345.
The administrator of the server, installed as a Windows application, does not have a password.
The Admin and Operator users on Astra Linux SE 1.7 OS servers have no passwords.

For security reasons, change the user passwords. For more information about working with users, see
Users.
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Log in for TRASSIR Cloud system users

TRASSIR Cloud service users can also log in.
To do this:

» server needs to be connected with the cloud user account (see section Connecting server to TRASSIR Cloud);
» account user is allowed to access to this server (see Guidance on TRASSIR Cloud).

Provided all these requirements are satisfied, press Other user button to log in, type in the Cloud user name and
Password.

P
Welcome to TRAGS]=
Cloud logn:* | e.evseenkova@trassiccom

Passwor d: esssssssssssases

oK 4 Back

+ Start the software and sign into the system
* First server launch

» Main control panel
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Main control panel

Montors; Time & Date: You logged i as:

Archive daye: 5579 CPU loads 27.3% 0:29:05 22 Fruary 20 # admin@admin com
- EEEE  10:29:05 2
st 7 loud: Volume control: Logout
in Pl E

After signing in, the main control panel is grouped as follows:

1. System Health - are server operation parameters allowing to immediately identify the errors which are critical for
its operation. See detailed information on system health in "Operator's Manual" (??7?)

The Settings button - opens the settings window.

2. The Monitors group - the button to show / hide the operator interface. If several monitors are connected to the
computer system unit, then there will be several icons for hiding / showing the interface (each monitor has its own
interface).

After installation, the operator interface is hidden. Click on the monitor image to display. Click one more time to hide
the video monitor interface again. You can read more about working with the monitor interface in the "Operator's
Guide" (???).

o When the window display of the video monitor on the client is used, the main control panel looks as
follows:

| System heakh: Window: Tme & Date: You logged n as:
| CPUload: 219%  Cloud: OK | 1. 22 February 2018 3 Adnin
Network: 0K Servers:  OK 10.31 .00 Thursday

saipts: 0K

Change paasword..

Volume controk Logout

St o

Background tasks: Time & Date:
*®  Export AC-D71211R1v2 2 21.02.2018 ... . . 22 February 2018
e itari it 10:41:25 Ty

Export AC-DTI21IRIV2 2 2102.2018 14:55:00-14:56:00
G St Queeaioas Crested: 2202208103991
. Starieds - ——

Cancel sk Finihed: -

control:

The Background tasks group shows a list of tasks whose execution has been postponed. The delayed export
of an archive is an example of such a task.

Simply left-click on a task to view its status. A popup window with the information will appear. You can cancel the
task in this window by clicking the appropriate button.

The icon next to the task changes depending on its current status:
* - indicates a task waiting in the queue to be executed;

v - indicates a completed task.

The Clear button removes all completed tasks from the list.

This group will only appear on the main control panel if there are background tasks currently scheduled
in the system.

4. The Time & Date - group displays the server's system date and time.
Volume - use the slider, to adjust the overall volume of the sound.

You logged n as:
& r.maskaev@dsslru

The You logged in as: group displays the username for the person who is currently signed in.
The Change password... button allows users to change their own passwords.
The Logout button lets the system's current user sign out.
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The System shutdown button brings up the following dropdown menu:

» Stop TRASSIR - shuts down the software.

* Reboot Server - restarts the server the operator is using.

* Shutdown Server - shuts down the server the operator is using.

After changing the Admin user password, the Limited Functionality Mode will be enabled on the
server.
Read more about this mode in License.

If the server was started in "no restart after failure” mode, then when the System shutdown button
is clicked, the dropdown menu will not be shown. Instead, the software will be closed.

@
@
.

Start the software and sign into the system
Settings window

Video monitor
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Settings window

The administrator can configure all parameters of the server operation in the Settings window.

All server settings are represented as an object tree. However, other servers can also be objects of the settings tree
- just set up a network connection to them, and you can configure them remotely.

A A remote server configuration is possible only in case the account being used for connection has
the necessary rights. Remember that each server has its own list of users. Therefore, when remotely
connecting to a server, use an account that was created on the remote server.

Setup Help
Software Version:
5 [ show Update Log Software Update Logs & Dumps... Restart
Service Pack 128868, Grabber Pack 128968
SSL Fingerprint: | Save Centificate..
DC 88 62 BC 27 87 CE DE 7833 8C 6F BF 67 2B £4 3A BD 66 56
System Health Workstation Settings
Archivedays: 7/7 CPUload:  59.4% Automatic Login: § Admin -
L i Mook 10N Video Acceleration: | Use OpenGL -
Datobase:  OK Scipts  ERROR A
o 43123 Clok = Audio Playback Device: |default -
Uptime: 5 minutels) Autio Capture Device: | defoult -
Inactivity timeout: 0 min -
Inactivity logout: [m]
Screenshots folder | Co/shats
Browse..
Language: English -
[[] Show Hardware Info
License Server Ports
Customen Test TCP/IP Contral Port: | 3080 -
D 3353788 .
Crested 218.2018 TCPAP Video Port: | 3081 -
Expires: -
[ Show License. Update License & Save Configuration Backup Restore Configuration Backup

The local server is always located at the top of the list of servers. By default, the main server settings tab is displayed
when the settings window is opened.

O wskexeas - In case certain menu entries have errors in the settings, they will be O wskexes .

L8 server evings automatically highlighted. + 3 Hardware
LT Total number of error messages is displayed in settings tree nodes.
i" A server can have a substantial number of objects parameters of which -

. B ek can be set (especially in case connections to the other servers are set
v omen from the given server). = acomzma2
s Use fast context search field to proceed quickly to the requested

8 auomatn objects.

a1

You can check the description of all server settings in the following sections: Settings and Plugins

* « Start the software and sign into the system
» Main control panel

* Video monitor

79



Administrator's Guide

Video monitor

4 W Mapr Map 1OMSKEP-1S = Zoom 65% | A & quicksewcn Biscla " - 2

() osacorsscor2
O osacomascoizss

© oszcommsconst

0 osxcommpnoist

%/ =1 O os-2cozrace-zs 1
AF B Sosmanz

9 ) osi02

© ano-maoke 1
O woms
O woszRiaz

Y Fiter No fiter

# Sestchuith highiight |

[ Highiighted onky

@ o2

| @ woaimna
O monam 2

The main interface elements are:
1. Menu - A set of buttons for controlling the video monitor interface:
ao switches the video monitor to archive viewing mode and back.

= shows/hides the event log.

shows/hides the object tree.

St additional functions. These functions include switching to a map, managing screenshots, or invoking
an arbitrary user function (running a rule or script).

B2 template editor.

= shows/hides the list of channels.

Find detailed menu description in the corresponding section of the "Operator's Manual".

2. Template menu — The set of saved templates.

3. Channel list — The area used to monitor the state of cameras (and groups of cameras) and, if desired, to display
the video from a particular camera on the entire screen.

4. Main output area — The area used directly for video surveillance. It is created using the template editor.

You can read more about working with and configuring the video monitor in the Operator's Guide (??7?).

*  Start the software and sign into the system
» Main control panel

» Settings window
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Settings

You can start working after the server installation immediately. That is, the settings made during installation of the
server and at first launch are already enough to work the server.

However, to extend the basic server capabilities, you need to perform additional server settings:
« connect the server to a database to save all server events;

* change archive settings;

» connect to TRASSIR Cloud,;

* create users and configure their rights;

» connect IP devices to the server and change their channel settings;

» connect to other servers;

 create rules and scripts to automate the server.

Moreover, due to additional plugins you can significantly expand the basic server functionality.
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Local server settings

The following information is displayed in the server's main settings window:

« Software version is the current version of the software, which consists of the Service Pack number - the main
module version, and Grabber Pack number - the version of the IP camera and video capture cards drivers.

Buttons:

() Restart
Software

Hardware [

» Update log displays the log of installed Service Pack and Grabber Pack updates.

» Software Update is intended to update the software modules and drivers of IP cameras without reinstalling the
software. After the update, the server will automatically restart. For a detailed description of the feature, please
refer to Software update.

* Logs & dumps... opens a server system files selection window to be sent to the technical support service. For a
detailed description of the feature, check Logs and dumps.

* Restart is intended for the server operational reloading (Software) or the whole server (Hardware) from the
administrator's interface.

SSL certificate fingerprint - every server has a unique identifier to verify it while connecting to the network. Press
Manage certificates to:

* Regenerate the current Server certificate used to create secure connection to other servers (see Connecting to
a new server).

» Use Export and Import buttons on the Server certificate tab to save it on your HDD or upload to server.

* Press Import on the Authorities tab to upload your certificate to create secure connection to other devices.

o X |&

Trassw

System Health

Archive days: 1T CPU loack 80.5%
Disks: ok Network: oK
Database: oK Scripts: oK
Cameras: 10/20 Cloud: I
Uptime: 27 minute(s)
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System health - Server performance measurements for rapid detection of critical server errors. The health metrics
are duplicated, being shown in the Main control panel as well.

Workstation settings:

Workstation Settings
& Admin
Use OpenGL
default

default

40404

30 min

Inactivity logout: O
Screenshots folder: Ci/server-4.0/shots

Language: English -

» Automatic Login indicates the username for the account that will be used to sign in to the server when launching.
The default value is "None", e.g. a username and password are required to sign in to the server.

» Video Acceleration - "OpenGL" or "DirectDraw". Specify the value that is best for the video card being used.

» Audio Playback Device - The device that plays back the audio recorded by the microphone connected to the
camera.

» Audio Capture Device - The device that transmits audio from the video server to the speaker connected to the
camera.

 Inactivity timeout is the time during which the operator wasn't using the operator interface in his work. Set the
Inactivity logout flag. Upon the selected time expiration, the screen will display a warning that the current session
will end in 60 seconds and the time countdown will start.

In case Inactivity logout box has not been checked, notification will not appear. Operator's inactivity
can be traced through audit (see section Audit).

« Screenshots folder - the folder in which all screenshots made with "S" button will be saved. The folder can be
located manually or you can locate it with the Browse button.

» Language is an interface language. When selecting the default wvalue, the interface language will change
to the one selected during installation.

* Hardware acceleration allows to use system resources to maximum extent in case that it is supported by the
device.

* Display settings... and Keyboard settings... buttons open the corresponding settings windows.

1VGAL
Resolution: |1920x1080 s Here you can customize your keyboard settings
osition:
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o Workstation Settings
Automatic Login: None -

Audio Playback Device: | default -
Audio Capture Device: | default -
Inactivity timeout: 30 min -

Inactivity logout:
Language: English -

Hardware acceleration:

Display Setup... | | Keyboard Setup...

Hardware acceleration box and the Screen settings... and the Keyboard settings... buttons are
displayed in case local or remote connection to the server from TRASSIR OS.

Server Ports

TCP/IP Control Port: | 3080 H
(program restart required.
]

TCP/IP Video Port: | 3081
(program restart required

Server ports:

» TCP/IP Control Port - The server control port.

* TCP/IP Video Port - The video broadcast port.

Buttons:

» Show Hardware Info - Displays the OS version and the server's hardware configuration.

» Save Backup - you can save your system configuration or system database backup copy any time and save it
as a file or to the TRASSIR Cloud.

When you save the configuration to a file, a text file of settings is created tlserver.settings, which islocated
in the installation folder by default.
When you save the database, a file is created * . dump.

You need to reboot the system, after loading the database from a file.
Learn more about saving backup copies to TRASSIR Cloud in Connecting server to TRASSIR Cloud.

* » Archive setup on the server

» Database connection settings
» Configuring device settings
» Determining access rights

» Connecting to a new server
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Remote server settings

The main settings window for a remote server displays the same information as that for local server settings.

Changing the language in connected server settings you change the interface language of it.

The Connected through [server name]([server IP address]) string shows the server connected to the local
server or client. Learn more about ways to connect remote servers in Connecting to a new server.
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Client settings

The following information is displayed in the client's main settings window:

« Software version is the current version of the software, which consists of the main modules' version number
(Service Pack).

Buttons:

+ Software update is intended to update server/client modules and IP camera drivers without reinstalling the
software. On update's completion, the server/client will restart automatically. See detailed description in the
Software update.

* Logs & dumps... opens a server system files selection window to be sent to the technical support service. For a
detailed description of the feature, check Logs and dumps.

System health - Server performance measurements for rapid detection of critical server errors. The health metrics
are duplicated, being shown in the Main control panel as well.
Workstation settings:

* Automatic Login indicates the username for the account that will be used to sign in to the client. The default value
is "None", e.g. a username and password are required to sign in to the server.

» Video Acceleration - "OpenGL" or "DirectDraw". Specify the value that is best for the video card being used.
» Display mode - select the way to display the operator interface: in a separate window or on the full screen.

» Audio Playback Device - The device that plays back the audio recorded by the microphone connected to the
camera.

» Audio Capture Device - The device that transmits audio from the video server to the speaker connected to the
camera.

* Inactivity timeout is the time during which the operator wasn't using the operator interface in his work. Set the
Inactivity logout flag. Upon the selected time expiration, the screen will display a warning that the current session
will end in 60 seconds and the time countdown will start.

In case Inactivity logout box is not checked, notification does not appear. Operator's inactivity can
be traced with audit (see section Audit).

« Screenshots folder is the folder where screenshots made with "S" button will be saved. Folder location can be
specified manually or located using the Browse button.

* Language is the interface language. While selecting value by defaultthe interface language will change for the
one selected during the installation.
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License

This section lets you view and manage server license. Click Update license to select a new server license file. It
may be required, for example, when expanding the system.

Status: 0K Update License
License W Fomfie
-

From Clowd.
S

LICENSE AR
LGENSECV HEAD 8
UCENSECVHUMAN 5

LICENSE DEEP BASE 100
LICENSE DEEP_CLASSIFIER 1
LICENSE DEEP TRACKER 1
LICENSE_FACE_ANALYTICS 1

There are several ways to update a license:
* From file... - a license file upload window will open.

* From cloud... - a license file will be uploaded from cloud storage directly.
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Operation of server in limited functionality mode
Limited functionality mode is a server operation mode in which some of the user functions are limited, such as:
« all server settings are unavailable (except for License and EULA);
» watching archive and video from channels is unavailable on server;

* no access to the operator interface.

Specifics of server operation in limited functionality mode:

» The server continues to operate with all current settings (channels are running, archive recording is in
progress, analytics modules detect events, automation scripts are running, etc.). The server operation
time in this mode is unlimited.

* When connecting a client to a server running in this mode, there is also no access to server settings,
operator interface, archive and video from channels.

* When connecting a client version 4.4.x or lower to a server running in this mode, an error message
is displayed in the connection settings.

v £ MSK-EXP-13 @ et A et

~ B icense o
€Ul .

A limited functionality mode is enabled on server after the following user actions:
* license file update;
» changing password of the Admin user;

» updating software to the version in which the License Agreement was changed.
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EULA

To access all server features, you need to read the license agreement and confirm it by clicking Accept.

T < U cosorne M P e A s e ot e - i - o %
2, Allservers 0 - s L
v £ MSK-EXP-13 0 2 Limited Warranty
v B ticense ]
EULA ® 3. Limitation of Liability
uc
Fzcuc
fcuc. S AFFUATES, PARTHERS LCENSORS DSTRBUTORS
srors,
SOFTWARE, EVEN I TRASSR GLOBAL ZCLLC Tar
e
uc
B T ——_
TRASSR GLORAL FZC L.
[TV TER TS I ———
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Software update

You can update the server software either locally or remotely, by connecting to the server via the client.

AAAAAAAAAAAAAA

Show Update Lo
Service Pack 127611, Grabber Pack 127611 =] = 2

SSLFingerprint: | Save Certficate..
'DC 8B 62 BC 27 87 CE DE 78 33 8C 6F BF 67 28 E43A BD 66 56

The Software Update feature allows you to update the server software and IP device drivers. Select one of the items
to check for the updates:

* Search for new ServicePack...
e Search for new GrabberPack...

In case the required update is available in TRASSIR Cloud, you'll see the list of changes and the offer to download it.
g g Client
> g maskaev-pc

» &b rmaskaev@mail.net

-
> —
&= vms L]

SelectAuto-search for updates to ensure automatic search for updates in TRASSIR Cloud. In case of update finding
Software update button will start to flash and icon will appear in the settings tree.

Software Update W9 Logs & Dumps..

Install from file...

Press Software update button, and you'll see the suggested update instead of Search for new ServicePack... and
Search for new GrabberPack... menu items. Select the corresponding item to view list of changes and activate
update function.

In addition, you can download the update file from our website yourself and update the server manually. In this case,
select Install from file... and specify the update file.

o Depending on the operating system and installation method, the server will restart automatically:

» Software server for Windows (installed as a standalone application) or Software client - only
the application will restart.

» Software server for Windows (installed as a service) or TRASSIR OS - Windows or TRASSIR OS
will restart.

In order to update software in Astra Linux SE 1.7 OS, it is necessary to uninstall and then install
server software. You can find a detailed description of procedures in Installation and uninstallation of the
software server version in Astra Linux SE 1.7.

» Local server settings
* Remote server settings

* Client settings
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Logs and dumps

All server actions are recorded in the log. In the case of the software crash, dumps with information about the failure
are created on disk. This function collects and prepares all necessary information, using which the technical support

staff can find the cause of the failure and offer recommendations for its elimination.
The list of items to select depends on the operating system:

Windows

%

This dialog downloads crash dumps for DSSL Tech Support

TRASSIR OS

x £ Logs & Dumps

Diagnostic Information
Include System Information
Include License File
Include Settings File
Include Audit Files
Include Trassir Log Files
@ Pack and download

[] Enable POS dumps

[¥] Store logs on archive drives, limitingamountte | 100MB_ &

Close

Windows

i@
This dialog downloads crash dumps for DSSL Tech Support.
Diagnostic Information
Include System Information
Include License File
Include Settings File
Include Audit Files
Include Trassir Log Files

@ Pack and download

[] Enable POS dumps.

Store logs on archive drives, limiting amountto | 100 MB &

Close

This dialog downloads crash dumps for DSSL Tech Support.

Diagnostic Information

¥l Include System Information

¥/ include License File

¥l Include Settings File

¥l Include Audit Files

¥l Include System Log Files

take whole journal
@ take the most recent parts only

¥/ Include Trassir Log Files

SPack and download

Enable POS dumps
V| store logs on archive drives, limiting amount to (100 MB_ 4

Close

Astra Linux SE 1.7

e

9 Include Settngs File
9 Include Audi Fies
9 Include System Log Files
take whole journal
® take the most recent parts only
9 Include TRASSIR Log Files

@ Pack and download

Enable POS dumps

9 Store logs on archive drives, imiting amount to

1ooms 3]

Close

TRASSIR OS

X Logs & Dumps

This dialog downloads crash dumps for DSSL Tech Support
Diagnostic Information
¥ Include System Information
¥ Include License File
¥ Include Settings File
¥ Include Audit Files
¥ Include System Log Files
take whole journal
® take the most recent parts only

¥ Include Trassir Log Files

@Pack and download

Enable POS dumps
V! store ogs on archive drives, limiting amount to  [100 MB_ &

Close

Select the relevant items by and press Pack and download. Send the output archive to technical support.

» Local server settings
* Remote server settings

» Client settings
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Cloud

TRASSIR Cloud is a professional cloud service to manage videosurveillance through the Internet.
Its major functions and advantages are:

» Simple settings — connect you equipment to the cloud service without direct IP addresses and view without
worrying about the settings.

» Status monitoring — get complete information of the status of connected device.

« Situation monitoring — get notifications from all the devices (by e-mail or SMS) to keep track of the events.

» History — view the history of notifications and equipment statuses in the personal account or through mobile app.
» Storage and review — the data from cameras is stored in the cloud and is available for review from any device.
» Devices on the map — indicate coordinates of the equipment layout and view them on the map.

In addition, the TRASSIR Cloud is the network-attached storage of the license files and 4.x version server settings,

which in case their loss can be recovered in the cloud. It will allow returning server in operating status in a few minutes.

If you don't have a TRASSIR Cloud account yet, create one using our cloud service.
See functions and capabilities of the cloud service in details in Manual on TRASSIR Cloud.

» Connecting server to TRASSIR Cloud

» Client connection to TRASSIR Cloud
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Connecting server to TRASSIR Cloud

If you don't have a TRASSIR Cloud account yet, create one using our cloud service.
Read more about the features and capabilities of a cloud service, see the Guideline for TRASSIR Cloud.

Before connecting to the TRASSIR Cloud cloud service, make sure that the Activate cloud box is checked. Type
in User name and Ticket. The User name is an e-mail used for authorization in the cloud, and the ticket can be
received in the cloud's personal account.

If TRASSIR Cloud will work wrong, the errors will be displayed in the Status. In the Balance displays amount of
funds, which is on the balance of the cloud user, logged on the server.

In TRASSIR for Windows, the MC service field displays the status of the Monitoring Center service.
For more information about starting it, see Starting the MC service on Windows.
In TRASSIR OS, the Monitoring Center is integrated directly into the operating system.

To display server status information transmitted by the Monitoring Center to the cloud, the corresponding
service must be enabled.
For details, see Guideline for TRASSIR Cloud.

Each server, which is connected to the cloud, keeps a backup of its settings. Set the Automatic server settings
backup flag and the server will save the configuration settings file in the cloud (_tlserver.settings) and the
license file (1icense. txt)in the cloud. When the number of backups in the cloud will reach 10, the new will replace
the old ones.

At the first connecting server to the cloud, the first five backups will be saved every 2 hours, and the
next - once per 30 days. If needed, you can update the latest backup manually (see section Local server
settings).

Set the Allow Cloud connection flag to use CloudConnect to connect to this server.

In addition, TRASSIR Cloud is designed to store the archive. Set the flag Allow archive synchronization to Cloud
to allow synchronization the cloud archive and archive devices, which connected to the server.
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To synchronize must be enabled the corresponding service in the TRASSIR Cloud.
For details, see Guideline for TRASSIR Cloud.

In order to access the cloud channels and users, you should link the server with your cloud account. To do this, set
the Import users and channels from Cloud flag, and select the one of the methods to connect to the cloud:

* Use Cloud Login - in this case, you need to sign in to the server with the cloud user that has the server added to
the list of available devices. In addition, you'll get access to all cloud devices of this user.

» Use predefined cloud user - enter the name and password of the cloud account and you are getting access to
all cloud devices of this user.

Check the Show cloud channels box to display cloud camera channels in the list of connected devices. The cloud
cameras operation depends on the tariff of their connection to the TRASSIR Cloud. See details on restrictions in
Cloud cameras section.

The Backup Encryption Method block lets you configure secure storage of your server settings cloud backup and
ensure that they can be quickly restored in case of system failures:

« Set the Automatic server settings backup flag to automatically save the current server settings to the cloud
storage.

» Set the Use private key flag to encrypt the backup copies of settings stored in the cloud. Using the private
encryption keys provides an additional protection level against unauthorized access and prevents the saved backup
from being restored to other devices.

* You can set a password to restore the backup for additional protection of the saved settings. To do this, set the
Use password flag and enter the password in the corresponding field.

 Start the software and sign into the system

» Client connection to TRASSIR Cloud
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Starting the MC service on Windows
MC service is a Monitoring Center (MC) service that collects and processes hardware status data using the server's
internal services. All server status data is sent by the MC Service to the TRASSIR Cloud cloud service.
Key features of starting and operating the MC service:
» The service must be installed under an account with administrator privileges.

» The service operates automatically without requiring additional configuration or regular updates.

To start the MC service, follow these steps:

1. In the server settings, open the Cloud tab and click Install Service.

3. Select the service installation option and click Next.

S

4. Ifthe Complete option is selected, choose the installation mode in the next wizard window: Standard or Advanced,
then click Next.

Sewp - WiStontorng

x| @
e opns fr st the Hondern Centr servce.

[ it s

0suwcr

In Advanced mode, enter the administrator account credentials under which the service will operate. In Standard
mode, the current OS user account is used.

6. The installation process will begin. Upon completion, click Finish.

[@ 5evp - WiHontarimCenerntaler T X | [@ e Monmarmereintate
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7. After a successful installation, the status of the MC service will change to installed.

If errors occur in the operation of the MC Service, an error message will appear, and the Restore service
button will become available. Clicking this button will launch the installation wizard.
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Client connection to TRASSIR Cloud

If you don't have a TRASSIR Cloud account yet, create one using our cloud service.
See details on cloud service functions and capabilities in the TRASSIR Cloud Guide.

Make sure that Activate Cloud box is checked, before connecting to TRASSIR Cloud cloud service. Select one of
the ways to access cloud devices:

* Access to any cloud account devices

...........

Status: Use cloud username {o login
be logged in to doud to check balance>

Select Cloud login and leave the field Bind to cloud user blank.

Now any cloud user can authorize and get access to the cloud devices in the personal account, including the
shared devices.

A Please note that in case the Bind to cloud user field is blank, a user will receive the rights of the
client's administrator after the authorization.

» Access to a single cloud account devices

Select Use Cloud Login and enter your cloud account name into Bind to cloud user field.
In this case, local users and that cloud account users will be able to authorize the client.

After the authorization, cloud users will see only the devices added directly to the cloud personal account and
access to which is allowed in user rights setting.

See cloud user rights settings in details in the TRASSIR Cloud Manual (section ???). Local user rights
settings is described in Determining access rights.

* Access to cloud devices under local user

Sewp | Hep

£ Enable  TRASSIR Cloud

sutus 0K
Bolance: 1285032

Select Another user and type in your cloud user name and password.
Now only local users can authorize on the client, therewith they get access to the cloud devices of the logged in user.

Check the Show cloud channels box to display cloud camera channels in the list of connected devices. The cloud
cameras operation depends on the tariff of their connection to the TRASSIR Cloud. See details on restrictions in
Cloud cameras section.
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The Backup Encryption Method block lets you configure secure storage of the client settings cloud backup and
ensure that they can be quickly restored in case of system failures:

» Set the Automatic server settings backup flag to automatically save the current client settings to the cloud
storage.

» Set the Use private key flag to encrypt the backup copies of settings stored in the cloud. Using the private
encryption keys provides an additional protection level against unauthorized access and prevents the saved backup
from being restored to other devices.

* You can set a password to restore the backup for additional protection of the saved settings. To do this, set the
Use password flag and enter the password in the corresponding field.

*  Start the software and sign into the system

» Connecting server to TRASSIR Cloud
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Cloud cameras

Cloud cameras work with some limits, which depend on the connection tariff.

length

Maximum fragment

Feature Basic SD standard HD standard HD+ standard
Live video watch 3 minutes 10 minutes 30 minutes 60 minutes
Archive review 3 minutes 10 minutes 30 minutes 60 minutes
Archive export 10 minutes 10 minutes 3 hours 3 hours

See detailed information on camera connection to the cloud and tariff selection in TRASSIR Cloud Manual.

The View archive and Archive export features on cameras with the Base tariff use the camera built-
in archive. If there is no built-in archive, these features are not available.

» Connecting server to TRASSIR Cloud

 Start the software and sign into the system
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Archive

An archive is a repository of recorded video data that can be constructed on one or more disks. The number and
capacity of disks required to set up an archive depends on the archive depth that must be provided.

As an archive is recorded, the data is divided equally across all available disks. Once the disks are full, the data is
overwritten automatically. The archive is deleted from the end, e.g. the oldest recordings are deleted first.

The work of the archive has a number of features that should be considered when building a video surveillance
system, such as:

* TRASSIR can also work without an archive. In this case you will be able only to watch live video in the system,
without saving it to disk.

* TRASSIR can't use the system partition to record the archive.

» Hard disks must have a capacity of at least 10 GB for archive recording. If the system has smaller-capacity disks,
they cannot be used for archive recording. Such disks will be labeled as "Not suitable" in the Statistics field. Disks
that already contain archive data are an exception. These disks will be available for reading only.

the writing always takes precedence when accessing an archive, i.e. TRASSIR will always try to use the available
resources to write data. Moreover, the following rules apply:

« If there are simultaneous attempts to read and write to an archive and the system lacks the required resources,
then the system will only write data (reading is stopped).

« If insufficient system resources are subsequently observed, the system will use 500 MB of memory as a video
record buffer. If the buffer is consumed and there are still insufficient resources, an error message will appear and
a part of the archive data will not be recorded.

» Archive setup on the server

Archive setup on the client

Selecting the number of disks for an archive

e Lost channels
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Archive setup on the server

o This section contains the information on the archive setup on server.

We also recommend that you review the following sections: Archive and Selecting the number of disks
for an archive.

In the window Settings -> Archive tab, you can determine which disks and what mode will be used for the archive.

At the top of the window is archive general settings. Below is the list of the drives used by the system (including
networks drives, external hard drives, flash-drives, etc.), their statistics and settings.

* Recording Prebuffer is the size of the video buffer in seconds (from 0 to 10 seconds). A buffer of the indicated
size will always be stored in memory. When an event occurs, the buffer is appended to the associated video. This
lets the operator later review the archived video not from the moment the event was recorded, i.e. a door opens,
but rather several seconds beforehand, making it possible to see who approached the door and how.

* Motion detector timeout - The amount of time for which motion will be considered to continue after a detector has
indicated that motion within the frame has ceased. This parameter makes it possible to avoid cutting off a recording
immediately after motion has ceased and continue to record several seconds at the end (from 0 to 10 seconds).

* When New Large Disk Detected. This parameter determines how the software will respond to a new disk being
detected (for example, when a new network drive or a flash drive is connected). There are three possible values:

1. Ignore - The disk will be shown in the list, but it will be otherwise ignored by the system; the disk can only be
included manually.

2. Mount as read-only. Nothing will be recorded to the disk, but if it contains the archive files, they will be available
as lost channels.

3. Mount as read-write. When a new disk appears in the system, TRASSIR will automatically use it for archive
recording.

TRASSIR supports recording of two video streams coming from devices: the main stream and the additional
stream (substream). Since the additional stream is generally several times smaller than the main stream, recording
it substantially increases the archive depth without changing the required disk space. Moreover, using the sub
stream significantly lowers network bandwidth requirements when viewing archived data from several channels
simultaneously over a client-server connection.

If necessary, you can mark one or more channels as privileged and assign them an arbitrary archive depth in the
main (primary) stream.

* Maximum depth days allows you to set the archive depth for all channels.
« Store Privileged Channels Exactly - Supports assigning a desired archive depth to specific channels.
« Store Substream - Enables recording of the auxiliary stream.

« Save substream Exactly - Supports assigning a desired archive depth to substreams. If no depth is assigned,
then the substream will be erased together with the primary stream.
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Be careful when setting up archive depth values. It is possible that, due to an attempt to maintain the
desired archive depth of a substream and/or privileged channels, there will not be space under the usual
archive. If during the overwriting process the archive depth of the primary stream is less than 24 hours,
then the system will issue a warning about incorrect settings for archive recording.

If the flag Store substream exactly is not enabled, the sub-stream archive depth is equal to the greatest
depth of the main or privileged stream. The sub-stream archive will contain video from the channels of
the devices on which the sub-stream recording is enabled (see Configuring device settings).

You can use encryption of video recordings in order to prevent unauthorized access to an archive. To configure
encryption, click Archive encryption....

You can set specific settings for each drive:

» Enable - Enables or disables use of the disk in the system.

* Read-only - Enables or disables use of the disk for reading.

» The Capacity column displays the full capacity of the disk (partition).

» The Current Stats column displays the archive's current write speed and the number of errors. Sometimes there
may be access errors when attempting to read from or write to a disk. For example, if the connection to a network

drive is lost, if a disk cannot handle writing an excessively large stream, or if hardware problems are detected on
a disk.

The "HDD Kicker" script is recommended for local disks. After several errors occur, the script can disable
the problematic disk to avoid data loss.

A If a disk's capacity is less than 10 GB, it will be labeled as "Not suitable" in the list. You will not be able
to use such a disk for the archive recording. But if it contains the archive files, then it will be displayed
in the list and marked as "Read-only".

New mount point - adds any folder for subsequent use of its disk space by the archive. Adding a new mount point may
be useful if, for example, you need to view the archive files written to another server that lacks a network connection.
You can indicate the folder using the Browse button, or enter the path manually and press Add. No additional steps
with the archive are required. Archive data added using a new mount point will be available as lost channels.

Do not merge archive disks of different servers or disks of the same server connected at different time.
This may result in the entire archive incorrect operation.

The archive's general statistics are displayed in the bottom part of the window. You can view the depth of days and
the total volume of data separately for the primary and auxiliary streams. You can also view the statistics for privileged
channels. A calculation of the disk space necessary to store one day of archive recordings is also presented here.
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The archive of 4.0 version supports gradual upgrade of the archive from 3.1 version. The entire archive
from the older versions will be available as lost channels and will be erased as the new archive is written.

TRASSIR OS and Astra Linux SE 1.7 have some differences in the archive setting menu, such as:
TRASSIR OS has some differences in the archive settings menu. That is:

+ TRASSIR OS does not have a New mount point setting, which means you won't be able to mount
an arbitrary folder to the archive;

* in Astra Linux SE 1.7 the New mount point setting is used to connect NAS (the NAS configuration
is described in NAS Setup);

* you can run Format command from the context menu, which will delete old records of the archive or
prepare a new drive for the archive record;

» there is a Store database on setting, which lets you select the disk to store the database on. The
selected disk in the list of archive disks will be marked with ("*').

» Archive

» Encrypting an archive

» Selecting the number of disks for an archive
* NAS Setup

* Recording network channels

e [ost channels

103




Administrator's Guide

Archive setup on the client

o This section contains the information on the archive setup on client.

We also advise you to get acquainted with the following sections: Archive and Selecting the number of
disks for an archive.

In the Settings -> Archive tab, you can determine which drives and what mode will be used for the archive.

Archive Encryption..

Disk Enable Capacity Current Stats

DA Enable 930.80 GB 0.00 MB/s, 0 errors
New mount point: Brouwse... =+ Add

= Add Stornix Volume...

Archive statistics Merge statistics

Main Stream:  848.17 GB/ 8.0 Days = 106.47 GB/Day ~ Main Stream: 0.00 GB / 0.0 Days = -.- GB/Day
Priviledged: 0.0 GB /0.0 Days = -~ GB/Day Substream 0.00 GB / 0.0 Days = -~ GB/Day
Substream:  66.48 GB / 8.0 Days = 8.31 GB/Day Hardware: 0.00 GB/ 0.0 Days = -~ GB/Day

You can set individual settings for each drive:

» Enable flag - authorization or prohibition to use the drive in the system.

» The capacity of the drive (partition) is given in Capacity column.

» Current Stats column displays current archive recording speed and the number of errors. In some cases an access

error can occur while trying to access the drive for recording/reading. Such cases may include for example lost
communication with network drive, in case the drive fails to cope with excessive data or it has hardware issues.

It is recommended to use "HDD Kicker" script for local drives. This script can disable problematic drive
to prevent data loss.

A In case the disk space is less than 10 GB, it will be marked with "Not appropriate” line in the list. In case
it contains the archive files, check Enable to view them.

New mount point- adds any folder for subsequent use of its disk space by the archive. Adding a new mount point may
be useful if, for example, you need to view the archive files written to another server that lacks a network connection.
You can indicate the folder using the Browse button, or enter the path manually and press Add. No additional steps
with the archive are required. Archive data added using a new mount point will be available as lost channels.

Do not merge archive disks of different servers or disks of the same server connected at different time.
This may result in the entire archive incorrect operation.

You can encrypt stored video data in order to prevent unauthorized access to the archive. Press Archive encryption...
to set up.

General archive stats is displayed at the bottom of the window. You can see the depth in days and total scope of data
for mainstream and substream individually as well as privileged channels stats. Here you can also see how much
space is required to store one day of the archive records.
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The archive of 4.0 version supports gradual upgrade of the archive from 3.1 version. The entire archive
from the older versions will be available as lost channels and will be erased as the new archive is written.

» Archive setup on the server
» Selecting the number of disks for an archive

e [ost channels

105




Administrator's Guide

Encrypting an archive

A The improper use of the archive encryption feature may result in the permanent loss of an archive. We
recommend that you contact our technical support before using this feature.

You need Archive Encryption if want to be able to destroy video archive forever, in case it can fallinto wrong hands.
Thisis not a toy. )
You can easily lose your archive if you don't know what you're doing.

i Encrypted video archive will be lost forever, unless you enter the password again.

@ Forget Passwords You can also creste a rule or script to do the same, and assign a keyboard shortcut to
it.

7 Set Wirite Password | P3s5word will not encrypt archive that i already witten, only wht server will ecord
in the future after you set the password.

Now write password is:

Empty
#" SetRead Password | If you have encrypted archive disk from other server, set password here to read it.

Now read password is:
Empty

Close
i

TRASSIR does not use archive encryption by default. That is, an archive stored on one server may be freely
transferred and viewed on a different server.

To enable archive encryption, click Set Write Password.
. R —
{ cot (e !

Move current write password to read passwer,
current read password will be lost

Change || Forget || Cancel

The portion of the archive saved before encryption was enabled will be stored in unencrypted form. The entire portion
of the archive recorded after the password is set will be encrypted. Moreover, archive encryption in no way affects
the current operation of the server, i.e. all archive operations will be available just as before encryption was enabled.

If an encrypted archive is transferred to a different server, all archive operations for that archive, including viewing,

exporting, etc., will be unavailable. For example, if a hard disk with an archive is stolen, the thief will not be able to
view it without the archive's encryption password.

You will also have access to all archive operations when connecting over a network to a server with
archive encryption enabled.

To access a previously encrypted archive, click Set Read Password.

-3

Password: [sesese

Confirm: [ssssss

Change | Forget | Cancel

In other words, this password will be used only to decrypt the archive that was used to encrypt it.

A If you previously enabled archive encryption and want to change the password, you can set the Move
current write password to read password checkbox. In this case, the archive encrypted with the old
password will become unavailable. To access it, you must enter the prior read password.

Use the Forget button if you need to disable archive encryption. If you do this, the entire encrypted archive will become
unavailable and the new archive will be saved in unencrypted form. To access a previously saved encrypted archive,
enter the read password or re-enable archive encryption using the same password.
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Creating and setting up RAID for archive record

A The following settings description is aimed for use on UltraStation servers.

into TRASSIR OS.
You can download the utility from www.broadcom.com and run on any PC, if necessary.

o To create and set up RAID on UltraStation servers a MegaRAID utility is used, which is embedded

To start the utility:
* On Windows: run the previously installed MegaRAID Storage Manager app.

* On TRASSIR OS: press the LSI MegaRAID Manager button on Server settings -> Archive.

Setup | Help

Recording prebuffer: 505 4] store privileged channels exactly [60 day(s) 4] LS| MegaRAID Manager..

Motion detector reset timeout: [3.0's 2] i storesu

When new large disk detected: | Mount read-arite |» (] Store substream exactly: 60 dayls) 2] Archive Encryption...

Disk modeliserial Enable Read-only Capacity Current Stats

4+ Add Stornix Volume..
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RAID Creation

1. Enter server IP address into IP Address field and press Discover Host button.
The found server will be displayed in the Remote servers list.

‘ x J MegaRAID Storage Manager null - Host View

AvaGo

[[]use LDAP Login I3

Operating System

2. Select the server from the list to connect and press Login. In the opened window:
* in the User Name field enter vms;
* in the Password field enter the Administrator user password (12345 by default);

« in the Login Method field select the Full Access connection mode.

BE | MogaRAID Storage Manager null- Host View ]

[ Use LDAP Login 2

Enter User Name & Password

172.16.13.132 Configure Host..,

AvaGo

-FM_

3. After the connection establishment click the Create virtual drive link on the Dashboard tab.
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x93 MegaRAD Storage Manager - null o
Manage GoTo Log Tools Help

LISIENNE )

Dashboard
( “ Controller0: LS| MegaRAID SAS 5271-4i{Bus 2,Dev 0, Domain 0}
Properties Usage Background Operations -l
@ Status: © optimal
virtual drive operations in progress: 0
d Enclosures: 1 P prea
(] Backplanes: 0 I‘“ﬂ' capacity:
© Drives: 2a m Configured Capadity: S
0Bytes Drive operations in progress: 0
& Drive groups: 0
g Uncanfigured Capacity:
Virtual Drive(s): 0 173.645 T8
100%
Yiew server profile More details H
MegaRAID Advanced Software Options Actions Help
MegaRAID FastPath Enabled Create virtual drive How 10 use MSM?
MegaRAID RAID6 Enabled N . - |
Create CacheCade™ - SSD Caching How to create virtual drive? -
[} Error Level | Date / Tim Description [
0000 2016-06-03, 11: uccessful log on fo the server User: trassir, Client: 173.16.13.132, Access Mode: Full, Client Time: 2018-06-03,11:35:30 -
0001 [2019-06-03, 11:32: ful log out from the server User: trassir, Client: 172.1613,132, _Client Time: 2019-06-03,11:32:05
14 2019-06-03, 11:31:! ontroller I0: 0 ate change: PD = _Pol -31:23 Previous = Online Current = Unconfigured Good
f roller D: 0 State change: PD = -3:1:22 Previous = oOnl igured Good
roller [b: 0_State change: FD. 21 Previous = Onl igured Good
roller ID: 0_State change: FD. 20 Previous = Onl figured Good a

L | Create Virtual Drive - Choose mode

5. After that in the RAID level field select the RAID level (RAID 5 by default).
In the Virtual drivers field select the amount of the virtual drives.
Press Next to continue.

‘ x 3 Create Virtual Drive - Drive group and Virtual drive settings |

Avaco

[[] Assign a hat spare
[ use drive security

x3 Create Virtual Drive - Summary

AVaGo

RAID Level RAD 5
Number of virtual drives: 2
Capacity of each virtual drive: 50.938 T8

o
No Encryption
[Number of drives used: 24

[ concer | gack | cnion | o |

7. Open the Logical tab and then with the right click on the virtual drive select the Set Virtual Drive Properties

110



Administrator's Guide

3 MegaRAD Storage Manager - null a
Manage GoTo Log Tools Help

LISIENNE)

Avaco

localhost (Properties
@ Controller0: LS| MegaRAID SAS 9271-4i
& Drive Group: 0, RAID 5 General: Read Poli Always Read Ahead
¢ &9 Virtual Drivels); q “

@ Virtual Qe

) o Vi s 10 Poli Direct 10
¢ @0rves | Rename Virtual Drive alicy e
Z Enc:ciu Delete virtual Drive e o
Enclosu =

o o s i Current write Policy write Through
@ Enclosy Start Locating Virtual Drive = =

< Enclosy Stop Locating Virtual Drive

Default Write Palicy Write Back
© Enclosy Stop Consistency Chack

@ Enclosure : SASZX5 (740, 5% optimal Access Policy:
@ Enclosure : SAS2X36 (74), Sl
+ & Drive Group: 1, RAID S Bad Blocks No Current Access Policy Read write

¢ &g virtual Drive(s):

Virtual Drive: 1, 50,938 TB, 0j 10 and Cache Palicies: Default Access Policy Read Write

¥ & Drives

@ Enclosuire : SAS2436 (74), Sl Disk Cache Policy

@ Enclosure : SAS2X36 (74), Sl

& Enclosure : SAS2X36 (74), Sl
SAS2X36 (74,

Disable

s
5] Error Level Date / Time Description
2016-06-03, 11:38: Controller ID: 3 -
2019-0 : ontroller =
2019- ontroller 3:1:23 Previous = Unconfigured Good Current = Online
201 ontroller :22 Previous = Uncenfigured Good Current = Online
201 ontroller - 3:1:21 Previous = Uncorfigured Good Current = Online
201 1L Cortroller [D: - 3:1:20 Previous = Uncorfigured Good Current = Online 2
112 N0nAn2 11.38.16 tenllar D 0 Gt 53705 1 il e — Ol &
Elggll\g Iu! from server

8. In the opened window in the Write Policy field select Always Write Back. Leave the other settings unchanged.
Press OK to save the settings.

x3 Set Virtual Drve Properties

Avaco

Description : Defines virtual disk operation parameters

|

Hame:
Read Policy:
10 Palicy :
Access Policy: [Read write |~
Disk Cache Policy:

Background Initialization:[Enabled |=

After that, in the notifications displayed, press Yes, then check the Confirm mark and press Yes once more.

Aiways Write Back Selected

MegaRAID Storage Manager - null

Repeat the above described procedure for all array virtual drives.

9. To complete the RAID creation, close the utility. Meanwhile, the exact amount of virtual drives, created in RAID,
should appear on the Server settings -> Archive tab.

[ setup '_Help_
Recording prebuffer: [30s 3| store prileged channels exactly (60 day(s) 3| LS| MegaRAID Manager...
Motion detector reset timeout: [3.0s  &| [ Store substream
When new large disk detected:  Mount read-write v [ store substream exactly: 60dayls) 3 = Archive Encryption..
Disk model/serial Enable  Read-only capacity Current stats

= MR9271-4/00e4528f1 ddeadof244028ba0fb00506 Format Read-only 52160.72 GB Unusable

= MR9271-41/004627951 ddead 9f244028ba0fb00506 Format Read-only 52160.72 GB Unusable

‘= MR9271-4/006bad991 ddeas9f244028ba0fb00506 Format. Read-only 52160.72 GB Unusable

4 Add Stornix Volume...

The drives will become available for use after the formatting.
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Setup \_Help

Recording prebuffer; 3.0s 4|  store privileged channels exactly [60 day(s) LS| MegaRAID Manager...
Motion detector reset timeout: [3.0s 2| ™ store substream
When new large disk detected: Mount read-write v [ Store substream exactly. 60 dayls) s Archive Encryption..
Disk model/serial Enable  Read-only capacity Current stats
MR9271-41/008 45281 ddea99f244028ba01b00S08 Enable [] Read-only 1 s195207 GB 0.00 MB/s, 0 errors
= MRO271-4/004627951 ddeagof244028ba0fo00506 (Y] Enable [] Read-only 1 s195297 6B 0.00 MB/s, 0 errors
= MR9271-40006bad991 ddea9sr244028ba0fb00S 08 Enable [ Read-only | s195297 GB 0.00 MB/S, 0 errors

<4 Add Stornix Volume...

* Archive
» Archive setup on the server

» Encrypting an archive
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Configuring a network storage connection in Linux-based TRASSIR OS

A The description of this feature is intended to be used in the Linux-based TRASSIR OS

All network storage hard drives that will be used to store the archive must be formatted to the EXT4
file system.

In order to configure server connection to the network storage via iSCSI, go to the iSCSI tab and click the Change

button, if necessary, and enter an Initiator name. This name will be displayed in the network storage's log when
the server connects to it.

&

2 Allservers [5 N

# s Setti ~ Initiator name: ign.2003-11.com.server:I3snnci7 Resetto default| | Change.
v erver ings

Discover new partal...

Cloud
Archive s 172162513260
isCsl| -
Network Channels Record iqn.2011-03.0rg example stgttesters [ Attach | T Ren % Initiator name change . %
Archive Merge
Screenshots

Mew initiator name:

ian2003-11,com.server:l3snoci?
Web Server

Map

Reports

Database . -
[fquicksearch] 1]

oK Cancel

Close

Then click the Discover new portal... button and enter the settings for the portal being connected to:
o

Node name: |iqn.2011-03.org.ecampleistgt:testers
CHAP

Usemame: | admin

Advanced oK Cancel

Portal - The IP address or DNS name of the portal being connected to.

* Port - The iSCSI port, configured in the network storage.

* If you entered CHAP authentication parameters when configuring the network storage, set the CHAP checkbox
and enter your username and password.

Click the Advanced button to expand the advanced connection settings. You can change them, if needed.

Click OK and the server will attempt to discover the iSCSI portal using the specified settings. The window will either
show the new portal or display a connection error message about.

Setup. Help

Initiator name: iqn.2003-11.com.trassirl3snnd7 Reset to default| | Change.

Discover new portal..

172.16.2.51:3260 M Remove | |Rediscover.

iqn.2011-03.org.example.istgttesters 7] Attach | Remove | Setup Loggedin

If you need to change a portal's connection settings, click the Setup... button and make the necessary changes in
the window that opens.
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£} Dialog ? X

Node name: [iqn.2011-03.0rg.exemple.stgttesters
CHAP
Username: | admin
Password: | essessesse
Advanced oK Cancel
Commands to queue (power of 2) 128 2 &
Abert timeout: 15 5ec s
Host reset timeout: 60 sec B
Logical unit reset timeout: 30 sec s
Target reset timeout: 30 sec s
Session initial login retry max: 8 times :
DefaultTime2Retain: 0sec s
DefaultTime2Wait: 2sec s
Error Recovery Level: 0 B
Fastbort: Yes -
FirstBurstLength: 262144 bytes s
ImmediateData: Yes ~
InitialR2T: No -
MaxBurstLength: 16776192 bytes B
MaxConnections: 1 -
MaxOutstandingR2T: 1 B
Device's queue depth 2 B
Replacement timeout: 120 sec s
Xmmit thread priority: -20 s

Groun Taa 2 q v

To connect the server to the network storage via iISCSI, set the Attach checkbox. The state will change to Connected
and the logical disks configured on the network storage will appear on the Archive tab.

NAS Setup
» Configuring a QNAP Turbo NAS
» Connecting a network storage in a Windows OS

* Archive setup on the server
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Recording network channels

The server version of the software supports recording of an archive from devices connected to another server as if
these devices were connected directly to it.

Note that your software license determines your ability to record network channels and the limit on the
number of network channels.

Setup |\ Help

Remote Channels Recording

Nowusing: 0712
Total FPS: 0,00
Total KB/5: 0,00
Server Time: 21 Sep 2018 16:0422

Cha

n . s kBls
ve EXP-13 (21 Sep 2018 16:04:23)
A

Statistics are shown in the top part of the Recording network channels tab: License usage and restrictions,
cumulative statistics for the stream of recorded network channels, and the current time. Below is a table with a list of
network-connected servers and their channels. It visually depicts the current recording mode.

There are several modes for recording a network channel:

* Permanent - Recording will take place continuously;
* On Detector - Recording will take place when there is motion in the frame;

* Like On Server - Recording will take place using the same settings configured for this channel on the network
server;

» Disable - Disables recording of this channel.

Note that an operator enabling manual recording of a network server in no way affects the recording of
network channels on your server.

You can choose which streams will be recorded and mark one or more channels as privileged. The recording depth
of the main stream for these channels will be determined by special archive settings.

To properly record network channels, time must be synchronized on the servers. The local time of each
network server is shown next to its name in the table. If it differs from your server's time, you must
configure time synchronization across the network. The recommended synchronization period is two
hours.

» Archive setup on the server
* Archive

e [ost channels
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Archive merge

Archive merge - is a unique technology, allowing to share an archive from a server to which the video surveillance
devices are connected, and which has the archive record set up, to one or several other servers.

Merging archives of two servers

L]

The purpose of the archive merge:

» Backup copy. - Create the identical (mirror) copies of all video surveillance servers archives. You set the time to
start copying by yourself and the archive depth of the destination server can be much greater than the source one.

» Archive review without connection to the video surveillance system. You don't need to connect to the video
surveillance servers to review the archive. Configure archive stream from several servers to a single one. Connect
to this server to review the entire video monitoring system archive.

» Creation of the alarm events archive. There is no need to search for an archive fragment with a particular event
captured. You can configure the server to mark a fragment as an armed one. The archive merge will allow you to
copy all these fragments to any server, where you can review and analyze them.

Video monitoring system Archive storage and review

(source servers) (destination servers)
Archive review without

connection to video
monitoring system

Archive of alarm events

Back up copy of entire
video monitoring system

Settings highlights:
» Archive merge is activated and configured on the source server.

» The amount of the channels that can be uploaded to the destination server is defined by the quantity
of licenses on it.

Setup \__ Help

Total running: 2 + Add session

O office
o

MSK-EXP-16

MSK-EXP-16 MSK-EXP-13
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During the archive merge configuration, you can set up the following session parameters:
* Where to copy? - Set up the destination server to which your server is connected.
» What to copy? - Select what should be merged: all data or armed events only;set the archive depth, as well.

* When to copy? Right after the archive recording started or at the scheduled time.
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Adding a session

Destination server. | MSK-EXP-13 ¥

Storage time (days): |7 s

I 0K || Cancel

Press Add Session button and set the Destination server and Storage time.

If the source server is a server that stores archive from personal video recorders than press Setup PVR
Merge and select Destination server and Storage time to transfer the archive to another server.

The maximal storage time on the destination server is 600 days. Thus you can set up the archive of
smaller size on your videoserver. Connect to the source server the quantity of hard drives required to
store the archive for several days and make regular copies to the destination server.

Further session configuration is described in Configuration of the archive merge session on the source server

* » Connecting to a new server
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Configuration of the archive merge session on the source server

After adding a session add channels and set the streams, the archive of which will be transferred to the destination
server. To do this, press Add Channel(s) and select one or several channels. If you need to transfer Mainstream
or Substream only, uncheck the corresponding box.

If the source server is a server that stores archive from personal video recorders, there is no need to
select channels to transfer archive to another server. The source server automatically adds channels to
the session, which all correspond to the PVR user archive. In case during PVR turn in you select the
"Anonymous" user, the PVR identifier will be displayed instead of the channel name.

TR-D212NRI26
TR-D2121R327

Mainstream:
Sul

¢ { poooooooooD

]

The number of channels added to the session is defined by the number of licenses on the destination
server. The number of remaining licenses is displayed in the Left licenses field.

P>

The archive merge will start after the channel selection immediately. The previously recorded archive
won't be merged.

You can find more settings by pressing Advanced settings button.

Schedule: notset v

New schedule
Schedule color:  [qreen ¥
Armed only: [}

Bandwidth (MB/s}

OK | | Cancel

It will let you:

* Set up the merge schedule. Select the schedule in the Schedule field.

In case there is no schedule created, press New schedule to create one. To change the selected schedule, click
the settings link.

After that, in the Schedule color field select the color of the area of schedule whereby the archive transfer to the
destination server will take place.

Usually the archive merge is set up at the least loaded time of the day, i.e. at night (red area).

00 01 02 03 04 05 06 07 D03 09 10 i1 12 43 14 15 46 47 45 49 20 21 22 23
on)

e
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You can learn how to set up a schedule in the Schedules.

° Activate the armed mode. Check Armed only to do this.
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You can mark the recorded archive as armed:

* Manually, by selecting the corresponding item in the object tree.

» Automatically using the script. For example, to activate the start of the event upon the motion start
in the frame and the event end - upon the motion end.

» Set the merge speed. In the Bandwidth (MB/s) field set the maximum value.

Advanced merge settings are the same for all channels in the session. If any channel requires other
settings, add a new session for it.

[ o 2

The round chart displays the merge session progress. The outer circle represents the substream merge and the
inner one represents the mainstream. The number in the middle stands for the size of the archive, transferred to the
destination server.

15:00 12:00 21:00
' '

On the bottom, the info on each channel merge is shown. Point to the block to see the info on the data transferred to
the destination server. The block size represents the stream type and the merge current state:

« gray there was no merging;
» deep green both streams or mainstream transferred;
+ light green only substream transferred;

« white - merging is expected.

» Archive merge

» Connecting to a new server
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Reviewing the archive merge session on the destination server

The archive merge session settings page on the destination server looks exactly the same as on the source server.
This page does not allow any configuration, it shows the info on the Archive merge operation.

recorders (PVR), the names of users that have been selected during PVR turn in are displayed instead
of the channel names. In case you select the "Anonymous" user during PVR turn in, the PVR identifier
will be displayed instead of the channel name.

o If the destination server is synchronizing with the server that stores archive from the personal video

Total running: 1 + Add Sesson

AC-DZIONR32

=]
O wozzIRn2 1

[ o 2

The round chart displays the merge session progress. The outer circle represents the substream merge and the
inner one represents the mainstream. The number in the middle stands for the size of the archive, transferred to the
destination server.

15:00 12:00 21:00
' '

On the bottom the info on each channel merge is shown. Point to the block to see the info on the data transferred to
the destination server. The block size represents the stream type and the merge current state:

+ gray there was no merging;
» deep green both streams or mainstream transferred;
« light green only substream transferred;

» white - merging is expected.

» Archive merge

» Configuration of the archive merge session on the source server
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Screenshot management

The software supports saving frames (screenshots) while viewing live video, as well as when working with the archived
recordings. There are many ways to take a screenshot: the operator can do it manually or frames can be saved as
an automatic response to specific system events (motion detected, ACS sensor passed, alarm zone crossed, etc.).
The software has a feature to take screenshots based on a schedule. You can also take a screenshot independently
with the help of SDK.

There is a special module for working with screenshots. It lets you view captured frames as well as copy them to
removable drives (including exported video archives), and delete them. When connecting to another server, you'l
also have access to that server's screenshots and exported archive segments. You will be able to interact with the
remote server files just as if they were on your own server's disks.

o You can work with screenshots directly from the settings window or from the software's own interface.

You can read more about working with the screenshot management module in the Operator's Guide (??7?).

* * Video monitor
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Web server (SDK)

The web server is protected by the HTTPS protocol. You can use a browser to connect to the web server. When
connecting, the browser should issue a warning that the server's identity could not be established. In order to avoid
the warning, the server's certificate must be downloaded on the settings page and installed on the client computer.
After the certificate is installed, if the warning occurs again, it implies a third-party attempt to insert its own program
between the client and server. More about HTTPS.

The web client is a fully functional interface to access server in the browser.

SDK is a set of tools for interaction with TRASSIR. It makes it easy to integrate third-party applications with server
functionality. You can read more about features in 222,

Stream broadcasting is available in JPEG, MJPEG, FLV/H264, and RTSP/MPEG4 formats. Select the broadcasting
format, channels, and compression. Then use the context menu to copy the stream's address. The address can be
pasted into any media player (we recommend VLC for testing), and you can integrate a FLV stream in your website
using a Flash player.

Video transmission is not encrypted and may be intercepted by a hacker.Use a VPN to protect the
connection.

When assigning ports, be sure they are not blocked and are not used by other software programs.

A
A

» Configuring a server to work with the SDK

* Access to TRASSIR WEB interface
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Configuring a server to work with the SDK

Check SDK flag to enable access to server via SDK.

Depending on the functionality you are going to use, you should set the corresponding flags: Object Tree, Call
Methods, Events, POS Events, AutoTRASSIR Events, Read Settings, Screenshots, PTZ, etc. You can use the
item links for quick performance check of one or another feature, as well as a hint to the command syntax. If you wish
to get video from the server or play the archive, check the following flags: FLV, JPEG, MJPEG.

o See detailed description of features in ?2?7?.

You can change the Port which will be used to connect to server, if necessary. The default value is 8080.
Enter the password that will be used to get session or send commands when working through the SDK password
in the SDK password field.

Access to SDK features is possible only in case SDK Password is entered.

bie [0 £
iy [0 3
& mpes quelty: (60 =

The user under which the SDK will be accessed must have the rights necessary to use the functionality you need.
When working through the SDK password, you must configure the required rights for the Script user.

In order to connect to the server via the Onvif protocol, set the Enable flag in the Onvif settings group, select the
connection port and enter a phrase that can be used to find the server in the local network in the Server location field.

In order to activate RTSP Video Streaming check the corresponding box and select the connection port.

al

HERREERAE

MSK-EXP-13 0 View &l vchive B Sound (2] Modity ) Setup

TRASSIR has its own WEB-interface where you can configure the server and watch video from cameras. You can
access the WEB-interface from any browser. Set the Allow access from browser flag to enable. Click the link next
to the flag and the WEB-interface will open. Read more about connecting to server from the browser in Access to
TRASSIR WEB interface.
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Check the Redirect from port 80 box to use only the server IP address in the browser address bar to
access the WEB interface.
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Access to TRASSIR WEB interface

The following ports are used to connect to the WEB interface by default:

* 8080 and 80 are main and additional ports of access to access WEB-interface. You can modify the
main port value and activate additional port use in Web-server settings.

» 555 is video streaming port.

Add the connection to these ports to he firewall exception.

Follow the next steps to connect to the WEB interface:

1. Enter IP-address of server and access port (for example, https://192.168.1.201:8080) in browser address line.

In case the Redirect from port 80 box is checked in the settings, you can use only the server IP-
address to log in, for example, https://192.168.1.201.

2. Upon connection , a browser security system notification will appear. Click the corresponding link to confirm
proceeding to server WEB-interface.

x4
€ A Notsecure | hips/ocanost: % i

A

Your connection is not private

Add the server IP-address to the browser secure address list. Therefore, upon the next connection,
the browser won't show the notification.

3. Enter the User name and Password into the authorization window. You can select the WEB-interface language,
if necessary.

4. You can start the work after that!

126



Administrator's Guide

C A Motsecure | itpsy/locathostB080,w

C A Notsecure | haps//ocalhostB080/webgu * a
RDOE@EEE e T
Anservers " Sofware Varsion Service Pack 128858, Show Update L Software Upcate = & Dums Restart«
‘Grabber Pack 128363 a =Ll low a
»Dum(mu
SSL Fingarpent. | Save Conscate.
-.usx.(xru C 8662 BC 27 87 CE OE 70 33 6C 6 BF 67 28 £4 JA BD66 56
Systen Hoatn Werkstaton Settngs
Archvedays.  TIT CPUad  41.5% Austomans Loge Aamin v
Dss 0K Netwwrc  OK Vies Acceeancn 5 OpanL B
Dutabase:  OK Sowh  ERROR Ao Pyack Devies Setat .
Cameas 1D cous 0K
Asdo Capnre Dvy : v
Utma: 1 hour(s), 7 minutels) b Capts Oovice: Getaut
Scresnsners fider o
) oo Hasouare inis Disolay Setue | Keytoard Seban
Language Engian .
Server Ports

TCPAP Control Port

TCPIP Video Port

J S#ve Configuration Backup ~ ), Restors Configuration Backup - | [~ Show Licsnse ), Upload Licente.

» Configuring a server to work with the SDK
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Map

You can organize video surveillance using a two-dimensional graphical map, on which you can arrange video cameras
and other objects (for example, access control devices). You can create several maps on a server, each of which will
cover, for example, a floor of a building or a group of rooms.

Follow the next steps to add a map:

1. Creating a map. In the first stage, you give a name to the map and load its underlying structure (an image file
with a floor plan).

2. Adding objects to the map. After creating a map, you need to place various objects on it (cameras, access
control system devices, automation scripts, floor area, etc.). Placing objects on the plan allows you to simplify
the perception of information and in case of an event (for example, movement), you know exactly where in the
building it occurred.

3. Adding teleports. A teleport is a named object on a map that can be used to switch to a different map. If you have
several maps, then you can put teleports on each of them to switch between the maps.
» Creating a map
* Adding objects to the map

* Adding teleports
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Creating a map

To create a map:

1. Click Map in the server settings.

2. Expand the Maps dropdown list and select Add Map Level.

S
| Setup

= % Maps:

V‘Zoum‘WM% v‘j‘ quicksearch S« » 9 =0

AddMaplevel [

Remove Map Level...

3. Enter a name for the new map.

@ % Maps Ml

V‘ = Zaom:lwo% V‘!‘c\mck:earch ‘2 « » ¢ —m QO

4. To upload image press the button ¢ .

........

Set the image compression settings in the Format and Dimensions fields.

o Choose the image file considering the following:

+ The max. size of the image file is 10 MB.

« If the overall size of all uploaded maps exceeds 10 MB, the Automatic server settings backup

function is disabled (see Connecting server to TRASSIR Cloud).

6. The uploaded map appears in the Setup window:
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To blur the background press 2. The blurred background makes the objects and teleports stand out
more distinctly on the image.

The buttons 2, = and # are used to add various objects to the map. See Adding objects to the map
and Adding teleports.
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Adding objects to the map
You can add the following interactive objects to the created map:
» camera channels;
* Access Control devices (including TRASSIR ACS devices);
* floor areas;
» "Automation"” module elements (scripts, rules, schedules);

» and other CCTV objects.

You can add the Floor area to the map only after its creation and calibration. Read more in Floor mapping
settings.

Follow the next steps to add an object to the map:

1. Right-click anywhere on the map and choose Add object in the context menu.

2. In the opened window, select the object to add to the map.

Add objec to map:
~ [ selected zenvers
v B MK-BP-16
© Channcls

L
B

3. Place the object to the required spot on the map.

In order to rotate an object or zoom in/out, click on the red circle and change the angle or scale of the object on
the map.
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4 & Mops Home v 2 Zoom [FaBoathn | A # 2E«~+9=0

While adjusting the position of the Floor area object on the map, you should change the rotation angle
and dimensions so that the area with the image coincides with the plan on the map.

In order to adjust the position of the Floor area object on the map more precisely, click = and using
the grid and the Pixels per metersetting, adjust the image scale. The grid lines on the image are
placed in intervals of 1 meter.
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4. Select the display option for the label next to the object. To do this, select the object, right-click and, in the context
menu that opens, select Label and the display option.

In order to set the font size of the label, select Font size and set the desired size.
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o The labels next to the objects are hidden by default. To display them, click a.

5. Depending on the object type, configure additional display options:

» Configure video parameters for the Channel object:

setwp | Help

® % Maps Home -] 2 Zoom: Fiboth -] A S [quckseorch J2«~»9>=Dn

"Disable" - if the camera's video does not need to be displayed on the map.

"Enable" - if the camera's video needs to be displayed on the map.

"Enable at 150% zoom" - if the video should be displayed only when the map's zoom level is 150% or more.
"On demand"—if videos are only need to be opened on demand by double clicking the channel icon.

After making your selection, the video display area will be shown. If desired, you can change the
area's size and location on the map.

* You can add a line on the map for the Alarm input object. If the alarm input state changes, the line will also
change its color.

To add a line to the map, select Add Line and set the points through which it will pass. To finish drawing the
line, put the cursor on the last point and double-click the left mouse button.

e o 2 Zoom 0% | A 4 2er9on s et < B Zoom 0% - A 4 2er9m=0
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* You can change the size of the marker that shows the location of the person on the map for the Floor area

object. To do this press #, and adjust the Person marker size.

» Creating a map
* Adding teleports

.
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Adding teleports
To add a teleport:
1. Right-click anywhere on the map.

2. In the context menu that opens, select Add teleport....

Setwp | Help

% Maps: Home v 2 zoom: B+ A & qucisench EIRNA N |

3. Link a teleport to the map that will be displayed when the teleport is selected. To do this:
» Point the cursor at the new teleport icon and right-click.

 In the context menu that opens, use the Connect submenu to select a from the list. The specified map will open
when the teleport is double-clicked.

4. Specify the teleport's location on the map. To do this:
* Left-click with the mouse to select the teleport.

» Without releasing the mouse, drag the teleport to the desired location on the map.

5. Specify how the caption will be displayed relative to the teleport icon (it is displayed below by default). To do this:

» Point the cursor at the teleport icon and right-click.
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* In the context menu that opens, use the Label submenu to select a caption display option.

The currently selected option will be marked with a checkmark.
By default, the labels next to the objects are hidden. To display the labels, click a.

6. Set the font size of the text next to the teleport icon. To do this:
» Point the cursor at the teleport icon and right-click.

» Use Font size item in the opened context menu to set the required size.
You can select the font size for each object, added to the map.

# % Meps Home < 2 Zoom FaBotn <+ A o [cuckench 2« ~9=n

* * Creating a map

* Adding objects to the map
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Reports

The reports module is designed to automatically or manually generate reports on the server operation in accordance
with the specified templates.

Setup | Help

Reports

Create new report template
Name:
Type: |Archive Depth Report -

Create

To start, you must create a report template. Enter template name, select a report type, and click Create. The report
template settings window will open automatically.

‘ * Report template settings
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Report template settings

—_

. Open the Settings window.
. Select Reports in the menu.

2
3. Give the new report a name.

SN

. In the report type drop-down list, select "Archive Depth Reports".

5. Click Create.

(e}

. In the settings window, click Properties... and enter the settings for generating the report:
» Global properties:

« Time preset - The period of time for which the report should be prepared (for example, an hour, today, last
month, etc.).

« Automatic report generation - This parameter determines if and how often reports should be automatically
generated. The default value is "never", i.e. reports are only created manually.

» Objects - The list of channels whose data should be used to generate the report. By default, all channels are
used to create the report, but you can build a report using only the channels that interest you. To do this, clear
the All objects of accepted classes checkbox on the Objects tab and check the desired channels.

7. Close the Setup report window.

8. Click Run now. When the reporters been generated, a table will be displayed with the data gathered from the
channels. For each of the selected channels, the days and corresponding archive depth will be indicated.

All newly created reports are saved in the database. Use the View dropdown list to access the reports; the listincludes
all reports created of the specified type. If a report is no longer needed, it can be deleted. To do this, select it in the
View list and click Delete.

Type  Aschive Depth Report 1 Delete.

92 00

122617 | 233822 | 235823 | 235346 | 160302 - =
Camera | - 122617 235836 235837 235357 | 235705 240000 240000 62

* * Reports
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Database connection settings

All events are stored in the database. The database can be located on either a local or remote server. For example,
a separate server, used only for recording events, may be chosen for the database.

A If you have a system with a heavy stream of events, we recommend using a database installed on a
separate computer, i.e. a server used exclusively for the database's needs.

The server uses the PostgreSQL database. All necessary tables and objects are created automatically. In order to
make the server work with the database, you should set up the database connection.

Note that in order to connect to the database, the PostgreSQL Database Server service must be running (the name
will be different if you changed it during installation). If it is disabled, enable it using the pgAdmin utility or the standard
tools for managing Windows services.

To configure the database connection:
1. Open the Settings window.
2. Select Database in the list of settings.
3. Specify the connection settings:
» Server type - Leave this as "PostgreSQL".

e Host and Port - The IP address or DNS name of the server where the databases installed. If the databases
installed locally, then leave the value as localhost.

If the database is installed on different server, then be sure your IP address is in the list of authorized address
for external connections.

* Database Name, Username, Password - The parameters that were specified for the database when it was
installed.

» Keep records for - The period of time for which old events will be stored before being overwritten by new events.

4. Verify that the connection was established successfully ("Connected" will appear in the Current state: field).

Setup Help

Servertype:  |PostareSQL ¥
Current state: Connected

Connect tion Options
Host: localhost
Port 42§
Database Name: |serverd
User: postgres

Password:

Keep records for | 180§/ days

If the connection cannot be established, then the Current state: field will contain an error message containing the
reason why the connection failed. For example, the connection failed in this case, because the database name
was not entered correctly:

Setup Help

Severtyps  |PostareSQL ¥

Currentstate.  ERROR
Error code: fe_sendauth: no password supplied
Connection Options
Host: localhost
Port; 5433 s
Database Name: |server3
User postgres
Password:

Keep records for 180 %/ days
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PostgreSQL DBMS installation
Configuring the operating system to work with the PostgreSQL DBMS
Starting the PostgreSQL Database Server service

Allowing external connections to the PostgreSQL DBMS
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Date and time

A The description of this feature is intended to be used in the Linux-based TRASSIR OS

<<<<<<<<<<<<<<<<<<<<<<<<<

In the Time Servers settings group, you can enter the addresses of up to two NTP servers, which will be used to

synchronize the date and time on the video server.

A server with TRASSIR OS can act for any IP device as an NTP server. To do this, setthe Use as NTP server flag,
and in the IP device settings, set the IP address of this server as the NTP server.

To manually change the date and time, click the Change date and time... button and enter the current date and

time in the window that opens.
¥ Change date andtime [ © | [z

Enter new date and time:

Date: |20-02-2018

Time (17:33:44

In the Time Zone settings group, select the time zone the video server is in.
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Network interfaces

A This tab is only displayed in TRASSIR OS. It is absent in the Windows version.

‘‘‘‘‘‘
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19216811 0000
001 255000

o
enplsd 19216800 2525500 o

You can change the name of the server on the tab. To do this, click the Change ... button and enter a new name
in the opened dialog box.

£ Change server's hostname:

B2
PR

ok || Concel

A If the server name changes, TRASSIR OS asks to restart the video server in order to apply the change.

Below, Available network interfaces is displayed. Configuration of network interfaces, switching them on and off
are made in the tabs.

o When connected to 3G / 4G modem server, connection settings tab will appear.

You can change the interface settings by clicking the Configure... button.

To configure the settings automatically, select option Obtain network settings automatically or Set automatically.
Otherwise, select Setup manually and specify required connection settings.

For any network interface, you can define an IP routing table. Click Routes.. button to create it.

0 S rots o et o 2]

Gateway Metrics

Tgnore auter

4 Use oniy for

Click Add button and edit the route.

To make the network interface use only the entered routing settings, set the Ignore automatically
obtained routes flag.

Set Use only for the resources on this connection flag to restrict the connection to the limits of local
network.

Created IP routing table will be displayed at the bottom of the tab.
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1P routing tible:

Intertace Destinstion Gateway MNetmask Metric
enplsd defoutt 19216811 0000 104
o 127000 w001 255000 ]
enplsd 19216800 . 2525500 o
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Persons

Personas is a database that contains information about people. You can create any person database structure
consisting of folders and persons.
o Addperson | Addfolder

v showal v

i Office 2
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The persons' database is used in the operation of the following server devices and modules:

* When personal videorecorders are used, the Persons database is needed to identify the person who received
or returned the personal videorecorder and the video he filmed.

» For the face recognition module, anthropometric data is stored in the database to compare faces, recognized
from the video, and the persons from the database. Select Show faces DB in the filter and only persons with
entered anthropometric data will remain in the database.

* For TRASSIR ACS module, which has an extended set of person's parameters and its own interface for their
creation and editing (see section Personnel).
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Folders creation

+ Addperson | | Adfolder 8 Delacfolder

4w Offico 2
m Office 22
W Office 1
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To create a folder click Add folder button and fill in:

¢ Folder - folder name

« Color - folder color. When creating a folder of the 2nd level and above, the color will be the same as the 1st level
folder.

» Parent - parent folder.
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Persons creation

uuuuuuuuu

+ Addperson | | Add folder

2w Offico 2

8 Delee peson

To create person, click Add person button and do following:

» Click Add photo and choose photo of the person.

» Enter person's name in Name field.

Select Birthdate.

Select Gender.

Enter Remark and Contact info.

Select Folder where person will be located.

The Add to Face Database button converts the person's photo into a set of anthropometric data and
adds the person to the Face Database (see section Face database).
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Users

TRASSIR implements a multi-tiered rights allocation system built on user accounts. Each server has its own list of
user accounts with associated rights that are only applicable on that server. This must be considered when designing
and initially configuring a video surveillance system based on several servers.

After installing server, the following users are created in the system: Admin, Operator and WebView. In addition to
these users, a "Script" account is also created in the system, which is designed to limit the rights of scripts and the
SDK. The passwords for these users are not set by default.

TRASSIR is distributed video surveillance system. Its architecture supports combining an arbitrary number of video
servers in a single network. You can control any server through client software or a web browser. You can administer
and control servers you are directly connected to as well as servers you are indirectly connected to through a chain
of other servers. You can read more detailed information about network connections between servers in the section
entitled Network.

User accounts are used to both start a server and to connect a client to a server. Regardless of what user started the
server, the client software can connect under any user on the server who is allowed to sign in over the network.

server setting from the client software; to do this, connect to the server using an administrator account or
any other account that has rights to administer and control server settings. This feature makes it possible
to administer and configure a server from any remote workstation, without requiring physical access to
the server.

o TRASSIR 4 implements a full-fledged remote administration and control system. You can change any
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Unauthorized access protection

One of the key steps to enhance the system security is to lock user accounts in case of unauthorized access. Set
the Enable login attempts limitation flag and specify the Number of attempts to restrict access to user accounts
after a certain number of invalid login attempts.

The counting of the number of login attempts is performed during any user authorization and when a certain number
of attempts is reached, the corresponding flag is disabled in user settings:

« upon local login, the authorizing on the server is counted, and the Enable local login flag is disabled.

» upon Server/Client connection, the server connection is counted and the Enable Server/Client connection flag
is disabled.

» upon SDK connection, the number of incorrect SDK server connection attempts is counted and the Enable mobile/
browser connection is disabled.

You can enhance your video surveillance security level, if necessary, by configuring the time locking. To do this,
enable the Suspend All Other Users flag and set the Block time. In this case, users who have exceeded the number
of login attempts will not be able to log in until the specified time expiration.

If you need to apply the blocking setting to the Admin superuser, enable the Suspend superuser flag.

There are two ways to unblock regular users. The first way is to wait until the blocking time expires. After that, the
user can try to log in to the system again. Second - you can use the administrator credentials to log in to the system.
After that you will see a popup window with suggesting unblocking the blocked user.

x

The Admin user unblocking process is slightly different. In case the time blocking is used, the only way to unblock
is to wait for the blocking time expiration. Upon the specified time period expiration, the Admin superuser can use
his own credentials to log in to the system.

|

Adding users and user groups

» Determining access rights

Per object rights
» Examples of user rights settings

» Audit
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Adding us

ers and user groups

You can create accounts for both individual users and groups of users on the server. For each account, you can
configure detailed access rights.

To crea

te an account for a group or a single user, in the Settings window on the Server settings -> Users tab, select

Add. Then enter the name of the user or group, create a password, and click the Create button.

An account for the user or group will then be created in the system. The new account will only be given basic rights:
"View" and "View archive" for all devices, and the ability to view settings. To change rights, select the group or user
in the list and define the access rights of the user or group.

When creating a user account you can select a group to add it to. To do this, select the group's name in
the Group field. In doing so, all the rights of the selected group will be applied to the new user.

W

» Determining access rights

» Determining access rights for a group

Per object rights

» Examples of user rights settings
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Determining access rights

You can access your video surveillance system on server locally, as well as through network connection via another
server, the client app, Web-client, or through mobile application. The local and/or network login can be allowed as
well as forbidden for each user.

Per object rights (grant or revoke):

Check the corresponding boxes to enable:

* Enable local login - local user login.

* Enable login from Server/Client - network connection via remote server or client.

» Enable login from mobile/web - connection through mobile app or Web browser, or connection via Web server.

* Enable remote analytics - consumption of the server computing resources in the operation of such plugins as
Neuro Detector, ArUco Detector , etc.

be saved in the system, but it cannot be used.
The Enable remote analytics checkbox is only available on NeuroStation type videorecorders.

o If local and other connections are forbidden, the user account will be blocked. All account settings will

The Password field is designed to forcibly change a password. Note that each user can change his or her own
password through the Control panel.

After changing the Admin user password, the Limited Functionality Mode will be enabled on the server.
Read more about this mode in License.

In the Group settings, select the user group that the user will belong to. In doing so, all the rights will remain the
same as those in the selected user group.

The User Interface Limitations set of options also makes it possible to change the following settings:

+ Allow manage template - If this checkbox is cleared, the user will not be able to save and create new templates.
In other words, the user will only be able to use previously created templates.

» Allow share templates—if you uncheck this box, the user won't be able to upload a template to the cloud to share
it with other cloud users.

» Allow Settings button - uncheck the box to prevent user from accessing the settings window.

» Allow Shutdown and Reboot - if you uncheck this box, the user won't be able to shut down or turn off and reboot
the server (won't be able to use these features ).

« Allow "View" dialog - If this checkbox is cleared, the user will not be able to change the camera window's
appearance settings.

» Allow password change uncheck this box to prevent user from changing the password.
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* PTZ Priority - This setting makes it possible to create a priority level for each user for PTZ device control. Thus,
the higher the value of this setting, the higher the priority given to this user's PTZ commands relative to users with
a lower priority.

* Max archive playing speed—this option determines the maximum speed value the operator can review archive
with.

Base Rights:
View
User Interface Limitations: View Archive
Allow manage templates [ Hear Sound

] Export Archive, Screenshots
Allow share templates Edit Archive Bookmarks
Allow Settings button [ UsePTZ
Allow Shutdown and Reboot button E WModify

Setup

Allow View dialog [7] Manage Users and Scripts
Allow password change

Group: |No aroup v

[4rd
1low

rioiity) ¥
Max archive playing speed
EX 4 Undo Rights Changes # Redo

A user's base rights determine his or her abilities with respect to all of the objects on the server. Base rights include
the following abilities:

* View - Determines the ability to see settings and objects. If this setting is disabled, the user will not be able to
view a single object.

* View archive - Determines the ability to view the archive for all available channels, as well as the ability to create
bookmarks in an archive. If this setting is disabled, the user will not be able to view the archive for live- or lost
channels.

* Hear Sound - Determines the user's ability to listen to audio in real-time mode and in an archive.

» View video without watermark is responsible for the ability to disable watermark display on the video (see section
Watermark).

» Exportarchive, Screenshots - This setting determines the user's ability to export an archive and save screenshots.
« Edit Archive Bookmarks - This setting determines the user's ability to create and edit bookmarks in an archive.
* Use PTZ - Determines the ability to control all available PTZ cameras.

* Modify - Determines the ability to manually control recording, generate reports, and control available objects (for
example, the ability to change the state of Orion ACS objects).

« Setup - Determines the ability to change all server settings. If this setting is disabled, the user will not be able to
add/delete devices, configure modules, etc.

* Manage Users and Scripts - This setting determines the user's ability to edit rights for all accounts.

In addition to base rights, you can assign Per object rights, in particular, rights to view, control, listen to audio, view
archives, and control PTZ devices.

Per object rights (grant or revoke)

¥ MSK-EXP-16 ) View ) Aschive (] Sound Medify (] Setup =

o
{

AXi5 233D
Camera 1

If the user account is no longer needed, it can be removed. To do this, open Users in the server settings, select the
required user account and press Delete.
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If that account was used for server connection, you won't be able to connect to the server with it.
If you want to make an account inactive while preserving it on the system, then clear the Enable Local
Login and Enable Login from Remote checkboxes.

» Adding users and user groups
* Per object rights

» Examples of user rights settings
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Determining access rights for a group

A When a group's rights change, the rights of all users in the group automatically change.

5 Deete.

Per object rights (grant ot revoke):
v MSK-EXP-16 9] View W] Archive [ Sound ] Moddy [ Setup &
Server Settings
Plugins
v Hardware
Boards ] view ] Modity [ Setup.
1P Devices 9 View ] Moddy [ Setup v

Configuring a group's access rights is no different than configuring access rights for a single user.
If a group account is no longer needed, then it can be deleted. To do this, open the Users item in the server settings,
select the group, and click Delete. This will not delete the accounts of the users in the group.

* » Adding users and user groups

Determining access rights

* Per object rights

» Examples of user rights settings
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Per object rights

In addition to the base rights, the user may be assigned access rights to individual objects in the system — everything
from the connected servers to an archive of loss channels.

Per object rights (grant or revoke)
v MSK-EXP-16 ) View ) Aschive (] Sound Medity (] Setup =
Server Settings

.......
Bourds ¥ View

“ 1P Devices 9 view
ACD2103IRS 9 View
ACDS123IRE 92 View
ACOTI21IRIVE S view

Axis 2330 ¥ View

Camera 1 ) View

The following access rights can be assigned for each object in the system:

» View - Determines if the user can see an object in the system (if it is a device, channel, or server) and/or see
specific system settings (server state, server settings, modules, and network).

» Archive - Determines if the user can view the archive for the selected channel. This settings is only applicable
to channels.

* Sound - Determines the user's ability to listen to audio in real-time mode and in an archive.

* PTZ - Determines if the user can control PTZ cameras. This settings is only applicable to channels.
* Modify - Determines if the user can control the selected object.

» Setup - Determines the user's ability to listen to audio in real-time mode and in an archive.

The access rights system has its own hierarchy that includes basic (global) settings, settings for groups of objects
(several levels), and access settings for individual objects. In the hierarchy, lower-level settings may match or differ
from higher-level settings. It lower-level settings have not been assigned manually, they will automatically be changed
to match higher-level settings. If lower-level settings are assigned manually and their state conflicts with higher-level
settings, the corresponding item will be highlighted with a specific color:

« If a higher-level right is denied while the lower-level right is allowed, the latter will be highlighted in green.

Per object rights (grant o revoke):

~ IP Devices [ View [T Modify [ Setup *
AC-D2103IR3 View Medify [ Setup
AC-D5123IR3 View Modify [] Setup
AC-D7121IR1v2 [ View ] Medify [] Setup

« If a higher-level right is allowed while the lower-level right is denied, the latter will be highlighted in red.

Per object rights (grant or revoke):

AC-DT121IR1v2 View Modify [] Setup “
AXIS 233D View Medify [ Setup
Camera 1 ] View | Modify [ Setup
Office View Medify [] Setup

* * Adding users and user groups

» Determining access rights

» Examples of user rights settings
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Examples of user rights settings
This section presents two examples of rights settings for typical user accounts:
1. Account for a guard post.
» Only signing into the system over the network is allowed in the basic settings.

» The Base rights allow for View. Thus, this user can view live video from cameras and switch between previously
created templates.

Sctup \_Help

& Delte..

etup
Manage Users and Seripts

PTZPririy:
Low Prioit) v

Maxarchive playing speec
B

“ Undo Rights Changes | =

Per abject rights (gront or revokel
¥ MSK-EXP-16 ) View () Archive (] Sound Modiy [] Setup 4
Server Settings
Pugine
~ Hardware
Boards @ view Modity [] Setwp
¥ IPDevices 9 View [ Modiy (] Setup
AC-D2103IR3 ) View [ Modity (] Setwp
ACD51Z3IR3 & View Modity [] Setup
ACDTI2IR1VZ 9 View Modiy [] Setup
s 2330 o View [ Modity (] Setwp

2. Server operator.

* The basic settings allow for signing into the system locally as well as over the network. Template management
is also allowed.

* The Base rights allow View and View archive. Thus, this user can view a live video and work with an archive
(only in view mode). Note that given these settings the operator will be able to see the picture but not hear audio.

* In the Per object rights (grant or revoke), you must also allow template management, because the Control
setting is disabled in the Base rights.

8 Delete

“ Undo Rights Changes |~ F

Screenshots 2 View Modity
Web Server ¥ View Seup

Reports 4 View Modity [ Setup

Tempistes ] View Modity
Persons 9 View ¥ Modity

* Adding users and user groups
» Determining access rights

» Per object rights
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Audit

Audit is a module that allows you to monitor all user actions performed in TRASSIR. For example, manual change
the archive recording mode, changing the IP-device settings, reviewing the archive by the operator, etc.
In the Settings window on the Server settings -> Audit tab, you can view the log.

Fiteractons:
1 ARCHIVE
1 LEs

aul
o LoGIN
i
1 RepORT
SETTINGS

Specific ime:
Sttt s
s Senrch

End 2418 &

20190917 114316 Admin Admin)  Tocal LOGIN/SUCCESS “u -

20120920 140500 Ademin Admin)

2020521 101349 Admin.
in

In the top part of the Audit tab there is a set of filters you can use to display only desired events in the log.
You can use the following filters when viewing the log:

* In the Filter users field, select one or more users whose actions should be displayed in the log.

All actions that take place in TRASSIR, but are not caused by direct user actions, are stored in the
log under the LocallLog user.

* In the Filter actions, select the actions that should be displayed in the log.
* In the Filter time settings group, select the time period for which you want to view the log.

When the Search button is clicked, user actions that match the selected filters, along with the date and time when
they were performed, will show in the bottom part of the tab.

You can use highlighting to quickly search for a specific user action.

20180317 11:43716 Ademin (hdmie)  Tocal
20120317 1340:43  Ademin (Admie)  local

20180918 11:2625  Adeie dmie)
«

4 [simin Dounlond arginalfle B | | Sovein GOV || Seve plain st

RISEARCH
RGUVFILTER

If you need to find users who made changes in the
AutoTRASSIR embedded list, select LPR in the Filter
actions and start searching. The changes made in the
2 oms = T lists are displayed through the following actions:

RISEARCH
RGUUFILTER.

RISEARCH
RGUVEMBLIST-ADD
RGUVEMBLIST-UPD
31 LPRGUI/EMBLIST-UPD

88888888
rrrezeey

y
=0Ty 177,

* EMBLIST-ADD - adding a license plate number;
* EMBLIST-UPD - editing the license plate number;

* EMBLIST-DEL - removing the license plate number.

You can save the resulting action log to a file, if needed. To do this, click the Save in CSV... button or Save plain
text....

During the operation, the software saves all user actions to the * . 1og, which is located in the audit of the software
installation directory. A log file is created every day upon the first launch. At the same time, the older (yesterday's)
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file is archived and saved in the same folder and, if needed, can be downloaded and viewed. Click the Download
original files... button to download the file.

‘ e Users

» Adding users and user groups

» Determining access rights
» Per object rights

» Examples of user rights settings
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Watermark

You can customize adding a watermark to be displayed on videos and screenshots in the Settings window on the
Server Settings -> Watermark tab.

Only the Admin user or a user who has the Setting right enabled on the Watermark object can enable
the watermark on video and customize its appearance.

aty
Osewr
Disein]

For more information on user rights settings, see Per object rights.

Set the corresponding flags to display the watermark:
+ on live channel video and in the archive;

* on video exported from channel;

» on screenshots.

The GUID of the user authorized on the server or client where the video is viewed, exported, or screenshot from
the channel is used as the watermark. Set the Add date and time flag to add the current date and time. To add the

You can turn off the watermark display on channel in camera window appearance settings. To do this,
open the context menu of the channel, select View... and clear the Show watermark flag (for more
details see ?77?).

Only a user with the basic View video without watermark right enabled can turn off the watermark
display on channel (see section Determining access rights)

When detecting cases where a video or screenshot has been leaked to third parties, you can identify the username
and the client/server from which the confidential information was leaked. To do this, click User Search and, in the
window that opens, enter the GUID of the user (Username) or part of it that appears in the video or screenshot. After
clicking the Search button, the user data will be displayed below.

0 Vi sencn T x
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Devices

TRASSIR provides full functionality with various video capture cards and IP devices. You can always find a list of
supported third-party IP devices on our website.

* Boards
e |P devices

» Configuring device settings
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IP devices

The list of the current IP-devices is always available in Settings window on IP-devices tab. IP-devices list is empty
right after the installation of the system and it will expand if and when added.

v l Hardware 19]

Boards

~ IP Devices
M AC-D2103IR3
# AC-D5123IR3
i AC-D71211R1v2

AXIS 233D

: TR-D2121IR3v2 2 [ ]
il TR-D2121IR3v2 3 [ ]

Each device in the list is identified by one of the following icons:

B Connection OK. No error pending.

% The connection established, but there is no audio or video stream, Open the corresponding device tab
and set the Video, Substream and Audio flags.

L E An error occurred when connecting to IP-device (it is necessary to open the tab of appropriate device to
get detailed information concerning the mistake), or reload IP-device.

IP-device is disconnected. To activate the device select it in the list and press Setup connection button
on the settings page.

On the right part of the window displays statistics of added/activated IP-devices and IP-devices operating with errors.
Following is the list of IP-devices sorted out by manufacturer. Press Add button in appropriate line to add the device
to the system.

o Note that the list of available manufacturers is determined by the software license.

&

2, Allservers @ v [ Sewp | Hep

v U MSK-EXP-16

# Server Settings
& Plugins )
Ac-onzIRIW 325
~ i Hardware @ -
s AXlISa.
Boards Cammunrcanions
IP Devices [10] 230 121603177 Added
Remote Controls
Serial Ports - O @hua
&4 Channels 1] s
2 Network
~ Hikvison HIKVISION
{2 Automation

D5+2C020221 172161350

D5-2002042W0-1 21613188 Add
DS-2602112:1 1721613021 Add
Add manually Addal

ccccc

The devices will be highlighted with various colors depending on IP-address status:
* black - a newly-discovered network device;
» green - the device has been added and is working properly;

» red - the devices been added, but it is functioning improperly (for example, the credentials have been entered
incorrectly).

Use Add all button to quickly add all found devices to the system.
The Add manually button is used to Add IP devices manually.
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Adding IP devices manually

s 0

aaaaaaaaaa

Select a model from the Add manually list. If needed, you can use quick search to shorten the list of camera
manufacturers and models, or click Search and select the desired device from the search results.

If the device you'd like to add is not on the list, you can use the SSDP discovery option. In this case you'll need to
set up the connection parameters and the server will recognize the model of the device and connect it.

o Automatic device search and Autodetect are not supported by all manufacturers.
In order to use the automatic search for NVR and Hikvision equipment, make sure that the UPnP service
is enabled in the device WEB-interface settings. If the device is not detected after enabling this service,
you will need to find it manually using the SADP utility available for download on our website.

Enter the connection information in the window that opens.

* IP address - The address doesn't need to be specified if the device was found automatically.
* Port - The number of the network port for connecting to the device (may be different from the web interface's port).

» Username and password - Note that the username and password entered must be for a user whose credentials
are stored on the device itself.

¢ The License under which this device will connect.

» Archive synchronization via API. Set the flag to use the method to synchronize the camera archive to the server
with increased speed.

» Economy mode - Set this checkbox if the transmission channel is unstable, costly, or if you do not intend for video
from this device to be continually transmitted (e.g. the video will only be provided on-demand).

Most of TRASSIR cameras feature Archive synchronization via API.
In order to activate this feature on previously connected cameras, you need to reconfigure their
connection on server.

Click Create. The device settings window will open.
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Adding IP devices that use the ONVIF protocol

The server supports operation with IP devices via the ONVIF protocol. To add a new device, click ONVIF in the IP
devices tab of the Settings window.

sssss

Select the device model from the Add manually list. As needed, you can use quick search to shorten the list of
camera models. Enter the connection information in the window that opens.

Add Device
Step 2: Enter essential parameters

4m Back

Model: AXIS M1004-W

1P address:
Port: N
User: oot

Password: | sees

* IP address - The address doesn't need to be specified if the device was found automatically.
» Port - The number of the network port for connecting to the device (may be different from the web interface's port).

* Username and password - Note that the username and password entered must be for a user whose credentials
are stored on the device itself.

« The License under which this device will connect.

Be sure to enter a valid username and password, because some devices use authentication at the model
identification stage.

Click Create. The device settings window will open. If your device's model is not in the list, click Identify model. In
the window that opens, enter the connection information just as described above and click Identify model.

AddDevice
Step 2: Enter essential parameters
Model: To detect model enter IP address and port, click "Detect Model” button
1P address: | 192.163.1.188
port: o =
User: adnin
Password:
[ Economy Mode:

The Model: field will look as follows . After some time, the device model will be identified. Click the now-active
Create button. The device settings window will open.
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Adding IP devices using RTSP

The server can receive RTSP stream directly from various devices and use it in your video surveillance system by
writing it to an archive, processing with the help of video analysis, or transmitting it over the network. To add a new
RTSP stream, in the IP devices tab of the Settings window, click RTSP.

| Setwp \ Help

IP Devices

Devices enabled/total: 22/22 Errors: 11

RTSP X

RTSP

SSDP diseovery

Select RTSP from the Add manually list. Enter the connection information in the window that opens.

Fill in RTSP query strings Main stream URL and Substream URL using the following format:

rtsp://[user]: [password]@[ip address]: [port]/[query]
* Login and Password are stored on the device.
» IP-address - device address you're connecting to.
* Port - The network device's RTSP port number (this is different from the web interface's port, usually 554).

* Query - camera-specific location of the required RTSP stream.

o You can find possible RTSP query variants in camera user manual or technical documentation.

For example, for Axis 233D camera with IP-address 192.168.10.10 username "admin" and password "12345" URL
will look like this:

rtsp://admin:12345@192.168.10.10:554/mpeg4/media.amp

Add virtual channel button is used to isolate image area into a separate video channel.
Click Create. The device settings window will open.

.

Adding IP devices manually

Adding IP devices that use the ONVIF protocol
» Configuring device settings

» Channel settings
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Adding video files

The server can use a video file as a channel.

To add a video file, open IP devices tab. Select manual adding mode pressing Add manually button, and then go
to File -> Media File.

Video stream parameters settings window will open.

Setp | Help

Modek: Media File

Device Nome: | Media File

CiUsers/admin/Downloads/PeopleCountavi Selecta file

ggggggggggg
Vide: 102 FPS, B3.5KB/s
00k8rs

See more about settings in Configuring device settings.
To substitute a video file, click Select file link and locate another file.
Add virtual channel button is used to isolate image area into a separate video channel.

* » Configuring device settings

» Channel settings
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Image dewarp into several channels

The video transmitted by Fisheye-camera has a number of features: wide viewing angle and intense image
deformation on the periphery. The server allows you to dewarp the image into several independent channels and
each of them will be recorded into the archive with its own settings.

Setup Help

Medet TR-DO161IR2

Device Name: | TR-D91611R2

1P Address: 19216810162 Post: 80 User admin  Selup connection

Disable 1 Delete... Reboot O tconomy Mode

- s Webintedace | ChangelP.. Change Password.
£ Allow Dewarp Add new static dewarped channel
State: Connected
HDD not formatted
Codec Resolution GO FPS limit Compression  Bitrate Type ~
TR-DIIENIRZ 1
4 video hasd - | sMp * 20 #|25 $ |Minimum v| 6000 % Varable v
[ sub Stream F = 0 #][2s & Minimum =] (256 # [Varisble ~
[ Audio 7 - Curent stats:
Videc: 24.5 FPS, 692.2 kBi/s
Channel Settings Sub Stream: 25.1 FPS, 24.1 kB/s
TR-DII6IRZ 2
SWMPEGH v | [640n480 v| 20 & 024 %
4 Delete channel Current stats:
Video: 225 FPS.
Channel Settings
TR-DII6IRZ 3
SWMPEGH v| (6400480 w| 20 1% 02 %

Current stats:
Video: 22.1 FPS.
Channel Settings v

Delete channel

To create a new virtual channel press Add virtual channel button.

The number of devices for which virtual channels can be created is determined by the software license.
The server allows creating 4 virtual channels maximum on each device.

New channel will appear under the main one. You can activate Sound if it is activated on the major channel and
set the following parameters:

» Codec is compression codec used. mpeg4 codec is used to compress virtual channel.

* Resolution is size of image.

* GOP (Group of pictures) group of pictures containing one key picture.

» Bitrate - video compression level.

Please note that at local view of the virtual channel non-compressed stream is displayed, an the
compressed stream is recorded to archive.
You will also see compressed stream while virtual channel viewing from the client.

The Current stats field displays video FPS and the speed of the channel record to the archive.

Go to Channel settings to specify image area to be isolated in to the virtual channel and saved into archive. To do
this use PTZ-functions of the image control:
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'
/ Setup | Help

Channel Name: | TR-D3161IR2 2

Go to device page

TR=DA1E]

Other channel settings feature are also applicable to set up a virtual channel.

» Configuring device settings

» Channel settings
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Boards

TRASSIR can operate with 2 types of the video capture plates:
» DVS and DVS2 hardware-based compression cards (Silen, DV-M, DV-H, and DV-F systems).
» Techwell software-based compression cards (Optima system).

The list of compression cards installed on the server is always accessible in the Settings window on the Boards tab.
Each device in the list is identified by one of the following icons:

i The card is functioning normally, no errors detected.

o Errors have been detected during the operation of the card (To see the errors in more detail, open the
tab for the corresponding card).

* * Installing compression cards
» Configuring device settings
» Channel settings

e |P devices
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Configuring device settings
After adding a device to the system, you can configure it, e.g. indicate the mode and settings to be used for video

recording.
To configure a device, select it in the Settings window.

Sctop \_Help

Modet TR-DBZSIWDIRS
Device Name: TR-DEZSTWOIRS
Lcense ANV

1P Address: 17216.1266  Pork 80 User admin  Setup comnection

Disable & Delete Reboet | ] Economy Mode
- Weplnisriacs | ChangelP.. | |ChangePasiword...
1PCAM V40538.240223 Updatefirmare

HDD absent
Codec  Resolution  GOP FPSLimit Compression Bitrate  Type  Sample Rate

TRDR2SIWDIRS 1
(s~ (20 [0 =] (Mo~ 000 [varbie =

oF v [0 35 [Minimum v [25 2] varisble ¥

00
.
GPIO Inputs Mame MNormal state
[ Enablenpat s
GPIO Outputs Pame StartupState.
[ Enable Output  Out

* Model - The device model.

» Device name - The name that will be displayed in the device list. By default, this is the same as the device model.

* The License under which this device will connect.
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Connection parameters settings

The devices, connected over the network, have a number of additional settings:

1P Address: 172161366 Port: B0 User admin  Setug connection

ol
)
H
[u]
H

* Network connection parameters - IP-address, port and user name. Press Setup Connection to modify
parameters.
@ :

{ IP address: |172,16.13.177 E
| por: E] !

"
User: oot

| Password: | seees

o Please remember that the user whose data is stored on the device should be entered.

* The Disable button lets you temporarily disconnect a device. All of the device's channels will drop off the channel
list. If an archive recording was being made for a channel, it will be added to the list of lost channels. When the
device is turned on, all settings made before it was disconnected will be preserved and the previously recorded
archive will be available.

» Click Delete... to delete the device permanently from the system. The archive for this device's channels will be
available in the list of lost channels. If the device is added again, the server will consider it an entirely new device —
all of its previous settings will be lost. If a device is deleted incorrectly or accidentally, you can use the configuration
recovery feature, which is described on the main server settings tab.

» Load Preset. Some devices - IP video recorders made by Lanser, in particular - use preinstalled modes. The Load
Preset lets you choose the mode you want from a list.

[ ossbe | [ @@0ekte.. | (Cosderesst..) [ Reboot | [ Economy Mode

(& Unload Changes|  [<]) Discard Changes 4 channels, AR 12F( | ange Password...

4 channels, CIF, 25 FPS

A For such devices, the settings Resolution and FPS Limit must only be changed using the Load
Preset menu.

» Upload Changes and Discard Changes - After making any changes to an IP device's settings, you must confirm
the changes by clicking Upload Changes. If there was a mistake, you can restore the device's previous settings
using the Discard Changes button.

If a preinstalled mode is being used (Load Preset), you do not need to click Upload Changes — the
settings will be sent to the device automatically.

» To go to the camera web-interface, click the web-interface link. It will open in external browser.

If TRASSIR OS is used as the operating system, the web interface of the camera will open in the built-
in help on the server.

» The Reboot button sends a reboot command to the device (required to apply settings to some devices).

* Economy mode - This checkbox specifies whether or not the device should use economy mode.
Economy mode is used for slow, unstable, and/or costly transmission channels. Only device events are transmitted
in this mode. In economy mode, video from the devices only transmitted on demand.
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Note that not all devices support economy mode. When using economy mode, you must disable
recording the archive to the server's disk. To do this, go to the channel settings and in the Recording
group, select "Disable" for the Recording to server disks setting.

1P Address: [ 172.16.13.162
Port; 80 s
Netmask | 255.255.255.0

Gateway: 172.16.13.1

DNSI: 1721621

Device will be rebooted
in order to apply these settings

oK Cancel

» Add virtual channel is used to allot an area of the image into an independent video channel. This function can be
used to dewarp video received from Fisheye-camera into several separate channels. See in details in the section
Image dewarp into several channels.

* The Change IP... button will open network settings dialog. You can change address, port, subnet mask, default
gateway and DNS there.

» The Change password... button will open camera password change dialog.
&

New Password:

Confirm Password: |ssss

Ok || Cancel

o After password change connection to the camera will automatically use new password.

» Software Update button opens the device software update file selection window.

P Address: 17246.13.66  Port 80 User sdmin  Setug connection

[ Ecen lode

‘‘‘‘‘‘‘ 8 Delte.. Reboot
e, | [change

N Web Intert

Chang
IPCAM V405.38.200023 Update fimware.

This feature is not supported by all the devices.
After the file selection confirmation device status will change to Software update....

In case of successful completion the device will reload.

* The Firmware version: field displays the current device firmware version.

» The State: field displays the current state of the connection to the device.

The no mainstream video and no sub-stream video errors may cause the detectors freezing and
stop recording to the archive. Please check the device web interface settings, as well as the network
status. Please make sure that the correct device model is selected.

173




Administrator's Guide

Stream settings
The devices, connected to the server, transfer the following data streams:

* Mainstream is a high quality video data used for detailed viewing of video signal originated from the camera. This
stream will be recorded to archive.

* The Additional Stream or Substream is the video data of low (comparing to main stream) quality, used in the
case when it is necessary to display signals from numerous cameras on the screen. In this case, high quality of
video to display signal from the camera is not required. When transiting from the general scene viewing to detailed
viewing of selected scene, automatic switchover from additional to the major stream will be done. The substream
enables the substantial decrease of load to the server and the network (in case of connecting to the server via
the network using a client).

* Audio stream is audio data received from device.

A Only certain devices support video data transfer via additional stream.

Left from stream settings picture and name of channel settings of which you are modifying is displayed. Go to Channel
settings to access its settings. You can set independent settings for each stream:

* Video - Settings for the main video stream.

» Substream -the additional stream parameters. In case the Substream box is not checked, high quality video will
be transmitted in both cases.

» Audio - Settings for the audio stream.

The following settings must be specified for the main stream and substream:

» Codec - The compression codec being used (the setting is the same for both streams).
Using H.265+ and H.264+ codecs may result in increased memory size and server load, which may
negatively affect system performance and stability.

* Resolution - The frame size (the list of possible values may be different between the main stream and substream).

* GOP (Group of pictures) - The size of a group of frames that contains a single keyframe. The smaller the value,
the more keyframes there will be.

* FPS Limit - The maximum number of frames per second.

* Compression - The level of video compression (affects image quality and network traffic). The smaller the
compression level, the greater the image quality.

» Bitrate - Data coding. The greater the value is, the better is the image quality and the greater is the network traffic.

» Type - Either a constant or a variable bit rate. If a constant bit rate is chosen, network traffic will be constant and
limited by the value of the Bit rate field. Given a variable bit rate, network traffic will depend on the nature of the
video stream.

You can configure the following audio stream parameters:

» Codec - the audio compression codec used.
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» Sample rate - the selection of the audio signal transmitted by the camera sample rate. The higher value provides
high-quality and detailed audio.

Current stats field displays the number of frames per second and the bitrate of the stream which is recorded to
the archive.

settings, bear in mind its technical capabilities. If you enter settings that are not compatible with the given
device model, the State field will display "The settings exceed the device's capabilities".

o The number of settings available varies depending on the device model. When changing a device's
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Alarm input and output settings

If necessary you can define the device to detectors interaction parameters via GPIO inputs and outputs. The
availability and the number of available inputs and outputs depend on device model.

GPIO Inputs Name Normal State

Enable Input [Input 1 Low is normal ¥
GPIO Outputs Name Startup State
Enable Output | Output 1 Storein seftings ¥

Internal PTZ implementation

Don't use -

If you're going to use this feature, you must set the checkbox to activate the required device input or output. For
convenience, "Name" can be changed to any desired value. Then specify the normal state ("open" or "closed") for
inputs and the start-up state for outputs ("off" or "on" or "store in settings").

To quickly monitor the state of alarm inputs and manage alarm outputs, place them on a map. You can
also create a rule or script to be run if the state of alarm input or output changes.

* |P devices
e Boards

» Channel settings
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Serial port settings

To set up serial ports, select Devices -> Serial ports menu item. In this menu you can set connection of analog tilting
cameras (PTZ-devices) to the video surveillance system.

Press Add serial port in order to set up PTZ device, connected to the server serial port directly. Press Add MOXA
serial port to add the device, managed through the network converter.

The MOXA network converter connection is configured on TRASSIR OS and Astra Linux SE 1.7 server
locally.
The MOXA network converter connection is configured on TRASSIR OS server locally.

Further on establish serial port settings:

Setup Help

Serial Ports: PTZ, Access Control Panels

Name Baud rate Databits Parity Stop bits Flow control
comt 19200 v|&  w|[Nenev| (1 w|Nome ~|| f Remove..

AddPTZ
Add Access Control Panel

Add Serial Port

» Port name - name of the serial port of server to which the device is connected.
* Rate, Data bits, Parity, Stop bits, Stream control are parameters of the port to which PTZ-device is connected.

Or network converter:

Setup | Help

Serial Ports: PTZ, Access Control Panels

Address Baud rate Databits Parity Stop bits Flow control

192,168,100.201 19200 ~|[8 ~/|[Nene »|[1 ~| [None v || fHRemove...

Add PTZ
wwwwww Add Access Control Panel

* Address and Password - IP-address of the network converter and password to connect to it.

Rate, Data bits, Parity, Stop bits, Stream control are parameters of the port to which PTZ-device is connected.

» Press Apply button to connect to the network converter. Herewith connection result shall be displayed in the Status
field.

Clicking the Web-interface link you will directly change to network converter settings.

o See details of PTZ-device connection in the section Connecting analog PTZ cameras.

Now add single or several PTZ-devices:

1. Click Add PTZ-device link.

2. Select the channel from the dropdown list Associated channel.

3. Choose protocol for the tilting camera in PTZ protocol drop down list (it is determined by the camera model).

4. Enter unique identified for PTZ-device in Device ID field. A number of cameras can be bound to single serial port,
each camera will be identified by the system by the unique identifier.
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The device ID is adjusted on camera using jumpers. When specifying the camera settings, note that the
value of the Device ID field must match the camera's setup.

| Setup Y Help

Serial Ports: PTZ, Access Control Panels

Name Baud rate Data bits Parity Stop bits. Flow control
Comt 19200 ~|[s ~ ] [None ~ [ | [None ~| | i Remove...
Associated Channel PTZ Protocol Device ID
AC-D2103IR3 2 ~ | | Hikvision >/l & | [ Remove..
AC-D5123IR3 2 - >/t % | @ Remove..
AddPTZ

Add Access Control Panel
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Remote Controls Settings

To set up a remote control select Devices -> Remote controls menu item. In this menu you can set remote control
connection to the video surveillance system.

! Setup Help

Remote Controls

Mouse Sensity

Type TCP Port.
Hikvision DS-1100KI ¥ | 1024 5

Add Remote Control

Sensitivity slider lets set mouse cursor motion rate when controlled with a joystick.

In order to connect a remote control to the server, press Add remote control, select the Type and checkTCP port
or UDP port - port to transfer data.

Before connecting a remote control, for example Hikvision DS-1100KI, the server IP-address and data
transfer port should be set up.

See setting details in User's Manual of a particular remote control.
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Channels

A list of all of the server's channels is always available in the Settings window on the Channels tab.
4 ﬁchannels

4 Lost Channels
=| AC-D2031IR3 1ch
# Privileged Channels
¥ DS-2CD2112-11
B TR-D2111IR3W 1
B4 AC-D2103IR3 1ch
B AC-D71211R1v2 1ch
4 BMAXIS 233D 1
@ Lens Model
DVS Full 10
B4 Lanser-960-8 Hybrid 1

There are following types of the channels:

» Local channels are channels of devices that are directly connected to the server. They are located at the top level
of the settings tree. Each channel in the list is identified by one of the following icons:

= - the channel is functioning normally; no errors detected.

& - errors have been detected during the operation of the channel. To see the errors in more detail, open the tab
for the corresponding channel.

- a channel of a disconnected device.

» Privileged channels are special local channels for which different depth of the primary flow archive is set. These
channels are grouped into a separate Privileged channels folder.

= - privileged channel.
m - errors have been detected during the operation of the privileged channel.

* Network. The server allows recording archive from the devices, connected to another server, as if these devices
would be connected to it directly.

@ - g network channel.

* Lost are the channels for which there the system has an archive, but the video recording device in the system is
missing (deleted). These channels are grouped in a separate Lost channels folder.

= - a lost channel.

The channel summarizes information about all of the system's local channels. Information about network channels is
displayed on the Recording network channels tab of the server's settings.

Setup | Help ‘

Lost channels: 3 T Hideall

Total FPS: 20433
Total kB/s: 2698.39

If there are many lost channels in the system, but their archive is not required anymore, they can be hidden with Hide
all button. You can hide a particular lost channel in this channel Settings by pressing Hide lost channel archive

Detailed information for each local channel is displayed in the table below.

Channei e s [ wwn | o
B TR-O21R3W1 2501 317 164 nLir % NAGR[0% Or
Les0atbal B0 2 /1 \ L% O
@0 05-2002112-11 50 3MWRN 81 2 % MRAGRIIAN Or
. AXS 23301 1614 4192 #%/0 (XA % %

WM AC-DTIARIV21ch 2502 49859 %1 SATGR%  BAGR(13% Or
W AC-D2103R3 1ch 155 24304 %1 WIMBLLIN  61A5GR/22% O

Lat7Daps e

- Forecast

Icons next to the channel (similar to the icons of the channels in the settings tree) show its status. The table can be
sorted by the parameter required.

The Depth column displays the depth of the archive of each channel connected to the server.

In Last 24 Hours and Last 7 Days columns you will find visual statistics of the distribution / volume of records by the
hour / day for each channel. Move the cursor over the value and you will see a graph by which you can understand
how intensively the archive of this channel was written in the last 24 hours or 7 days.
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Channel Name FS | kB | Depth | LastMHous | Let7Days Recording  MotionDetector AT AS  HWMege  OtherDetectors
DTROAIRWI 2302 B2 /7 G0S{8/U%  NAGR/IN% On Detedor
B L d08 Hybid] 500 292 %/1 o ons v

o 05-2c0012-11 SR B ciooe 433 M8
s 23301 1% 24T %0
WORCOMARQ LK 2502 7% LT
BACDHONRIICh 1985 MI6 64T

You can change some channel settings simply selecting it in the table. If you want to change the same parameter
on several channels at the same time, select them with the cursor and change the parameter on one of them. This
parameter will change on all selected channels.

ot Nacrn AT e i L S L i T
0 TROZIRSWI 2502 X89Sl N/I  GASGRLMS

BN LanserO603 Hybrid] 2500 273 %/ BAGRLE% 0 ]

0 052021211 29 IS 4/1  TAIGRLMS =1}

s 201 1585 W0 /0 SAIGRIS  MAGRLA% OnDeetor |Disbe v

mOACOURALY B0 063 H/1 SELGRLOS  HAGRLIS OnDescor | beeciol?

WACDAONIch 1085 2036 $6/1  9IMBIAIN  GASGR/AZN OnDetector \;r:'m Detector HD v

» Channel settings
» Channel recording settings
» Motion detector settings

Recording network channels

Lost channels
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Channel settings

The Channel settings tab lets you change the channel name, control the recording mode, and configure video
analysis. It also lets you configure the audio channel.

To configure the audio channel, click the Audio button.

Clicking on Go to device settings will take you to the settings tab of the device to which the channel directly belongs.
The Channel settings window is divided into several areas:

* The central part of the window has a real-time picture and you can control the camera just as you would in operator
mode (for example, by using a camera's PTZ mechanism).

* Recording

» Video Capturing Parameters
» Setup black zones

» Text on video (watermarks)
* Display options

+ Software Detectors

You can read more about the settings in each of these areas in the corresponding sections of the manual.

If the Generate motion / No Motion events checkbox is set, each time motion is detected a new event will be written
to the database. It may be necessary to disable this feature to reduce the load on the database.

o All the settings are applied "on-the-fly", and you can see all the changes in real-time.

- H Channels

4 Lost Channels
[=] AC-D2031IR3 1ch
# Privileged Channels
I DS-2CD2112-11
I TR-D2111R3W 1
» B AC-D2103IR3 1ch
[me Ac-D71p110122 1

@ Lens Neow
DVS Full 10
> BN Lanser-960-8 Hybrid 1

After configuring a channel, you can copy it settings to a different channel. To do this, right-click with the mouse on the
desired channel and select Copy Settings. To apply the copied settings to a different channel, bring up the context
menu for the desired channel and select Paste Settings.
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Adding labels

To analyze the scene in the camera image an operator may need to know what is placed on the given shelf, where
does this door lead, etc. With the help of labels you can add all this information right on the image. Moreover, the
label contents will display mouseover only. You can also adjust the label's transparency , so it won't cover the image.
To add a label, right click on the image and select Add -> Label.... In the opened window select the label's icon,
adjust transparency, and enter text that will be displayed upon mouseover.

L M = T—_

Open Archive
PTZ Control

Manual Record On
Manual Record Off

Make Screenshot s

Place the label as you need. To do this, left click on the label and drag it. Right click will open label editor window.

o You can select the label's icon or upload your image as an icon. To do this, press Add and select the
image.
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Creation of teleports from camera to camera

In operator's mode, to switch quickly between channels, you can use a teleport. To add a teleport, right click on the
image and select Add -> Teleport... in the context menu.

In the window that opens, select the name of the channel that should open when the teleport button #& on the video
frame is pressed.

2018/09/24 11:31:31 AR 1 2018/09/24 11:32:35

PTZ Control

Manual Record On
Manual Record Off

Moke Screenshot S
Export Archive

ACDSIR2
ACDTIZIRIVZ2
0523302

s Mo 1
Camers 1

If needed, move the teleport icon to the desired location. To do this, click and drag it.
You can read more about using of TV ports, see the "Operator's manual" (Using teleports when viewing the archive).

View Option.
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Adding multiple audio sources to a channel

In case there are several devices, recording both video- and audio streams in one room installed, you can switch
between these devices' audio streams, without switching the channels.

To add an audio switch icon to a channel, choose in the right click menu Add -> Audio. In the opened window choose
the channel the audiostream of which should be added.

[E .. osg &S F o A 0T e
| \

:::::
\ AC-OM2IRN2 1ch
’ - TRDZIRSW 1
A | )

After that an icon will appear on the video preview. Click the icon to turn on the channel audio stream. You can move
to any place on the preview. To do this, left click and drag the icon.
The color of the icon indicates the status of the audio stream:

@ - sound is on.
@ - sound is off.

- the connection to the audio source is lost.

Make sure that the flag Audio is checked in the device settings in order for the device to appear in the
list of the available audio sources. Read more in Configuring device settings.

« Channels

e Lost channels
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Channel recording settings

The Recording area lets you configure how the archive is recorded for a specific channel.

Goto schedule v
Recording to hardware disk:
Leave defaults -

] Hardware archive merge

[] Generate Motion / No Motion events

Archive recording to server drives

By default, all channels are "normal." When the server runs out of free disk space, these channels automatically
begin to be overwritten. You can mark a channel as "privileged", which causes the channel's archive depth to be
determined using special archive settings.

The Recording to server disks dropdown list controls the mode for writing to the local archive of the server to which
the device is attached. There are four modes:

» Disable - Nothing will be written to the video surveillance archive from this channel.
* Permanent - The channel will be continuously written to the video surveillance archive.

* Manual - The channel will be written to the archive only upon the operator's on-the-fly commands ("Start manual
recording"/"Stop manual recording").

* On Detector - The channel will be written to the archive only when detectors register events. Accordingly, if no
detectors are defined for the channel, it will not be written to the archive.

Recording
Recording to server disks:
Normal Channel -

On Detector -

Go to schedule
Day/Night [\,

New schedule

Generate Motion / No Motion events

If Continuous recording is used, then you can use the Go to schedule dropdown list, if needed, to go
to advanced settings for the time intervals for continuous or detector-based recording.
Learn more about setting a schedule in Schedules.

A If the device is operating in economy mode, then recording to the server's disk must be disabled.

Archive recording to the built-in drive

Some video surveillance devices are equipped with their own archive. Recording to hardware disk and Hardware
archive merge settings allow to select the mode of operation with the archive of the device:

Recording

Rec

Mo
on

Go to schedule w

Recarding to hardware disk:

In the Recording to the device drive setting, select the archive recording mode on the device:

» Leave defaults - The archive will be recorded to the device's disk in accordance with the device's internal settings.
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When establishing a device connection, the server sends it its own settings, including settings for the archive
recording, to the device's disk. If you select this option, the device's current settings will not change. This option
may be used, for example, if the recording settings were previously configured on the device itself and there is
no need to change them.

« Disable - The archive will not be written to the device's disk.
* Permanent - The archive will be continuously written to the device's disk.

* On Detector - The channel will be written to the device's disk only when detectors register events. Note that the
device will only receive information about motion detection based on its own hardware-based detector.

Recording

Recording to server disks:

Normal Channel -

On Detector ~
Goto schedule v

Recording to hardware disk:

[] Generate Motion / Ne Motion events

Turn on Synchronization with archive on the device function and in case of a failure, loss of communication or
power failure, the missing parts of the recording on the server will be restored from the device built-in drive.

The archive recorded before the flag is set will not be synchronized.

The maximum depth of the archive downloaded from the device is 72 hours. At the same time, the size of the archive
downloaded from the device is limited to 24 hours.

If there is no connection to the device for an extended period (more than 3 days), upon reconnection, no more than 24
hours of data from the last 72 hours will be synchronized. The rest of the archive will only be viewable on the device.

Not all devices support working with a remote archive or the remote archive recording control feature.
Itis also important to consider that recorders may have limitations on the number of channels from which
it is possible to download archive records at the same time. If the recorder is not able to play recordings
from all channels at the same time, the synchronization of all recorder channels with the server archive
will be impossible.

* Archive setup on the server
» Channels

» Channel settings

» Motion detector settings

» Video capturing parameters
» Watermarks

» Black zones

» Changing image rotation and aspect ratio
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Video capturing parameters

The image received from the camera may not be easy to discern. This may be a result of an unfortunate camera
placement, external light sources, or the camera's own settings. You can try to achieve acceptable image quality by
changing the default values for brightness, contrast, hue, and saturation.

These settings are in the Video capturing parameters area of the Channel settings window. When you change the
sliders, the settings are sent to the device, so changing the position of the sliders may not change the picture from
the camera immediately, but with some delay.

Video Capturing Parameters

Leave defaults
Brightness:

Contrast:
Hue
Saturation

Advanced. Reset.

o Depending on the device being used, one or more settings may be unavailable.

Leave defaults to not send the settings to the device. If you select this option, the device's current settings will not
change. This option may be used, for example, if these settings were previously changed in an IP-camera's web
interface.

The Reset button returns the settings sliders to their initial (Central) positions and restores the picture from the camera
to its initial appearance.

Button Advanced... opens advanced image settings. Settings depend on the device type.

o ml

Sharpness: 50

Video Standard: S0HZ
Day/Night: Auto
White Balance: auto
WDR: off
BLC: off
Mirror: off
Denoise: 50
Metering: Global

Shutter: 1725

IR IR R IR I IR IR IR T

Defog: off

oK Cancel

* « Channels

» Channel settings

» Channel recording settings
» Motion detector settings

» Watermarks

» Black zones

» Changing image rotation and aspect ratio
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Black zones

Black zones (or privacy zones) are designed to protect critical parts of a frame from video surveillance. These critical
parts may be, for example, a door access panel or a computer keyboard. To prevent then video surveillance operator
from seeing the password or any other protected information, you can "black out" the desired area, thus preventing
leaks of confidential information.

A Black zones cannot be used on all devices.

If a device supports black zones, then in the channel settings window the Setup Black Zones... button will be enabled.
Click on the button to open the zone editor.

o

To create a zone, left-click with the mouse and drag to define the size of the black zone. There can be several zones.
You can arbitrarily move them, change their size, and delete them.

o Black zones are shown over the video in both real time mode as well as in archive recording.

* « Channels

» Channel settings

» Channel recording settings
» Motion detector settings
 Video capturing parameters
» Watermarks

» Changing image rotation and aspect ratio

189



Administrator's Guide

Watermarks

Hardware-based compression cards (DVS and DVS2) support watermarks, which makes it possible to superimpose
arbitrary text and the current date and time. Watermarks can be used to prove the authenticity of video and protect
an archive from being replaced.

Text onvideo

Parking RightTop ¥
Timestamp: | Not displayed ¥

In the Text on video area, you can enter arbitrary text (for example, the name of the camera) and select a position.
You can also superimpose the current date and time on an archive.

Note that when viewing a channel on the server, the watermarks will not be visible. Watermarks can be
superimposed on video in an archive in our displayed when connecting to a channel over a network.

supported.

A The Latin alphabet is used to display text over video; displaying text using the Cyrillic alphabet is not
* * Channels

» Channel settings

» Channel recording settings

» Motion detector settings

» Video capturing parameters

» Black zones

e [ost channels
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Changing image rotation and aspect ratio

Display Options
Aspect Ratio:[16:9 Wide

Flip: | No Flip -

Rotate: No Rotation  ~

In the Display Options area of the Channel settings window, you can change the following display settings for
the channel:

* Aspect ratio - Lets you select the image's aspect ratio: Standard 4:3 or Widescreen 16:9;
* Flip - Reflects a mirror image Horizontally or Vertically;

* Rotate - Rotates the image by 90, 180 or 270 degrees.

* e Channels

» Channel settings

» Channel recording settings
» Motion detector settings

» Video capturing parameters
» Black zones

» Watermarks

e [ost channels
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Audio channel settings

Clicking on Go to device settings will take you to the settings tab of the device to which the channel directly belongs.
To configure the video channel, click the Video button.

LR R ¥ T | R

9 Generste Sound/ Mo Sound events

The Audio channel settings window is divided into several areas. In the middle of the window you will see a
oscilloscope representation of the audio coming from the camera's microphone.

In the Audio Parameters group of settings, you can set the volume level and quality of the audio stream. When you
move the sliders, the new settings are sent to the device, so changing the position of the sliders may not change the
sound from the camera immediately, but with some delay. If the Leave defaults flag is set, the volume and quality of
the audio stream are defined by the parameters set in IP camera's web interface.

If the audio stream of the device is of meager quality, the sound is muted or absent, choose a channel from the
Default Sound dropdown list to play its audio stream with the video. If the channel chosen as the sound source has
Archive recording enabled, the audio stream will play with the archive playback. Nevertheless, there will be no sound
after the Archive export. Apart from that, if the channel archive chosen as the sound source contains no video, the
audio stream will not be available for playback.

Make sure that the flag Audio is checked in the device's settings for the audio channel to appear in the
list of the available audio sources. Read more in Configuring device settings.

In the Software Detectors settings group, you can enable and configure the detector in the Sound Detector:
» Disable - Turns off sound detection on this channel.
* Any sound - Enables detection of any sound.

The activation threshold is depicted on the oscilloscope diagram in the form of two horizontal lines. When the sound
level exceeds these lines the oscilloscope representation changes from green to red. Use the slider to adjust the
Threshold. The sound detector will only be activated when the sound level exceeds the specified threshold. In other
words, if there is a source of constant sound, such a road, near the camera's microphone, then in order to avoid
activating the detector when a car passes by, set the activation threshold above the sound level of a passing car.

Set the Record on Sound to start recording to the archive when sound is detected.

If the Generate Sound events checkbox is set, each time sound is detected a new event will be written to the
database. It may be necessary to disable this feature to reduce the load on the database.
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Depending on the device being used, one or more settings may be unavailable.

Archive setup on the server
» Channels
» Channel settings

» Motion detector settings
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Motion detector settings

Motion detectors may either be hardware-based or software-based. Hardware-based detectors do not require any
server resources, i.e. video processing is performed on the device itself. Software-based detectors use server
resources. Moreover, some devices do not have hardware-based detector or a hardware-based detector may not
be supported for a given device.

The Decompress parameter selects which of the streams — the primary stream or the substream — will be used by
the software-based motion detector. In most cases, the quality of the auxiliary stream's video is good enough for the
software-based motion detector. Selecting this stream conserves a substantial amount of server's processing power.

We recommend selecting Auto Selectin the Uncompress setting. In this case, depending on the motion
detector and video analytics systems used, the optimal unpacking stream will be selected.

The Motion detector settings group lets you select which detector will be used.
» Disable - turns off motion detection on this channel.
* Hardware Motion Detector - The device's integrated hardware-based detector will be used for motion detection.

» Activity Detector - the free software-based detector will be used for motion detection. This detector is suitable
for most scenes.

» Activity Detector HD - the free software-based detector designed for detecting the motion of small objects in large
spaces will be used for motion detection.

After the type of detector is selected, it must be configured. You can read more about the settings for
each type of detector in the corresponding section.

You can enable use of one or more video analytics modules on the channel:
» ActiveSearch

* Floor mapping

* License Plate Recognition

* Hardware LPR

* Slow Down detector

* Fire/Smoke Detector

» Sabotage Detector

* Face Detector

* Face recognizer

* Empty Shelf Detector

* Neural Empty Shelf Detector

* Queue Detector
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Head Tracker
Workplace Detector
Neuro Detector
ArUco Detector
Bags counter
Abandoned items neural detector
Pose detector
Camera image quality indicator CiQi
Hardware LPR is displayed in the channel settings if a camera with hardware LPR support is connected

to the server. The module works in the same way as the built into the server License Plate Recognition
module. However, its adjustment is performed directly on the camera.

o You can read more about the settings for each type of detector in the corresponding section.

* » Channel settings
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Hardware-based motion detector settings

The server can receive information from cameras' and compression cards' hardware-based detectors. This spares a
substantial amount of video surveillance server resources.

Keep in mind that not all devices have a built-in hardware motion detector. The configuration of the
device hardware motion detector must be performed only in the server settings, not through the device
web interface.

Recording Software Detectors
Recording to server disks: Uncompress: [Auto Select ¥
Normal Channel - Motion Detector:

On Detector - Hardware Motion Detector - Setup Zones.

To configure a hardware-based detector, in the Software Detectors area of the Channel settings window, select
Hardware Motion Detector in the Motion detector dropdown list and click Setup Zones...

+ Add 2o 1 Delete Zone Close

To add a new zone, click Add zone or select an existing zone from the list. You can specify arbitrary areas within
zones. To create an area, left-click with the mouse and drag to define the size of the area. You can move areas within
a zone, change their size, and delete them.

All of a zone's areas share a common collection of detector sensitivity settings. If an area requires specific settings,
then you must create a new zone.

Note that the maximum number of zones and areas as well as the number of settings available depends
on the technical capabilities of the device itself.

» Channel settings

» Motion detector settings
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Software-based motion detector settings

In case a camera does not have a hardware-based motion detector or its quality is unsatisfactory, you can use the
server free software-based detector.

The software-based detector is provided in two forms: Activity detector and Activity detector HD. The Activity
detector suits for most scenes except large spaces; to detect the motion of small objects in large spaces, use Activity
detector HD.

Recording Software Detectors
Recording to server disks: Uncompress: | Auto Select v

Normal Channel - Motion Detector:

On Detector - Activity Detector - Setup Zones..

- Activity Detector HD v Setup Zones..

To enable a software-based detector, in the Software-based detectors area of the Channel settings window, select
Activity detector or HD activity detector in the Motion detector dropdown list. Clicking Setup Zones... will open
the settings window.

i
+ Add Zone B Delee Zone Close 1

Then add a new zone by clicking Add zone or edit an existing zone. Use the left mouse button to select the areas
for motion detection. Use the right mouse button to adjust the areas.

To configure the detector's sensitivity, change the value of the Object size slider. The sensitivity settings are specified
separately for each zone. Up the five independent detection zones can be created.

* » Channel settings

» Motion detector settings
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Fire/smoke detector settings

To connect and configure a fire/smoke detector, in the Channel settings set the Fire/Smoke Detector checkbox and
click Setup Fire/Smoke Detector...

Recording

Recording to server disks:

Normal Channel -

Manual -
Go to schedule

Recording to hardware disk

Leave defaults hd

Hardware archive merge

Software Detectors
Uncompress: | Auto Select v -
Motion Detector:
Activity Detector - Setup Zones.
[] ActiveSearch

Floor mapping
[] License Plate Recognizer
[] Slow Down Detector
Fire/Smoke Detector

Setup Fire/Smoke Detector...
[] Sabotage Detector
[] Face Detector

Face Tracker/Recognizer
[] Empty Shelf Detector
[] Queue D:

=]

[] Generate Motion / No Motion events

Then add a new zone by clicking the Add Zone button or edit an existing zone. Use the left mouse button to highlight
areas for fire/smoke detection. Use the right mouse button to adjust the areas.

Zone ! nsithity

+ Addzone T Dot Zone Ciose

Use the Sensitivity slider to adjust the detector's sensitivity. The sensitivity settings are specified separately for each
zone. Up the five independent detection zones can be created.

When working outdoors, the number of false alarms of the detector increases. To reduce the number of
false alarms, the image in the camera field of view should be static. For this purpose, it is necessary to
exclude zones with constant motion from the camera field of view.

» Channel settings

» Motion detector settings
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"Sabotage detector” module settings

The following actions with the camera are detected as sabotage:

Shift - A change in the direction of the camera;
» Misfocusing - shooting area dimension change;

» Flash - heavy increase of shooting object illumination;

Closure - heavy decrease of shooting object lighting.

To enable the detector, go the Channel settings to the Software detectors area and select the Sabotage detector.
Click Setup Sabotage detector to open the settings window.

Recording Software Detectors

Recording to server disks: Uncompress: | Auto Select ~ -

Normal Channel - Motion Detector:

On Detector - - Setup Zones...
Go toschedule +

Recording to hardware disk:

Leave defaults -

Hardware archive merge

[ Fire/Smoke Detector
Sabotage Detector Setup Sabotage Detector
[] Face Detector

Detector settings window:

4 Backto Channel

Settings

1. Specify the Reaction time - the time period that will elapse between the sabotage detection and the notification.
The minimum value of this parameter allows getting information about the sabotage promptly. At the same time,
the probability of false alarms of the detector may increase.

While setting up this parameter, the following aspects should be taken into account:

» Refrain from setting high value of this parameter as detector needs certain time to analyse the image and it will
last for Reaction time * 3. Thus, in case response time is 20 sec., detector will need 60 sec. for analysis. That
is sabotage can be detected only in 1 minute following camera activation. In addition, following one sabotage
detecting, the subsequent sabotage will be detected also in 1 minute.

* In case the Reaction time will be less than it takes the camera to switch from the night mode to the day mode
and vice a versa, the sabotage detector will activate.

2. The Sensitivity parameter determines detector sensitivity degree. The higher the value is the higher is the
probability of sabotage detection. We recommend to set the high sensitivity. In case false activation of detector
the sensitivity value need to be decreased.

3. Create Active zones to prevent the detector from being triggered by events that are not sabotage. For example,
the detector may trigger on a door that opens sharply and widely. In this case, you can define the door opening
zone as an active zone. To do this, press the button 4 the button and specify the zone borders on the image.
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The active zones total coverage area should not exceed 40% of the frame. Otherwise, the detector
will not be able to detect actual sabotage cases.

Detector status monitoring

Y Filter Sabotage

Detector status can be traced in real time in the Event log.

A Highlight | [highlight]
(2 Search database

15:286:16 TR-D2111IR3W 1

s k\ﬁmpe”‘\ler{

15:26:40 TR-D2111IR3W 1
Signal Restored

o To provide the appropriate detector tracing, you can create rule or script which trigger on its status
changing.

* » Channel settings

» Motion detector settings
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Choosing an optics model and calibrating PTZ camera optics

In order to correctly position the PTZ camera in ActivePTZ mode and in order for a PTZ camera to operate properly
as part of the ActiveDome module, the camera's optics must first be calibrated.

/ Setup | Help

This setup page updates camera lens model for use with ActivePTZ and ActiveDome. Switch to help for more information.
Select vendor: finy Camera (Analyze Optics Model) +

Test Zoom: Optiens

Limit zo0m for ActivePTZ and ActiveDome:

0 103 =

Optics Analysis
Initial Pan: |334.70°

Initial Titt: | 14.00°

If your camera's model is in the "Select vendor" dropdown list, then simply select it from the list. Otherwise:
1. Select "Any camera (Analyze Optics Model)" in the "Select vendor" dropdown list.

2. Arrange the camera such that the image contains as many contrasting areas as possible.

Preferably, there should not be motion and external noise (rain, snow, swaying trees) in the camera's
field of view during the optics analysis.

3. Click "Start".

The automatic optics calibration process will start (it may take several minutes). During the calibration, the camera
will aim at different points of the scene. When the calibration is complete, the coordinate grid is displayed on top
of the image and a button to send the model optics appears.

Optics Analysis

Initial Pan: |354.70°

“

Initial Titt: | 14.00°

o

The Limit zoom for ActivePTZ and ActiveDome additional parameter lets you manage the camera
maximal zoom. The default value is 100% (no limits). In case the 0% value is set, the camera will rotate
in the required direction without zoom.

Options

Limit zoom for ActivePTZ and ActiveDome:

100% £

If you want to help the development of our software, you can send the resulting calibration fo us. To do this, click
the "Send optics model" button. A dialog box in which you can specify the manufacturer of the camera, its model,
and see exactly what information will be sent, will open. Leave the "What will be sent" field default. Click the "Send"
button to transfer the information.

201



Administrator's Guide

&£ Help DSSL make Trassir better ? X
9 Please carefully enter vendor and model.
Vendor:

Hikvision, Auis, Panasonic

Model
DS-2DF1-603

> What wil be sent
Upload URL: | https:///optics-upload

Send Cancel

To test the calibration results, try to direct the camera at several points in ActivePTZ mode.

« ActiveDome - Automated PTZ-camera control
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Lost channels

Lost channels is a unique feature of our software that significantly simplifies the work with an archive. If a device is
deleted or disconnected, the archive recorded by the device will be accessible as lost channels. They are identified

in the operator's interface by the following icon ™/ (You can read more about the possible colors of channel icons
in the Operator's Guide).

You can view and export the archive for these channels without any limitations; no additional steps or settings are
necessary. And as usual, loss channels are available over the network given a client-server connection.

This feature also supports viewing an archive recorded on a different server in a video surveillance system. For
example, if you copy an archive from one computer onto a disk, flash drive, or network drive and then connect the
drive to another server, the list of the archive's channels will appear on the second server (read more about new disk
connection in Archive setup on the server).

You can hide a particular lost channel in the Channel settings, by pressing Erase Lost Channel Archive.

[ Setup | Help

Channel Name: |AC-D2103IR3 1

T Erase Lost Channel Archive

e Audio Parameters
Les Claerarod] Leave defaults
Input gain:

Input volume:
Qutput volume:

Sample rate: -

To hide all lost channels click Hide all in the Channels tab.

Setup Help

Channels

Channels total: 26
Channels enabled: 23
Channels disabled: 0
Channels active: 1
Channels with problems: 12

Lost channels: 3 T Hide all

Total FPS: 20433
Total kB/s: 269839

You can use both server and client versions of the software to manage lost channels. You can read more
about working with the archive in the Operator's Guide.

» Archive setup on the server
* Channels

» Channel settings
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Network

TRASSIR is a distributed video surveillance system. Its architecture supports connecting an arbitrary number of video
servers to a single network.

v ‘%‘ Network 0

Add,
£ MSK-EXP-13 (172.16.13m.

Each server manages specific objects: IP-equipment, video capture cards, etc. Accordingly, by setting up connections
between servers, you can easily access all objects over a local network or the Internet. For example, you can select
the main server and use it as a control center for all objects of the video surveillance system, or connect to all servers
using the client.

You can find a list of the current connections with other servers on the Network tab of the Settings window. After the
installation, the list of connections will be empty. The list will expand as connections are created, and each connection
in the list will be identified by one of the following icons:

Connection with server is on. No errors pending

s An error has occurred when connecting to the server (open the connection tab to see the details of an
error).

Connection to the server is inactive (disconnected by user).

You can connect to the servers in two ways: directly by specifying the IP address or with the help of CloudConnect.
CloudConnect is a technology based on UPnP network protocols allowing to arrange direct P2P-connection between
the servers operating not only in different local networks, but located very far from each other. CloudConnect creates
endless opportunities to construct video surveillance systems of any volume and complexity. Using CloudConnect
you do not need to apply static IP-addresses or set VPN-connection any more.

There are some cases when CloudConnect-connection will be arranged via TRASSIR Cloud service:

« for 10 seconds, the server cannot establish a direct CloudConnect connection with the cloud camera
or server;

» errors were detected while monitoring CloudConnect connection, which does not allow a stable
transfer of data between servers.

o CloudConnect technology use is possible only further to connection to TRASSIR Cloud service.

Network statistics are displayed in the right part of the window. You can see real-time statistics for servers to which
you are connected and for clients and servers connected to you.

- Makaes > o x

e o
2. Allservers v ( Sewe \_Hep

v £ MsK-Exp-13
L} server Settings
3 Pugins

il Hardware

@4 Channels

v B Network

Add.
& Qs-me(17216.15.102)

@ Automation

£ asms

Please note that in order to save the network bandwidth, the server steams video only from those devices where the
client-based action is currently taking place (watching video in real time, working with archive data, recording network
channels.) Moreover, the setup of the Maximum client connections to this server parameter allows limiting the
number of clients that will be able to connect to the given server.
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The Video protection level setting lets you select the protection method, which will be used for data transfer between
the client and the server:

« Base - for all software versions.

« Extended - for versions 4.1+.

» Connecting to a new server

» Changing the connection settings
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Connecting to a new server

To add a connection with another server, select Network -> Add in the system settings.

The right part of the window displays a table with a list of servers automatically found in the local network, as well as
servers connected to the TRASSIR Cloud. The servers connected, found in the cloud, are highlighted with the icon o.

The table displays the following information: server name, IP address, ports used for control/connection and video
transmission, and software version.

Server connection settings are located at the bottom of the window. To fill them in, simply select and click the server
to be connected to from the list of available servers. If the desired server is not in the list, you can enter the settings
manually.

The settings can vary depending on the Connection method:

* Through Host address:

The DNS name or IP address, which is specified in the IP address field, can be used to connect to the server. In
addition, the TCP/IP server ports, through which the video will be controlled and transmitted, should be selected in
the Control Port and Video Port fields. You can read about TCP/IP ports settings in the Local server settings.

* Through Cloud Connect:

nnnnnnnnnnnnnnnnnnnnnnnnnnnn

A server identifier, which is created during sever connection to TRASSIR Cloud service is used to connect to the
server. The identifier should be entered into the Cloud ID field.

You can select one of the methods to provide secure connection:

» Auto - a data transmission mode, in which the connection stability is provided by TRASSIR Cloud service. In
case the direct connection is disabled, TRASSIR Cloud will establish a new one, withe the help of its services.
You can read more about this mode in Connection through TRASSIR Cloud.

* P2P only - a direct data transmission mode between server and client.

TRASSIR can also use DTUN(DirectTUNnNel) technique to establish the reliable peer-to-peer connection between
client and server. If the Allow DTUN flag is checked, TRASSIR will create a peer-to-peer connection between client
and server, in which the data will be transmitted by UDP protocol.
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Not all internet providers support UDP protocol. In this case, DTUN technique is not recommended
for use to connect to the servers using mobile or modem connection.

o Both connection methods require Username and Password, which are specified in the Login area.
Each server has its own user list. For this purpose, on server to which the connection is established a

user with the specified login and password should be created.

In case you don't want to create new users on each connected server, connect to TRASSIR Cloud

service and check the Automatically use local Cloud login flag to use the authorized cloud user rights

for connection.

Press Connect to establish a new connection and the added server settings tab will be automatically opened. You'll
see the Server certificate fingerprint check dialogue. The server certificate fingerprint check is required for server
authentication. Make sure that the fingerprint matches and press Continue.

uuuuu

<<<<<<<

o You can learn the value of a server's fingerprint in the Server settings window.

The connection status will change to Connected.

Setup \_Help

While connecting to 3.2 server version, you'll see the message Restricted connection, the description
of which you will find in Restrictions when connecting to servers with version 3.2.

* e Network

» Changing the connection settings

» Connection through TRASSIR Cloud
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Changing the connection settings

In order to change server connection settings, selected it the list on the Network tab of the settings tree.
-]

2 Allservers @ v [ sewr | Hew

s3e Network « | Connection method: [Server Hostnsme T Delete.

Automation HostNeme: [172.16.1357 | Control port: 3080 | Video port: 3081 &

Enable connection

-

=] _EXP-

= MSK-EXP-13 Login
Recursion level: (2 &

- MSK-EXP-IS P24} Automatically use local Cloud Login
Username: | Admin [ Economy mode
ﬁ Server Settings Password; | sssss [ Disable main video stream for all channels
*. Plugins Current state: Connected
M Hardware
Statistics Fps Speed Received
0 channels

T§4 Channels

v ‘%‘ Network

Add...
192.168.1.201

[Tquicksearch] x

Close

On this tab you can change connection settings such as: the server's IP address, the ports used, and the credentials
for signing in.

The server lets you organize video gateways and control servers over network connections, nested up to three levels.
The maximum nesting depth is determined by the value of the Recursion level. In other words, you can connect to a
server through an intermediate server rather than connecting directly. A Recursion level - 1 means that a connection
will be made only the server to which you are directly connecting. A Recursion level - 2 means that a connection will
be made to the server to which you are connecting, as well as all servers to which it is connected.

| Single Point of Control

-
/ J3.) \
] ] ] 1 i
- 5 B - “¥l'J Recursion level 1
r 4

-y - w¥ | Recursion level 2

| Recursion level 3

Take care when building complex video surveillance systems, where one server is used as a gateway
or intermediate server to which other servers and clients are connected. If more than 5 servers are
connected to such a gateway server, including servers connected by recursion, we cannot guarantee
stable operation of the gateway server.

In this case, you should use TRASSIR CMS server as a gate.

Economy mode - A special connection mode that reduces network traffic. In this mode, the server transmits the
minimum amount of information, including service information.

Disallow main video stream - Blocks the reception of the mainstream from all channels. When viewing a camera's
feed, the substream will always be displayed, regardless of other server settings; and if there is no substream — the
number of frames displayed per second will drop to between one and two.

The table displays real-time statistics for the server connection. It includes information about the number of frames
per second, the bit rate, and the volume of data transmitted for each channel individually as well as collectively for
the server.

Statistics Fps Speed Received

4 3 channels 1000 fps. 8078 kBps 36.7 Mb
DS-2CD2012-11 00fps 0.0 kBps 0.0Kb
DS-2CD854FWD-E1 253 fps 542.5 kBps 245 Mb
DS-2CD854FWD-E 1 247 fps 314 kBps 16 Mb
DVSFull1 250 fps 151 kBps 668.1 Kb
DVSFull1 250fps 2187 kBps 10.0 Mb
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To disconnect from the server, simply clear the Enable connection checkbox. If the server connection is no longer
required, you can delete it with the corresponding button.

If a large number of servers are connected to your server, you can only select and display one server in the settings
tree. Select All servers to display the settings for all connected servers.
2, Allservers @ - v | _Hep

L e @ || Connectionmethos: [sever Hostname =] | Deete

HostName 19218201111 | Contotpore 3660 8] Vi por 3081 5
B msk-exp-16 2

% Enabeconnecton
£ Msk-ExP-13 togin

O rkurdyumov Uscmame: [Aknin

e
Ovms

Cumentstate: Connected

Sttistics
0 channls

e Network

» Connecting to a new server
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Connection through TRASSIR Cloud

CloudConnect-connection will be arranged via TRASSIR Cloud service:
« if the server fails to establish a direct CloudConnect connection with the cloud camera or server within 10 seconds;
« if errors are detected during the CloudConnect connection monitoring that do not allow a stable transfer of data.

You will see the following message in the settings window:

Setup Help

Cloud 1D ASYXOuf Mode: Auto -
[ Enable connection

Warning: connection established via cloud services.

Transmi ounts of data is limited.

See help for more information.

Restrictions at data transfer by TRASSIR Cloud server:

* Maximum data transfer speed between servers is 10 Mb/sec.
* Live video view - 3 minutes.

+ Archive review - 3 minutes.

* Archive export maximum length is 180 minutes.

Network channels record is unavailable.

To disable connection via TRASSIR Cloud check Mode value P2P only setting box.

* » Connecting to a new server

» Changing the connection settings
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Restrictions when connecting to servers with version 3.2
» The event log does not show the archive of channels connected to servers with version 3.2 on the same timeline.
» The tabs are not displayed in archive of channels connected to servers with 3.2 version.

» Simultaneous archive review from several channels is possible only for the channels connected to servers with
the same software version.

» Connecting to a new server

» Changing the connection settings
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Automation

TRASSIR implements a versatile system of rules and scripts. The Automation greatly simplifies the work of an
operator by configuring responses to interesting- and/or alarm events. You can customize rules using the built-in
wizard or independently create individual responses to specific events using the integrated Python script system. On
the page entitled Examples of the rules and scripts , you can review real examples of rules and scripts along with
corresponding descriptions and explanations.

Automation also lets you create schedules with three zone types. Schedules can be used, for example, to control
camera recording or control arbitrary objects using rules and scripts.

As a response to a system event, you might choose to send an email with information about the event along with
screenshots and/or exported video segments from the desired cameras. To do this, in the Automation section, create
an email account, and select sending email with the created account as the desired response in a rule or script.
Additionally, supports cyclic view templates. Cyclic view templates lets you open specific views on any monitor's
screen in any order using a hotkey. You can create an unlimited number of cyclic view templates and run them
using F1-F12 and/or an arbitrary combination of modifiers (Ctrl, Shift, Alt) and F1-F12.

For the correct operation of rules and scripts, the names of IP devices, channels and detector zones
must be unique.

212



Administrator's Guide

Scripts

Scripts are a strong point of TRASSIR. Scripts allow you to automate typical operations, simplify the operator's work,
and make integrations. In addition, scripts are fun!
Scripts are written in the Python language.

* Pythonis the easiest language to learn, a syntax language. Also, the Python is a general-purpose language, which is
not limited to a predefined set of functions. You can do anything you want with it, that is, read files and communicate
with people over the network. You can find more information on python.org.

» The script can read and change settings of servers, invoke objects’' methods, take screenshots, export video, and
interact with the user.

» Functions activation (calling) can be done by various events:by object status change, by button pressing, via call
from context menu, by the event in the log, by AutoTRASSIR event, by ActivePOS event, by timeout.

» Thanks to the user-friendly interface you can set parameters with a script and use additional resources and libraries
in the script itself.

» To protect the script as your intellectual property, it can be encrypted.

Where do you begin?
Start with the examples. The button to load examples is located below the editor. The first four examples are
pedagogical; the remaining examples offer various interesting ideas.
You can also begin with the rule editor. Internally, rules work by creating scripts. At the bottom of the editor, there is
a button to copy the script's code to the clipboard. The copied code can be pasted into a script and edited.

* Rules

» Schedules

» Adding an email account

» Examples of the rules and scripts
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Python syntax

Simple examples of the language's syntax. If you need a more complete description of the language, you should
use python.org.

The indentation is a part of the language. The indentation determines where the body of a loop or function
ends.

Branching:

if x+y > 5:
alert ("The sum x + y is enormous!")
elif x<0 or y<O0:
error ("Invalid x and y values")
else:
message ("The sum x + y is okay: %i" % (x+y))

Loops:

for 1 in range(5):
message (i+1)
message ("A rabbit went for a walk")

i =10

while i1>=0:
message (i)
i-=1

alert ("Start!")

Functions:

def f1():
alert ("Function without parameters"

def f2(x, y):
alert ("Function with parameters x=%s, y=%s" % (x,VY))
if x > 5:
alert ("Come on, x is greater than 5!")

Lists:

lst = ["pastries", "ice cream", "cookies"
lst.append("candies")
for x in lst:

alert ("I want %s!" % x)
lst.pop (1)
lst += ["cucumbers", "tomatoes"]

alert ("And %s!" % 1st[4])
first = 1st[0]

last = 1lst[-1]

first three = 1lst[:3]
last three = 1st[-3:]
middle = 1st[2:3]

1st = [x for x in range(l,5)

squared = [y*y for y in lst]

file = [x.strip() for x in open("readme.txt")]
words = "we use spaces to split a string into words".split(" ")
Strings:

x = "Vasily"

y = "Pupkin"

z = xty

alert (z)

z =" ".Jjoin( [x,y] )

alert (z)

Formatting strings:

pi = 3.1415926
alert ("PI accurate to 2 decimal places: %0.2f" % pi)
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s = "PI accurate to 3 decimal places: %$0.3f" % pi
alert (s)

name = "Vasya"

age = 25

s = "Hi, %s. You're probably %i" % (name, age)
alert (s)

Formatting time:

import time
message (time.strftime ("$H:%M:

oo

S

oo

d.%m.%Y", time.localtime()))

The lambda expressions let you construct a function call using local variables. The function call can then be returned
to be used later. This approach is helpful when interacting with the user and during long operations:

def hello(name, answer, correct):

if answer==correct: message ("Correct, %s!" % name)
else: message ("Actually, it's %s!" % correct)

def check user math (name) :
ask ("Dear %s, what is 5 x 5?" % name,
lambda x: hello(name, x, "25"),
lambda: message ("Again nobody wants to talk to a robot."))
ask ("What's your name?", check user math, None)

Global variables are easier to understand than lambda expressions:

def hello (answer):
global name
if answer==25: message ("Correct, $%s!" % name)
else: message ("Actually, it's 25!")
def check user math(n):
global name
name = n
ask ("Dear %s, what is 5 x 5?" % name,
hello,
None)
ask ("What's your name?", check user math, None)

 Activation
« Settings

» Objects
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Integrated script editor
The server has its own built-in script editor, which consists of the following functional areas:

» Script management area

Setup Help

Sciiptname: | HDD Health Monitor Run count: 0
no image
[] Enable script | T Delete. Error count: 0

Enter the script name to be displayed in settings into the Script name field.
Set the Enable script checkbox to activate the script.
The script may be deleted, if needed. To do this, click the Delete button.

The Run count and Error count fields will respectively show the number of times the script has run and the number
of times errors have occurred.

* The script editing area may be displayed in two ways:
as a script editor:

1# This script reminds about empty administrator password and other -
24 installation problems.

3

44 Disable or delete this script if you're tired of this messages.

14 admin_folder = settings ("users/Admin")
15 F10 = "<br><br>" + _("Press <b>F10</b> to turn off this messages")
16

17 def check admin():

as a list of script parameters:

Script description:
This script turns off disks that have more then N errors.

1t's very unlikely that physical HDD would start to work normally
‘once sector r/w errors started to appear.

By turing off bad disk (action equivalent to unchecking the "Enable’
L i ings) script archive from
‘trying to write on this disk again.

Error counter and error message stays intact when disk gets turned
off. Server health indicator also stays 'bad’ to bring situation
to administrator’s attention.

Turn this script on if you have local disks. If you have NAS,
you'd rather need another script, one that will switch archive
from NAS to another disk until NAS recovers from its RAID or network

problems.
Script parameters:
Error count: 3 B
Leave at least L disks: 1 H
Turn disk with errors off for: forever v
¢ Additional buttons
‘ og Save and Run Revert L0 C:0 | Publish » Data Folder Insert.. - Load example... w Translation w Parameters ‘

Clicking the Save and Run button saves the script. Click the Revert button to revert any changes made.
To save the script to a file, click the Publish button and select the desired option: in encrypted form - To file...
or as is To file (unencoded)....

Sa Saveand Run || Revert L0 GO | Publish w|| DataFolder w| | Insert.. w| Loadexample.. w|| Translation v || Parameters ‘

B Tofile.. [y |

[Z] Tofile (unencoded)

Close

When saved in encrypted form, the text of the script displayed in the editor is encrypted. This feature
will help you to protect your intellectual property and to prevent unauthorized changes to the script.

If you need to save data to a folder on the hard drive while a script is running, click the Data Folder button and
select Create to create a folder. To open an existing folder, select Open. If you need to insert the path to the folder
in the script, then click Copy path to copy it to the clipboard.

& SaveandRun || Revert L0 GO | Publish v || DataFolder w| | Insert.. w & Load e@mple.. w | Translation | | Parameters

CAVMS \scripts-data/ Password Reminder_2_0

Close
Open

Copy path

If you click Insert... and select Settings, then in the window that opens you can select the setting you want to insert
into the script. To insert a method into the script, select Objects.
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J SaveandRun || Revert L0 GO| Publish w| | Datafolder w | Insert.. w & Load semple.. w | Translation | | Parameters H

Settings
Objects [y Close

To load a previously saved script or an example script, click the Load example... and select From file... or the
name of the example.

38 SaveandRun || Revert L:0 C:0 | Publish | | DataFolder v | Insert.. | Loademple.. w| | Translation v | | Parameters ‘

1_object_state

2 event Close

3 settings. 5
4_all_channels

The built-in script editor supports creation of multilingual scripts. You can create a script that can display the interface
in the same language as the server or in another language you need. The language file is created using the Qt
Linguist program. You can add a new language file, edit an existing one, update or select a script language by
clicking Translation and selecting the required action.

The Editor | Parameters button switches the script editing area.

o To display the search bar, press CTRL+F.

x (O [password x| 4 B [ Casesensitive

& SaveandRun || Revert Li23 45 Publish w| | DataFolder v | | Insert.. w | Load eample.. v | Translation +| | Parameters

A The rights of the user Script affect scripts' ability to read and write individual fields in the settings.

If you click F4 in the settings window, you can bypass the dialog boxes and get into a special mode for
changing settings. This mode lets you experiment to see how the system will behave given any particular
change to the settings.

* » Activation

Settings

» Objects

» Parameters and resources in scripts
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Activation
In order to execute a function at the desired time, you must bind it to a system event:

» Activation based on object state:

caml = object("Camera 1")
def f£():

message ("Motion: %s" % caml.state["motion"])
caml.activate on state changes (f)

» Activation based on changed settings:

h = settings("health")
def f£():

message ("Database health: %s" % h["db connected"]
h.activate on_changes (f)

» Activation based on keypresses:
def f():

message ("Hello world!"
activate on shortcut ("F9", f)

Only keys F1-F12 and modifiers Ctrl, Alt, and Shift are available for scripts and rules. Joystick buttons also work.
Open the rule editor to see the names of keys.

¢ Activation from the context menu:

def funcl
alert

guid) :
guid.name)
def func2 (guid) :
alert (guid.name)
actionl = activate on_context menu("xeLzkjpd", "Perform function 1", funcl)
action2 = activate_on_context _menu("Channel", "Perform function 2", func2)

Herewith Perform function 2 item will appear in context menus called on each device of "Channel" class, and
Perform function 1 item - only on one device with GUID "xelLzkjpd".

e ———

Add — Add »
Open Archive Open Archive
ActiveSearch... ActiveSearch...

Manual Record On B Manual Record On
Manual Record Off = . Manual Record Off

Make Screenshot s 3 Make Screenshot

Export Archive # Export Archive
View Options... - View Options.

Perform function 1 - Perform function 2

Perform function 2

» Activation based on an event in the log:

def f (ev):
message ("Event %$s" % ev.type)
activate on events("", "", f)

Note that the function must have a parameter to pass in the event. For more information, see the 2_event example.
The button to load examples is located below the code editor.

« Activation based on a timeout:

Sometimes a script needs a delay. The function time.sleep() is not appropriate, because causes the program to
hang for the specified time. To wait, use timeout(). The indicated function will be called after the specified time:

def f():
alert ("2 seconds have passed!"
timeout (3000, g)
def g():
alert ("And another 3!")
timeout (1000, lambda: h(1l,2,3)
def h(paraml, param2, param3):
alert ("To continue running after the delay, I need the " +
"parameters %i, %i, %i" % (paraml, param2, param3))
timeout (2000, f)

¢ Activation based on an AutoTRASSIR event:
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def f(ev):
message ("Vehicle with license plate number %s passed" % ev.plate)
activate on lpr events (f)

¢ Activation based on an ActivePOS event:

def f(ev):
if ev.type=="POS_ POSITION_ ADD":
message ("$s added to receipt" $ ev.text)
activate on_pos_events (f)

To find out what other fields an event holds, it use dir()

def f(ev):
alert( dir(ev) )

* [Integrated script editor
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Working with settings

By changing settings from a script, you can automate almost everything that can be done using a mouse and keyboard
in the settings windows (administrator interface).

S
S

settings ("ip cameras/My favorite IP camera")
settings ("/Different server/ip cameras/Camera on a different server")

The settings() function will find the desired settings folder. The folder has values that can be read and written using
square brackets.

x = s["channelOO_fps"]
s["channelOl fps] = 25

The activate_on_changes() function lets you track changes in the folder:

s = settings("channels/Camera 1/stats")
def f():

alert( s["fps"] )
s.activate_on_changes(f)

Working with the settings makes it possible to change the server configuration significantly. As an example, use the
script for converting 2.x to 3.x software settings.

* * Integrated script editor
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Working with objects
IP-cameras, channels, templates, inputs, outputs, servers, SIMT areas and many other objects are packed together

in a tree. Object tree can be seen in operator's interface displaying Objects tree (CMS)in the pattern or add to script
by pressing the button Insert -> Objects in scripts editor.

All the objects are combined into classes:

» Folder - class of parental objects ("Channels", "IP Devices", "Templates") which own all the other classes;
« Server - connected servers class;

¢ IP Device - connected IP-devices class;

* Channel - connected channels class;

* GPIO Input - alarm inputs class;

* GPIO Output - alarm outputs class;

* OperatorGUI - operator's interface class;

» Template - class of templates.

In order to poll class objects list, one shall call function objects list ().
alert (objects list ("Channel"))
Message will show massive consisting of "Channel" class objects.

[

('"AC-D1050 1', 'OmezOLa2', 'Channel', 'p0OaDXZdXC'),
('DVS Full 8', 'nBSAQWT1', 'Channel', 'p0aDXzdXC'),
('DVS Full 1', 'xeLzkjpd', 'Channel', 'pOaDXZdXC')

]

In the given example the answer contains:

'AC-D1050 1’ - object name;

‘Qmez0La2’ - unique guid of the object;

‘Channel’ - object class;

'P0aDXZdXC’ - parental guid of the object which given object belongs to.

In addition, each object has status and methods, that is functions which can be called.
Finding an object in a script is easy:

obj = object ("Camera 1"

Call the state () function to find out an object's state. Each object has several states (a state vector). For example,

a channel has states for "motion", "signal”, "recording”, and "recording_on_device".

m = obj.state("motion")
if m=="No Motion":
alert ("No motion™)

To find out what states an object has, call state () with a random string. When the statement is executed, the error
text will contain the names of the elements in the state vector.

To learn about state changes, use activation based on changed state:
caml = object ("Camera 1")
def f():

message ("Motion: %s" % caml.state["motion"])
caml.activate on state changes (f)

In addition to its state, you can learn an object's name, identifier, and class.
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alert (obj.name)
alert (obj.guid)
alert (obj.class name)
List of methods can be also received using dir () function which outputs the contents of any structure in Python.
alert (dir (obj))
"Channel” class object methods
caml = object ("Camera 1"
« Start channel archive record

obj.manual record start()

» Stop channel archive record

obj.manual record stop ()

* Receive PTZ camera position
obj.ptz position_query ()
Values are saved in camera settings:

settings ("channels/[GUID channel]/ptz/current pan")
settings ("channels/[GUID channel]/ptz/current_ tilt")
settings ("channels/[GUID channel]/ptz/current zoom")

* Move PTZ camera for presetting [preset]

obj.ptz preset ([preset])

e Start record

obj.record(True or False)

» Stop archive manual record

obj.record off ()

« Start channel archive manual record

obj.record on()

« Save screenshot

obj.screenshot ()

e Save screenshot from archive

obj.screenshot_ex (" [timestamp]", "[directory]"

[timestamp] - time of the frame from archive;

[directory] - directory on the server where screenshot is saved.
¢ Save screenshot from archive

obj.screenshot v2("[time]", "[filename]", "[directoryl]", [make thumb])

[time] - time of the frame from archive;

[filename] - name of the screenshot being saved;
[directory] - directory on server where screenshot is saved,;
[make thumb] - create thumbnail (O - no).

¢ Add text to video

obj.set watermark (" [text]", [text pos], [time pos]

[text] - user-defined text;
[text pos] and [time pos] -textand time location angle: 1-upper left, 2-upper right, 3-lower left, 4-lower right.
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* Main/additional stream export from the channel archive
obj.export archive ("[start time]", "[end time]", "[filename]", "[options]")

[start time] and [end time] -start and end time of the exported fragment of the archive in the format
YYYYMMDD HHMMSS; a

[filename] - name of the saved file;

[options] - additional options transmitted in the format "name" : value:

* "is hardware" - export archive from the device (0 - no)

* "want ss" - export additional stream (0 - no)

* "video codec" -recode video in codec ("MPEG4" or "WMV")
* "video bitrate" -recode using bitrate (value in Kbit/s)

* "video resolution”™ - resample video ("2560x1920", "2048x1536", "1920x1080", "1600x1200",
"1280x1024", "1280x960", "1280x720", "1024x768", "800x600", "720x576", "704x576", "640x480", "352x288",
"320x240", "176x144")

* "audio codec" - codec for audio ("PCM")

* "audio bitrate" - bitrate for audio (64, 128) Kbit/s

* "need channel name watermark" - enter channel name to video (0 - no)
* "need timestamp watermark" - insert to video shooting time (0 - no)

* "need fliprotate" -use image angling settings from the channel (0 - no)
* "watermark need figures" -add figures (0 -no)

* "watermark align" - inserted text location (1 - at the upper left, 2 - at the upper right, 3 - at the lower left,
4 - at the lower right)

"Operator's interface” class object methods

obj = object ("Operator's interface maskaev-pc")

» Main/additional stream export from the channel archive

obj.archive export ("[channel]", "[start time]", "[end time]", "[filename]", [on device])
obj.archive export_ss("[channel]", "[start_time]", "[end_time]", "[filename]", [on_device])

[channel] - channel name or its GUID;
[start time] and [end time] -beginning and end time of the exported archive segment;
[filename] - name of the saved file;
[on_device] - archive export from the device (not 0).
* Open channel archive
obj.archive open inplace("[channel]", "[start time]")
[channel] - channel name or its GUID;
[start time] - positioning time.
* Add channels to monitor

obj.assign channels (" [csv_channels]", [monitor n])

[csv_channels] - list pf channels separated by commas;
[monitor n] - monitor number.

» Change settings of the camera window view same way as in the view settings window.

obj.change view settings("[name]", "[value]")
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[name] - settings name:

Common  AC-D5123R32

Channel name [] Bold
Show figures | Select

[] Show figures in archive
Video stream
Window size threshold [400 px
Show borders Only Focu:
[ On-screen display (codec, resolution, FPS)
Keep aspect ratio

Picture-in-picture mode at zoo

Autoselect

[] Optimize video rendering when overloaded

Enable archive timeline preview

Common AC-D5123IR3
[] Use common settings
Channel name [] Bold
Show figures | Select
[ Show figures in archive

) Video stream
s -

Show borders On
Keep aspect ratio

m

Autoselect
Window size threshold | 400 px

[] On-screen display (codec, resolution, FPS)

Enable archive timeline preview
Picture-in-picture mode at zoom

2

q

444

Iy Focus.

"opts [GUID channel]

channel
channel

use common"
figures_on"
figures mode"

"opts_ [GUID channel] border mode"

"opts_ [GUID
"opts [GUID
[

"opts [GUID
"opts_ [GUID
"opts [GUID .
"opts_ [GUID
"opts [GUID .
"opts_ [GUID

show channel name"
show_channel bold"

to ss pixels"
enable"

1

]

1
channel] keep ratio"
channel] show_osd"
channel]
channel]
channel] switch |
channel] turtle_

obj
obj
obj
obj
obj

In case you need to change the view settings of all the cameras, then, instead of [GUID channel]
use common.
For example:

object ("Operator's interface maskaev-pc")

.change view settings ("opts common figures on",
.change_view_settings ("opts_common_ figures mode",
.change view settings ("opts syQURNtf show osd",
.change_view_settings ("opts_ syQURNtf show channel name",

1)
H3")

)

gy

[value] - S

obj.eco_start ("[channel]",
obj.eco_stop (" [channel]",

etting value.

Switch economy mode on/off

[monitor n])
[monitor_n])

[channel] - channel name or its GUID;
[monitor n] - monitor number.

« Activate/deactivate PTZ-camera control

obj.ptz start("[channel]",
obj.ptz_stop("[channel]",

[monitor n])
[monitor_nJ)

[channel] - channel name or its GUID;
[monitor n] - number of monitor to control PTZ-camera.

» Control PTZ-camera
obj.ptz focus auto("[channel]", [monitor n])
obj.ptz_iris_auto("[channel]", [monitor n])
obj.ptz set coordinates("[channel]", [monitor n], [pan], [tilt], [zoom])
obj.ptz_set focus("[channel]", [monitor n], [speed])
obj.ptz set iris("[channel]", [monitor n], [speed])
obj.ptz_set zoom("[channel]", [monitor n], [speed])
obj.ptz start("[channel]", [monitor n])
obj.ptz_stop("[channel]", [monitor n])
obj.ptz turn x("[channel]", [monitor n], [speed pan])
obj.ptz_turn_y("[channel]", [monitor n], [speed tilt]

[channel] - channel name or its GUID;
[monitor n] - number of the monitor to control PTZ-camera;

[pan],
[speed],

[tilt],

[zoom]
[speed pan],

- tilt coordinates (fractional);
[speed tilt] -tilt rate (integral).

» Show monitor on top of all windows
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obj.raise monitor ([monitor n])

[monitor n] - monitor number.

« Save screenshot from archive

"[filename]")

obj.screenshot (" [channel]l", "[time]",
"[filename]",

obj.screenshot ex("[channel]", "[time]", "[directory]", [make thumb])

[channel] - channel name or its GUID;

[time] - time of the frame from archive;

[filename] - name of the screenshot being saved;
[directory] - directory on server where screenshot is saved;

[make thumb] - create thumbnail (O - no).

» Show channel or template on display

obj.show (" [name]", [monitor n])
obj.show channel (" [name]", [monitor n])
obj.show_template (" [name]", [monitor n])

obj.show template by guid("[name]", [monitor n])

[name] - name of channel or template;
[monitor n] - monitor number.

» Show channel archive on monitor or in the template

obj.show archive (" [name]", [monitor n], "[start time]", "[end time]")

[name] - name of channel or template;

[monitor n] - monitor number;
[start_time] and [end time] - archive fragment start and end time.

» Show html-page on the monitor or in the template

obj.show html (" [sourcel", "[url]")
obj.show html on monitor ([monitor n],
obj.show _html on templete([monitor n],

"[source]", "[urll")
"[name]", "[sourcel]", "[url]l")

[monitor n] - monitor number;
[name] - template name;

[source] - minibrowser's identifier;
[url] - displayed HTML-page address.

» Update current screen

obj.update active monitor([csv_channels])

[csv_channels] - list of channels separated by comma.

* * Integrated script editor
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Interacting with the user

Ask a user to enter a string with the ask() function

def hello(n):
message ("Hello, %s!" % n)
def fail():
alert ("The operator refuses to respond!"
ask ("What is your name?", hello, fail)
ask ("What is your name?", hello, fail, 60, "Vasily")

Upon completion the dialog will call one of the function. The first one should have a parameter which contains a
response to the question. The other one will be called if the "Cancel" button or Esc is pressed. The timeout period,

after which the window will be closed, can be specified in seconds. You can also specify the initial string.
Ask to select one of several options using the question () function

def yes(): message(l)
def no(): message(2)
def dont_know () : message (3)
def other(): message (4)
question ("Have you been drinking cognac in the mornings for a long time?",
"Yes", yes,
"No", no,
"I don't know", dont know,
"Other", other,
60)

There should be several buttons in the response. The first button is a default one, which is selected by pressing

"Enter". You can specify the timeout period, after which the first option will be selected.

it to the built-in script editor.

You can see more extended example of a dialog with the user in the tov_general script, by uploading
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Events in scripts

To subscribe to the events in the system log, use activate_on_events()

def f(ev):

message ("Event %s" $ ev.type)
activate on_events("", "", f)
activate_on_events ("Motion Start", "", f)
activate on_events ("", "Camera 1", f)

The first parameter can be an event type filter. You can view the possible event types in the rule editor. The second
parameter can be a name filter or object identifier. Both filters can be passed together.
An event contains an event type, time, event source object, as well as the parameters p1, p2, and p3.

def f(ev):
message ("Event %s" % ev.type)
message ("Object identifier: %s" % ev.origin)
message ("Object name: %$s" % ev.origin_ object.name)
message ("Time: %s" $ time.strftime ("%H:%M:%S %d.%m.%Y",
time.localtime (ev.ts/1000000)))
activate on events("", "", f)

You can work with the origin_object just like any other object.
The values of p1, p2, and p3 depend on the event type. For example, the "Login Successful, %1 from %2" event has
two parameters which can be found in p1 and p2.
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Parameters and resources in scripts

To create a parameter block in a script and/or add additional resources to a script, insert the following block at the
beginning of the code:

nnn

<parameters>
<company>My Company</company>
<title>My Script</title>
<version>1.0</version>

<parameter>
<type>caption</type>
<name>Settings</name>

</parameter>

<parameter>
<type>channel</type>
<id>param channel 1</id>
<name>Camera</name>
<value></value>

</parameter>

<parameter>
<type>integer</type>
<name>Parametr 1</name>
<id>param 1</id>
<value>100</value>
<min>1</min>
<max>100000</max>

</parameter>

<resources>
<resource>httpserver.py</resource>
<resource>index.html</resource>
</resources>

</parameters>
wan

The parameter tab in the script editor will look like this:

Script parameters:

Settings:
Camera ]

Farametr 1 100

31 saveandRun| [ Revert

After that, the parameter value specified in the value tags can be used in the script using the parameter identifier
specified in the id tags:

def f£():
message ("Camera %s" % param_ channel 1)

message ("Parametr 1 %s" % param 1)
£0

The following values may be used as the parameter type specified in the type tags:

» caption - A name (for example, the name of a group of parameters)

<parameter>
<type>caption</type>
<name>Settings</name>
</parameter>

 integer - An integer

<parameter>
<type>integer</type>
<name>Parametr 1</name>
<id>param_1</id>
<value>100</value>
<min>1</min>
<max>100000</max>

</parameter>

¢ float - A real number

<parameter>
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<type>float</type>

<name>Parametr 1</name>

<id>param 2</id>

<value>6.00</value>

<min>1.00</min>

<max>10.00</max>
</parameter>

string - A string (for example, a template name)

<parameter>
<type>string</type>
<name>Template to generate current report</name>
<id>tpl for events</id>
<value>AutoTRASSIR</value>

</parameter>

boolean - A logical expression

<parameter>
<type>boolean</type>
<id>autoupdate events</id>
<name>Autoupdate of measurements</name>
<value>0</value>

</parameter>

date - A date

<parameter>
<type>date</type>
<id>date_start</id>
<name>Start date</name>
<value>2014-03-01</value>
</parameter>

time - Time

<parameter>
<type>time</type>
<id>time start</id>
<name>Start time</name>
<value>10:00:00</value>
</parameter>

string_list - A comma-separated value list

<parameter>
<type>string list</type>
<id>cams</id>
<name>Cameras</name>
<value>caml, cam2,cam3</value>
</parameter>

string_from_list - A list of values to choose from

<parameter>

<type>string from list</type>

<id>user_function</id>

<name>User function</name>

<value>Ul</value>

<string_ list>U1,U2,U03,U04,U5,U6,U7,U8,U9,Ul0</string list>
</parameter>

channel - field for selecting a channel from the channels connected to the server

<parameter>
<type>channel</type>
<id>channel id</id>
<name>Camera</name>
<value></value>

</parameter>

objects - server objects selection field

<parameter>
<type>objects</type>
<id>objects_id</id>
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<name>Objects</name>
<value></value>
</parameter>

* server - server selection field

<parameter>
<type>server</type>
<id>server_id</id>
<name>Server</name>
<value></value>

</parameter>

In the resources tags, specify the relative path to the file that will be run together with the script.
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Using ActivePOS in scripts

ActivePOS events

ActivePOS events received by the script are represented by objects that have the following fields:

Field

Value

article

Article number

associated_channel

Video channel associated with POS terminal

barcode

Iltem barcode

cashier_name

Name of the cashier

discount

Total discount on check

discount_card

Discount card number

flags Event flags
location Location
op_id Internal receipt number (may contain the actual receipt number)

pos_terminal

POS GUID

pos_terminal_name

POS name

position

Iltem in the receipt

price

Iltem price

price_per_unit

Price per unit

quantity

Item quantity

text

Text (item name, bonus card number, message, etc.)

ts_in_receipt

Time of the event generation on the terminal

ts_received

Time of event receipt by the server

type

Event type

weight

ltem weight

The activate_on_pos_events() function is used to get ActivePOS events

import time

def f(ev):
message
message
message
message
message
message
message
message
message
message
message
message
message
message

"Event type:

"Text: %s" %

"Article: %s'
"Barcode: %s'

time.strftime ("%

"Unique event number:
ev.type)

%s" % ev.pos terminal)

% ev.pos_terminal name)

"Terminal ID:
"Terminal name: -
"Associated video channel: %s" % ev.associated channel)
"Flags: %s" %
"Position number:

"Price per unit:
"Weight: %0.3f"

"Quantity: %s"
'

e

"Location: %s"
message ("Time of arrival on server: %s" %
:SM:%S %d.%m.%Y",

o

$s" % ev.op_ id)

o

ev.flags)

o

% ev.position)

%0.2f" % (ev.price/100.0))
(ev.weight/1000.0)
ev.quantity)
% ev.article)
ev.barcode)

ev.location)

o

time.localtime (ev.ts received/1000000)))
message ("Time indicated on receipt: %s" %

time.strftime ("$H:%M:%S %d.%m.%Y",

time.localtime (ev.ts in receipt/1000000)))

activate on pos events (f)
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of the message may differ from the time recorded on the point-of-sale terminal. To find the required
moment in the video archive, use the reception time of the event.

o The price is given in whole numbers in pennies, and the weight is given in grams. The reception time

To search for events from POS terminals in the database, use the search_pos_events() function. The function
accepts 4 parameters:

callable object, which will be called for each event found;

the lower limit of the time interval in which the events will be searched for;
« the upper limit of the time interval in which the events will be searched for;
« filter.

As a filter, you need to transmit a dictionary, in which you can use the following keys:

Key Value Default value

cashiers Names of cashiers in whose receipts you [1
need to find the events

events Types of events to find [

receipt_number Numbers of receipts in the receipts of which  |[]
you need to find the events

terminals Terminals, in the receipts from which you want|[ ]
to find the events

text Text containing in events (event_text, []
event_article, event_barcode) that you need
to find

import time
from pos utils import *

filter = {
"receipt number": "1234567",
"text": [StringFilter ("Milk", SearchFlags.STARTS WITH) ],
"cashiers": ("Ivanov 1I",)
}
search_pos_events (lambda event: alert (event.text), time.time() - 24 * 60 * 60, time.time(), filter)

This example will find all events (maximum: 500) in the checks with the number "1234567" created by the cashier
"lvanov I", in the event_text, event_article or event_barcode fields containing the text beginning with the string "Milk"
and received in the last 24 hours. The text of each event will be displayed in a separate pop-up window.

A script can find suspicious situations. You can use the pos_fraud() function to attract the operator's attention and
record an alarm event on a receipt. You can create a filter to search and highlight based on the presence of such
event in a receipt.

import time

def f(ev):
if time.localtime().tm hour < 23: return
if ev.type!="POS POSITION_ ADD": return

u = ev.text.decode ("utf-8") .upper () .encode ("utf-8")
for w in ["BEER", "WINE", "VODKA", "COGNAC"]:
if u.find(w) != -1:
pos_fraud(ev, "Alcohol after 1lpm")
return

activate on_pos_events (f)

The upper() function converts the string to upper case (all capital letters). For this conversion to work, the string must
be in Unicode (utf-8).
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ActivePOS incidents

Incidents generated by ActivePOS detectors and received by the script are represented by objects with the following

fields:

Field Value
associated_channel Video channel associated with POS terminal
cashier_name Name of the cashier
comment Commentary on incident
custom_columns Additional information
detector GUID of the detector that created the incident
expert Name of the operator who processed the incident
expert_estimate Damage assessment
id Unique incident ID
operator Name of the operator who created the incident
related_ts Times of the events that triggered the detector
review_duration Duration of incident processing
review_ts End time of incident processing
server Server GUID
status Incident status (0 - new, 1 - confirmed, 2 - rejected)
terminal_guid POS GUID
terminal_name POS name
ts_created Incident creation time
type_description Incident description
type_id GUID of the incident type
type_name Incident name

The activate_on_pos_incidents() function is used to get messages about new incidents. The function accepts two
parameters:

¢ Detector GUID;

+ callable object, which will be called for each received ActivePos incident created by the detector with the given
GUID.

o If you send an empty string as GUID, the callable object will be called for any new incident.

activate_on_pos_incidents("", lambda incident: alert (incident.type name))

The search_pos_incidents() function can be used to search for incidents in the database. The function accepts 4
parameters:

« callable object, which will be called for each ActivePos incident found;

the lower limit of the time interval in which the incidents will be searched for;

the upper limit of the time interval in which the incidents will be searched for;
« filter.

As a filter, you need to transmit a dictionary, in which you can use the following keys:
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Key Value Default value

cashiers The cashiers in whose receipts you need to [1
find incidents

detectors_names The names of the detectors that generated the |[ ]
incidents or the types of incidents to find

experts The operators who confirmed or rejected the [ ]
incidents to be found

flags The bitmask of incident search flags: 0

* FILTER_CONFIRMED - search for
confirmed incidents only;

* FILTER_DECLINED - search for declined
incidents only;

* FILTER_NEW - search only for unreviewed
incidents;

* FILTER_NONEMPTY_ESTIMATE -
search for incidents with non-zero damage

assessment.
incidents_ids Types of incidents to find [1
limit Maximum number of requested incidents -1
terminals The terminals, in the receipts from which you |[]

need to find the incidents

import time
from pos utils import IncidentFlag

filter = {
"flags": IncidentFlag.FILTER_CONFIRMED | IncidentFlaq.FILTER_NONEMPTY_ESTIMATE,
"limit": 20,
}
search pos incidents(lambda incident: alert (incident.type name), time.time() - 24 * 60 * 60 * 2, time.time(),
filter)

This example will analyze all the receipts stored in the database for the last 2 days, then find the last 20 confirmed
incidents with a non-zero damage estimate among them, and display the name of each type of incident in a pop-
up window.

The pos_process_archive() function can be used to start the processing of the event archive by a particular detector.
The function has 3 arguments:

* Detector GUID;
¢ the lower limit of the time interval of the event archive;

 the upper limit of the time interval of the event archive.

import time
pos_process_archive ("T1RuoVEF7", time.time() - 24 * 60 * 60 * 2, time.time())

This example will start processing checks for the last 48 hours by a detector with a GUID equal to "T1RuoVF7".
The pos_incident_create() function can be used to create a new incident from a script. The function uses 4
mandatory arguments:

« The GUID of the terminal that will be associated with the created incident;
* name of the created incident type;

* name of the cashier;
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« the function to which the result of the incident creation operation will be sent in case of an error.

pos_incident create ("ZyPx6vF0", "Cancel position without the administrator", "Ivanov I", lambda err:
alert (err.msg))

This example will create an incident with the "Cancel position without the administrator” type, associated with the
terminal, the GUID of which is "ZyPx6vFQ", and the cashier "lvanov I".

In order to transfer or restore the detector configurations, you can use the pos_import_detector() function. This
function accepts data in xml format containing the detector configuration.

with open ("pos detectors.xml") as detectors config:
pos_import detector (detectors config.read()

This example will delete the current detector configuration and restore it from the pos_detectors.xml file.
ActivePOS reports

The generate_pos_report() function can be used to generate ActivePOS reports. The function has 4 arguments:

* report type;

« the lower limit of the time interval in which the data for the report will be searched;

« the upper limit of the time interval in which the data for the report will be searched;

« the function to which the object containing the report will be sent.

import time
from pos_utils import ReportType

def report ready(res):
with open ("pos report.ods", "w") as report:

report.write (res.zipped report)

generate pos_report (ReportType.VIOLATIONS REPORT, str(int((time.time() - 24 * 60 * 60 * 10) * le6)),
str(int (time.time() * le6)), report ready)

This example generates a "Violation Report" for the last 10 days and saves it to the file pos_report.ods.

The module pos_utils.py contains a description of the StringFilter, SearchFlags, ReportType and
IncidentFlag classes, and is located in the pyredist folder.

The time is in microseconds in UNIX time format based on the timezone configured on server.

* ActivePOS - Point-of-sale operations monitoring
» DSSL XML for ActivePOS

» Examples of the rules and scripts
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Using AutoTRASSIR in scripts

To respond to AutoTRASSIR events, use the activate_on_Ipr_events() function

def f(ev):
message ("Unique event number: $s" $ ev.id)
message

o

"Number: %s" % ev.plate)

o

message ("Recognition confidence: %s" % ev.quality)
message

o

"Country: %s" % ev.country)

o

message ("Template: %$s" % ev.tpl)

o

message ("Time of entry into frame: %s" % ev.time enter)

o

(
(
(
(
(
(
message ("Time of best view: %s" % ev.time_bestview)
(
(
(
(
(
(

o

message ("Time of departure from frame: %s" % ev.time leave)

message ("Channel identifier: %$s" % ev.channel)

message ("Server identifier: $%$s" % ev.server)

message ("Speed (if using radar): %s" % ev.radar_speed)
message ("Found on lists: %s" % ev.found on lists)

o

message ("Flags: %$x" % ev.flags)
activate on lpr events (f)

You can apply bitwise logic to the flags using "&" and the LPR_* constants.

def f(ev):

message ("Vehicle license plate number: %s" % ev.plate)

if ev.flags & LPR UP: message ("Heading up from the camera")

if ev.flags & LPR_DOWN: message ("Heading down from the camera")

if ev.flags LPR _BLACKLIST: message ("On the blacklist")

if ev.flags LPR_WHITELIST: message ("On the whitelist")

if ev.flags LPR_INFO: message ("On the informational list")

if ev.flags LPR_EXT_DB_ERROR: message ("External database error")

if ev.flags & LPR CORRECTED: message ("Number corrected by operator"
activate_on_lpr_events (f)
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Rules

The rule creation wizard is designed for easy configuration of rules in the video surveillance system. It allows you
to set the desired reaction to a particular event in the system in a few clicks, without having to dig deep into the
scripts system.

Every rule consists of an activation and an action. Rules can also include one or more conditions.

Activation - This is the event that triggers execution of the rule. The following activation types are available:

1. On event - The rule will be executed when the specified event is sent from any object. You can specify one or
more event types that will execute the rule. You can also use the Filter link to select specific objects whose events
will execute the rule.

Activation on event
Event Types: |Signal Lost
Objects:  Allobject] FiFe ]

2. On hotkey - The rule will be executed when the operator presses a hotkey. For example:

Activation on shortcut

On Keyboard: | Alt+Shift+F5

3. On schedule - Makes it possible to execute a rule at the specific time. The schedule should be created before
the rule.

Activation on schedule ‘

When schedule | enters [Red

4. On state change - The rule will be executed when the state of a specific object changes. For example, when a
channel's state changed.

Activation on state change

Please, select objects:

Objects: | Face Recognizer; SIP Calls Registrator

5. On settings change - The rule will be executed upon any system settings change, for example if the FPS for
some card or IP device is changed:

Activation on settings change
Please, select settings:

Settings: |ad; archive; audit

A rule can perform up to five Actions as a response to an event-activator. You can add the following actions:

1. Wait - Specifies a wait time between actions. You can also choose to make the first action a wait; then the rule will
be run with the delay. The wait is given in seconds; the maximum wait time is 24 hours (86,400 seconds):

Wait (seconds): 5 sec s

2. Call method - Controls objects in the system. For example, you can enable continuous recording on one of the
channels:

Call method: of object =1
m

3. Play sound - Plays one of the preinstalled audio files.

‘ Play sound: CAVMS /sounds\SNES-startupway v - ‘

4. Change settings - Changes the settings for one of the objects in the system. For example, you can change the
FPS for one of the channels:

‘ Change setting: ip_cameras/AXIS 233D alE

[12 | nsert &

5. Export video - Exports a video from the archive of the selected camera for n seconds from the present moment.

Export video: [comin )
am1 Entry 2

@
@

Ssec
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6. Save frame - take a screenshot n seconds before, for the selected camera.

[Ac-DT121IR N2 6 x| | @ | =

1sec =

7. Send email - Sends an email to the specified address. A configured email account is required for this action. You
can briefly describe the event in the Subject field. In the body of the email, describe the situation in more detail
along with potential ways to resolve it. If previous Actions included exporting an archive, the exported file can
be attached to the email.

Send E-Mail: From: -
To:

Subject:

Message text

8. Send SMS - Sends a text message with the notification. This functionality is not currently supported.

Condition - This is a logical expression that can be used to give the rule a specific, narrow range of operation. The
values of settings or object states can be used as conditions. For each specific activation type, you can assign a
name and/or unique sender ID (GUID). You can also specify a specific event type if several different event types were
used as the activator. For example, if the rule should only run during specific hours, you can create an appropriate
schedule and indicate the required schedule state in the conditions:

Activation on event
Event Types: [Signel Lost

Objects:  All objects Fier.

Condition

|ohjecl("Weekend")stale("(o\or"]::"Red" ‘ Insert v | | |

There is no limit on the number of conditions allowed and you can connect them with the conjunctions and and or.
and means the rule will be run when both conditions are satisfied. or means the rule will be run when at least one of
the conditions is satisfied. You can combine both types of conjunctions in the desired order, for example Condition1
and Condition2 or Condition3 and Condition4. In this case, the rule will be run when conditions 1 and 2 are satisfied
OR conditions 3 and 4 are satisfied.

The following is an example of a condition with the conjunction and. The rule will be activated when all four channels
change to "No signal". According to the condition, the rule will only be run if all four channels have the state "No signal".

Activation on state change
Please, select objects:

Objects: | AC-D2103IR3 2; AC-D7121IR1v2 2; Camera 1; Office

Condition

|objecl("A(-DZ|D}lR}Z")slale("s\gnal")::"NoS\gna\“ ‘ Insert | | | —

@ anD ) OR

|ohjen("A(—D7|z1m|vz 2).statel("signal”) == "No Signal” ‘ @ | -

@ AND O OR

|ohjm("(amem1") state("signal®) == "No Signal” ‘ m|E

® AND O OR

|ohject(“DHi(:"].state("sigm\"]::"MoSigna\" ‘ ==

Here is an example of a condition with the conjunction or. The activator of this rule is the "Health Turns Bad" event.
According to the condition, the rule will only run if the event was caused by a disk error or a loss of the database
connection.

Activation on event
Event Types: | Health Turns Bad
Objects:  All objects Filter.

Condition

‘smings("mnh")["disks,error,(ount"] ==1 | &l =

QO AND @ OR
‘senings("hmuh"]["db, nnnnnn ted”] == 0 ‘ inset | | =

Below is an example of a condition with the conjunctions or and and. The rule will be activated if the specific
combinations of channels change to "No signal". According to the condition, the rule will only run if the first and second
channels simultaneously have "No signal” or if the third and fourth channels simultaneously have "No signal".
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Activation on state change
Please, select objects

Objects: | AC-D2103IR3 2; AC-D5123IR3 2; AC-D7121IRTv2 2; AXIS 233D 2

Condition

object("AC-D2103IR3 2"} state(*signal”) == "No Signal” ‘

]
@ AnD O OR
‘ohjm('AC—DﬂZSIIB 27) state("signal”) == "N Signal” ‘ i
O aND @ OR
object("AC-D7121IR1u2 2")state("signal") == "No Signal” ‘ &

@ anD O OR

‘ ‘object("AXIS 233D 2°).state("signal”) == "No Signal"

| insert | [

» Scripts

Schedules

Adding an email account

Examples of the rules and scripts
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Schedules

Each schedule can have three types of zones: green, red, and blue. The zones can be arbitrarily interleaved one
after another. There can be any number of zones.

You can create the necessary number of schedules on server, and then automate the server's operation by applying
schedules using rules to server objects.

To create a new schedule:

1. Open the Settings window.

2. Select Automation.

3. Click the Create new schedule... link.

4. Name a schedule.

5. Set the Snap to 30 minutes checkbox if you want the schedule divided into 30-minute zones. If this checkbox

is cleared, the schedule will not be divided and the actual zone size will be determined by highlighting an area
with the mouse.

Regardless of the checkbox's state, you can manually correct the beginning and ending of a zone using the "from"
and "to" fields.

6. Divide the days of the week and each day itself into zones. To create a zone:
» Use the mouse to select a rectangular area;
* If necessary, manually correct the zone's temporal boundaries;
+ Click the zone fill button.

7. Set the Enable schedule checkbox. If a schedule is disabled, then the system will not generate events when the
schedule enters any given zone. Therefore, the schedule will not work.

Once a schedule has been created, it can be used, for example, to enable and disable video camera recording.
Moreover, one schedule can be used to control an arbitrary number of objects (not only cameras). To use a schedule,
create a rule with the "On schedule" activation type and define the actions to be executed when the schedule enters
the various zones.

For example: A camera records a facility during nonworking hours (at night).We need to stop recording the camera
when the workday begins.

To use a schedule:

1. Create a new schedule in accordance with the previously described procedure.
2. In the Settings window, select Scripts.

3. Click the Create new rule... link.

4. Give the rule in name and select the "On schedule" activation type.

Rule name: Work Day Begin Run coun & 0

Enable [ Delete. Error count: O

On state change
On settings change

ave and Run Script to the clipboard 4 Reset rule

5. Select the previously created schedule from the When schedule list and select the zone that, when entered,
should trigger execution of the action.
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6. If necessary, specify condition for the execution of the rule, or leave the default value (the rule will always be
executed when the schedule enters the specified zone).

7. In the list of possible actions, click the Call method link.

Setup Help
Rule name: | Work Day Begin Run count: 0
noimage
Enable T Delete... Error count: 0
~
Activation on schedule
When schedule |Day/Night v enters [Red ~ zone
Condition
Always
Write
Actions
Add: Action Wait PlaySound Change Setfings Export Video Screenshot Send E-mail Generate ActivePos Report
v
& Save and Run Script to the clipboard 4 Reset rule

8. Select an object (camera) and action to be executed (record_off).

[Iquicksearch] % export_archive(string start_time_YYYYMMDD_HHM...
~ MSK-EXP-T6 1| manusl_record_start
© Channels manual_record_stop()
» merge_interest_off()
prcliie mege et ond
AC-DTIZIRIV2 2 ptz_position_query()
AXIS 233D 2 ptz_preset(integer_preset_n)
AXIS M1011 1 record(integer_turn_on_record)
Camera 1 record_off
Media File 1 record_on{)
Office screenshot)
TR-D2ITTIRIW 1 screenshot_ex(string timestamp, string_directory)

TR-D2121IR3V2 1 sueenx:u:,v;(;tvmg,tg;ﬂe,V‘iVVMmGthhé!gA:Sgit.
TR-D2121IR3v2 10 ‘:Ee"i ”—ka(:“'ﬂ 'Q"s,":e{ ! iy
TR-D2121IR32 12 set_watermark(string_watermark_tex, integer_water.

TR-D2121IR312 13
TR-D2121IR32 2

oK Cancel

9. Verify that the rule has been correctly constructed and click Save and run. The rule will be active in the system,
and recording will be disabled for the Lancam-CD812 camera when the schedule enters the specified zone.

Setup Help
Rulename: |Work Day Begin Run count: 0
no image
Enable 1 Delete... Error count: O
~
Activation on schedule
When schedule | Day/Night = | enters [Red | zone
Condition
Atways
Wwrite.
Actions
Call method: record_off of object Office &l
v
& Save and Run Seript to the clipboard “ Reset rule
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Adding an email account

To add an account, open the settings and select Automation. Then click New email account

Setup | Help

enver hos 1 rules 2

P
s
s
s
s

Specify the following information in the account settings:
1. Account name - Can be anything. For convenience, you can enter the full email address.

2. SMTP server address - Specify the address of the SMTP server used by the account. For example, for the email
address my_email@mail.net, the SMTP server is "smtp.mail.net".

3. SMTP port - The port used by the SMTP server. You can find out what the port is on the help page for the email
account.

4. Username - Specify the username for authentication on the SMTP server. For a mail.net account, the username
matches the full email address, e.g. "my_email@mail.net" in our example.

5. Password - Specify the password for authentication on the SMTP server. This is the password used to sign into
the email account through its web interface.

Setup \_Help

[ surrscoms e i rbes s srpstasen et [0

[ Use Encryption (55L)

Rules

&

Scripts

Schedules

Examples of the rules and scripts
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Template loop

In order to create a new template loop, open the settings, select Automation and click New template loop.

Setop |\ Help

Loop neme: |Unnamed Template Loop. Monitor number: (13|

Looporder

+ Addtemplate + Add channd

) Scrptto the chpboard

Specify the following parameters in the window that opens:
1. Loop name - set any name you like.
. Monitor number - select the number of the monitor on which the template loop view will be displayed.

. Activation on shortcut - press any key or combination of keys to start the loop.

A W DN

. Loop order use Add template and Add channel buttons to add templates or channels that will be displayed in
this loop. Use arrow keys to change the template and channel display order.

[8))

. Set the display time for each template or channel, in seconds.

6. Set the Enable flag to display the customized loop on the monitor upon pressing hotkeys.

= [’ RINETINE- I
W [AutoTrasic officad e HE L

ss @

Check correctness of the specified settings and press Save and Run.

* * Rules

 Scripts
« Schedules

» Examples of the rules and scripts
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Examples of the rules and scripts

This section provides examples of the most popular rules and scripts. With their help, you can use real examples to
understand the principles of automation and configure automation in your video surveillance system. Each example
is accompanied by a description, as well as examples describing the possibilities of applying a rule/script.
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Rules
Sending email upon loss of a camera’s signal

This example considers a rule designed to quickly report server problems, in particular the lack of a signal from one

of a system's high priority cameras: When the signal from the selected camera as lost, and email notification of the
event will be sent.

1. Beforehand, you should create an e-mail account. After that, Create a new rule and choose On Event activation.
Find the Channel in the opened window and check the Signal Lost box.

2. After that select the events of objects, on which the rule will be activated. To do this, click Filter and select the
required camera in the object list. In this case, this camera is called "Warehouse".

3. Then click Send email - the email template window will open. You'll get the following message as a result:

Subject:[Signal lost on POST

On senver MSK-EXP-12 st signal on the emera POST
Vou need to callthe secuity 121456789,

a

The following image depicts an example of a rule with the opposite behavior: in this case, if the "Warehouse"
camera's signal is restored, an email will be sent reporting that the camera's signal has been restored.

Below is an example of a script with extended functionality: An email will be sent when any camera's signal is lost,
and the email will indicate the name of the corresponding channel:

def send message (event) :

message text = '''The server [server name] has lost the signal to camera "%$s".\
Call security at 123456789.'''\

% event.origin object.name

send mail from account ("sender@mail.net", ["addressee@mail.net"],\

"Email subject: No signal from camera '$s'" % event.origin object.name,\

message_text, [])
activate_on_events ("Signal Lost", "", send_message)

Displaying a camera in fullscreen mode when motion is detected

In this example we consider a rule designed to attract the operator's attention to those cameras for which the very

presence of motion is an alarm event: when motion occurs on the specified camera, it will expand to fullscreen on
the selected monitor.

1. You must first enable generation of motion events on the desired camera. To do this, go to the Channels section of
the server settings, select the desired channel and place a checkmark in the Generate motion events checkbox.
Motion events will then begin to be recorded in the event log for the given channel.

2. Next create a new rule and select the On event activation type. In the window that opens, find the Channel section
and put a checkmark in the Motion detected checkbox.
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3. Then you must determine the objects whose events the rule will respond to. To do this, click the Filter link in the
rule window and select the desired camera. In our example, this camera is named "Cold store".

4. Next click the Invoke action link. In the window that appears, select the Operator [server name]'s interface

section on the left and the show_channel line on the right. You will then be able to specify the channel and monitor
in the rule.

e

=]

Below is an example of a script with extended functionality: any camera where motion occurs will go fullscreen on
a second monitor. To do this, set the Generate motion events checkbox in the settings for the desired channels.
Then create a new script and insert the following code:
def show channel with motion (event) :

object ("Operator [server name]'s interface™) .\

show_channel (event.origin, 2)

activate on events ("Motion Start", "", show channel with motion)

Play a sound when an alarm input is tripped

In this example we consider a rule designed to attract the operator's attention to an alarm situation by playing an
audio file. According to the example, when an alarm input is tripped, an audio notification will play. You can use an
alarm input to monitor, for example, a door, window, or various sensors.

1. Create a new rule and select the On event activation type. In the window that opens, find the GPIO input section
and put a checkmark in the Signal on input loss checkbox.

2. Then click the Filter link and, in the object list, select the alarm input that interests you. In our example, this object
is named "West exit (door)".

3. Then click the Play sound link and, in the dropdown list, select one of the preinstalled sounds.

Activation on event

uuuuuuuuu CAVMS /soundsialarm.way Y@

Below is an example of a rule with opposite activation: in this case, if the alarm input is closed, then an audio file will
be played to notify the operator that the door of the west exit has been closed.

Increasing the FPS on a camera when the state of an Orion device changes

In this example we consider a rule designed to increase the detail of a video sequence when an alarm situation occurs,
for the purpose of a subsequent in-depth analysis. According to the rule, when the state of an Orion workstation
device changes, the FPS of one of the cameras will increase.

1. Create a new rule and select the On state change activation type. In the window that opens, find the Orion and
put a checkmark in the checkbox for the desired device.
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2. Then click the Change settings link. In the Insert settings window, expand the IP devices section and select
the desired IP device. Select the channel00_fps string. The select the desired number of frames per second in
the window that appears.

Activation on state change

Flease, select objects

Objects: Door 1 -Sensor 1; Dor 1 -Sensor 2 ]
Condition
Adnays
wite...
Actions
Change setting: ip_cameras/Auto Cam#1/channel0o_fps ]
=

Below is an example of a script with extended functionality. According to the example, when the state of an Orion
workstation device changes, the FPS will increase for all cameras.

def set fps on all devices(fps):

for d in settings("ip cameras").ls():
if d.type != "Grabber": continue
for ¢ in range (0, 16):
d["channel%02d fps" % c] = fps

for b in settings ("boards") .ls():

for i in range (0, 16):
b["channel%02d fps" % 1] = fps

def condition():

if object shlpl27.state("state") == "Alarm"
set fps on all devices(25)
elif object shlpl27.state("state") == "Armed"

set fps on all devices(12)

object shlpl27 = object ("Alarm Circuit 1, Device 127"
object_shlpl27.activate on_state changes (condition)

Send an email when a server's health metric changes

This example considers a rule which says that when the database is disconnected and/or there are disk errors on
the server, an email notification will be sent.

1. Firstit is necessary to create an email account. Next add new rule and select By event activation type, find Server
in the appeared window and check the box Server health turns bad.

2. As a next step press Filter and check the box of the required server in Object window.

3. To ensure that the letters are sent only in case data base disconnection and/or under disk errors, the appropriate
conditions shall be provided:

» Find the Health section and select the disks_error_count string. Then specify a value for the disk_error_count
parameter by entering " == 1" in the text field, without quotation marks.

» Find the Health section and select the db_connected string. Then specify a value for the db_connected
parameter by entering " == 0" in the text field, without quotation marks.

Select the conjunction or between each condition.

4. After that press Send email and the form to create letter template will appear. In the result you shall have the rule
of approximately as follows:
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Activation on event
Event Types: |Health Turns Bad
Objects:  Allobjects Fiter. | MSK-EXP-16

Condition

settings(*health*)[*disks.error_count’) == 1 Insen | &

QO aND @ OR
settings("heatth')"db_connected’] == 0 & -

F Add condition

Actions

]

Below is a rule that says that when the server's state changes to normal, and email notification reporting this fact
will be sent.

Activation on event
Event Types: | Health Tumz Good
Objects:  Allobjects Filter.. | MSK-EXP-16

Condition

Aiways
wiie,

Enable sirens when an alarm input is tripped at night

In this example we consider a rule designed to set off an alarm if there is a break-in at a site at night. This example
uses a schedule, and alarm input on the door of the west exit, and alarm output connected to a siren. Thus, if the
door of the west exit is opened at night, the siren will be enabled.

1. A Schedule needs to be created beforehand.

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23

M,
T
Wed
T

2. Next create a new rule and select On event, activation type. In the window which will appear find GPIO input and
check Input signal lost box.

3. Then click on Filter and in theObject window check alarm input box, in our case it is "Emergency exit(door)".

4. Further on we need to connect this rule with the schedule in such a way as to ensure its operation in night time only.
To do this in the Condition select Objects state line, define timetable created earlier, click color and select red.

5. After that, click Action in the window of the rule, in the window Object select emergency exit to which audible horn
is connected and set_output_high line. In the result the rule shall look like as follows:

Activation on event
Event Types:  nput Hgh to Low (]

Objects:  Allobiects Aker.. Gate 1 =

Condition

object{"Night").state("color”) == "Red" %
p Add condition
Actions
Call method: set_output_high of cbiect Siren o]
g

Below is an example of a rule with opposite activation: if the door of the west exit is closed (the alarm input is closed),
then the siren will be shut off after five seconds (the alarm output will be opened).
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Activation on event

EventTypes:  Input Low ta Hgh (]
Objects:  Allobiects Aiker.. Gate 1 (]
Condition
‘object{"Night").state("color”) == "Red” %
o Add condition
Actions
Wait (seconds) 5sec = %
Cal method: set_output_low of cbject Siren @
B

Creating and displaying user messages in Access Control log

In this example, we will consider a rule that creates a custom event and displays it in the TRASSIR ACS log
: [ manm

@ Aicects

© owoerz0241750- 0092024240 Q)

System

Custom event Yesterday 17:54:41
Access card: 1234567890, License plate: AA12388456; Alarm
TRASSIR/1

1. Create a new rule and select Activation on shortcut activation type. Press the key that will execute the rule In
the window that opens, in the On keyboard field.

2. Next, press Action, in the window that opens select Access Control section and the Access point. In the
right window, select emit_custom_event(string_title, string_color, string_person_guid, string_details_json)
string. Press OK. After that, it will be possible to specify the custom event parameters in the rule.

Actuationon shortcut

3. Specify the following parameters for the custom event:
+ Enter the title of the custom event into the title field.

* In the color field, enter the color of the event (in HEX format). All TRASSIR ACS events created by this rule
will be colored with it.

* Enter the GUID of the TRASSIR ACS# person, on whose behalf the custom events will be displayed, into the
person guid field.
The process for obtaining the server object's GUID is described in the TRASSIR SDK in section Working with
objects.
To display the event on behalf of the system, type “” (empty quotes).

* In the details json field, enter the event parameters (in JSON format, in single quotes) that will be displayed in
the custom event as additional information. You can use the person properties as parameters:
For example,

'{"card_id": "1234567890", "plate": "AA123BB456", "comment": "Alarm"}'
Where,
card_id - card number;

plate - license plate number;
comment - optional comment.
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If the TRASSIR ACS person's GUID is entered in the person guid field, then the card_id and the
plate properties must contain the person's card number and the license plate number as entered
in this person's parameters.

If the person guid field is empty, any values can be specified.
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Scripts
Changing FPS for all channels at night

In this example, we consider a script designed to change the FPS for all channels according to a schedule: when
night falls, the frame rate for all channels will be changed to 12 fps; when morning comes, it will be changed to 25 fps.
First, you must create a schedule. The screenshot below shows a schedule for this example.

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 15 17 18 18 20 21 2 23
Mon|
Tue
Wed)

Thu!
Fri
sat

Sun

Then create a new script and copy the following code to it.

def set fps on all devices (fps):

for d in settings("ip_cameras") .ls():
if d.type != "Grabber": continue
for ¢ in range(16):
d["channel%02d fps" % c] = fps

for b in settings ("boards") .ls():

for i in range(1l6):
b["channel%02d_fps" % i] = fps

def condition():

if (object schedule.state("color") == "Red")
set_fps_on_all devices (12)
elif (object schedule.state("color") == "Green")

set_fps_on_all devices(25)

object_schedule = object ("Night")
object schedule.activate on state changes(condition)

Let's examine a few parts in more detail.

1. In this part of the script the activator is specified,and the schedule serves are activators. It is sufficient to changethe
schedule name to connect the script to any other schedule object ("Night").

object_schedule = object ("Night")
object schedule.activate on state changes(condition)

2. The 'condition' function defines a condition whereby if the schedule is in the red zone, the variable "fps" is assigned
the value "12"; but if it is in the green zone, the variable is assigned the value "25.

def condition():

if (object_schedule.state("color") == "Red")
set fps on all devices(12)
elif (object_ schedule.state("color") == "Green")

set fps on all devices(25)

3. In this part of the script, the frame rate of all channels for all devices is set equal to the value of the variable "fps".

def set_fps_on_all_devices(fps):

for d in settings("ip cameras").ls():
if d.type != "Grabber": continue
for ¢ in range(16):
d["channel%02d_fps" % c] = fps

for b in settings ("boards").ls():
for i in range(16):

b["channel%02d fps" % i] = fps

Below is a simplified version of the script in which the hotkeys F5 and F6 are the activator.

def set fps on all devices (fps):

for d in settings("ip_cameras") .ls():
if d.type != "Grabber": continue
for ¢ in range(16):
d["channel%02d fps" % c] = fps

for b in settings ("boards") .ls():

for i in range(16):
b["channel%02d_fps" % i] = fps

def channel fps 25():
set fps on all devices(25)

def channel fps 12():
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set fps on all devices(12)

activate on shortcut ("F5", channel fps 25)
activate_on_shortcut ("Fé6", channel fps_ 12)

Enabling economy mode on weekends for all devices in the Lanser family

In

this example, we consider a script that will cause all devices in the Lanser family to operate in normal mode on

weekdays and in the economy mode on weekends.
First, you must create a schedule. The screenshot below shows a schedule for this example.

Mon|
Tue
wed}
Thu!
Fri
sat
sun

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 I5 15 17 I8 13 30 21 22 23

Then create a new script and copy the following code to it.

def economy mode on all nvr(on):

for d in settings("ip_cameras") .ls():

if d.type != "Grabber": continue
if d["family"] == "NVR":
d["economy mode"] = on

def condition():

if (object_schedule.state("color") == "Red")

economy mode on _all nvr (1)

elif (object_ schedule.state("color") == "Green")

economy mode on_all nvr(0)

object schedule = object ("Weekends"
object_schedule.activate on_state_ changes (condition)

Let's examine a few parts in more detail.

1.

In this part of the script the activator is specified,and the schedule is an activator. It is sufficient to changethe
schedule name to connect the script to any other schedule object ("Weekend")

object_schedule = object ("Weekend")
object schedule.activate on state changes(condition)

. The 'condition’ function defines a condition whereby if the schedule is in the red zone, the variable "on" is assigned

the value 1; but if it is in the green zone, the variable is assigned the value 0.

def condition():

if (object schedule.state("color") == "Red")
economy mode_on_all nvr (1)
elif (object schedule.state("color") == "Green")

economy mode_on_all nvr (0)

. In this part of the script, the parameter "economy_mode" is assigned the value of the variable "on" for all devices

in the Lanser family.

def economy mode on all nvr (on):

for d in settings("ip_cameras") .ls():
if d.type != "Grabber": continue

if d["family"] == "NVR":

d["economy mode"] = on

Below is an example of a simplified script that will switch Lanser devices in and out of economy mode using the
hotkeys F5 and F6, respectively.

def economy mode on_all nvr (on):

for d in settings("ip_cameras") .ls():
if d.type != "Grabber": continue

if d["family"] == "NVR":

d["economy mode"] = on

def economy mode on() :
economy mode_on_all nvr (1)

def economy mode off():
economy mode _on_all nvr (0)

activate on_shortcut ("F5", economy mode_ on)
activate_on_shortcut ("F6", economy mode off)
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Locking an alarm output when a car on a AutoTRASSIR whitelist passes

In this example, we're going to review a script designed to automatically control the swing barrier. When a machine
on a whitelist drives by, the swing barrier will open. The implementation uses AutoTRASSIR's whitelist functionality
and an alarm output.

Itis necessary to configure internal license plate number lists or connect external list beforehand. After that you should
create a new script and copy and paste the following code.

lock = False

class TaskLocker:
def init (self):
global lock
if lock:
self.have_lock = False
return
else:
self.have lock = True
lock = True
gates open (self)

def del (self):
if self.have_ lock:
global lock
lock = not 1

def gates_close(lock):
object ("Output 1").set output low()

def waiting(lock):
timeout (10 * 1000, lambda: gates_close(lock))

def gates_open (lock) :
object ("Output 1").set output high ()
waiting (lock)

def acquire lock():
TaskLocker ()

def the lpr handler (event):
if event.flags & LPR WHITELIST:
acquire lock(

activate on lpr events(the lpr handler)

Let's examine a few blocks in more detail.

1. This part of the script indicates the activator; in this case, the activator is an event from AutoTRASSIR.

activate on lpr events(the lpr handler)

2. The function the_Ipr_handler(event) checks to see if the number is on the whitelist. If the recognized license plate
numbers on the white list, then the acquire_lock() function is run.

def the lpr handler (event) :
if event.flags & LPR WHITELIST:
aquire_ lock ()

message ("Vehicle on white list")

3. The acquire_lock() function calls the TaskLocker() class.

def aquire_lock():
TaskLocker ()

4. The TaskLocker class is designed to allow the script to run to completion. If the actions in the script take a long
time to complete and the script is invoked before the previous instance of itself finishes executing, the TaskLocker
class prevents the script from being run again until the original instance of the script has run to completion.

lock = False

class TaskLocker:

def  init (self):
global lock
if lock:
self.have lock = False
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return
else:

self.have lock = True
lock = True
gates open (self)

def del (self):
if self.have_lock:
global lock

lock = not 1

5. The function gates_open(lock) locks alarm output "Output 1" and calls waiting(lock).

def gates open(lock):
object ("Output 1").set_ output_high ()
waiting (lock)

6. The function waiting(lock) waits for 10 seconds and then calls gates_close(lock).

def waiting(lock):
timeout (10 * 1000, lambda: gates close(lock))

7. The function gates_close(lock) unlocks alarm output "Output 1".

def gates_close(lock):
object ("Output 1").set_output_low ()

Below is the script that will plan audiophile when a license plate number on the blacklist is recognized.

def play sound(filename) :
import platform
if platform.system() == 'Windows':
import winsound
winsound.PlaySound (filename, winsound.SND FILENAME\
| winsound.SND_ASYNC | winsound.SND NOWAIT)
else:
alert ('Not implemented')

def the lpr handler (event) :
if event.flags & LPR BLACKLIST:
play_sound(r"C:\VMS\sounds\alarm.wav")

activate_on_lpr_events(the_ lpr_handler)

Saving AutoTRASSIR screenshots to different folders

In this example we consider a script designed to save screenshots of vehicles from the whitelist and blacklist, or
whose license plate numbers were poorly recognized, to different folders. The implementation uses AutoTRASSIR
lists and the screenshot saving functionality.

You should configure internal license plate number lists or connect external list beforehand. After that create a new
script and copy and paste the following code.

def condition(event):

if event.quality == 0 :

obj (event.channel) .screenshot ex("", r"C:\VMS\Screenshots\Low quality")
elif event.flags & LPR WHITELIST :

obj (event.channel) .screenshot ex("", r"C:\VMS\Screenshots\Whitelist")
elif event.flags & LPR BLACKLIST :

obj (event.channel) .screenshot ex("", r"C:\VMS\Screenshots\Blacklist")

activate on lpr events (condition)
Let's examine a few parts in more detail.

1. This part of the script indicates the activator; in this case, the activator is an event from AutoTRASSIR.

activate on lpr events (condition)
2. The function 'condition' defines a condition whereby:

« if the recognition confidence of any one symbol on the license plate is zero, a screenshot will be captured and
placed in the "C:\VMS\Screenshots\Low_quality" folder

if event.quality == 0 :
obj (event.channel) .screenshot_ex\
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("",r"C:\VMS\Screenshots\Low quality"

« Ifthe recognized number is on the whitelist, a screenshot will be captured and placed in the "C:\VMS\Screenshots
\Whitelist" folder

elif event.flags & LPR WHITELIST :
obj (event.channel) .screenshot ex\
("",r"C:\VMS\Screenshots\Whitelist")

« Ifthe recognized number is on the blacklist, a screenshot will be captured and placed in the "C:\VMS\Screenshots
\Blacklist" folder

elif event.flags & LPR BLACKLIST :
obj (event.channel) .screenshot_ex\
("",r"C:\VMS\Screenshots\Blacklist")

Screenshot when a cashier signs in

In this example, we consider a script that will be activated based on an event from the ActivePOS point-of-sale
operations control system. The specified event is a cashier signing in, and the action is to save a screenshot from
the associated channel. Thus, when a cashier signs into a cash register, a screenshot with the cashier will be saved;
this makes it possible to verify the identity of the cashier, if necessary.

def shot (event):

if event.type == "POS_CASHIER _REGISTRATION":
obj (event.associated channel) .screenshot ex("",r"C:\VMS\Screenshots\Cashiers"

activate on pos events (shot)

1. This part of the script indicates the activator; in this case, the activator is an event from ActivePOS.

activate_on_pos_events (shot)

2. The function shot(event) defines a condition whereby if the event is a cashier signing in, then a screenshot from
the associated channel is saved to "C:\VMS\Screenshots\Cashiers".
def shot (event) :
if event.type == "POS_CASHIER_REGISTRATION":

obj (event.associated channel).screenshot ex\
("", r"C:\VMS\Screenshots\Cashiers"

Placing a warning flag on a receipt when alcohol is sold at night

Each store has certain scenarios of events that are alarming and require verification. ActivePOS allows you to mark
such events with alarm bookmarks and add arbitrary comments. After that, you can sample these events for further
analysis. In this example, we will consider a script that marks the sale of alcohol at night as an alarm event.

First, you must create a schedule. The screenshot below shows a schedule for this example.

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 15 17 18 19 20 21 2 23

Then create a new script and insert the following code:

def condition (ev):

if (object ("Night").state("color") == "Red"): return
if ev.type!="POS_POSITION_ADD": return
u = ev.text.decode ("utf-8") .upper () .encode ("utf-8")
for w in ["BEER", "WINE", "VODKA", "COGNAC"]:
if u.find(w) != -1:
pos_fraud(ev, "Warning! Unlawful sale of alcohol!")
return

activate on pos events (condition)
Let's examine a few parts in more detail.

1. This part of the script indicates the activator; in this case, the activator is an event from ActivePOS.

activate_on_pos_events(condition)

2. The condition function checks if the "Night" schedule is in the red area and if the event is item adding. In case
the result is positive, search for the following words in the goods name is done: "BEER", "WINE", "VODKA",
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"BRANDY"(the other names which are used for the goods being sold in your store can be added). In case one of
these words are found in the name of the goods, troubling tab will be inserted into the receipt using pos_fraud
method, and troubling event will be accompanied with pre-set comment.

def condition(ev):
if (object ("Night").state("color") == "Red"): return
if ev.type!="POS POSITION ADD": return

u = ev.text.decode ("utf-8") .upper () .encode ("utf-8")
for w in ["BEER", "WINE", "VODKA", "BRANDY"]:
if u.find(w) != -1:
pos_fraud(ev, "Attention! Illegal sale of alcohol!")
return

Export archive when a receipt is canceled

In this example, we consider a script that will export the archive from the camera over a cash register when a receipt
or position is canceled; the recording will go into an electronic file that will include 15 seconds before the event and
15 seconds after it.

To begin, create a new script and copy the following code to it.

from time import strftime
from time import time

from time import localtime
from os import path

def export_wait(filename, callback):
status = get archive export status(path.basename (filename))
if status==1:
timeout (1000, lambda: export wait(filename, callback)
elif status==0 or status==2:
alert ("AVI export failed")

callback()
else:
if not path.exists(decode (filename)) :
alert ("Exported file %$s not found!"™ % filename)
callback()

def action0_2():
pass

def start export(ev, tl, t2, filename):
object ("Operator m-gilyazov's interface").archive export)\
(ev.associated channel, tl, t2, path.basename(filename), O0)
timeout (1000, lambda: export wait (filename, lambda: action0_2()))

def condition (event):

if event.type == "POS RECEIPT CANCEL"\
or event.type == "POS_POSITION_CANCEL":
t = time()
tl = '"$.0f' % ((£-30)*1000000)
t2 = '$.0f' % (t*1000000)

shots_path = r"C:\VMS\Screenshots\cancel"

filename = event.pos_terminal name + strftime ('%Y%m%d
localtime(t)) + '.avi'

filename = shots path + '/' + filename

timeout (15000, lambda: start_export (event, tl, t2, filename))

ae
jasi
I
=
a0
0
—

activate_on_pos_events(condition)

Let's examine a few parts in more detail.

1. This part of the script indicates the activator; in this case, the activator is an event from ActivePOS.

activate on pos events (condition)

2. The 'condition’ function determines if the event is a canceled position or canceled receipt. If it is, the start_export
function is executed. The 'condition’ function also specifies a 30-second wait, and output filename, and the path
to the folder where the electronic file will be saved.

def condition(event):

if event.type == "POS_RECEIPT_CANCEL"\
or event.type == "POS POSITION CANCEL":
t = time ()
tl = '$.0f' % ((t-30)*1000000)
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t2 = '$.0f' % (t*1000000)

shots_path = r"C:\VMS\Screenshots\cancel"

filename = event.pos terminal name +\

strftime ('%$Y%m%d_%H%M%S', localtime(t)) + '.avi'
filename = shots path + '/' + filename

exported files[event.pos_terminal name] = filename
timeout (15000, lambda: start export)\

(event, tl, t2, filename))

3. The start_export function starts exporting the archive with the previously specified settings and invokes the
export_wait function.

def start export(ev, tl, t2, filename):
object ("Operator's interface m-gilyazov").archive export)\
(ev.associated channel, tl, t2, path.basename(filename), O0)
timeout (1000, lambda: export wait (filename, lambda: action0_2()))

4. The 'export_wait' function determines if an archive export is currently underway from a previous instance of the
script; if it is not, then action0_2 is executed.
def start export(ev, tl, t2, filename):
object ("Operator's interface m-gilyazov").archive export)\

(ev.associated channel, tl, t2, path.basename(filename), O0)
timeout (1000, lambda: export wait (filename, lambda: action0_2()))

Changing the sensitivity of a detector according to a schedule

In this example, we consider a script designed to change the sensitivity of a motion detector according to a schedule.
It can reduce the number of false positives due to noise at night.

First, you must create a schedule. The screenshot below shows a schedule for this example.

00 01 02 03 04 05 06 07 08 09 30 11 12 13 14 15 15 17 18 19 20 21 20 23
Mon|

Then create a new script and copy the following code to it.

night = \

1122 18

zone_mask Zone 1

200
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111*

day = \

'1r22 18

zone mask Zone 1

500
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
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1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111111111
1111111111111111112112* "

def md_settings (md) :

for d in settings("ip cameras").ls():
if d.type != "Grabber": continue

if d["family"] == "Hikvision":
d["channelOO0 _md_setup"] = md

def condition():

if (object schedule.state("color") == "Red")
md_settings (night)
elif (object schedule.state("color") == "Green")

md_settings (day)

object_schedule = object ("From Dusk Till Dawn")
object schedule.activate on state changes(condition)

Let's examine a few parts in more detail.

1. In this part of the script the activator is specified, and the schedule is an activator. It is sufficient to change the
schedule name to connect the script to any other schedule object ("From Dusk Till Dawn")

object schedule = object ("From Dusk Till Dawn")
object schedule.activate on state changes(condition)

2. The 'condition' function defines a condition whereby if the schedule is in the red zone, the variable "md" is assigned
the value "night"; but if it is in the green zone, the variable is assigned the value "day".

def condition():

if (object_schedule.state("color") == "Red")
md settings (night)
elif (object schedule.state("color") == "Green")

md settings (day)

3. In this part of the script, the variable "channel00_md_setup" is set equal to the value of the parameter "md" for
all devices in the "Hikvision" family.

def md_settings (md) :

for d in settings("ip cameras").ls():
if d.type != "Grabber": continue

if d["family"] == "Hikvision":
d["channelO0 md_setup"] = md

4. The "day" and "night" variables define the zone settings and sensitivity of the hardware-based detector.

Below is an example of a script that changes the sensitivity of a software-based detector for all channels, according
to a schedule.

night = \

1132 32

zone _mask Zone 1

500
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
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11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
11111111111111111111111111111111
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def md_settings (md) :
for d in settings ("channels") .ls():
if d["archive zombie flag"] == 0:
d["software md setup"] = md

def condition():

if (object_schedule.state("color") == "Red")
md_settings (night)
elif (object_schedule.state("color") == "Green")

md_settings (day)

object schedule = object ("From Dusk Till Dawn")
object_schedule.activate on_state_ changes (condition)

Changing a server's state during an extended period of high processor load

In this example, we consider a script designed to change the server's state to an alarm state during an extended
period of high processor load.
To begin, create a new script and copy the following code to it.

from collections import deque

a = deque()
i=0
1 = 15 #length of queue a
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“+
I

= 30000 #sample frequency in ms
k = 85 #critical processor load

def iter func():
global a, i, 1, t, k

if len(a) >= 1:

a.popleft ()

i = settings("health") ["cpu usage"]
a.append (i)

s =0
c =0
for j in xrange (0, len(a)):
s += alj]
c=s/1
if ¢ >= k :
settings ("health") ["user defined health indicator"] = 0
else :
settings ("health") ["user defined health indicator"] = -1

timeout (t, iter_ func)

def start script():
iter_ func()

start script ()

Let's examine a few parts in more detail.

1. In this part of the script, the length of queue a is checked and the latest processor load value is written to it.
if len(a) >= 1:
a.popleft ()

a.append (1)

i = settings("health") ["cpu usage"]

2. In the next part of the script, all of the elements of double-ended queue a are added together.

s =0

c =20

for j in xrange (0, len(a)):
s += alj]

3. In this part of the script, the average processor load ¢ is computed and compared with critical value k. If the average
value is greater than or equal to the critical value, the server's state is manually downgraded. If the average value
is less than the critical value, the server's state is switch to normal.

c=s/1

if ¢ >= k :

settings ("health") ["user_defined health_indicator"] = 0
else :

settings ("health") ["user_defined health indicator"] = -1

timeout (t, iter func)

* * Rules

» Scripts

» Schedules

* Adding an email account
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Plugins

You can expand the basic server functionality by configuring the following additional modules:

ActiveDome is a module for automated control of PTZ cameras.
ActivePOS is a module for monitoring point-of-sale operations.
AutoTRASSIR/AutoPass is a module for automatic license plate number recognition.

Integration with one or several Access Control Systems or Security and Fire Alarm Systems - events receipt from
Access Control System or Security and Fire Alarm System devices.

SIMT is an smart object-tracking detector.

ActiveSearch is a revolutionary tool for searching an archive.

Slow down detector is a module that discovers suspicious or lost objects in the shooting area.

Face Tracker/Recognizer is an intelligent module intended for detecting and recognizing faces in the frame.
Empty shelf detector is a module that allows analyzing and informing about the store shelves condition.

Queue detector and Workplace detector are the modules intended for crowd detection and the employees office
hours tracking.

Head Tracker is a module for counting the number of people intersecting the border in one of the preset directions.

Neuro Detector is an intelligent module for recognizing various object classes on video. It is designed for building
of complex security systems.

ArUco Detector is a module designed for special bar codes recognition.
Bags counter is a module which allows to get information on the number of bags on the conveyer belt.

Abandoned items neural detector is a plugin designed for identifying suspicious or forgotten objects in the shooting
area.

Pose detector is a plugin that can determine a person's posture based on movement and behavior algorithms.
Camera image quality indicator is a module that allows you to analyze the quality of the camera image and report

visibility impairment.

The availability of any of the modules described is determined by your license.
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ActiveDome - Automated PTZ-camera control

ActiveDome is a module for PTZ cameras robotic control. It can be used to provide instant positioning of PTZ camera
on the desired object. The object tracking can be peformed in two modes: manual or automatic.

The basic idea behind the module is to use information from objects in the overview camera's frames to control the
PTZ camera, regardless of their relative orientation. Additionally, any combination or quantity of overview- and PTZ
cameras may be used.

To configure the ActiveDome system:

1.

2.

Install and configure cameras to be used in the ActiveDome.

If an analog PTZ camera is being used, be sure that the RS-485 converter connection is correct and configure
the server's serial port.

. Select an optics model or calibrate the optics of the PTZ cameras.
. Create a scene by adding overview- and PTZ cameras.

. Establish the correspondence between each pair of overview- and PTZ cameras.

o This section provides recommendations on how to configure the ActiveDome system. See the Operator's

Guide (???) for information about how to arrange cameras in a template or use the module itself.

ActiveDome features:

Independent positioning of the overview- and PTZ cameras. Configuring ActiveDome does not require a specific
relative orientation between the cameras. A calibration system based on "smart" algorithms is used to establish
associations.

Coordinates are automatically recalculated given the zoom level and transmitted to the PTZ camera.
The PTZ camera can be positioned to an unlimited number of points on the screen.

Simple positioning of a camera by single-clicking with the mouse or highlighting the desired area of the screen.
The positioning speed is only limited by the camera's speed.

Object tracking both manually and automatically using Neuro Detector.

* * ActiveDome's manual and automatic operating modes
» Choosing an optics model and calibrating PTZ camera optics
» Creating an ActiveDome scene
» Comparison of overview cameras and PTZ cameras
» Connecting analog PTZ cameras

 Serial port settings
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ActiveDome's manual and automatic operating modes

When the operator selects an arbitrary point, the PTZ camera's control parameters are automatically calculated.
Consequently, the PTZ camera is positioned not only to the desired location but with the required zoom level as well.
The manual mode lets the operator highlight an object on a camera image which allows to point a PTZ camera to
this object. An image scale is also calculated, if needed. ActiveDome manual mode can be successfully implemented
in mass movement zones and where the constant operator's attention is required: squares, railway stations, airports,
shopping malls, etc.

There are two ways to point the camera in manual mode:

» A simple click of the mouse - the selected location on the screen will be displayed at the required zoom level;
+ Highlighting a rectangular area - the selected area will be displayed on the entire screen.

Automatic mode can be implemented for vast poorly visited areas security, where an appearance of a person or a
vehicle is considered an alarm: warehouses and their surrounding areas, oil depots, military facilities, bridges, railroad
exclusion zones, etc.

In automatic mode, the information about the object for the PTZ camera is transmitted from Neural Detector. At the
same, the modules transmit coordinates of objects to the ActiveDome, taking into account their future displacement
during the rotation of the camera. They can also distinguish objects from each other and remember their history (the
path traveled), which allows you to point the camera to them in turn to record a detailed image of each. The video
camera switches between the objects accompanying them for a time, which is called the "redirection interval" and
is configured in scene settings.

ActiveDome and Neuro Detector joint use allows configuring effective tracking of people with the same identification:
the uniform color or absence of a headwear (hardhat).

The possibility to use smart modules in ActiveDome is determined by the appropriate module license.

» ActiveDome - Automated PTZ-camera control
» Choosing an optics model and calibrating PTZ camera optics
» Creating an ActiveDome scene

» Comparison of overview cameras and PTZ cameras
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Creating an ActiveDome scene

The basic element of configuring ActiveDome is the scene. A scene is a system of connected overview- and PTZ
cameras that provide video surveillance for a specific zone. One scene can simultaneously use up to 4 overview
cameras and 4 PTZ cameras in any combination. The number of scenes is unlimited.

o + Overview camera - A fixed-position camera that gives a wide shot.
* PTZ camera - A high-speed dome camera that points immediately at a desired object.

For example, a single PTZ camera and four wide-angle overview cameras can provide 360° monitoring of a space.

After clicking Create new..., a window will open where you can configure the new ActiveDome scene. This window
supports changing the scene's name, adding overview- and PTZ cameras, and deleting the scene.

Sewp | Help

AdtivaDorn Scent Name: [Seane 1

B Dekte.

@ - .
#

ACDIIZIR 1

Pl
o

An inventory of available PTZ cameras is generated from the list of PTZ devices that have been bound
to an appropriate serial port. Additionally, you can use SpeedDome PTZ IP-cameras. IP cameras are
added and configured just like other /P devices.

* The Automatic Object Tracking using SIMT of Deep tracker options enables Automatic ActiveDome mode .

» The Switch timeout parameter determines the amount of time for which an object will be tracked before the camera
will switch to a different target (if one exists). The values range between 1 and 10 seconds.

* Next, establish the correspondence between the overview- and PTZ cameras.

v *- Plugins

Analytics
~ ActiveDome
v Scene 1

o A list of all created scenes is shown in the settings tree.

TR-D2111IR3W 1 / AC-DS123IR3 2

» ActiveDome - Automated PTZ-camera control
» Choosing an optics model and calibrating PTZ camera optics

» Comparison of overview cameras and PTZ cameras
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Comparison of overview cameras and PTZ cameras

When adding cameras to an ActiveDome scene, every possible combination of overview- and PTZ cameras are
created automatically.

sen (e \

Overview / PTZ Comeras Binding

 Enable Binding Minimal object size: 0% %1

Oveniw Camerss P2 Comers:
RIS >

x [-058 2] P (7800
Y. 017 & T (53900
Fied ot view: 0.1

o0

Revert Changes | | Save Point | | Delete Point

You will need to add a few points and indicate the correspondence between them on the overview- and PTZ cameras.
To do this:

1. Double-click in the overview camera window to add a calibration point.

2. Orient the lens of the PTZ camera so that the crosshairs point exactly at the point specified in the overview camera
window.

3. Click Save point.

The X and Y parameters make it possible to more precisely move the point on the overview camera. The Pan and
Tilt parameters facilitate more accurate positioning of the PTZ camera. The Field of view parameter specifies the
zoom level at the given point. The parameter's value should be chosen based on the assumption that the height of
the icon is approximately the same as the height of a person.

At least 3 points must be provided. Verify the position of the PTZ camera in various areas. If the camera

is not positioned accurately in a given area, then create an additional point there. For example, more
precise configuration may be necessary if the overview- and PTZ camera are a significant distance from
each other.

After configuring the correspondence between the overview and PTZ camera, you can check for gross errors by
clicking Show correspondence grid. Abrupt breaks in the grid indicate the presence of a gross error.

Example of a grid with a gross error:
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The complete list of combinations of overview- and PTZ cameras is shown in the settings tree.
v *-Plugins

Analytics
~ ActiveDome
v Scene 1
TR-D2111IR3W 1 / ACD5123IR3 2

» ActiveDome - Automated PTZ-camera control
» Choosing an optics model and calibrating PTZ camera optics

» Creating an ActiveDome scene
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ActivePOS - Point-of-sale operations monitoring

The ActivePOS module is designed for monitoring point-of-sale operations in order to suppress fraud by cashiers and
store staff and help resolve conflicts with customers. The module can be used in major supermarket chains, movie
theaters, hair salons, gas stations, as well as any small retail outlets.

A versatile receipt filter and synchronized video from a surveillance camera make it possible to detect virtually any
theft scheme, while convenient archive management tools let you immediately response to any irregular situation.
Point-of-sale operations are monitored in the following manner:

1.

2.

Cash registers and video surveillance server are combined into a local network.

A nearby video camera monitors each point-of-sale terminal.

. Each point-of-sale terminal is assigned an IP address and a server port to which data about completed transactions

is sent.

. In the server's settings, each point-of-sale terminal is bound to the signal from a camera near the cashier.

. The video for each point-of-sale terminal is supplemented with a synchronized description of operations being

performed (captions).

. All of the video is saved in the archive.

. If necessary, the server administrator sets up filters for suspicious events, the occurrence of which requires

additional attention by monitoring personnel.

333

TCP/IP, RS-232

* * ActivePOS features

» Trading systems and equipment compatible with ActivePOS
+ ActivePOS incidents and detectors

» Configuring POS terminals

» Configuring R-Keeper POS terminals

* DSSL XML for ActivePOS

» Using ActivePQOS in scripts
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ActivePOS features

The ActivePOS module provides:

» A breakdown of a receipt's continuous text into a collection of events representing all of the cashier's actions,
not all of which are displayed on the customer's receipt: cashbox operations, cashier sign-in, discount calculation,
generation of a report with and without a reset, etc.

« Ability to configure a response to any point-of-sale terminal event.

« Ability to save events for sales, cancellations, returns, annulments, etc. in a database and search for them in any
combination while overlaying a receipt number, cashier's name, time interval, purchase total, etc.

» Binding of events to a video sequence with the ability to search by event for a particular video frame.

» Color highlighting of alarm- and knowingly suspicious operations as soon as they occur; the operator sees the
situation in real-time.

* Quick search in the event archive.

» Statistics and analytical reports about sales (canceled goods, calculations of discounts, average receipt total).

» ActivePOS - Point-of-sale operations monitoring

» Trading systems and equipment compatible with ActivePOS
 ActivePOS incidents and detectors

» Configuring POS terminals

» Configuring R-Keeper POS terminals

» DSSL XML for ActivePOS

» Using ActivePQOS in scripts
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Trading systems and equipment compatible with ActivePOS

ActivePOS operates both with full scale trading-POS systems as well as with separate devices:

* POS systems:

Cashier workplace Artix:POS

Frontol software

R-Keeper

dStore POS of MICROS company

SuperMag UKM 4 cash desk system
SHTRIH-LIGHTPOS POS-system

IBS GAS software package

Set Retail cash program

MARKET SOFTWARE + from Soft Market company

POS-2000 computer cash desk

* Weighting equipment:

SKI-12 weight indicator
CAS CI-200A weight indicator
CAS-CL5000J sticker printing POS-scales

CAS-DBII(E), CAS-CI2001A floor scales

* Counting machines and sorters:

Numeron and BPS banknote sorters

Glory GFR-220, USF100 and USF 51 banknote counters

Glory (Talaris) MACH-6 coin sorter

Kisan Newton-FS, Newton-VS, Newton-F(v3.22) and K-500Pro banknote counters and sorters

Laurel K4 and Laurel K8 banknote sorters

Perconta Sortovit MS10 DB coin sorter

Magner 150 Digital and Magner 350 Digital banknote sorters

DoCash DC-50V and DoCash DC-50F banknote counters

@

Additionally, the ActivePOS module can receive events using TCP or UDP from any other system, provided that the

events adhere to the DSSL XML format.

In order to configure the transmission of events from the POS terminals, you need to specify the IP address, port and
protocol in the trading system software. Check the documentation from the vendors of the cash register software for

each of the supported trading systems settings.
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ActivePOS - Point-of-sale operations monitoring
ActivePOS features

ActivePOS incidents and detectors

Configuring POS terminals

Configuring R-Keeper POS terminals

DSSL XML for ActivePOS

Using ActivePQOS in scripts
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ActivePOS incidents and detectors

Incidents are special events resulting from an analysis of personnel actions. They represent violations of a retail
outlet's established operating rules.

For example:
* Violation of cash-handling rules: "Sale receipt printed without signature", "Product released without receipt”, etc.

* Violations causing intentional or unintentional harm to the organization or customers: "Simulated product scanning”,
"Product sold with understated weight", etc.

* Violations resulting from failure to comply with internal company standards: "Store opened late", "Cell phone used",
etc.

« And so forth.

.......

Rl clescy ikl sl

You can use the following types of incidents:
» Automatically detected - Incidents are detected using configured detectors.

* Manually detected - Incidents whose confirmation requires operator involvement. See the Operator's Guide (??7?)
for a description of manually detected incidents and how to confirm them.

To begin incident detection, set the checkbox next to the desired incident. When using automatically detected
incidents, set the checkbox for the corresponding detector.

In order to create incident and detector settings backup copy and transfer them to the other server, press Save
settings... button and select the folder. On default setting will be saved to the file pos detectors.xml. Press Load
settings... button in the other server's settings and select the file saved earlier.

In case during the operation any detector has been deactivated and the staff activities analysis has not been
performed, you can activate it at any time and process the archive of receipt which has been already saved with it.
To do this, mark the required detector in the list and select Archive processing... item in context menu. Specify the
period of time, the receipts of which should be processed by this detector in the opened window and press Process.
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&F Process archive ? X

‘ Process receipts from archive i
et | From:
® Menth age. -
( O [25.082018 13:01:14 -
Enabled ] To:
® Now
O [25002018 13:01:14 -

thestore orto the buyer

(iafie)

Productm )

Productm  Delete unconfirmed intidents...

Delete Process.

isfifisfiafiafi)

Product miss when sold in bulk [ —

In order to process the whole archive of events, press Process all archived events... button.

In order to reset all done settings of incidents and detectors used by them, press Restore default values
button.

ActivePQOS - Point-of-sale operations monitoring

ActivePOS features
» Trading systems and equipment compatible with ActivePOS

» Configuring POS terminals
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Personal incidents and detectors creation

You can create an unlimited number of the incident type and detectors to detect them. In order to create an incident
press Create new incident type button or select Create new incident type... item in the context menu. Enter the
Name and Description of incident in the opened window.

/ Setup \_ Help

Create new incident type

4 Back Create

Name: |No smile while service

Cheerful mood and smile are the hallmarks of quality service of our store,

Description:

All created incidents can be grouped into the folders. In order to do this drag and drop them to available folders or
create new folders clicking Create new folder item in the context menu.

In order to edit detector parameters open incident, click twice on detector or click View description in the context
menu. You can modify incident detection in the opened window.

! Setup Help

Edit detector

4m Back [2] Save

Name: | Cancellation of paid receipt

POS_ITYPE_DESCRIPTION_ID_2

Description

Parameters (] Unlock parameters and start creating new detector with these seftings
Terminals Filter
Cashiers Filter L

Minimum receipt price: |50 :

If necessary you can create you on set of incidents and detectors to detect them. In order to do this, open incident
and click twice on Create new detector... item.

For example, we need to trace sales when "Gift handling out" and "sale with discount card" are present in the receipt.
In order to do this, we will use Events filter detector from Other incidents folder. We will specify the events which
are required as parameters: Adding gift to receipt and Discount card sale and check Examine for all events

/ Setwp \  Help
Edit detector
48 Back - Create new detector.
Name: | Applying personal discount card

Description:

Parameters: Unlock parameters and start creating new detector with these settings
Terminals Filter POS1@MSK-EXP-16, POS2@MSK-EXP-
Cashiers Filter [ Cashiers ] |
Check on the occurrence of events:
Event contains text: [Text]

It makes sense to use checking Process all archive events box only for the events appearing within
one receipt.

In case the box is not checked, it means that detector will activate in case occurrence of any event
selected in Filter by events field.

Activate the detector.

| setp \ Help

Incidents and Detectors

= Create new incident type [Z] save setup...| [l Load setup...| | ¥ Process all archive events...| | §§> Reset to defaults

Name Enabled A
Using mobile phone on workplace
[ intentional damage to the store or to the buyer
v [M Miscellaneous incidents
Vv Events filter detector
[Ef Applying personal discount card
=R Events filter detector
=+ Create new detector..
Scan out of receipt
Scan without adding a position to the check
Show price of product
B Unintentional damage to the store or to the buyer
[ Violation of the rules of cash management services
Tect

[Lquicksearch1 %

9]

Enabled
Enabled

S8

KRE
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Now if a cashier will register discount card sales and hand out gift to the client, we will see it in the incident report
(see section ??? in "Operator's Manual").

* ActivePOS incidents and detectors
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Configuring POS terminals

In order to add POS-terminal click ActivePOS -> Terminals menu items and press Add POS button.

Setup Help

Name 1P Address Port  TCP/UDP Channel Protocol
[ Enable |POST 172161357 2555 8| [1CP_~ -
Subtitles x1: |10 &/ y1: (10§ x2 (90 3§ y2 90 & Charsinline 60 &

i Delete terminal

[ enable [pos2 2555 %|[TCP ¥ -
Subtitles x1: |10 %/ yl: |10 % x2 90 % y2 80 % Charsinline: |60 %

T Delete terminal

=+ Add terminal

Event Colors...| Fontsize: 16 %

Specify the following in the point-of-sale termiﬁal’s settings window:

* Name - The terminal's display name in the system.

» IP address - The address of the server providing information about transactions.
* Port - The server port.

* TCP/UDP - The transport protocol.

» Channel - The camera to which the point-of-sale terminal will be bound.

» Protocol - The protocol used by the retail system (point-of-sale terminal).

» Subtitles - coordinates of upper left and lower right angles of rectangle where subtitles will be outputted (POS
operations content).

* Char in line - The maximum number of symbols to display on a single line. The size of the area for displaying
captions is considered when displaying lines.

Subtitles from one POS-terminal can be distributed into several video channels. Accomplish this adding additional
channels and set Subtitles position.

| Setup Help

Name IP Address Port  TCP/UDP Channel Protocol

Enable [POS1 172.16.13.57 55 %/[Tcp - DSSL_XML_PDC -
Subitles x%: (10 @] y1: [10 %) 2 (90 #]y2 [90 & Charsinline: [60 &
T Delete terminal
Additional channels
Subtitles x1: (10 %/ y1: (10 % 2 (90 %|y2 [90 2] Chasinline: (60 3| T

=+ Add channel

The number of additional channels is determined by corresponding software license.

If the settings are correct, the events generated by the POS terminal will be displayed in the operator interface in the
Event Log of POS terminals and on the selected channel.

(=] B | e %

ENS \ \1_!\\ ) o , _J
You can select the color and font of the events generated by POS terminals, in the event log and on video, if necessary.
To do this:
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« Set the font high in the Font size field. In order to choose the event colors, press Event colors...

* In the opened window, select the color of the event by clicking on the corresponding color icon. The colors for
similar events can be changed by dragging the color icon from one event to another.

When defining the background color of ActivePOS events, use Alpha channel field to set the
background transparency level: from O(fully transparent background) to255(opaque background).
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Location settings

Locations allow to associate certain image from the camera with operations done on POS.

For example, a gas station is equipped with several cameras directed on fuel dispensers. Using special identifiers
transmitted to the server along with payment data, you will bind payment receipt with certain video channel. Thus, the
image of each fuel dispenser will be overlaid with information about the payment for fuel dispensed only through it.
To do this press Location settings... button and establish matching of Identifiers and Video channel.

-2

pump 1 TR-D2VIRIW2

pump2

v x
+ 8 @

Bl Eporttofie. | | I Importrom .. Close

You can use Export to file... and Import from file... buttons to transfer location settings from one server
to another one.

Location settings can be done only by using DSSL_XML protocol (see section DSSL XML for
ActivePQOS).

ActivePOS - Point-of-sale operations monitoring

&

ActivePOS features

Trading systems and equipment compatible with ActivePOS

ActivePOS incidents and detectors

Configuring R-Keeper POS terminals

Using ActivePOS in scripts
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Configuring R-Keeper POS terminals

Unlike other retail systems, R-Keeper uses a fixed port to receive data packets from several terminal devices or cash
registers; The terminal number is written in the transaction packet.

The server handles this peculiarity with an automation script that receives R-Keeper transactions, analyzes their
contents, and redirects them to the appropriate ActivePOS terminal.

Configuration of the server for the R-Keeper protocol consists of three steps:

1. Terminal configuration
R-Keeper POS-terminals must be configured as follows:

¢ |P address - blank

* Port 60,000 more than the terminal number (for example, for terminal 13, the port is 60013; for terminal 37,
the port is 60037)

« TCP/UDP - UDP
] Enable |Termial 3 60002 &/ (UDP -

Subtitles x1: 10 %/ y1: (10 $|x2: (90 §[y2 (90 & Charsiniine [60 %
T Delete terminal

Additional channels
= Add channel

=+ Add terminal

2. Redirection script
You can find the redirection script in the examples:
v @Auinmaﬁnn i . o

E-Mail Accounts

@ Border Crossed A - > B B
® Day/Night

@ HDD Health Monitor o
@ Health Turns Bad 2
2 Input Highto Low z
® Night time 5
@ Password Reminder
& R-Keeper

& Signal lost

® weekend 2

& Work Day Begin - _ Tomte !t
% SaveandRun || Revert L0 GO inset. | | Toadeample~ w] | Transistion | | Parameters

When an R-Keeper terminal is connected to the script a pop-up message will appear:

The serve awaits for the data on port 4444, by default; you can change this port number by editing the following
lines, if necessary:

3. Editing the configuration file

For correct processing of the R-Keeper transactions, you should edit pos-rkeeper.ini, which is located in the
server folder.

The file is written in the INI format and has the following structure:

» [CashMachines]
- Name of a group of terminals (for example, [Group1])

» terminal_ids="1,2,5,7"
- A list of the terminals in the group
The line 'terminal_ids="*" signifies the numbers of all terminals that have not been explicitly indicated in the
configuration file

+ date_format="dd.MM.yyyy"
- The date format

 time_format="h:mm:ss"
- The time format
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* FN_RECEIPT_BEGIN_MIN=100
FN_RECEIPT_BEGIN_MAX=100
- The range of FunctionNumber for the "New receipt" event

* FN_RECEIPT_END_MIN=10
FN_RECEIPT_END_MIN=10
- The range of FunctionNumber for the "Receipt closed"

* FN_POSITION_ADD_MIN=101
FN_POSITION_ADD_MAX=105
- The range of FunctionNumber for the "Position added" event

* FN_PRINT_MIN=200
FN_PRINT_MAX=999
- The range of FunctionNumber for the "Comments" event

* FN_RECEIPT_DISCOUNT_MIN=4
FN_RECEIPT_DISCOUNT_MAX=4
- The range of FunctionNumber for the "Discount applied to receipt" event

* FN_CANCEL_BEGIN_MIN=0
FN_CANCEL_BEGIN_MAX=0
- The range of FunctionNumber for the "Canceled receipt opened" event

* FN_CANCEL_POSITION_MIN=6
FN_CANCEL_POSITION_MAX=6
- The range of FunctionNumber for the "Position canceled" event

* FN_CANCEL_END_MIN=0
FN_CANCEL_END_MAX=0
- The range of FunctionNumber for the "Canceled receipt closed" event

o You can find the configuration example in pos-rkeeper.sample.ini in the server folder

To determine the range values, you must either analyze protocol dumps or refer to the documentation and settings
of the devices being used.

All of the settings must be specified for each group of terminals. If you do not know the range, fill it
with zeros.

The ranges of different events must not overlap for correct operation.
A configuration file string beginning with ";" is a comment and is not analyzed.

There is no need to restart the server to check the modified settings, just turn off and on the adjustable ActivePOS
terminal.
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DSSL XML for ActivePOS

This format allows you to send events to ActivePOS on behalf of the POS terminal. The messages in this format can
be sent both via TCP and UDP.

As can be seen from its name, this protocol is based on XML. Each event that happens on at point-of-sale terminal
is represented by a transaction block:

<?xml version="1.0" encoding="utf-8"?>

<transaction>
<event_type>POSNG_RECEIPT_OPEN</event_type>
<operation id>E44D0F4A</operation id>
<cashier>Ivanov I</cashier>
<date>11/01/2017</date>
<time>16:40:08</time>
<location>cas 1</location>

</transaction>

<?xml version="1.0" encoding="utf-8"?>

<transaction>
<event type>POSNG POSITION ADD</event type>
<operation_id>E44D0F4A</operation_id>
<cashier>Ivanov I</cashier>
<date>11/01/2017</date>
<time>16:40:10</time>
<position>1</position>
<weight>1.234</weight>
<barcode>1149990037</barcode>
<text>Rollton LBE chicken Caesar 65g (Mareven Food Central): 24</text>
<price>185.4</price>
<location>cas 1</location>

</transaction>

<?xml version="1.0" encoding="utf-8"?>

<transaction>
<event type>POSNG POSITION ADD</event type>
<operation_id>E44D0F4A</operation_id>
<cashier>Ivanov I</cashier>
<date>11/01/2017</date>
<time>16:40:15</time>
<position>2</position>
<quantity>2</quantity>
<price_per_unit>51.99</price_per unit>
<barcode>0760557822035</barcode>
<text>Buttermilk milk ster.1,5% 0,951 t / brik (Unimilk): 1.12</text>
<price>103.98</price>
<location>cas_1</location>

</transaction>

<?xml version="1.0" encoding="utf-8"?>

<transaction>
<event_type>POSNG_POSITION_ADD</event_type>
<operation id>E44D0F4A</operation id>
<cashier>Ivanov I</cashier>
<date>11/01/2017</date>
<time>16:40:15</time>
<position>3</position>
<volume>10.723</volume>
<barcode>12843745092347</barcode>
<text>Benzin AI95</text>
<price>76.45</price>
<location>cas_1</location>

</transaction>

<?xml version="1.0" encoding="utf-8"?>

<transaction>
<event_type>POSNG_RECEIPT_CLOSE</event_type>
<operation id>E44D0F4A</operation id>
<cashier>Ivanov I</cashier>
<price>313.84</price>
<date>11/01/2017</date>
<time>16:40:20</time>
<location>cas_1</location>

</transaction>

Each unit of transactions has:
* Mandatory set of transferred data:

« event_type - the event type;
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operation_id - unique identifier (sequential number of document) all operations by which are combined into
single receipt;

cashier - user name;
date - the operation's completion date (MM/dd/yyyy);

time - the operation's completion time (hh:mm:ss).

» Set of parameters describing the operation:

List

position - number of item in receipt;

quantity - parameter containing quantitative characteristic of operation expressed in whole number;
weight - parameter containing fractional quantitative characteristic of operation;

volume - a parameter containing a fractional quantitative characteristic of the volume of the goods;
price - parameter containing information of the price or cost of operation being conducted;
price_per_unit - price per unit of goods;

barcode - item bar code;

article - item number;

location - parameter connecting operation being conducted with video channel (see section Configuring POS
terminals);

text - parameter is intended for the transfer of text data concerning operation (for example, item name, error
code, etc.).

of events and parameters describing given event can differ depending on videosurveillance object:

DSSL XML for trade objects;

DSSL XML for hotel business and public catering objects;
DSSL XML for banknote counters and sorters.

DSSL XML for warehouses.

DSSL XML for gas stations.

o The list of event types is continuously added to. You can get an up-to-date list by contacting DSSL

technical support.

A frequently-used option is to have a script send messages to 127.0.0.1 using UDP. The port number must match
the terminal created in the ActivePOS settings dialog.

t =

"<?xml version= ... <transaction> ... </transaction>"

import socket

try:

s = socket.socket (socket.AF_INET, socket.SOCK_DGRAM)
s.connect (("127.0.0.1", port))
s.send(t)
s.close ()

except socket.error, msg:

error ("can't forward to port %$i: %$s" % (port, msg))
s.close ()
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DSSL XML for trade objects

Shift events

Event type (event_type)

Description

POSNG_SHIFT_START

The start of a shift

POSNG_SHIFT_END

The end of a shift

POSNG_SHIFT_RESTORE

The restoration of a shift

POSNG_SHIFT_OVER_24H

The shift has exceeded 24 hours

User registration

Event type (event_type)

Description

POSNG_CASHIER_LOGIN_BEGIN

Cashier sign-in started

POSNG_CASHIER_LOGIN_FAIL

Cashier sign-in failed

POSNG_CASHIER_LOGIN

Cashier sign-in succeeded

POSNG_CASHIER_LOGOUT

Cashier sign-out

POSNG_ADMIN_LOGIN_BEGIN

Administrator sign-in started

POSNG_ADMIN_LOGIN_FAIL

Administrator sign-in failed

POSNG_ADMIN_LOGIN_FAIL

Administrator sign-in succeeded

POSNG_ADMIN_LOGOUT

Administrator sign-out

POSNG_TAX_OFFICER_LOGIN_BEGIN

Tax officer sign-in started

POSNG_TAX_OFFICER_LOGIN_FAIL

Tax officer sign-in failed

POSNG_TAX_OFFICER_LOGIN

Tax officer sign-in succeeded

POSNG_TAX_OFFICER_LOGOUT

Tax officer sign-out

Creating a receipt

Event type (event_type)

Description

POSNG_RECEIPT_OPEN

Sales receipt opened

POSNG_RECEIPT_SELL_CLOSE

Sales receipt closed

POSNG_RECEIPT_RETURN

Return receipt opened

POSNG_RECEIPT_RETURN_CLOSE

Return receipt closed

POSNG_RECEIPT_ANNULMENT

New cancellation receipt

POSNG_RECEIPT_EXCHANGE

New exchange receipt

POSNG_RECEIPT_EXCHANGE_CLOSE

Exchange receipt closed

POSNG_RECEIPT_PAYOUT

New payout receipt

POSNG_RECEIPT_PAYOUT_CLOSE

Payout receipt closed

POSNG_RECEIPT_REPAYMENT

New repayment receipt

POSNG_RECEIPT_CLOSE

Receipt closed

POSNG_RECEIPT_CANCEL_BEGIN

Receipt cancellation started

POSNG_RECEIPT_CANCEL_FAIL

Receipt cancellation failed

POSNG_RECEIPT_CANCEL

Receipt canceled

POSNG_RECEIPT_CANCEL_WITH_WRITE_OFF

Cancellation of a check with withdrawal

POSNG_RECEIPT_DELAY

Delayed receipt recorded

POSNG_RECEIPT_DELAYED_RESTORE

Delayed receipt requested
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Event type (event_type)

Description

POSNG_RECEIPT_SOFT_REQUEST

Soft receipt requested

POSNG_RECEIPT_RECOVERY

Receipt restored

POSNG_RECEIPT_COPY

Receipt copied

Calculation of receipt amount

Event type (event_type)

Description

POSNG_RECEIPT_PRELIMINARY_RESULT

Cash payment subtotaled

POSNG_RECEIPT_PRELIMINARY_RESULT_CASHLESS

Cashless payment subtotaled

POSNG_RECEIPT_PRELIMINARY_RESULT_SLIP_BEGIN

Slip subtotal started

POSNG_RECEIPT_PRELIMINARY_RESULT_SLIP_FAIL

Slip subtotal failed

POSNG_RECEIPT_PRELIMINARY_RESULT_SLIP

Slip subtotaled

POSNG_RECEIPT_FINAL_RESULT

Receipt amount

POSNG_RECEIPT_FINAL_RESULT_IS_UNKNOWN

Receipt amount unknown

POSNG_RECEIPT_FINAL_RESULT IS_NULL

Zero receipt

POSNG_RECEIPT_CHANGE

Change

POSNG_RECEIPT_DISCOUNT_PROMO

Discount application for the promo result

POSNG_RECEIPT_DISCOUNT_ROUNDING

Discount application for coin rounding result

POSNG_RECEIPT_DISCOUNT_LOYALITY

Discount application for loyalty result

POSNG_RECEIPT_DISCOUNT

Discount

POSNG_DISCOUNT

Discount

POSNG_RECEIPT_DISCOUNT

Discount canceled

POSNG_RECEIPT_NUMBER

Receipt number

Adding positions

Event type (event_type)

Description

POSNG_POSITION_ADD

Position added to a receipt

POSNG_POSITION_ADD_BY_ARTICLE

Position added using stock number

POSNG_POSITION_ADD_BY_BARCODE_MANUALLY

Position added manually using barcode

POSNG_POSITION_ADD_BY_SCANNER

Position added using scanner

POSNG_POSITION_ADD_BY LIST

Position added from a list

POSNG_POSITION_ADD_BY_PRICE

Position added based on price

POSNG_POSITION_SUB_ADD

Adding an additional item

POSNG_ERROR_POSITION_NOT_FOUND_BY_ARTICLE

Position not found using stock number

POSNG_ERROR_POSITION_NOT_FOUND_BY_BARCODE

Position not found using barcode

POSNG_ERROR_POSITION_NOT_FOUND_BY_PRICE

Position not found based on price

POSNG_POSITION_NOT_FOUND

Iltem not found

POSNG_POSITION_SCAN_OUT_OF _RECEIPT

Position not on receipt was scanned

POSNG_POSITION_IMIT_ADD_BY_SCANNER

Scanning of the items without adding the
item to the receipt

POSNG_POSITION_ADD_FORBIDDEN_GOODS

Sale of prohibited position attempted

POSNG_POSITION_ADD_PRESENT

Gift added to receipt

POSNG_POSITION_ENTER_AMOUNT_OF_GOODS_MANUALLY

Cashier entered position quantity manually
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Changing added positions

Event type (event_type)

Description

POSNG_POSITION_CHANGE

Position changed somehow

POSNG_POSITION_AMOUNT_DECREASE_BEGIN

Reduction of position quantity started

POSNG_POSITION_AMOUNT_DECREASE_FAIL

Reduction of position quantity failed

POSNG_POSITION_AMOUNT_DECREASE

Position quantity reduced

POSNG_POSITION_AMOUNT_INCREASE_BEGIN

Increase of position quantity started

POSNG_POSITION_AMOUNT_INCREASE_FAIL

Increase of position quantity failed

POSNG_POSITION_AMOUNT_INCREASE

Position quantity increased

POSNG_SYSTEM_SHOW_PRODUCT_PRICE

Check price

POSNG_POSITION_COST_DECREASE_BEGIN

Position price reduction started

POSNG_POSITION_COST_DECREASE_FAIL

Position price reduction failed

POSNG_POSITION_COST_DECREASE

Position price reduced

POSNG_POSITION_COST_INCREASE_BEGIN

Position price increase started

POSNG_POSITION_COST_INCREASE_FAIL

Position price increase failed

POSNG_POSITION_COST_INCREASE

Position price increased

Deleting positions from a receipt

Event type (event_type)

Description

POSNG_POSITION_CANCEL_BEGIN

Position cancellation started

POSNG_POSITION_CANCEL_FAIL

Position cancellation failed

POSNG_POSITION_CANCEL

Position canceled

POSNG_POSITION_REMOVE_BEGIN

Position deletion started

POSNG_POSITION_REMOVE_FAIL

Position deletion failed

POSNG_POSITION_REMOVE

Position deleted

Adding a discount to positions

Event type (event_type)

Description

POSNG_POSITION_DISCOUNT_BEGIN

Attempt to assign discount to a good

POSNG_POSITION_DISCOUNT_FAIL

Position discount failed

POSNG_POSITION_DISCOUNT_SELECT

Position discount selected

POSNG_POSITION_DISCOUNT

Position discount assigned

POSNG_POSITION_DISCOUNT_CANCEL

Position discount canceled

Payment type

Event type (event_type)

Description

POSNG_PAYMENT_CREDIT_CARD

Credit card payment

POSNG_PAYMENT_CREDIT_CARD_FAIL

Credit card payment failed

POSNG_PAYMENT_INSIDER_CARD

In-house credit card payment

POSNG_PAYMENT_INSIDER_CARD_FAIL

In-house credit card payment failed

POSNG_PAYMENT_DISCOUNT_CARD

Loyalty card payment

POSNG_PAYMENT_DISCOUNT_CARD_FAIL

Loyalty card payment failed

POSNG_PAYMENT_DISCOUNT_CARD_NOT_FOUND

Loyalty card not found
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Event type (event_type)

Description

POSNG_PAYMENT_COUPON

Coupon payment

POSNG_PAYMENT_COUPON_FAIL

Coupon payment failed

POSNG_PAYMENT_DOCUMENT

Document payment

POSNG_PAYMENT_BONUS_CARD_BEGIN

Rewards card payment started

POSNG_PAYMENT_BONUS_CARD_FAIL

Rewards card payment failed

POSNG_PAYMENT_BONUS_CARD

Rewards card payment

POSNG_PAYMENT_CERTIFICATE

Payment certificate payment

POSNG_PAYMENT_CASH

Cash payment

POSNG_PAYMENT_CASHLESS

Cashless payment

POSNG_PAYMENT_CANCEL

Payment canceled

POSNG_CARD_WAITING

Waiting for card

POSNG_CARD_NUMBER

Card number received

Modes

Event type (event_type)

Description

POSNG_MODE_RECEIPT_PRINT

Receipt printing mode started

POSNG_MODE_RECEIPT_PRINT_EXIT

Receipt printing mode ended

POSNG_MODE_RECEIPT_PRINT_EXIT

Sales receipt printing mode

POSNG_MODE_CASH_MEMO_PRINT_EXIT

Sales receipt printing mode ended

POSNG_MODE_SELL

"Sales" mode started

POSNG_MODE_SELL_EXIT

"Sales" mode ended

POSNG_POSITION_RETURN

Return of goods

POSNG_MODE_SELL_EXIT

"Return" mode started

POSNG_MODE_RETURN_EXIT

"Return" mode ended

POSNG_MODE_SERVICE_PAYMENT

"Service fee" mode started

POSNG_MODE_SERVICE_PAYMENT_EXIT

"Service fee" mode ended

POSNG_MODE_CALCULATOR

"Calculator" mode started

POSNG_MODE_CALCULATOR_EXIT

"Calculator" mode ended

POSNG_MODE_PRODUCT_INFO

"Product information" mode started

POSNG_MODE_PRODUCT_INFO

"Product information" mode ended

Printing

Event type (event_type)

Description

POSNG_RECEIPT_PRINT

Receipt printed

POSNG_RECEIPT_PRINT_CASH_MEMO

Sales receipt printed from "Cashier" mode

POSNG_RECEIPT_PRINT_COPY

Copy of receipt printed

POSNG_RECEIPT_PRINT_COPY_ADMIN_MODE

Copy of receipt printed from "Administrator"
mode

POSNG_SLIP_PRINT

Slip printed

POSNG_SLIP_PRINT_COPY

Copy of slip printed
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Cash drawer

Event type (event_type) Description

POSNG_MONEYBOX_OPEN Cash drawer opened during payment

POSNG_MONEYBOX_OPEN_FORCED Cash drawer opened using button

POSNG_MONEYBOX_DEPOSITION Cashier deposited cash in the register

POSNG_MONEYBOX_DEPOSITION_FINISHED Deposit finished

POSNG_MONEYBOX_WITHDRAWAL Cash withdrawn from register

POSNG_MONEYBOX_WITHDRAWAL_FINISHED Withdrawal finished

POSNG_MONEYBOX_ADMIN_OPEN Cash drawer opened from "Administrator"

mode

POSNG_MONEYBOX_ADMIN_OPEN Administrator deposited cash in the register

POSNG_MONEYBOX_ADMIN_DEPOSITION_FINISHED Administrator's deposit finished

POSNG_MONEYBOX_ADMIN_WITHDRAWAL Cash withdrawn from register in

Administrator mode

POSNG_MONEYBOX_ADMIN_WITHDRAWAL_FINISHED Administrator's withdrawal finished

POSNG_MONEYBOX_DECLARATION Cash drawer statement

Rewards cards

Event type (event_type) Description

POSNG_BONUS_CARD_BALANCE_REQUEST Card balance requested

POSNG_BONUS_CARD_ACTIVATE Card activated

POSNG_BONUS_CARD_DEPOSITION Card deposit

POSNG_BONUS_CARD_BONUS_DEPOSITION Rewards credited to card

POSNG_BONUS_CARD_UNREGISTER Card unregistered

POSNG_BONUS_CARD_BALANCE_DETAILED REQUEST Detailed card balance requested

Payment certificates

Event type (event_type) Description

POSNG_PAYMENT_CERTIFICATE_SELL Retail payment certificate sold

Cash-register system events

Event type (event_type) Description

POSNG_SYSTEM_START Cash register started

POSNG_SYSTEM_SHUTDOWN

Cash register shut down

POSNG_SYSTEM_REBOOT

Cash register rebooted

POSNG_SYSTEM_FMD_CREATE

FMD created

POSNG_SYSTEM_FMD_WRITE

FMD recorded

POSNG_SYSTEM_FMD_VIEW

Control tape viewed

POSNG_SYSTEM_FMD_PRINT

Control tape from FMD printed

POSNG_SYSTEM_SETUP_VIEW

Cash register settings viewed

POSNG_SYSTEM_SETUP_COLORS

Colors configured

POSNG_SYSTEM_CHECK_SALES_DATA

Sales data checked

POSNG_SYSTEM_DEVICE_KEEPALIVE

Cash control
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Event type (event_type)

Description

POSNG_SYSTEM_DATABASE_CLEANUP

Database cleaned up

POSNG_SYSTEM_INFO

System information

Reports

Event type (event_type)

Description

POSNG_REPORT_DAILY

Daily report printed

POSNG_REPORT_BY_SECTIONS

Section report printed

POSNG_REPORT_X

X Report printed

POSNG_REPORT Z

Z Report printed

POSNG_REPORT_Z_COPY

Copy of Z Report printed

POSNG_REPORT_FR

FR report printed

POSNG_REPORT_BY_CASHIERS

Cashier report printed

POSNG_REPORT_BY_GOODS

Product report printed

POSNG_REPORT_BY_TIME

Time-based report printed

POSNG_REPORT_BY_HOURS

Hourly report printed

POSNG_REPORT_BY_CASHLESS_OPERATIONS

Cashless payment report printed

POSNG_REPORT_BY_GROWING_RESULTS

Cumulative totals report printed

POSNG_REPORT_BY_BANK_OPERATIONS

Bank operations report printed

POSNG_REPORT_BY_SHIFT

Shift report printed

POSNG_REPORT_WRITE_OFF_ACT

Write-off report printed

Service events

Event type (event_type)

Description

POSNG_COMMENT

Comments

POSNG_ACTIVITY

Operator activity

POSNG_ACTION

Action taken

POSNG_FRAUD

Incident event generated from a script

POSNG_ERROR

Error

POSNG_ERROR_PRINTER

Printer error

POSNG_ERROR_BANK_PAYMENT

Bank (payment) error

POSNG_ERROR_NOT_A_NUMBER

Non-numeric value entered

POSNG_ERROR_NUMBER_TOO_LARGE

Number entered is too large

POSNG_BANK_CHECK_RESULTS

Bank reconciliation

POSNG_BANK_DAY_FINAL_RESULT _REQUEST

Daily bank totals requested

POSNG_BANK_DAY_CLOSE

Bank day closed

* * DSSL XML for ActivePOS

» DSSL XML for hospitality business and public catering objects

e DSSL XML for warehouses
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DSSL XML for hospitality business and public catering objects

Shift events

Event type (event_type)

Description

POSNG_SHIFT_START

The start of a shift

POSNG_SHIFT_END

The end of a shift

POSNG_SHIFT_RESTORE

The restoration of a shift

POSNG_SHIFT_OVER_24H

The shift has exceeded 24 hours

User registration

Event type (event_type)

Description

POSNG_CASHIER_LOGIN_BEGIN

Cashier sign-in started

POSNG_CASHIER_LOGIN_FAIL

Cashier sign-in failed

POSNG_CASHIER_LOGIN

Cashier sign-in succeeded

POSNG_CASHIER_LOGOUT

Cashier sign-out

POSNG_ADMIN_LOGIN_BEGIN

Administrator sign-in started

POSNG_ADMIN_LOGIN_FAIL

Administrator sign-in failed

POSNG_ADMIN_LOGIN_FAIL

Administrator sign-in succeeded

POSNG_ADMIN_LOGOUT

Administrator sign-out

POSNG_TAX_OFFICER_LOGIN_BEGIN

Tax officer sign-in started

POSNG_TAX_OFFICER_LOGIN_FAIL

Tax officer sign-in failed

POSNG_TAX_OFFICER_LOGIN

Tax officer sign-in succeeded

POSNG_TAX_OFFICER_LOGOUT

Tax officer sign-out

Creating a receipt

Event type (event_type)

Description

POSNG_RECEIPT_OPEN

Order is opened

POSNG_RECEIPT_SELL_CLOSE

Order is closed

POSNG_RECEIPT_RETURN

Redemption check beginning

POSNG_RECEIPT_RETURN_CLOSE

Redemption check end

POSNG_RECEIPT_CANCEL_BEGIN

Receipt cancellation started

POSNG_RECEIPT_CANCEL_FAIL

Receipt cancellation failed

POSNG_RECEIPT_CANCEL

Receipt canceled

POSNG_RECEIPT_CANCEL_WITH_WRITE_OFF

Cancellation of a check with withdrawal

POSNG_RECEIPT_DELAY

Delayed receipt recorded

POSNG_RECEIPT_DELAYED RESTORE

Delayed receipt requested

POSNG_RECEIPT_SOFT_REQUEST

Soft receipt requested

POSNG_RECEIPT_RECOVERY

Receipt restored

POSNG_RECEIPT_COPY

Receipt copied

Calculation of receipt amount

Event type (event_type)

Description

POSNG_RECEIPT_PRELIMINARY_RESULT

Cash payment subtotaled
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Event type (event_type)

Description

POSNG_RECEIPT_PRELIMINARY_RESULT_CASHLESS

Cashless payment subtotaled

POSNG_RECEIPT_PRELIMINARY_RESULT_SLIP_BEGIN

Slip subtotal started

POSNG_RECEIPT_PRELIMINARY_RESULT_SLIP_FAIL

Slip subtotal failed

POSNG_RECEIPT_PRELIMINARY_RESULT_SLIP

Slip subtotaled

POSNG_RECEIPT_FINAL_RESULT

Receipt amount

POSNG_RECEIPT_FINAL_RESULT_IS_UNKNOWN

Receipt amount unknown

POSNG_RECEIPT_FINAL_RESULT_IS_NULL

Zero receipt

POSNG_RECEIPT_CHANGE

Change

POSNG_RECEIPT_DISCOUNT_PROMO

Discount application to the promo result

POSNG_RECEIPT_DISCOUNT_ROUNDING

Discount application to the coin rounding
result

POSNG_RECEIPT_DISCOUNT_LOYALITY

Discount application to the loyalty result

POSNG_RECEIPT_DISCOUNT

Discount

POSNG_DISCOUNT

Discount

POSNG_RECEIPT_DISCOUNT

Discount canceled

POSNG_RECEIPT_NUMBER

Receipt number

Adding positions

Event type (event_type)

Description

POSNG_POSITION_ADD

Position added to a receipt

POSNG_POSITION_ADD_BY_ARTICLE

Position added using stock number

POSNG_POSITION_ADD_BY BARCODE_MANUALLY

Position added manually using barcode

POSNG_POSITION_ADD_BY_SCANNER

Position added using scanner

POSNG_POSITION_ADD_BY_LIST

Position added from a list

POSNG_POSITION_ADD_BY_PRICE

Position added based on price

POSNG_ERROR_POSITION_NOT_FOUND_BY_ARTICLE

Position not found using stock number

POSNG_ERROR_POSITION_NOT_FOUND_BY_BARCODE

Position not found using barcode

POSNG_ERROR_POSITION_NOT_FOUND_BY_PRICE

Position not found based on price

POSNG_POSITION_SCAN_OUT_OF _RECEIPT

Position not on receipt was scanned

POSNG_POSITION_ADD_FORBIDDEN_GOODS

Sale of prohibited position attempted

POSNG_POSITION_ADD_PRESENT

Gift added to receipt

Changing added positions

Event type (event_type)

Description

POSNG_POSITION_CHANGE

Position changed somehow

POSNG_POSITION_AMOUNT_DECREASE_BEGIN

Reduction of position quantity started

POSNG_POSITION_AMOUNT_DECREASE_FAIL

Reduction of position quantity failed

POSNG_POSITION_AMOUNT_DECREASE

Position quantity reduced

POSNG_POSITION_AMOUNT_INCREASE_BEGIN

Increase of position quantity started

POSNG_POSITION_AMOUNT_INCREASE_FAIL

Increase of position quantity failed

POSNG_POSITION_AMOUNT_INCREASE

Position quantity increased

POSNG_POSITION_COST_DECREASE_BEGIN

Position price reduction started
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Event type (event_type)

Description

POSNG_POSITION_COST_DECREASE_FAIL

Position price reduction failed

POSNG_POSITION_COST_DECREASE

Position price reduced

POSNG_POSITION_COST_INCREASE_BEGIN

Position price increase started

POSNG_POSITION_COST_INCREASE_FAIL

Position price increase failed

POSNG_POSITION_COST_INCREASE

Position price increased

Deleting positions from a receipt

Event type (event_type)

Description

POSNG_POSITION_CANCEL_BEGIN

Position cancellation started

POSNG_POSITION_CANCEL_FAIL

Position cancellation failed

POSNG_POSITION_CANCEL

Position canceled

POSNG_POSITION_REMOVE_BEGIN

Position deletion started

POSNG_POSITION_REMOVE_FAIL

Position deletion failed

POSNG_POSITION_REMOVE

Position deleted

Adding a discount to positions

Event type (event_type)

Description

POSNG_POSITION_DISCOUNT_BEGIN

Attempt to assign discount to a good

POSNG_POSITION_DISCOUNT_FAIL

Position discount failed

POSNG_POSITION_DISCOUNT_SELECT

Position discount selected

POSNG_POSITION_DISCOUNT

Position discount assigned

POSNG_POSITION_DISCOUNT_CANCEL

Position discount canceled

Payment type

Event type (event_type)

Description

POSNG_PAYMENT_CREDIT_CARD

Credit card payment

POSNG_PAYMENT_CREDIT_CARD_FAIL

Credit card payment failed

POSNG_PAYMENT_INSIDER_CARD

In-house credit card payment

POSNG_PAYMENT_INSIDER_CARD

In-house credit card payment

POSNG_PAYMENT_INSIDER_CARD_FAIL

In-house credit card payment failed

POSNG_PAYMENT_DISCOUNT_CARD

Loyalty card payment

POSNG_PAYMENT_DISCOUNT_CARD_FAIL

Loyalty card payment failed

POSNG_PAYMENT_DISCOUNT_CARD_NOT_FOUND

Loyalty card not found

POSNG_PAYMENT _COUPON

Coupon payment

POSNG_PAYMENT_COUPON_FAIL

Coupon payment failed

POSNG_PAYMENT_DOCUMENT

Document payment

POSNG_PAYMENT_BONUS_CARD_BEGIN

Rewards card payment started

POSNG_PAYMENT_BONUS_CARD_FAIL

Rewards card payment failed

POSNG_PAYMENT_BONUS_CARD

Rewards card payment

POSNG_PAYMENT_CERTIFICATE

Payment certificate payment

POSNG_PAYMENT_CASH

Cash payment

POSNG_PAYMENT_CASHLESS

Cashless payment
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Event type (event_type)

Description

POSNG_PAYMENT_CANCEL

Payment canceled

POSNG_CARD_WAITING

Waiting for card

POSNG_CARD_NUMBER

Card number received

Modes

Event type (event_type)

Description

POSNG_MODE_RECEIPT_PRINT

Receipt printing mode started

POSNG_MODE_RECEIPT_PRINT_EXIT

Receipt printing mode ended

POSNG_MODE_RECEIPT_PRINT_EXIT

Sales receipt printing mode

POSNG_MODE_CASH_MEMO_PRINT_EXIT

Sales receipt printing mode ended

POSNG_MODE_SELL

"Sales" mode started

POSNG_MODE_SELL_EXIT

"Sales" mode ended

POSNG_MODE_SELL_EXIT

"Return" mode started

POSNG_MODE_RETURN_EXIT

"Return" mode ended

POSNG_MODE_SERVICE_PAYMENT

"Service fee" mode started

POSNG_MODE_SERVICE_PAYMENT_EXIT

"Service fee" mode ended

POSNG_MODE_CALCULATOR

"Calculator" mode started

POSNG_MODE_CALCULATOR_EXIT

"Calculator" mode ended

POSNG_MODE_PRODUCT_INFO

"Product information" mode started

POSNG_MODE_PRODUCT_INFO

"Product information" mode ended

Printing

Event type (event_type)

Description

POSNG_RECEIPT_PRINT

Receipt printed

POSNG_RECEIPT_PRINT_CASH_MEMO

Sales receipt printed from "Cashier" mode

POSNG_RECEIPT_PRINT_COPY

Copy of receipt printed

POSNG_RECEIPT_PRINT_COPY_ADMIN_MODE

Copy of receipt printed from "Administrator"
mode

POSNG_SLIP_PRINT

Slip printed

POSNG_SLIP_PRINT_COPY

Copy of slip printed

Cash drawer

Event type (event_type)

Description

POSNG_MONEYBOX_OPEN

Cash drawer opened during payment

POSNG_MONEYBOX_OPEN_FORCED

Cash drawer opened using button

POSNG_MONEYBOX_DEPOSITION

Cashier deposited cash in the register

POSNG_MONEYBOX_DEPOSITION_FINISHED

Deposit finished

POSNG_MONEYBOX_WITHDRAWAL

Cash withdrawn from register

POSNG_MONEYBOX_WITHDRAWAL_FINISHED

Withdrawal finished

POSNG_MONEYBOX_ADMIN_OPEN

Cash drawer opened from "Administrator”
mode

POSNG_MONEYBOX_ADMIN_OPEN

Administrator deposited cash in the register

POSNG_MONEYBOX_ADMIN_DEPOSITION_FINISHED

Administrator's deposit finished
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Event type (event_type) Description

POSNG_MONEYBOX_ADMIN_WITHDRAWAL Cash withdrawn from register in

Administrator mode

POSNG_MONEYBOX_ADMIN_WITHDRAWAL_FINISHED Administrator's withdrawal finished

POSNG_MONEYBOX_DECLARATION Cash drawer statement

Rewards cards

Event type (event_type) Description

POSNG_BONUS_CARD_BALANCE_REQUEST Card balance requested

POSNG_BONUS_CARD_ACTIVATE Card activated

POSNG_BONUS_CARD_DEPOSITION Card deposit

POSNG_BONUS_CARD_BONUS_DEPOSITION Rewards credited to card

POSNG_BONUS_CARD_UNREGISTER Card unregistered

POSNG_BONUS_CARD_BALANCE_DETAILED _REQUEST Detailed card balance requested

Payment certificates

Event type (event_type)

Description

POSNG_PAYMENT_CERTIFICATE_SELL

Retail payment certificate sold

Cash-register system events

Event type (event_type)

Description

POSNG_SYSTEM_START

Cash register started

POSNG_SYSTEM_SHUTDOWN

Cash register shut down

POSNG_SYSTEM_REBOOT

Cash register rebooted

POSNG_SYSTEM_FMD_CREATE

FMD created

POSNG_SYSTEM_FMD_WRITE

FMD recorded

POSNG_SYSTEM_FMD_VIEW

Control tape viewed

POSNG_SYSTEM_FMD_PRINT

Control tape from FMD printed

POSNG_SYSTEM_SETUP_VIEW

Cash register settings viewed

POSNG_SYSTEM_SETUP_COLORS

Colors configured

POSNG_SYSTEM_CHECK_SALES_DATA

Sales data checked

POSNG_SYSTEM_DEVICE_KEEPALIVE

Cash control

POSNG_SYSTEM_DATABASE_CLEANUP

Database cleaned up

POSNG_SYSTEM_INFO

System information

Reports

Event type (event_type)

Description

POSNG_REPORT_DAILY

Daily report printed

POSNG_REPORT_BY_SECTIONS

Section report printed

POSNG_REPORT_X

X Report printed

POSNG_REPORT Z

Z Report printed

POSNG_REPORT_Z_COPY

Copy of Z Report printed

POSNG_REPORT_FR

FR report printed

POSNG_REPORT_BY_CASHIERS

Cashier report printed
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Event type (event_type)

Description

POSNG_REPORT_BY_GOODS

Product report printed

POSNG_REPORT_BY_TIME

Time-based report printed

POSNG_REPORT_BY_HOURS

Hourly report printed

POSNG_REPORT_BY_CASHLESS_OPERATIONS

Cashless payment report printed

POSNG_REPORT_BY_GROWING_RESULTS

Cumulative totals report printed

POSNG_REPORT_BY_BANK_OPERATIONS

Bank operations report printed

POSNG_REPORT_BY_SHIFT

Shift report printed

POSNG_REPORT_WRITE_OFF_ACT

Write-off report printed

Service events

Event type (event_type)

Description

POSNG_COMMENT

Comments

POSNG_ACTIVITY

Operator activity

POSNG_ACTION

Action taken

POSNG_FRAUD

Incident event generated from a script

POSNG_ERROR

Error

POSNG_ERROR_PRINTER

Printer error

POSNG_ERROR_BANK_PAYMENT

Bank (payment) error

POSNG_ERROR_NOT_A_NUMBER

Non-numeric value entered

POSNG_ERROR_NUMBER_TOO_LARGE

Number entered is too large

POSNG_BANK_CHECK_RESULTS

Bank reconciliation

POSNG_BANK_DAY_FINAL_RESULT_REQUEST

Daily bank totals requested

POSNG_BANK_DAY_CLOSE

Bank day closed

* * DSSL XML for ActivePOS
» DSSL XML for trade objects

 DSSL XML for warehouses
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DSSL XML for banknote counters and sorters

Creating a receipt

Event type (event_type)

Description

POSNG_RECEIPT_OPEN

New document "Banknote counting"

POSNG_RECEIPT_CLOSE

End of "Banknote counting" document

Adding positions

Event type (event_type)

Description

POSNG_POSITION_ADD

Adding banknotes/coins

Calculation of receipt amount

Event type (event_type)

Description

POSNG_RECEIPT_FINAL_RESULT

Receipt amount

Reports

Event type (event_type)

Description

POSNG_REPORT_X

X Report printed

Service events

Event type (event_type) Description
POSNG_COMMENT Comments
POSNG_ERROR Error
Banknote counters’ events
Event type (event_type) Description

POSNG_CASHCOUNTING_NUMBER_OF_REJECTS

Rejects number

POSNG_CASHCOUNTING_NUMBER_OF_BANKNOTES

Banknotes number

POSNG_CASHCOUNTING_NUMBER_OF_COINS

Coins number

POSNG_CASHCOUNTING_NUMBER_OF_COINS_NEEDED

Number of coins required to complete
packing procedure in all the bags

POSNG_CASHCOUNTING_NUMBER_OF_BAGS

Total number of finished bags packing

POSNG_CASHCOUNTING_MODE_BATCHES

Operation mode - packing

POSNG_CASHCOUNTING_MODE_COUNT

Operation mode - recounting/sorting

POSNG_CASHCOUNTING_MODE_FINAL_SETTLEMENT

Operation mode - total amount

POSNG_CASHCOUNTING_BATCH_RESULT

Packing result

* » DSSL XML for ActivePOS
» DSSL XML for trade objects

e« DSSL XML for warehouses
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DSSL XML for warehouses

Receipt generation

Type of event (event_type)

Description

POSNG_RECEIPT_OPEN

"Receipt" opening

POSNG_RECEIPT_CLOSE

"Receipt" closing

POSNG_RECEIPT_NUMBER

Receipt number

POSNG_STOREHOUSE_CLIENT

Client/supplier code (KLIENT)

POSNG_STOREHOUSE_SSCC

Pallet number (SSCC)

POSNG_STOREHOUSE_TOLOCATION To the cell
POSNG_STOREHOUSE_FROMLOCATION From the cell
POSNG_STOREHOUSE_RETURN Return

POSNG_STOREHOUSE_ISSUE

Issue

POSNG_STOREHOUSE_CHANGE_VALUE_FOR_QUALITY_CONTROL

Blocking scope change for quality
control

POSNG_STOREHOUSE_CHANGE_INCOME

Change of inflow

POSNG_STOREHOUSE_CHANGE

Change of storehouse

POSNG_STOREHOUSE_CHANGE_WRAPPING

Change of packing/repacking

POSNG_STOREHOUSE_NVENTORY Inventory
POSNG_STOREHOUSE_CORRECTION Correction
POSNG_STOREHOUSE_UNLOADED Unloaded
POSNG_STOREHOUSE_UNWRAPPED Unpacked
POSNG_STOREHOUSE_SELECTION Selection

POSNG_STOREHOUSE_SHIPMENT Shipment

POSNG_STOREHOUSE_RESERVETION_CANCEL

Customized reservation
cancellation

POSNG_STOREHOUSE_MOVING

Moving

POSNG_STOREHOUSE_MOVING_TO_PRODUCTION

moving to production

POSNG_STOREHOUSE_MOVING_BETWEEN_STOREHOUSES

Moving between storehouses

POSNG_STOREHOUSE_ADDITION

Addition

POSNG_STOREHOUSE_ACCEPTING

Acceptance

POSNG_STOREHOUSE_INCOME

Inflow

POSNG_STOREHOUSE_CHECK_SELECTED

Selection check

POSNG_STOREHOUSE_PRODUCTION

Production

POSNG_STOREHOUSE_PLACING

Placement

POSNG_STOREHOUSE_RESERVETION

Customized reservation

POSNG_STOREHOUSE_CHANGE_OWNER

Change of ownership

POSNG_STOREHOUSE_MIX_GOODS Mix lots
POSNG_STOREHOUSE_SORTING Sorting
POSNG_STOREHOUSE_WRITE_OFF Writing off

POSNG_STOREHOUSE_DELETE_GOODS

Remove storehouse commodity
stock

POSNG_STOREHOUSE_WRAPPING

Packing
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DSSL XML for gas stations

Shift events

Event type (event_type) Description

POSNG_SETTING_PRICES_AT_FILLING_STATIONS Setting prices for gas stations

POSNG_SHIFT_START

The start of a shift

POSNG_SHIFT_END

The end of a shift

POSNG_SHIFT_RESTORE

The restoration of a shift

POSNG_SHIFT_OVER_24H

The shift has exceeded 24 hours

User registration

Event type (event_type)

Description

POSNG_CASHIER_LOGIN_BEGIN

Cashier sign-in started

POSNG_CASHIER_LOGIN_FAIL

Cashier sign-in failed

POSNG_CASHIER_LOGIN

Cashier sign-in succeeded

POSNG_CASHIER_LOGOUT

Cashier sign-out

POSNG_ADMIN_LOGIN_BEGIN

Administrator sign-in started

POSNG_ADMIN_LOGIN_FAIL

Administrator sign-in failed

POSNG_ADMIN_LOGIN_FAIL

Administrator sign-in succeeded

POSNG_ADMIN_LOGOUT

Administrator sign-out

POSNG_TAX_OFFICER_LOGIN_BEGIN

Tax officer sign-in started

POSNG_TAX_OFFICER_LOGIN_FAIL

Tax officer sign-in failed

POSNG_TAX_OFFICER_LOGIN

Tax officer sign-in succeeded

POSNG_TAX_OFFICER_LOGOUT

Tax officer sign-out

Creating a receipt

Event type (event_type)

Description

POSNG_RECEIPT_OPEN

Sales receipt opened

POSNG_RECEIPT_SELL_CLOSE

Sales receipt closed

POSNG_RECEIPT_RETURN

Return receipt opened

POSNG_RECEIPT_RETURN_CLOSE

Return receipt closed

POSNG_RECEIPT_ANNULMENT

New cancellation receipt

POSNG_RECEIPT_EXCHANGE

New exchange receipt

POSNG_RECEIPT_EXCHANGE_CLOSE

Exchange receipt closed

POSNG_RECEIPT_PAYOUT

New payout receipt

POSNG_RECEIPT_PAYOUT_CLOSE

Payout receipt closed

POSNG_RECEIPT_REPAYMENT

New repayment receipt

POSNG_RECEIPT_CLOSE

Receipt closed

POSNG_RECEIPT_CANCEL_BEGIN

Receipt cancellation started

POSNG_RECEIPT_CANCEL_FAIL

Receipt cancellation failed

POSNG_RECEIPT_CANCEL

Receipt canceled

POSNG_RECEIPT_CANCEL_WITH_WRITE_OFF

Cancellation of a check with withdrawal

POSNG_RECEIPT_DELAY

Delayed receipt recorded
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Event type (event_type)

Description

POSNG_RECEIPT_DELAYED RESTORE

Delayed receipt requested

POSNG_RECEIPT_SOFT_REQUEST

Soft receipt requested

POSNG_RECEIPT_RECOVERY

Receipt restored

POSNG_RECEIPT_COPY

Receipt copied

Calculation of receipt amount

Event type (event_type)

Description

POSNG_STORE_MODE

Entering the store mode

POSNG_EXIT_STORE_MODE

Exiting the store mode

POSNG_SUMMARY RECEIPT

Opening the single-check window

POSNG_RECEIPT_PRELIMINARY_RESULT

Cash payment subtotaled

POSNG_RECEIPT_PRELIMINARY_RESULT_CASHLESS

Cashless payment subtotaled

POSNG_RECEIPT_PRELIMINARY_RESULT_SLIP_BEGIN

Slip subtotal started

POSNG_RECEIPT_PRELIMINARY_RESULT_SLIP_FAIL

Slip subtotal failed

POSNG_RECEIPT_PRELIMINARY_RESULT_SLIP

Slip subtotaled

POSNG_RECEIPT_FINAL_RESULT

Receipt amount

POSNG_RECEIPT_FINAL_RESULT_IS_UNKNOWN

Receipt amount unknown

POSNG_RECEIPT_FINAL_RESULT IS_NULL

Zero receipt

POSNG_RECEIPT_CHANGE

Change

POSNG_RECEIPT_DISCOUNT_PROMO

Discount application to the promo result

POSNG_RECEIPT_DISCOUNT_ROUNDING

Discount application for coin rounding result

POSNG_RECEIPT_DISCOUNT_LOYALITY

Discount application for loyalty result

POSNG_RECEIPT_DISCOUNT

Discount

POSNG_DISCOUNT

Discount

POSNG_RECEIPT_DISCOUNT

Discount canceled

POSNG_RECEIPT_NUMBER

Receipt number

Adding positions

Event type (event_type)

Description

POSNG_INPUT_OF_FUEL_QUANTITY_LITRES

Entering the fuel quantity (liters)

POSNG_INPUT_OF_FUEL_QUANTITY_RUBLES

Entering the fuel quantity (rubles)

POSNG_FUELING_TO_FULL_TANK

Refuel to full tank

POSNG_SELECT_TYPE_OF_FUEL

Selecting the fuel type

POSNG_ADD_FUEL_WITH_FUEL_BUTTON

Adding fuel with the [+Fuel] button

POSNG_ADD_CAR_WASHING_WITH_CAR_WASH_BUTTON

Adding car wash by [+Car wash] button

POSNG_POSITION_ADD

Position added to a receipt

POSNG_POSITION_ADD_BY_ARTICLE

Position added using stock number

POSNG_POSITION_ADD_BY BARCODE_MANUALLY

Position added manually using barcode

POSNG_POSITION_ADD_BY_SCANNER

Position added using scanner

POSNG_POSITION_ADD_BY_LIST

Position added from a list

POSNG_POSITION_ADD_BY_PRICE

Position added based on price

POSNG_ERROR_POSITION_NOT_FOUND_BY_ARTICLE

Position not found using stock number
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Event type (event_type) Description
POSNG_ERROR_POSITION_NOT_FOUND_BY_BARCODE Position not found using barcode
POSNG_ERROR_POSITION_NOT_FOUND_BY_PRICE Position not found based on price
POSNG_POSITION_SCAN_OUT_OF_RECEIPT Position not on receipt was scanned
POSNG_POSITION_ADD FORBIDDEN_GOODS Sale of prohibited position attempted
POSNG_POSITION_ADD_PRESENT Gift added to receipt
POSNG_POSITION_ENTER_AMOUNT_OF_GOODS_MANUALLY |Cashier entered position quantity manually

Changing added positions

Event type (event_type) Description
POSNG_POSITION_CHANGE Position changed somehow
POSNG_POSITION_AMOUNT_DECREASE_BEGIN Reduction of position quantity started
POSNG_POSITION_AMOUNT_DECREASE_FAIL Reduction of position quantity failed
POSNG_POSITION_AMOUNT_DECREASE Position quantity reduced
POSNG_POSITION_AMOUNT_INCREASE_BEGIN Increase of position quantity started
POSNG_POSITION_AMOUNT_INCREASE_FAIL Increase of position quantity failed
POSNG_POSITION_AMOUNT_INCREASE Position quantity increased
POSNG_POSITION_COST_DECREASE_BEGIN Position price reduction started
POSNG_POSITION_COST_DECREASE_FAIL Position price reduction failed
POSNG_POSITION_COST_DECREASE Position price reduced
POSNG_POSITION_COST_INCREASE_BEGIN Position price increase started
POSNG_POSITION_COST_INCREASE_FAIL Position price increase failed
POSNG_POSITION_COST_INCREASE Position price increased

Deleting positions from a receipt

Event type (event_type) Description
POSNG_POSITION_CANCEL_BEGIN Position cancellation started
POSNG_POSITION_CANCEL_FAIL Position cancellation failed
POSNG_POSITION_CANCEL Position canceled
POSNG_POSITION_REMOVE_BEGIN Position deletion started
POSNG_POSITION_REMOVE_FAIL Position deletion failed
POSNG_POSITION_REMOVE Position deleted

Adding a discount to positions

Event type (event_type) Description
POSNG_POSITION_DISCOUNT_BEGIN Attempt to assign discount to a good
POSNG_POSITION_DISCOUNT_FAIL Position discount failed
POSNG_POSITION_DISCOUNT_SELECT Position discount selected
POSNG_POSITION_DISCOUNT Position discount assigned
POSNG_POSITION_DISCOUNT_CANCEL Position discount canceled
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Payment type

Event type (event_type)

Description

POSNG_CHANGE_TYPE_OF_PAYMENT

Changing the payment type

POSNG_MIXING_TYPE_OF_PAYMENT

Mixed payment type

POSNG_OTHER_TYPES_OF_PAYMENT

Other payment types

POSNG_POST_PAYMENT_MODE

Post-payment mode

POSNG_PREPAYMENT_MODE

Prepayment mode

POSNG_CANCEL_PAYMENT_WITH_BONUS_CARD

Cancellation of bonus card payment

POSNG_PAYMENT_WITH_EXTERNAL_SYSTEM

Payment via integrated systems

POSNG_PAYMENT_CREDIT_CARD

Credit card payment

POSNG_PAYMENT_CREDIT_CARD_FAIL

Credit card payment failed

POSNG_PAYMENT_INSIDER_CARD

In-house credit card payment

POSNG_PAYMENT_INSIDER_CARD

In-house credit card payment

POSNG_PAYMENT_INSIDER_CARD_FAIL

In-house credit card payment failed

POSNG_PAYMENT_DISCOUNT_CARD

Loyalty card payment

POSNG_PAYMENT_DISCOUNT_CARD_FAIL

Loyalty card payment failed

POSNG_PAYMENT_DISCOUNT_CARD_NOT_FOUND

Loyalty card not found

POSNG_PAYMENT_COUPON

Coupon payment

POSNG_PAYMENT_COUPON_FAIL

Coupon payment failed

POSNG_PAYMENT_DOCUMENT

Document payment

POSNG_PAYMENT_BONUS_CARD_BEGIN

Rewards card payment started

POSNG_PAYMENT_BONUS_CARD_FAIL

Rewards card payment failed

POSNG_PAYMENT_BONUS_CARD

Rewards card payment

POSNG_PAYMENT_CERTIFICATE

Payment certificate payment

POSNG_PAYMENT_CASH

Cash payment

POSNG_PAYMENT_CASHLESS

Cashless payment

POSNG_PAYMENT_CANCEL

Payment canceled

POSNG_CARD_WAITING

Waiting for card

POSNG_CARD_NUMBER

Card number received

POSNG_PAYMENT_FUEL_CARD

Payment by fuel card

POSNG_PAYMENT_FUEL_CARD_FAIL

Refusal for fuel card payment

POSNG_PAYMENT_FUEL_THEFT

Fuel theft

Modes

Event type (event_type)

Description

POSNG_MODE_RECEIPT_PRINT

Receipt printing mode started

POSNG_MODE_RECEIPT_PRINT_EXIT

Receipt printing mode ended

POSNG_MODE_RECEIPT_PRINT_EXIT

Sales receipt printing mode

POSNG_MODE_CASH_MEMO_PRINT_EXIT

Sales receipt printing mode ended

POSNG_MODE_SELL

"Sales" mode started

POSNG_MODE_SELL_EXIT

"Sales" mode ended

POSNG_MODE_SELL_EXIT

"Return" mode started

POSNG_MODE_RETURN_EXIT

"Return" mode ended
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Event type (event_type)

Description

POSNG_MODE_SERVICE_PAYMENT

"Service fee" mode started

POSNG_MODE_SERVICE_PAYMENT_EXIT

"Service fee" mode ended

POSNG_MODE_CALCULATOR

"Calculator" mode started

POSNG_MODE_CALCULATOR_EXIT

"Calculator" mode ended

POSNG_MODE_PRODUCT_INFO

"Product information" mode started

POSNG_MODE_PRODUCT_INFO

"Product information" mode ended

POSNG_MODE_ENTER

Entering mode, or window

POSNG_MODE_EXIT

Exiting mode, or window

Printing

Event type (event_type)

Description

POSNG_RECEIPT_PRINT

Receipt printed

POSNG_RECEIPT_PRINT_CASH_MEMO

Sales receipt printed from "Cashier" mode

POSNG_RECEIPT_PRINT_COPY

Copy of receipt printed

POSNG_RECEIPT_PRINT_COPY_ADMIN_MODE

Copy of receipt printed from "Administrator"
mode

POSNG_SLIP_PRINT

Slip printed

POSNG_SLIP_PRINT_COPY

Copy of slip printed

Cash drawer

Cards

Event type (event_type)

Description

POSNG_MONEYBOX_OPEN

Cash drawer opened during payment

POSNG_MONEYBOX_OPEN_FORCED

Cash drawer opened using button

POSNG_MONEYBOX_DEPOSITION

Cashier deposited cash in the register

POSNG_MONEYBOX_DEPOSITION_FINISHED

Deposit finished

POSNG_MONEYBOX_WITHDRAWAL

Cash withdrawn from register

POSNG_MONEYBOX_WITHDRAWAL_FINISHED

Withdrawal finished

POSNG_MONEYBOX_ADMIN_OPEN

Cash drawer opened from "Administrator”
mode

POSNG_MONEYBOX_ADMIN_OPEN

Administrator deposited cash in the register

POSNG_MONEYBOX_ADMIN_DEPOSITION_FINISHED

Administrator's deposit finished

POSNG_MONEYBOX_ADMIN_WITHDRAWAL

Cash withdrawn from register in
Administrator mode

POSNG_MONEYBOX_ADMIN_WITHDRAWAL_FINISHED

Administrator's withdrawal finished

POSNG_MONEYBOX_DECLARATION

Cash drawer statement

Event type (event_type)

Description

POSNG_CANCEL_BONUS_CARD

Cancellation of bonus card use

POSNG_BONUS_CARD_BALANCE_REQUEST

Bonus card balance inquiry

POSNG_BONUS_CARD_ACTIVATE

Bonus card activation

POSNG_BONUS_CARD_DEPOSITION

Deposit to bonus card

POSNG_BONUS_CARD_BONUS_DEPOSITION

Adding bonuses to the bonus card
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Event type (event_type)

Description

POSNG_BONUS_CARD_UNREGISTER

Bonus card registration

POSNG_BONUS_CARD_BALANCE_DETAILED_REQUEST

Detailed bonus card balance inquiry

POSNG_CREDIT_CARD

Random credit card event

POSNG_DISCOUNT_CARD

Random discount card event

POSNG_BONUS_CARD

Random bonus card event

POSNG_FUEL_CARD

Random fuel card event

POSNG_FUEL_CARD_BALANCE

Fuel card balance

Payment certificates

Event type (event_type)

Description

POSNG_PAYMENT_CERTIFICATE_SELL

Retail payment certificate sold

Cash-register system events

Event type (event_type)

Description

POSNG_SYSTEM_START

Cash register started

POSNG_SYSTEM_SHUTDOWN

Cash register shut down

POSNG_SYSTEM_REBOOT

Cash register rebooted

POSNG_SYSTEM_FMD_CREATE

FMD created

POSNG_SYSTEM_FMD_WRITE

FMD recorded

POSNG_SYSTEM_FMD_VIEW

Control tape viewed

POSNG_SYSTEM_FMD_PRINT

Control tape from FMD printed

POSNG_SYSTEM_SETUP_VIEW

Cash register settings viewed

POSNG_SYSTEM_SETUP_COLORS

Colors configured

POSNG_SYSTEM_CHECK_SALES_DATA

Sales data checked

POSNG_SYSTEM_DEVICE_KEEPALIVE

Cash control

POSNG_SYSTEM_DATABASE_CLEANUP

Database cleaned up

POSNG_SYSTEM_INFO

System information

Reports

Event type (event_type)

Description

POSNG_REPORT_DAILY

Daily report printed

POSNG_REPORT_BY_SECTIONS

Section report printed

POSNG_REPORT_X

X Report printed

POSNG_REPORT_Z

Z Report printed

POSNG_REPORT_Z_COPY

Copy of Z Report printed

POSNG_REPORT_FR

FR report printed

POSNG_REPORT_BY_CASHIERS

Cashier report printed

POSNG_REPORT _BY_GOODS

Product report printed

POSNG_REPORT _BY_TIME

Time-based report printed

POSNG_REPORT_BY_HOURS

Hourly report printed

POSNG_REPORT_BY_CASHLESS_OPERATIONS

Cashless payment report printed

POSNG_REPORT BY GROWING_RESULTS

Cumulative totals report printed
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Event type (event_type)

Description

POSNG_REPORT_BY_BANK_OPERATIONS

Bank operations report printed

POSNG_REPORT_BY_SHIFT

Shift report printed

POSNG_REPORT_WRITE_OFF_ACT

Write-off report printed

Service events

Event type (event_type)

Description

POSNG_COMMENT

Comments

POSNG_ACTIVITY

Operator activity

POSNG_ACTION

Action taken

POSNG_FRAUD

Incident event generated from a script

POSNG_ERROR

Error

POSNG_ERROR_PRINTER

Printer error

POSNG_ERROR_BANK_PAYMENT

Bank (payment) error

POSNG_ERROR_NOT_A_NUMBER

Non-numeric value entered

POSNG_ERROR_NUMBER_TOO_LARGE

Number entered is too large

POSNG_BANK_CHECK_RESULTS

Bank reconciliation

POSNG_BANK_DAY_FINAL_RESULT _REQUEST

Daily bank totals requested

POSNG_BANK_DAY_CLOSE

Bank day closed

POSNG_ERROR_SYSTEM

System error

Gas Station

Event type (event_type)

Description

POSNG_START_OF _TANK_UP

Starting refueling at the fuel dispenser

POSNG_END_OF_TANK_UP

End of refueling at the fuel dispenser

POSNG_FUELING_NOZZLE_REMOVED

The fueling nozzle is removed

POSNG_FUELING_NOZZLE_HANGED

The fueling nozzle is hung up

POSNG_PAUSE_OF_FUELING

Pause / Stop refueling

POSNG_START_OF _FUEL_DISCHARGE

Start of fuel dumping

POSNG_END_OF _FUEL_DISCHARGE

End of fuel dumping

POSNG_SELECT_OF _GASOLINE_STATION

Selecting petrol pump in the interface

POSNG_CANCEL_SELECTION_OF_GASOLINE_STATION

Deselecting petrol pump in the interface

POSNG_RECONCILIATION_WITH_FUEL_TERMINAL

Checking results with the fuel terminal

 DSSL XML for ActivePOS

» DSSL XML for hospitality business and public catering objects

e« DSSL XML for warehouses
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IP-video intercom

TRASSIR can combine your video surveillance system and IP-video door phone system into a unified complex.

ATS SIP Server Indoor calling panels Gate/Entrance panels

4.4
c3

Indoor display panels

LAN

The list of available features depends on the module and is defined by license.

Feature TRASSIR | TRASSIR | TRASSIR
Video Intercom | Intercom
Intercom Concierge
Video record from IP-videophone entry system +
Video/audio data  synchronization from control panels and + +
videosurveillance system devices
Call recording and the archive maintenance + +
Search for video/audio connection in the archive by the subscriber's + +
number, date and time, call duration, outgoing, incoming and missed calls
IP-videophone device status monitoring + +
A full scale SipPhone in the operator interface +
Keeping the call log +

All of that is possible due to the to dial exchange IP integration to TRASSIR Asterisk.

TRASSIR software works with Asterisk 11.13.1 version and FreePBX 12.0.33 version

Upgrade Asterisk software in case you use earlier versions.

See below module settings procedure. The module operation principles are described in "Operator's Guide" (??7?).

» Connection to Asterisk server
» SipPhone server settings

» SipPhone on the client settings
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Connection to Asterisk server

dpe 3 =

AMI (Asterisk Management Interface) is an Asterisk(API) server control interface. With it TRASSIR makes
connection to Asterisk server via TCP, initiate instructions execution, receives the result of their execution and receives
current status of SIP-phones.

Enter the following parameters to connect to Asterisk:

* AMI server - server ip-address or DNS-name.

» AMI port - network port of server (by default: 5038).

* AMI user and AMI password - server account name and password.

The status of connection to dial office IP is displayed in Status field. In case all parameters are specified
correctly,Connected line will appear. Otherwise you'll see error message.

Specify SIP-phone numbers in Monitoring phones field and you will be able to trace their status in the object
tree(CMS).

You can output video from the camera to operator's display when calling to the phone. It requires Set up
associations..., that is, to indicate the SIP-phone number and the corresponding video channel.
o

Phone. Channel
| 11 7001 AC-DT121IRI2 6

| |2 7902

~ MSK-EXP-13
AC-DTI21IRI2 6
ACDSIZIRI [y
AXIS233D2
TR-DS161IR2 3
POS2
post
HeadTracker

+Add i Remove

oK Cancel

This function can be used, for example, in IP-video home entry system. When visitor presses video home entry device,
the call is effected to corresponding number and video transmitted by video home entry device is displayed on the
security post display.

Devices status from the field Monitoring phones and Setup associations will be sent to all SIP-phones
with this server defined as Master TRASSIR.

Call archive is used to store audio data and complete information about the calls going via telephone exchange IP.
Server with archive shall have installed data base and FTP-server. Enter the following parameters for connection:

* Driver - data base type: MySQL or PostgreSQL.
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» Server - server with database |P-address or DNS-name.

* Port - server with database network port.

* Data base name - the name of the data base.

* User and Password - user account and password on database server

« Audio files URL - address of FTP-server and folder where calls audio records will be stored.
Server address should be specified as ftp://[ip-address] : [port]//[folder].
For example, £tp://192.168.5.77:21//var/spool/asterisk/monitor.

* FTP user and FTP password - user name and password to access to FTP-server.

* Maximum depth - depth of audio records storage. On default Asterisk uses 3-level system of audio records storage
- lyear/month/day. Modify parameter value in case you have other settings.

Status of connection to database and FTP server is displayed in the Status field. In case all parameters are specified
correctly, Connected line will appear. Otherwise you'll see the error message.

* |P-video intercom

» SipPhone server settings
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SipPhone server settings

To start using SipPhone plugin, the below described settings should be configured. After that, the operator will be
able to call Asterisk subscribers, receive calls and send service instructions.

Master Trasse

MSK-EXP-18

First, an account for each server should be created on the Asterisk server, which will be used by the
operator to receive and make calls.

Set up Connection parameters:

» Asterisk server - Asterisk server IP-address or DNS-name.

» Asterisk port - Asterisk server network port (by default: 5060).

* User and Password - account name (phone number) and password on Asterisk server.

» Activate DND and Deactivate DND are commands sent to server to activate and deactivate DND ("Do Not Disturb")
mode

* Key - a command to open the door sent to home entry system device from operator's interface.

The status of connection to dial office IP is displayed in the Status field. In case all parameters are specified correctly,
Connected line will appear. Otherwise you'll see error message.

In case you would like the current server operator to have access to the calls' history, phone talk records and set
associations of channels, select in Master TRASSIR field name of server on which connection to AMI server is set.

Selecting a server as Master TRASSIR will be possible only after the connection to it. See detailed
description of connection to server procedure in the section Connecting to a new server.

* |P-video intercom

« Connection to Asterisk server
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SipPhone on the client settings

In order to use the SIP-telephony module, you need to adjust the below described settings.

[ setup \ Help

Master

disable -

disable
MSK-EXP-16 I

In order to provide server operator with access to the calls history, phone talk records and set associations of channels,
select in Master TRASSIR field name of server on which connection to AMI server is set.

Server selection as Master TRASSIR will be possible only after connection to it. See detailed description
of connection to server procedure in the section Connecting to a new server.

* e |P-video intercom
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AutoTRASSIR/AutoPass - Automated license plate recognition

AutoTRASSIR module is designed for automatic recognition of license plates caught in the video camera field of
view. It can be used in a video surveillance system to monitor vehicle entry/exit from the territory of industrial areas,
parking lots, checkpoints, etc.

The AutoTRASSIR is available in 2 variants: "fast" (up to 200 km/h), and "slow" (up to 30 km/h). This
parameter is determined by the license, adjustment of both types is identical.

The server uses several AutoTRASSIR module versions, that have a set of features:

The AutoTRASSIR (LPR1) and AutoTRASSIR (LPR3) modules run only locally on all servers.

The AutoTRASSIR (LPRS) plugin runs:

* local for NeuroStation and QuattroStation server with TRASSIR OS;

* remotely on all servers.

AutoTRASSIR (LPRS) settings peculiarities in remote working mode:

» The server with license plate recognizing cameras should be connected to TRASSIR OS server, which
will be used as Analytics server.

The AutoTRASSIR (LPR5) module can use TRASSIR OS server of NeuroStation version as analytics
server.

Read more about server connection in Connecting to a new server.
» Enable network analytics in the settings of the user that should be connected to analytics server.

» General AutoTRASSIR module setup is performed on the server, to which the cameras are connected.
Analytics server only allows to choose LPR version.

* AutoTRASSIR module type ("quick" or "slow") is defined by the analytics server license.

HSC AutoPass is a vehicle detection module using state-of-the-art recognition algorithms, including license plate
and vehicle type recognition. The module is used to detect vehicles, including special vehicles (ambulance, fire
department, police, etc.).

HSC AutoPass supports only cameras with in-built LPR module and can be launched only on certain
servers. View the list of supported equipment on our website.

In addition, the server means can provide interaction with other systems (for example, access control systems, video
and audio control) and equipment (barriers, operational units, etc.).

AutoTRASSIR features:

* License plate reading by templates and without them

The module can recognize license plates of the following countries: Russia, Ukraine, Turkey, Taiwan, Moldova,
Kyrgyzstan, Kazakhstan, Spain, Georgia, Belarus, China, etc. The operation of the recognition templates depends
on the selected AutoTRASSIR plugin version:

LPR5 - with the help of the server neural network solutions on several templates simultaneously and without if the
countries are not in the list of AutoTRASSIR templates.

LPR3 - simultaneously with several templates or without template if the country is not in AutoTRASSIR template list.
LPR1 - with single template, which is defined by license.
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o Chinese license plate number recognition is not supported by AutoTRASSIR (LPR5).

* Working with internal and external databases
Live search of recognized license plates. Use of databases as white ("friend"), black ("foe") and/or information lists.
Saving of the recognized license plate numbers in the internal database with time and date of passage, links to
video information, etc. Advanced search and editing of license plate numbers in the internal database.

» Operator's interface
Displaying video information about a vehicle and its license plate number, simultaneously from several cameras.
Searchable recognized license plate numbers register.

HSC AutoPass features:

* License plate reading by templates and without them
The module can recognize license plates of the following countries: Russia.

* Working with internal and external databases
Live search of recognized license plates. Use of databases as white ("friend"), black ("foe") and/or information lists.
Saving of the recognized license plate numbers in the internal database with time and date of passage, links to
video information, etc. Advanced search and editing of license plate numbers in the internal database.

» Operator's interface
Displaying video information about a vehicle and its license plate number, simultaneously from several cameras.
Searchable recognized license plate numbers register.

* * AutoTRASSIR/AutoPass general settings
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Selecting, installing, and configuring cameras to work with the AutoTRASSIR/AutoPass
module

The correct selection of a video surveillance camera and its proper installation and configuration are among the key
requirements for the correct operation of the AutoTRASSIR/AutoPass module. We recommend that you read the
Administrator's Guide very carefully.

Camera requirements:

AutoTRASSIR (LPRS) module supports video from any surveillance camera.

HSC AutoPass supports only TRASSIR cameras with in-built LPR module.

We recommend to use AutoTRASSIR (LPR1) or AutoTRASSIR (LPR3) module on grayscale videos featuring
greater resolution and sensitivity (in comparison with color videos, the processed color videos are converted to

grayscale during the detection).

An analogue camera used with the AutoTRASSIR module must feature 500 TVL (television lines) or greater
resolution.

Image quality requirements:

The primary problem affecting image quality during license plate recognition is motion blur. To avoid motion blur,
the shutter speed (the time each frame is exposed) must be very small.

The maximum shutter speed depends on the vehicle speed and the camera's installation angle (see the figure). The
camera installation angle is the angle between the optical axis of the camera and the direction of vehicle motion.
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The shutter speed must be fixed or, if the camera supports it, a maximum shutter speed must be set.
To work with the AutoTRASSIR module, the camera must support the manual shutter function!

For example, given a camera installation angle of 20° and a speed of 80 km/h, the shutter speed must
be set at 1/1000 of a second (see the figure).

Camera angle requirements:
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l

-

\ 0o~ 30°

"\.IOD ~30°

AutoTRASSIR (LPR5) and HSC AutoPass modules support camera angle (up to 30°) to the vehicle movement
direction. The greater the angle, the lower the recognition quality.

The AutoTRASSIR (LPR5) module supports camera angle (up to 30°) to the vehicle movement direction. The
greater the angle, the lower the recognition quality.

The camera used with AutoTRASSIR (LPR1) and AutoTRASSIR (LPR3) modules must be installed in a way that
the license plate surface appears at the right angle to the visual axis of the camera to exclude recognition errors.

Given large camera installation angles, the time of vehicle passes through the camera's field of view
must also be considered. For good recognition results, the camera should capture at least 10 frames of
the license plate number being recognized.

License plate in frame position requirements:

AutoTRASSIR (LPR5) and HSC AutoPass allow for the horizontal deflection of up to 5° of the license plate without
the recognition quality degradation. The 5°-10° deflection of the license plate can cause errors in the recognition
of certain characters.

AutoTRASSIR (LPR5) allows for the horizontal deflection of up to 5° of the license plate without the recognition
quality degradation. The 5°-10° deflection of the license plate can cause errors in the recognition of certain
characters.

AutoTRASSIR (LPR1) and AutoTRASSIR (LPR3) modules require the license plate to be positioned horizontally
in the frame.

If swing barriers are used to control entrances/exits, we recommend installing the camera in such a way
that the swing barrier does not reach the bottom of the screen. Otherwise, the swing barrier may cause
false positives.

Lighting conditions requirements:
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» Verify that there is sufficient brightness during nighttime conditions. To do this, record a small video. License plate
numbers should be easily recognized during playback. If the license plates on the image are too noisy or dark, the
brightness must be increased or the lens must be replaced with a higher-aperture lens. Also be sure that the lens
diaphragm is fully open. We do not recommend installing the camera at a low height because at night the camera
will be overexposed by the headlights of passing vehicles.

Other camera settings and image requirements:
* The superposition of any information onto the image (date, camera name, etc.) must be disabled.
» Autofocus must be disabled.

» The focal distance must ensure that the license plate of the vehicle is about 120 to 140 pixels horizontally on the
processed video.

* AutoTRASSIR/AutoPass - Automated license plate recognition

» Setup AutoTRASSIR module on a channel
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AutoTRASSIR/AutoPass general settings

Before the AutoTRASSIR configuration, we strongly recommend you to read the section AufoTRASSIR/
AutoPass - Automated license plate recognition.

For the license plate recognition system to operate correctly, the camera must include certain features
and be installed and set in a proper way. Please familiarize yourself with Selecting, installing, and
configuring cameras to work with the AutoTRASSIR/AutoPass module.

Before using the AutoTRASSIR module, be sure you have correctly configured your database
connection.

Main parameters of the AutoTRASSIR/AutoPass module are displayed on the Plugins -> AutoTRASSIR/AutoPass
tab of the Settings window.

] [Test All ODBC Sources:

* Only for the AutoTRASSIR module:
In the LPR core configuration, select the version of AutoTRASSIR.

o After changing the version of the module, the server must be rebooted.

* Only for the AutoTRASSIR module:
In the Country preset you can select the country in which license plate recognition will take place. Furthermore,
the templates of the selected country and of the neighboring ones will be displayed in Visualization templates list.
You can also select custom item and enable the required templates manually.
The recognition template for the HSC AutoPass module is chosen during its setting (see Sefup HSC AutoPass
module on a channel).

AutoTRASSIR/AutoPass recognizes license plates regardless of the selected country visualization
template. The display of the visualization templates is required only in the operator's interface. Thus,
if the recognized license plate corresponds to the selected country template, it will be displayed in that
country format in the operator's interface.

[a00107[%7] .. [6277 EA 6

Otherwise, the recognized license plate will be displayed as a set of recognized characters.

Be63KT777

Select Chinese in OCR type setting in order to increase the quality of Chinese license plate recognition
in AutoTRASSIR (LPR3). Use standard OCR type in any other cases.

* Only for the AutoTRASSIR module:
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The Licenses usage field shows the number of currently connected channels out of the maximum allowed (which
is limited by your license).

* Only for the AutoTRASSIR module:
The Channels section displays the list of channels for which AutoTRASSIR has been activated.

* For AutoTRASSIR and HSC AutoPass modules:
The Mismatch with list record setting lets you set up mismatch which can be used for the recognized numbers
search in the internal lists, from 0 to 5 symbols.

m221co177 is in the whitelist.

In case AutoTRASSIR makes a mistake in 1 symbol when recognizing a license plate and recognizes
a221co177 or m221co77 instead of m221co177 number, due to 1 symbol mismatch, the mistakenly
recognized number will match with the number from the whitelist.

o E.g. the Mismatch with list record threshold value is set to 1 and the license plate number

* For AutoTRASSIR and HSC AutoPass modules:
The External lists area displays a list of all of the external lists connected to AutoTRASSIR.
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AutoTRASSIR module standard setting workflow
1. Install and configure cameras that will be used for license plate number recognition.

2. Go to the Channels node of the settings tree, select the desired channel from the list, and check License Plate
Recognizer for the channel in the Software Detectors area.
To activate the plugin, go to the Channel settings to the Software detectors area, select License plate recognizer
and then select the Server which will calculate the analytics.

o Analytics server is not selected in LPR1 and LPRS3.

3. Follow AutoTRASSIR setup link and configure module operation on the selected channel.

AutoTRASSIR channel configuration depends on the version of the module. For a configuration
description, see the corresponding section of the manual:

* AutoTRASSIR (LPR5) setup
* AutoTRASSIR settings (LPR3)

+ AutoTRASSIR settings (LPR1)

A Be sure that the Recording to server disks parameter in the Archive recording area is set to
Permanent or On Detector.

4. Verify that the AutoTRASSIR module is properly functioning by creating a simple template.
5. Configure "black", "white" or "info" plate lists:
* Using internal lists.

* You can also connect external lists, stored in external text files or databases.

o The settings for connecting external lists of license plate numbers differs for Windows and TRASSIR
OsS.
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HSC AutoPass standard setting workflow
1. Install and configure cameras that will be used for license plate number recognition.

2. Go to the Channels node of the settings tree, select the desired channel from the list, and check Hardware
Analytics for the channel in the Software Detectors area.
Press Hardware Analytics and choose HSC AutoPass.

3. Configure the module operation on the chosen channel (see Setup HSC AutoPass module on a channel).
4. Verify that the AutoTRASSIR module is properly functioning by creating a simple template.
5. Configure "black", "white" or "info" plate lists:

* Using internal lists.

* You can also connect external lists, stored in external text files or databases.

o The settings for connecting external lists of license plate numbers differs for Windows and TRASSIR
OS.

* » Setup AutoTRASSIR module on a channel
» Creating an AutoTRASSIR/AutoPass template
» Maintaining internal lists of license plate numbers
» Connecting external lists of license plate numbers from a text file
» Connecting external lists of license plate numbers on Windows

« Connection of the external number lists in TRASSIR OS
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Setup AutoTRASSIR module on a channel

Before beginning this configuration process, be sure that the camera to work with AutoTRASSIR/
AutoPass has been correctly selected, installed, and configured.

Depending on the version of AutoTRASSIR, select the appropriate configuration manual:

* AutoTRASSIR (LPRS5) setup

* AutoTRASSIR settings (LPR3)

* AutoTRASSIR settings (LPR1)

The module version is selected on the tab Settings -> Plugins -> AutoTRASSIR/AutoPass. For a
detailed description, see section AutoTRASSIR/AutoPass general settings.

HSC AutoPass module setup is described in Setup HSC AutoPass module on a channel.

* AutoTRASSIR/AutoPass - Automated license plate recognition
» Maintaining internal lists of license plate numbers
» Connecting external lists of license plate numbers from a text file

» Connecting external lists of license plate numbers on Windows

» Connection of the external number lists in TRASSIR OS
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AutoTRASSIR (LPR5) setup

AutoTRASSIR setting aims to selecting the detector's working mode and defining the size of objects and recognition
borders. All other parameters are integrated into the neural network, which detects license plates and recognizes
test on them.

Detector

Save the fcense plate numbers to the eventlog
© Right after the number recognition

® After the car leaves the frame
Driving speed
Fot

2 Showvehides with ne plates

Set up the following parameters in the Base settings on the Detector tab:

Maximum amount of cars in a frame at the same time is the maximal number of cars that the detector will
simultaneously detect in a frame. As a rule, the value is selected depending on number of lanes in a frame. The
higher the value is, the higher is the load on the analytics server.

Quality - determines the quality performance of the detector:

Best quality / low speed for recognizing license plates in the distance. The image of higher quality is used in this
mode, which significantly increases the load on the analytics server.

Medium quality / optimal speed for recognizing license plates at medium and close distances. This mode makes
the best use of the analytics server resources and can use an image of medium quality for detection.

The value of the Quality should match the License plate recognition neural detector settings on the
analytics server.
Read more about the server analytics configuration in Analytics.

The Detector mode is selected in dependence on the scene in which the license plates are recognized:
Simplified - this mode is suitable for scenes when the vehicle moves at low speed (at the barrier, in the parking
lot, etc.).

Universal - this mode is suitable for all speed modes and provides high quality of license plate recognition, but at
the same time, it significantly increases the load on the analytics server.

Save the license plate numbers to the event log - sets the saving mode of the recognized license plate numbers
to the log. It is selected depending on the required detection:

Right after the number recognition - In this case AutoTRASSIR fixes the license plate number right after the
vehicle appears in a frame and saves it to the log when it is recognized with the greatest extent of confidence. It
suits for slowly moving or standing vehicles.

After the car leaves the frame - in this mode AutoTRASSIR tries to recognize the license plate number when the
vehicle is in a frame and fixes the number when the car leaves the frame. It will suit if the maximum precision of
license plate number detection in the fast moving traffic flow is required.

In the Driving speed dropdown list select the traffic speed in a frame. The higher the selected speed is, the more
often the detector triggers and the greater is the server load:

» Stationary - standing or very slow moving vehicle, such as a car approaching an auto barrier.
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* Very slow - up to 10 km/h.
» Slow - up to 20 km/h.
» Average - up to 30 km/h.

* Fast - up to 200 km/h.

Highest possible - detector will trigger at each frame.

Set the Show vehicles with no plate flag to display events with unrecognized license plate number in the
AutoTRASSIR log.

The Advanced settings area lets you set the following parameters:

The Sensitivity parameter sets the level of confidence which is used during the license plate recognition and is
defined depending on the detection requirements. The lesser the value is, the lesser is the probability of the detector
false triggerings.

The Movement direction parameter sets the direction of the traffic flow, which the detector will take as the direct
movement. The direction is indicated by the green arrow on video and the slider shows the value.

The Duplicate detection filter parameter allows you to eliminate repeated detections of the same license number
if it has been previously recognized. Repeated detections may occur when the recognized license plate number
disappears and then reappears in the frame, e.g., when it is hidden by another car. Select the time interval during
which the recognized license plate number will not be detected repeatedly by the module.

The Interval between events parameter allows repeated detections while the vehicle is continuously in the frame.
This may be useful in case the license plate number was previously recognized incorrectly. An event will be sent
only if the newly recognized license plate number is different. Select the time interval during which the recognized
license plate number will not be detected repeatedly by the module.

The Analyze the lower part of the vehicle parameter lets you prevent the detector triggering on the inscriptions
located on the body of the shell. This setting allows you to set the license plate area more accurately.

wop \(_watp ‘

Delete settings

Duplicate dtection iter 90 52/
Interval between events 5soc 4| ©

Anaiyze the lower part ofthe vahicle. 60531 from tha bottom €
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In the AutoTRASSIR log the movement in the direction of the green arrow is indicated by up arrow and
the oncoming direction - by the down arrow. You can read more about recognized license plate number
review in the License plate recognition andFiltering current license plates sections of the Operator's
Guide.
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The Object sizes area lets you create a zone in which the vehicles will be detected. With the help of Minimum object
size and Maximum object size parameters set the minimal and maximal sizes of the detected objects.

Detactor | Object counting Delete settings

Objects sizes
4 17 Zome 1l

Minimum objectse @@ Hide

Detector s working

Object counting

The Object counting tab lets you set the zones, in which the vehicles will be detected and specify their borders. In
order to create a new counting zone press = and set its vertices. Left click on the zone starting point or press CTRL
+ENTER to finish the zone drawing.

Detector |/ Object counting Delete setings

Counting zones Gl

Detector s working

Both traffic lanes and the adjacent territories can be taken as counting zones. You can create a zone of
any form to avoid objects causing the false triggerings, such as parked cars.

You can check the setting correctness in the operator's interface.
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* AutoTRASSIR/AutoPass general settings
* AutoTRASSIR settings (LPR1)

* AutoTRASSIR settings (LPR3)
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AutoTRASSIR settings (LPR3)

AutoTRASSIR configuration comes to selection of the number of detection zones and determination of their
boundaries.

Use the following guidelines during setup:

* Number of lanes. Choose the number of lanes based on the actual width of the carriageway, indicating the nearest
possible value.

The standard commonly accepted lane width of a roadway is 3,5 meters. If the camera captures the
roadway width which is 8 meters (that is not only the roadway, but the entire actual width of the image
in meters). In this case you should select the closest to 8 meters value, which is 2 lanes.

» Defining identification area boundaries. Select isolated zones to obtain information about the passage of a car
with a link to a particular lane (control of bus lanes, detection of car passage along the sidewalk, etc.). In addition,
this will reduce the number of false alarms of the detector and will save the resources of the server, analyzing only
targeted and suitable area of the image.

It is necessary to take into account depth of field and number of frames shot by the camera during
the passage of the car inside the zone when selecting areas of recognition. Number of frames shot
by the camera will directly depend on the speed of the car. It must be remembered as well that not
all frames will be suitable for recognition, the image of the license plate number should be clear and
easily recognizable. In most cases, it's enough to get 4-5 frames suitable for recognition.

You can verify the settings by showing AutoTRASSIR figures. To do this, right-click on the frame and select View
Options... in the context menu. Set the Show figures checkbox and select AutoTRASSIR Detector in the dropdown
list.

The AutoTRASSIR figures will be displayed on the screen:

1. Processing queue - This indicator reflects the state of the queue for processing license plate numbers. If the
vertical bar fills up and turns red, then AutoTRASSIR begins to drop frames. The processing queue will fill if the
server's CPU is heavily loaded and unable to process the frames.
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2. Frame recognition quality - is a rectangular indicator that displays recognition quality. Each rectangle is a
separate frame used for license plate number recognition. Depending on whether or not the frame was suitable
for recognition, the color of the rectangle will change from green (a "good" frame) to red (a "bad" frame).

Examples of module configuration:

» To recognize license plate numbers of entering and leaving through the gate cars, you can select only the gate
area. Cars passing on the road will be ignored in this case.

* In this example the camera has been installed so that the depth of field (the area of the image with the best image
quality) covers only a small area in the middle of the frame. This is the same area that is relevant and useful for
license plate recognition. There is no point in performing license plate recognition where the license plate is blurry
or isn't visible. Limit the recognition zone to the area where the license plate is clear and of the required size.

* AutoTRASSIR/AutoPass general settings

* AutoTRASSIR settings (LPR1)

* AutoTRASSIR (LPR5) setup
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AutoTRASSIR settings (LPR1)

You can use the following tools during AutoTRASSIR configuration:

1. Expected license plate size - The estimated area of the image that will be used to determine the license plate
size for license plate detection.

2. Detection zones - the areas on the image where the license plates will be detected.
To configure AutoTRASSIR, follow these steps:

1. Depending on the scene, select the desired value in the Lanes number dropdown list. The corresponding number
of Lane zones will appear on the screen.

Select the number of the lanes based upon the actual roadway width, picking out the closest available
value. The standard commonly accepted lane width is 3,5 meters. If the camera captures the roadway
width which is 8 meters (that is not only the roadway width, but also the actual image width in meters).
The closest to 8 meters should be selected in this case, which is "2 lanes".

Lanes number: 2 -

Detector resolution: | Originel -

48 Back to Channel

In the Detector resolution, leave the default value - Original!

At this stage of the configuration it is not necessary to precisely determine the dimensions of the
recognition zones. The recognition zones will be configured in step 6.

2. Compare the expected license plate size (you can freely move the icon around the screen) with the actual image
of a license plate in the frame. For convenience, the comparison may be made in archive viewing mode after
selecting the best frame of a passing vehicle.

If the actual size of the license plate on the image does not significantly differ from the expected license plate
size, then the focal distance of the camera's lens must be changed. In this manner you can increase or decrease
the size of the vehicle in the frame. If adjusting the focal distance is insufficient, then try changing the camera's
angle or its installation height \ location.
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3. If the actual license plate size in the image is much larger than the expected license plate size, then use the
Detector resolution settings.

LI O Pause 12:44:44.845 ®

In the Detector resolution dropdown list, select Preset. The picture's resolution will be reduced in the best way
possible, with minimal loss of quality and minimal additional load on the server's CPU.

This situation may occur if a high-resolution camera is used to monitor a very narrow section of road.
For example, if a 3-MP camera is used to monitor a single lane. Note that in this case the expected
license plate size depends on the value of the Lanes number parameter.

4. During the comparison, if the actual size of the license plate on the image is much smaller than the expected
license plate size and adjusting the focal distance and changing the camera's angle and/or installation location
does not fix this, the resolution of the camera used for license plate recognition may be insufficient for the given

scene.

5. If a complete match between the actual license plate size and the expected license plate size could not be
achieved in the previous configuration steps, you can specify the expected license plate size manually. To do
this, in the Detector resolution setting, select Custom (Specify Plate Area).

To do this, on the selected archive frame change the expected license plate size so that it precisely matches
the license plate's actual image.

328



Administrator's Guide

4= Back to Channel

A Using the Custom (Specify Plate Area) parameter increases the load on the server's CPU. Moreover,
reducing the image to an arbitrary size may introduce compression artifacts, which negatively affect
license plate number recognition quality. Use this setting only if the other options did not help.

6. The final stage of configuring AutoTRASSIR requires defining the recognition zones' precise boundaries. Assigning
distinct zones makes it possible to:

» associate a vehicle's passing with a specific lane (monitoring selected lanes for fixed-route vehicles, detecting
vehicles passing on a walkway, etc.);

* save server resources by analyzing only the truly interesting and relevant areas of the image, minimizing the
number of false activations of the detector.

For example:

« To recognize the license plates of vehicles entering and exiting through a gate, you can assign only the area
with the gate. In doing so, vehicles passing by on the road will be ignored.

* Inthis example the camera has been installed so that the depth of field (the area of the image with the best image
quality) covers only a small area in the middle of the frame. This is the same area that is relevant and useful for
license plate recognition. There is no pointin performing license plate recognition where the license plate is blurry
or isn't visible. Limit the recognition zone to the area where the license plate is clear and of the required size.
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A Upon setting the depth of field and assigning recognition zones, it should be born in mind how many
frames the camera will be able to capture in the time period the vehicle passes through the zone. The
number of frames the camera takes depends directly on the vehicle's speed. Additionally, note that not all
frames are recognizable. The license plate image must be clear and distinguish. In most cases, capturing

4-5 viable frames is sufficient.

You can verify the settings by showing AutoTRASSIR figures. To do this, right-click on the frame and select View
Options... in the context menu. Set the Show figures checkbox and select AutoTRASSIR Detector in the dropdown
list.

1. Processing queue - This indicator reflects the state of the queue for processing license plate numbers. If the
vertical bar fills up and turns red, then AutoTRASSIR begins to drop frames. The processing queue will fill if the
server's CPU is heavily loaded and unable to process the frames.

2. Frame recognition quality - This indicator, in the form of a stripe, displays the actual size of the license plate
and its recognition quality. Each stripe pertains to a separate frame used for license plate number recognition.
Depending on whether or not the frame was suitable for recognition, the color of the stripe will change from green
(a "good" frame) to red (a "bad" frame).

3. Expected license plate size - This blue indicator represents the expected size of a license plate. The vertical
green stripes show the actual size of the license plate in the frame.

* AutoTRASSIR/AutoPass general settings
* AutoTRASSIR settings (LPR3)
* AutoTRASSIR (LPRS) setup
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Setup HSC AutoPass module on a channel

To activate the plugin, go to the Channel settings and in the Software detectors area select Hardware Analytics.
Press Hardware Analytics and choose HSC AutoPass.

Hodnae ansics

5080

508 @

Delete detector 4 Back to channel

In the window that opens, configure the module operation settings:

* Inthe Zones list settings group, create up to 5 zones for vehicle detection. To do that, press Add zone and select
an area on the video frame. In the zone settings, select Vehicle types and Special vehicles to trigger the detector
in the zone.

* Inthe Movement direction, degrees parameter, set the traffic flow direction to be defined as the direct movement
by the detector. The direction is indicated by the green arrow on video and the slider shows the value in degrees.

The Duplicate detection filter, sec parameter allows you to eliminate repeated detections of the same license
number if it has been previously recognized. Repeated detections may occur when the recognized license plate
number disappears and then reappears in the frame, e.g., when it is hidden by another car. Select the time interval
during which the recognized license plate number will not be detected repeatedly by the module.

» Select a value for the Detector sensitivity parameter:
For vehicle detection, % is the detector confidence level for the presence of a vehicle in the video.

For license plate detection on a vehicle, % is the detector confidence level for the presence of a license plate
on the detected vehicle.

For license plate detection, % is the detector confidence level that the detected license plate is really a vehicle
license plate.

* In the Countries list select country templates for the license plates to be recognized.
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When the detector is configured properly, the recognized license plates and types of vehicles are shown
in the operator interface in the AutoTRASSIR/AutoPass Log.

Work mode: Live archive

Flter: | Autogass |

Show question marks when uncertain []

Plate Time Channel Vehicle type  Special vehicles |~
4634TAT 4 160837 TROMSINDZR. Car Fire service
A1818E] 4 W01 TROMSINDZR... Car Police
AVB1BE WOP22  TROMSINGZR.. Car Police
NO PLATE 4 WOTO7  TRDMSINDIR.. Car Police

¥571€CTs0] 4 531 TROMSIOZIR. Gr Ambulance

X317A0777 4 M5 TROMSIDZR. Car Police

X3ITA0777 4 13300 TROMSINOZR. Gir police

BE6IKTI?T 4 SISO TROMSMNOZR. Car police

Y123CY197 4 BS0)  TROMSINOZR. Gir police

For a detailed view of the recognized license plates, see License plate recognition and Filtering current
license plates sections of the Operator's Guide.

» Motion detector settings

» Channel settings
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Maintaining internal lists of license plate numbers

The AutoTRASSIR/AutoPass plugin can use the internal license plate lists, which are stored in its own database. If
a license plate stored in the internal list is recognized, the module will build up a message in accordance with the
settings specified for this license plate.

In order to start working with AutoTRASSIR/AutoPass internal license plate number lists, you should
create a simple AutoTRASSIR/AutoPass template

An operator can create and edit license plate number lists in the Lists tab in the AutoTRASSIR/AutoPass log area.
You can create an unlimited number of lists. Press Add list to create a list and select the reaction type: info list,
white list or black list.

The list editing menu lets you:

» Edit list - change the list name or type.

Ediit list

Parking

« Add records - add one or several numbers to the list.

Add record

w88ed
Woimits

2 /0312020 o |

Enter all the required number information in the opened window and press +Add to list:

License plate is a vehicle number. Both Latin letters can be used. You can also use a "mask" in which "*" and "?"
symbols are used instead of unknown symbols.

o "?" stands for a single unknown symbol, while "*" stands for one or several unknown symbols. l.e. in
case the plate number is known, but the region number is unknown, you can use the following types
of masks:
b663kt?? - for plate numbers with double region number: b663kt77 or b663kt95.
b663kt??? - for plate numbers with triple region number: b663kt777 or b663kt190.
b663kt* - for double as well as triple region numbers: b663kt77 or b663kt190.

Comment - the description of the number, displayed at the operator's monitor.
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Uncheck No limits field and specify the Visits count or set the Date till which the entrance is allowed to create
a record with visits time or count limit. Upon of the conditions' completion (the number of visits or the entrance
allowance period expired), the record will be removed.

Upon completion press Save.

» Import - import a list of numbers from any spreadsheet editor (Microsoft Office Excel or Apache OpenOffice Calc)
saved in *.csv. The data in the imported file should be in the following format:

"License plate";"Comment";"Visits count";"Expiration date"
"b663kt777";"John Smith";;

"ml145cml190"; "Peter Still";;

"0362tk197";"Ian Johns";10;29/02/2020

* Export - save the license plate number list to a file (*.csv). The saved list can be used for import.

» Deactivate or Activate - deactivate or activate the license plate number list. The numbers from the deactivated
list won't be highlighted when recognized.

¢ Delete - delete the number list.

The Audit module allows to track the changes of the internal license plate list. See details in Audit.

Besides manual addition or import from the file, the numbers can be added to the list with the help of scripts or from
AutoTRASSIR/AutoPass log.

Loz

Work mode: Live Archive.

Filter: [Showall

Show question marks wh

Channe!
A
i

Search for "BeIMNGT
Editplate.

Print..

‘Open archive 3t 02032020 183110
‘Openfullscreen archive at 02032020 183110

Add"UIEERHGT" o embedded list Skeen r s
Check “Geamh6r inlists

AT
+ 500 wsi v ewlist

NO PLATE & B30 Exportevents...

e
You can deactivate the number in the list or edit it. The list remains activated when a number is deactivated.

Kosoyez 0 I
Vs unlinied H _

osssactso Edt recard Edit vehicle

CEInio 2900ko15. John Smith

wisyetse

xe3shetso

When a license plate number is recognized, it is highlighted in the event log by the light, corresponding to the list type
to which it is added. If a number is added to several lists, all of them will be displayed near the recognized number
in the operator's interface.

[(c479ch

Coant AT ] o G2 ar00 o300 Jiee [2
N e | — ]
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You can also connect lists of license plate numbers obtained from external sources:

1. From a text file - each line must contain a license plate number and comments delimited by a space
or special character.

2. From a database. A database connection is made using the ODBC software interface; a previously
created ODBC data sources required to make a connection. For a description of database connection
settings in TRASSIR OS, see Connection of the external number lists in TRASSIR OS.

AutoTRASSIR/AutoPass general settings

AutoTRASSIR/AutoPass - Automated license plate recognition

Selecting, installing, and configuring cameras to work with the AutoTRASSIR/AutoPass module

Setup AutoTRASSIR module on a channel

Creating an AutoTRASSIR/AutoPass template
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Connecting external lists of license plate numbers from a text file
To connect an external list from a text file:
1. In the Settings window on the Server settings -> AutoTRASSIR/AutoPass tab, click the Add text file button.

2. In the window that opens, specify the connection settings for the external list:
L Text File o=l

Name: [ Enable

Direction: Reaction:
Any > | [whitelist -

Text File:

Encoding: Plate letters infile:

Latinl /| [Latin -

First lines to skip:

Reading test

0K || Cancel

* Name - the name for the list of license plate numbers on server.

* Enable - This checkbox determines if this source of license plate numbers should be processed by the
AutoTRASSIR/AutoPass module. If the checkbox is cleared, then license plate numbers from this list will be
ignored and messages will not be issued to the operator.

» Direction - Your choice of a value from the dropdown list: "Down" or "Up". This parameter is set based on
the direction in which vehicles move relative to the camera. If license plate numbers should be processed for
vehicles traveling in both directions, select "Any".

* Reaction - The type of message issued to the operator: "Blacklist", "Whitelist" or "Informational". Note that this
determines the response type for all license plate numbers in the list.

» Text file - The path to a text file that contains the list of license plate numbers.

Text format is a list of strings, each containing the number and the comment, separated by
backspace or TAB symbol. l.e.:

y070pyl77 John Rain
0362tk197 Peter Steel
ml45cm190 Tony Shot
0191hk190 Ian West

» Encoding - The text file's encoding.

 Plate letters in file - A value from the dropdown list. Choose "Latin" , depending on the type of characters used
in the license plate numbers in the file.

* First lines to skip - The number of lines that should not be processed (for example, if the file contains some
textual information other than license plate numbers). If the file only contains license plate numbers, then leave
the value "0".

3. After specifying the settings, be sure that the file's data has been read correctly in the Preview pane.
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£ Text File 2=
Name: | Office [ Enable
Direction: Reaction:
Any ~| [Information -
Text File:
D:/DSSL/ Distributive/AT/rent_info_en.txt Browse...
Encoding: Plate letters in file:
cpl251 ~/| [Latin -
First lines to skip:
o =
Reading test:

Plate Commen it
O70py177 Peirov
03621187 Tuanow
m145cm190 Kozlow
0191hk190 Sidorov

OK | | Cancel

If the Reading test pane displays unreadable symbols, be sure that you have correctly indicated the type of
characters used in the file and the correct encoding.

4. Click OK to save connection to the external list on server.

Addtenfie.. | | Ad8ODBCzource. | | TestAll ODBC Sources

AutoTRASSIR/AutoPass general settings

&

AutoTRASSIR/AutoPass - Automated license plate recognition

Selecting, installing, and configuring cameras to work with the AutoTRASSIR/AutoPass module

Setup AutoTRASSIR module on a channel

Creating an AutoTRASSIR/AutoPass template

Maintaining internal lists of license plate numbers
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Creating an external ODBC data source for AutoTRASSIR

Let us consider the creation of an external ODBC data source using an MSSQL database.

To begin, first use Microsoft SQL Server Management Studio to create an AT database with a table_with_plates
table, which contains plate and plate_comment columns:

42 Miicrosoft SQL Server Management Studio falre =
File Edit View Debug TableDesigner Tools Window Community Help
2 New Query | [y | s | 5 L
? (=3 i &l
Object Explorer ~ & X || SERVER-POSQLEX..able_with plates - x
Connect~ |3 B w T B Column Name DataType Allow Nulls
B [ SERVERPC\SQLEXPRESS (SQL Server 0.0.139/ Pt e nchar(10)
= £l Databases » | plate_comment § nchar(10)
) 23 System Databases =

[ master

Column Properties

(3 Database Diagrams
1 (3 Tables
@ [ System Tables

O dbo.table_with_plates plate_comment

3 Views Alow Nulls Yes
(3 Programmability Sl 3
(3 Service Broker tength =
 Table Designer
(3 Security Collation <database default>
3 Security X Computed Column Specification '
(53 Server Objects Condensed Data Type nchar(10)
[ Replication Description
[ Management Deterministic res
OTS-published No
Ful-text Specification No -
(General)

< n »

Ttem(s) Saved

In our example we are only using two columns that contain the license plate number and a description of
its owner. You can create tables with any number of columns and amounts of information. For example,
you might include the vehicle's time of passage or its color.

Next, use an SQL query to fill the table:

L2 Microsoft SQL Server Management Studio =3 ===
File Edit View Query Debug Tools Window Community Help
S NewQuery | [y | [y |5 el S [ E 2
| a7 St beate b7 v 35 E[H] 1T W QARED b e
Object Explorer v & X || SQLQuerylsql- SERVER-PC\... (52))"| SERVERPC\SQLEX...able_with_plates - %
Connect~ | @7 &3 3 insert into AT.dbo.table_with_plates values | o |
= SERVERPC\SQLEXPRESS (5L Server 501391 insert inte AT.dbo.table with plates values | |l
=8 SUBPRES G SenerSOT| | oo e At e et amres ey |
1 [ Databases insert inte AT.dbo.table_with plates values | =
£ [ System Databases insert inte AT.dbo.table with plates values |
[ master insert into AT.dbo.table_with plates values | m
[ model insert into AT.dbo.table_with_plates values |
[ msdb insert inte AT.dbo.table with plates values |
) tempdb >
B @ AT 4 i v
[3 Database Diagrams [ER Woseagen |
(£ 3 Tables
[3 System Tables L zewis) e
@ 3 dbotable_with_plates
(3 Views (1 zew(s) s
[ Synonyms
[ Programmability = )
(3 Service Broker " ,
(3 Security
[ Security (1 zaw(z)
(3 Server Objects
[ Replication )
(23 Management ,
zow(s) affecte
v
Pl — + || @ Query executed successfully, TRASSIR-PC\SQLEXPRESS (9.0 ... | TRASSIR-PC\Virtual (52) | AT | 00:00:00 | 0 rows
Ready Ln17 Coll Chi NS

Now let's create the ODBC data source. To do this, launch the ODBC Data Source Administrator (Start -> Control
Panel -> Administrative Tools -> Data Sources (ODBC))

5 ODBC Data Source Administrator ==

User DS | System DSN | File DSN [ Drivers | Tracing | Connection Pooling | About |

User Data Sources:

Name  Driver Add.
[EEN saL senver

An ODBC User data source stores information about how to connect o
FE-}| the ndcated dta provider. A User cata source s oy visble (o you,
= and can only be used on the curert machine.

[ ok J[ cancel || gy | [ Hep |
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Click the Add button and select a driver in the window that opens. In our case, we will use SQL Server. To begin

the configuration, click Finish

Select a diiverfor which you want fo set up a data sourse:

Name Version Com)
SQL Native Client 2005.90.1399.00  Micry
'_-f_ 601760016385 Mien|

- SQL Server Nafive Clert 10.0 2007.100.1600.22 Micr

Create New Data Source ==

After that, the wizard will prompt you to enter the name of the data source, which will be used subsequently for the
connection configuration, and the path to the SQL server. Enter the required information and click Next > to continue.

Create a New Data Source to SQL Server

This wizard wil help you create an ODEC data source that you can
connect to SQL Server.

E‘ What name do you want to use to referto the data source?
gl
L

Name: LPR

How do you want to describe the data source?

Description:

Which SQL Server do you wart to connect to?
Server: SERVER-PC\SQLEXPRESS

==

useto

[TRrsh [ Nea> | [ Concel | [ Hep |

In the next step, the wizard will

prompt you to select a user authentication option. In our case, we will leave the settings

unchanged and click Next > to continue.

Create a New Dato Source to SQL Server
How should SQL Server verfy the aLtherticity of the login ID?
El © With Windows NT authentication using the network login 1D

click Cient Corfiguration.

Connectto SAL Serverto obtain default settings forthe
addtional configuration options.

Virtual

Wi SQL Server authertication using a login ID and password

To change the network library used to commuricate with SQL Server.

=]

[ <Back ][ Ne> | [ Ceneel | [ Heb |

In the next step of the configuration, set the Use database by default checkbox and select the previously created

AT database. Leave the remai

ning settings unchanged. To continue the configuration, click Next >.

Create a New Data Source to SQL Server
Change the defauk database to
AT -
E‘ . [T Attach database filename:
L+

Create temporary stored procedures for prepared SQL statemerts
drop the stored procedures:

Only when you dsconnect
When you disconnect and as appropriate whil you are
connected

Use ANSI quoted idertfiers

Use ANSI nulls, paddings and wamings.

Uss the failover SQL Server f the primary SGL Serveris not
avaiable.

==

and

<Back J| MNea> | [ Cancel | [ Hep

)

Similarly, leave the ODBC data source's other parameters unchanged.

Create 2 New Data Source to SQL Server

[7] Change the language of SQL Server system messages to:

a‘ English
)-l 7] Use strong encryption for data
=
Perform translation for character data

[ Save long running queiies to the log fie
(C:\Users'Vitual \AppData'\Local\Temp\QUERY LO
Long query time (miliseconds):

7] Log ODBC driver statistcs to the log fie
C\Users\Witual \AppData\Local\ Temp\S TATS.LO( [ Browse

[ Use regianal setings when outpudting curency, numbers, dales and
t

Es

[ <Back [ Frish | [ Cancel | [ Hebo

J

At the end of the configuration

of the ODBC data source, click Finish. A window will open showing all of the ODBC

data source's settings made using the wizard. To finish the configuration, click OK.
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ODBC Microsoft SQL Server Setup

corfiguration:
Microsoft SQL Server ODEC Driver Version 06.01.7600

Data Source Name: LPR

Data Source Desciption:

Server: SERVER-PC\SQLEXPRESS
Database: AT

Language: (Defau)

Trenslate Character Data: Yes

Log Long Runring Gueries: No

Log Diver Statisics: No

Use Regional Settings: No

Prepared Statemerts Option: Drop temporary procedures on
disconnect

Use Falover Server No

Use ANS| Quoted Identfiers: Yes

Use ANSI Nul. Paddings and Wamings: Yes
Data Encryption: No

Anew ODBC data source will be created with the folowing

2/ ODBC Data Source Administrator

=]

User DSN | System DSN | File DSN | Divers | Tracing | Connection Pooling | About |

User Data Sources.

Name Driver Add.
(R 5o 5o
Orion SQL Server

and can only be used on the curent machine

P ODEC User data source sores infomaticn about how to cernectto
Fh|  the ndicated ceta provider. A Userdata source is crly visiie to you

[ ok ][ cancel

Pooly Hep ]

The ODBC data source is ready for AutoTRASSIR/AutoPass.

» Connecting external lists of license plate numbers on Windows

e Connection of the external number lists in TRASSIR OS
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Connecting external lists of license plate numbers on Windows

The creation and initial configuration of an ODBC data source are described in Creating an external
ODBC data source for AutoTRASSIR.

To connect an external list from an ODBC data source:

1. In the Settings window on the Server settings -> AutoTRASSIR/AutoPass tab, click the Add ODBC source
button.

2. In the window that opens, specify the connection settings for the ODBC data source:
&

Hame: [ Enable
Direction: Reaction:
Any ¥ | | Whitelist -
Database settings (] Specify login and password
DB Type: | MSSQL v] | Login:
DB Host: Password:
DB Name:
DBPort 1433 s

Plate letters in detabase: Letter case in database:
Latin ¥ | Lower -
SQL Query: Help
SELECT plate_comment FROM table_with_plates WHERE plate = ?

Test

Plate: |x1230d5 Test
Result

oK Cancel

* Name - the name used to identify the data source on server.

» Enable - This checkbox determines if the source should be used by the AutoTRASSIR/AutoPass module. If the
checkbox is cleared, then license plate numbers from this source will not be processed.

» Direction - Your choice of a value from the dropdown list: "Down" or "Up". This parameter is set based on
the direction in which vehicles move relative to the camera. If license plate numbers should be processed for
vehicles traveling in both directions, select "Any".

* Reaction - The type of message issued to the operator: "Blacklist", "Whitelist" or "Informational". Note that this
determines the response type for all license plate numbers in the list.

* ODBC data source - A value from the list of ODBC data sources registered on the computer.
* Username and Password - Credentials for connecting to the data source.

» Plate letters in database - A value from the dropdown list. Choose "Latin" , depending on the type of characters
used in the license plate numbers in the database.

» Letter case in database - A value from the dropdown list. Choose "Upper" or "Lower", depending on the case
of the characters used in the license plate numbers in the database.

* SQL query - The database query to check for the presence of a recognized number in the database. The query
looks like this:

SELECT plate comment FROM table with plates WHERE plate = ?

where:

plate comment - The name of the column containing the comments;

table with plates - The name of the database table containing the license plate numbers;

7] f | ining the li | I
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o Note that the names of tables and columns will be specific to your database.

The specified SQL query will be run on the data source for every instance of a recognized license plate number.
In doing so, the recognized license plate number will replace the "?" in the query. If a given number exists in the
database, then the corresponding comments ( commentcolumn) will be returned in the results.

3. After specifying the settings, be sure that the data from the database has been read correctly in the Test pane.
To do this:

» Enter a license plate number that exists in the database.
» Click Test,
« Verify the value in the Result field; if the SQL query is incorrect, it will contain an error message.

4. Click OK to save connection to the external list on server.

Addtenfle.. | | Ad8ODBCzource. | | TestAll ODBC Sources

* * AutoTRASSIR/AutoPass general settings

 Creating an external ODBC data source for AutoTRASSIR
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Connection of the external number lists in TRASSIR OS

A The description of this setting is applicable when using TRASSIR OS. When using the Windows version,
use the next section in the guide.

To connect an external list from an ODBC data source:

1. In the Settings window on the Server settings -> AutoTRASSIR/AutoPass tab, click the Add ODBC source
button.

2. In the window that opens, specify the connection settings for the ODBC data source:

if ODBC External List X
Mame: Rentals Enable
Direction: Reaction:

Any - ‘ |Wh\behst -
Database settings 7| Epecdify login and password:
Login: user
DB Type: |MSSQL
Password:  type to change
DBHost:  192.168.1.201
DB Name: LPR
DB Port: 1433
Plate letters in database: Letter case in database:
[Latin | [Lower -
SQL Query: Help
SELECT plate_comment FROM table_with_plates WHERE plate = ?
Test
Plate:  x123ux45 Test
Result
cance

* Name - the name used to identify the data source on server.

» Enable - This checkbox determines if the source should be used by the AutoTRASSIR/AutoPass module. If the
checkbox is cleared, then license plate numbers from this source will not be processed.

» Direction - Your choice of a value from the dropdown list: "Down" or "Up". This parameter is set based on
the direction in which vehicles move relative to the camera. If license plate numbers should be processed for
vehicles traveling in both directions, select "Any".

* Reaction - The type of message issued to the operator: "Blacklist", "Whitelist" or "Informational”. Note that this
determines the response type for all license plate numbers in the list.

» In the Database settings settings group, enter the ODBC data source's connection settings:
» DB Type - The type of database being connected;

* DB Host - The IP address or DNS name of the server where the ODBC data source is located.

o If using SQL Server Express, the server's address is entered as

[server name] \ [instance name].
For example: 192.168.5.202\SQLEXPRESS or atserver\SQLEXPRESS.

« DB Name - The name of the database.
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* DB Port - The port to be used to connect to the server;

o If using SQL Server Express, in the DB Port field enter the value 0.

* Username and Password - Credentials for connecting to the data source.

» Plate letters in database - A value from the dropdown list. Choose "Latin", depending on the type of characters
used in the license plate numbers in the database.

» Letter case in database - A value from the dropdown list. Choose "Upper" or "Lower", depending on the case
of the characters used in the license plate numbers in the database.

* SQL query - The database query to check for the presence of a recognized number in the database. The query
looks like this:
SELECT plate comment FROM table with plates WHERE plate = ?
where:
plate comment - The name of the column containing the comments;
table with plates - The name of the database table containing the license plate numbers;
plate - The name of the column containing the license plate numbers.

o Note that the names of tables and columns will be specific to your database.

The specified SQL query will be run on the data source for every instance of a recognized license plate number.
In doing so, the recognized license plate number will replace the "?" in the query. If a given number exists in the
database, then the corresponding comments ( commentcolumn) will be returned in the results.

3. After specifying the settings, be sure that the data from the database has been read correctly in the Test pane.
To do this:

» Enter a license plate number that exists in the database.
* Click Test;
» Verify the value in the Result field; if the SQL query is incorrect, it will contain an error message.

4. Click OK to save connection to the external list on server.

...........

Addten fle.. | | AddODBCsource.. | | TestAll ODBC Sources

| Renters |

* * AutoTRASSIR/AutoPass general settings

» Creating an external ODBC data source for AutoTRASSIR
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Creating an AutoTRASSIR/AutoPass template

You can verify that the AutoTRASSIR/AutoPass module has been correctly configured and is working properly by
creating a simple template. To do this:

1. Open the Main control panel and display a video monitor on one of the server's screens.

- Click Template editor ¥ and select
3. CIle + Add AutoTrassir

4. Drag the camera signal being processed by the AutoTRASSIR/AutoPass module from the list of channels to an
available space.

5. Click & smen.

Save template under name:

AT

oK Cancel

Enter the name of the new template in the small window that opens, and click OK.

As a vehicle passes, the recognized license plate number will appear in the AutoTRASSIR/AutoPass log.

Wark mode: Live Archive
Filter: | Show il ~| &

Plate Time Channel s
y¥Uxy? 4 1 AT-highway 3
01858017 1+ 1222001 AT-highway 3
HE92eT 150 4 12158 AT-highway 3
8182pp W7 4 1221:56 AT-highway 3
NO PLATE 1+ 122153 AT-highway 3
E295kP 7+ 122150 AT-highway 3
TI27Pm 0 4 122137 AT-highway 3
T572cP 0+ 122112 AT-highway 3
A22200T0 4 122126 AT-highway 3
cS76xy 0 ¢+ 122109 AT-highway 3
€95Tce M7 4+ 12205 AT-highway 3
c957ce ™7 4 122054 AT-highway 3
M419aP 0+ 1220:50 AT-highway 3
MOZIXHIT 20T AT-highway 3
P220ce 10 1 12:2045 AT highway 3
v988ce 7 1+ 122030 AT-highway 3
A15240 77 4 122005 AT-highway 3
T880xmM ™Y+ 122019 AT-highway 3
e069uT 7 4+ 122045 AT-highway 3

P2628c ™0 4 122013 AT-highway 3
v685TH 36t 120957 AT-highway 3
T6ZA¥FT 121948 AT-highway 3

8005 4121043 AT-highway3
P995e0 150 1+ 12199 AT-highway 3
HOA3TK 0 4 121807 AT-highway 3

A920T0™? 121908 AT-highway 3
Y9yt 121906 AT-highway 3
018580 ™7 4 121844 AT-highway 3
H592pT 50 4 121840 AT-highway 3
B182pF 7 1 121838 AT-highway 3

NO PLAT 18 highw
NO PLATE 4 laimas AThgiayd o M Time: [20 Feb 2018 12:22:24 ] Lane: [Z |
& Control manitors +addevert B 1 [ Template: [/ nxdo2-vi | Quaiity: [99.7 ]

If license plate numbers do not appear as vehicles pass, verify:

* AutoTRASSIR/AutoPass module settings (see Setup AutoTRASSIR module on a channel or Setup
HSC AutoPass module on a channel).

* AutoTRASSIR/AutoPass module settings (see Setup AutoTRASSIR module on a channel).

» Database connection settings (see Database connection settings).

You can read more about working with the template editor and the AutoTRASSIR/AutoPass module in the Operator's
Guide (??7?).
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AutoTRASSIR/AutoPass general settings

AutoTRASSIR/AutoPass - Automated license plate recognition

Selecting, installing, and configuring cameras to work with the AutoTRASSIR/AutoPass module
Setup AutoTRASSIR module on a channel

Maintaining internal lists of license plate numbers

Connecting external lists of license plate numbers on Windows

Connection of the external number lists in TRASSIR OS
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SIMT software-based detector

The purpose of a SIMT detector is to identify an object with specific parameters in a video against a background
of abundant and random motion, which is noise in most instances. SIMT can filter out very powerful noises, which
are beyond the capabilities of other detectors, such as: tree branches swaying in the wind, snow with rain, minor
camera jitters, etc.

Out of an entire image, SIMT identifies the objects that are really moving, along with their history and the nature of
their motion; it can also distinguish these objects from one another. An object that is briefly hidden from the field of
view (for example, behind a tree) will not be treated as a new or different object.

SIMT's scope of application:

» guarding perimeters and open territories, parking lots and oil pipelines; appropriate in video surveillance systems
where motion is an alarm event that requires attention;

» guarding subway station entrances and transportation nodes;

* any sites that require an intelligent evaluation of the situation, for example, detecting a running person in a place
where running is not a normal motion.

The SIMT module provides:

* high tolerance of precipitation, interference, and noise;

 detection of the speed, direction of the motion, distance covered, and the sizes of actually moving objects;
« monitoring of intersections with object borders;

» monitoring of the presence of objects in a zone;

» automated PTZ camera control (in conjunction with the ActiveDome module);

* » SIMT detector settings

* ActiveDome - Automated PTZ-camera control
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SIMT detector settings

To configure the SIMT detector, in the Motion detector settings group in the Software Detectors area of the Channel
settings window, select Moving object detector (SIMT) and click Setup SIMT zones. A window for configuring the
SIMT detector's borders and zones will open.

Recording
Recording o serve ditke:
Normal Channel
On Detestor

Go toschedule v

[ Genesate Motion/ No Motion events

You can create borders and zones, as well as indicate areas to ignore.

1. A border is a type of detector area specified using a polygonal line. A detector event is generated if one of the
specified lines is crossed. To add a border:

* Click the -;

» Then left-click with the mouse to specify the vertices of a polygonal line;

* Click Finish;

* Give the detection zone a name;

» Set the Swap AB -> BA checkbox in order to make zones A and B switch places;

» Set the Create object checkbox if you need to create an object for this border in the object tree. A border object
may be used, for example, when setting up monitoring using the object tree (CMS) and the corresponding filters.

» Set the Generate events checkbox if you want an "Object intersected border" event to be generated and written
to the database when the border is intersected. Moreover, the event will include the direction of motion, i.e. the
side from which the object intersected the border.

« Set the Alarm if object larger than, Alarm if speed greater than, and Alert if track longer than checkboxes
if you want additional alarm events that depend on the nature of the object's motion to be generated and written
to the database.

2. A detection zone is an area that will be monitored by a detector if motion occurs in it. A detector event can be
generated when motion occurs within the specified polygon. To add a detection zone:

* Click the =;

» Consecutively left-click with the mouse to specify the vertices of the polygon;
* Click Finish;

* Give the detection zone a name;

» Set the Create object checkbox if you need to create an object for this zone in the object tree. A zone object
may be used, for example, when setting up monitoring using the object tree (CMS) and the corresponding filters.
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+ Set the Generate events checkbox if you want "Object entered zone" and "Object exited zone" events to be
generated and written to the database when there is motion in the zone.

» Set the Alarm if object larger than, Alarm if speed greater than, and Alert if track longer than checkboxes
if you want additional alarm events that depend on the nature of the object's motion to be generated and written
to the database.

[V Create Cbject
¥ Generte Events

9 Aot object g ) Alet #speced big [ Aet g
[1000% 3] 1000 %/ =] o =

48 Back to Channel

3. An ignore zone is an area for which the detector will not take any action when motion occurs in it. The vertices of

a polygon are used to specify an ignore zone. To add an ignore zone:
* Click the ~#;

» Consecutively left-click with the mouse to specify the vertices of the polygon;

Click Finish:;

» Give the ignore zone a name.

Name: [Ignore_zone

4 Backto Channel

After defining zones and borders you can adjust the position of their vertices, delete unnecessary vertices, or add
new ones.

To edit a zone (border):

1.

Select the zone (border) in the list. The currently selected zone (border) will be highlighted in green, while the
remaining zones (borders) will be gray.

. Left-click with the mouse near a vertex (marked by a green oval).

. Without releasing the left mouse button, adjust the position of the vertex.

If a vertex is unnecessary you can delete it. To do this:

» Point the cursor near the green oval;
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* Right-click with the mouse;

» Select Delete point in the context menu that appears.

To add a new vertex to an existing zone (border):
« Point the cursor at the desired location for the new vertex;
* Right-click with the mouse;

* In the context menu that appears, select Add point.

* » SIMT software-based detector
» Motion detector settings

» Channel settings
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ActiveSearch - find motion

ActiveSearch is a archive search tool that offers:

» super fast search across the entire archive;

» motion search in the specific zone with the preset parameters;

« versatility using set parameters (speed of motion, object size, duration of motion, exact time);

 archive viewing in the search window;

» easy interactive search and the possibility of the search using standard templates or a specific time interval;

To operate, the MotionSearch module uses information from software-based motion detectors (an activity detector
and a software-based SIMT detector) and several hardware-based detectors.

A Note that when switching from a hardware-based detector to a software-based detector or vice-versa,
the information from the old detector will no longer be available. After switch detectors, you will only be
able to find motion over the period of time in which the new detector has been operating.

To activate the plugin go to the Channel settings to the Software detectors settings group and select ActiveSearch.
In case the archive search is required, open the ActiveSearch dialog link.

If the ActiveSearch checkbox is disabled, be sure the right detector is being used for processing on
the channel.

You can read more about working with the ActiveSearch module in the Operator's Guide (??7?).

» Motion detector settings

» Channel settings
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Floor mapping settings

Floor mapping is designed for transferring image from camera to the floor surface. It is required for
showing people movement on map, detected by Neuro detector. It is also required for building heatmap.

To activate the plugin go to Channel settings to the Software detectors settings area and select Floor mapping. Click
Setup floor mapping link to open the settings window.

(0] Generate Mction / No Motion events

Camera Calibration

Distortion modek Mono ~| WithSiders  With Board

Camera aspect: 11

44

Viewsngle [nomsl ]

LTS

LT

Export...
Impert...

Status: need calibration

4 Backto Channel

The module is configured by calibration with the help of a special template.

Before starting a calibration, download a template from the website nerian.com. Print it in 1:1 scale in
A2 format or bigger sheet.

Check the scale of the received template using the ruler.
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Settings

1. Make the module preset

In the Pattern Setup group of settings enter the parameters of the template to perform calibration. All required
parameters are specified in the template.

» Type - the type of the template.
» Size - number of lines and rows.
* Spacing - the distance between the template items.

2. Floor calibration

Before starting the calibration, put template on the floor in such a way to ensure its coming into image coverage
in full . Click Calibrate in Floor calibration settings group and wait for the calibration completion. Calibration is
deemed to be completed when the value in Statuschanges to Calibrated.

Direction hint for map
105" %
Floor Calibration

Status: In progress

o Floor calibration is not required in case of using Fisheyecameras.

Floor re-calibration is required in case of the change of:
» camera installation location;
» camera tilting angle;

 focal distance of the lens.

3. Camera calibration
To start with select the Distortion model installed on the camera: Mono or Fisheye.
Further calibration of camera can be done in two ways:

* With sliders

nnnnnnnnnnnn

o

RO

On the "With sliders” tab in Camera aspect and View angle fields select height-to-width aspect of maximum
resolution and lens vision's horizontal angle.

Then on click Calibrate and changing the sliders adjust the image deterioration in such a way to make all straight
lines in real life (walls and floor borders, door and window reveals, etc.) straight in the image. On completion,
click on Stop.
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Before

« Camera calibration with board

Distortion medet | Mono v WimSide  WithBowd

Cument Coverage %
Current Observations: 0

On the With board tab in Interval field enter the time which will pass between neighboring calibrations.

Further on calibration shall be done as follows: one person shows a template to the camera in various points
of the shooting area and the other person clicks Calibrate and monitors the changes in the values of Current
Coverage and Current Observations.

//

The calibration is considered to be completed when the Current coverage parameters will exceed 80%. Click
Stop,to stop calibration and fix the result.

= = 24 <o

o Set defaults resets the camera calibration settings.
The camera calibration depends on the camera model and lens installed on it. Thus making single
camera calibration you can conduct Export /| Import of settings to the other camera of the same
model and with the same lens.

4. Floor area marking
Modify the position of the rectangle points in such a way to make the marked area to enframe all visible surface of
the floor. If necessary, add the desired number of points using the context menu.
Further on, to ensure the correct floor area location on the map, you'll need to orient it in space. To do this using
Direction hint for map direct an arrow in such a way to direct it on the one of the walls or make parallel to the
passage.

5. Calibration validity check

Calibration validity test can be done by adding floor area on the map. Under correct settings floor area will be
maximum approximated to the plan.
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* Neuro Detector settings
» Motion detector settings

v

» Channel settings
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Slow Down Detector

Slow Down Detector helps to detect the objects of different sizes left in the camera's field of sight. It can instantly
detect unattended and forgotten objects that pose a potential threat to the object of video surveillance.

There are Simple and Advanced abandoned objects detectors built-in to the server 4.x. Depending on the detector,
their functionality and settings procedure vary:

Common slow down detector:

» detects objects of a certain size;

« uses the entire filming area for analysis;
* helps determine the ignore zone;

» does not require a separate license.
Advanced slow down detector:

 detects objects of various sizes;

 uses specified filming areas for analysis;
* has advanced detection settings;

» uses 2 detection algorithms;

» works by schedule;

* is licensed per channel.

Setup procedure of each detector is described in their relevant sections:
» Common Slow Down detector settings

» Configuration of the Advanced Slow Down detector

» Channel settings

» Motion detector settings
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Common Slow Down detector settings

To connect and set up the detector, in the Channel Settings set Slow Down detector checkbox and click Setup
Slow Down detector... link

(0] Generate Motion / No Mation events 1 Fre/smoke Detector

In the Common tab of the window that opens, select Basic in the Type of detector field.

Setup Help

q

Type of detector: | Basic Minimum

R

ObjectSize: 16

LT

Reactiontime delay: 0h 3 0m 5 05

LI |3

Il Height 1

48 Backto Channel

By default, the detector monitors appearance of abandoned objects across the entire image area. If necessary, you
can decrease this area. To do that, click Ignore zone button and holding the right button select image areas the
detector should ignore.

Using Object size settings determine an approximate size of the object, the detector will respond to.

The yellow rectangle on the image will help to evaluate the sizes of the object to be detected. Any object that
significantly exceeds this size will be ignored.

In case of successful detector configuration the left objects will be highlighted with a red rectangle.

\ e == S 7

To monitor changes in the detector's operation, enable displaying of figures on the channel Slow Down
detector (see section ??7?).

» Channel settings
» Motion detector settings

« Slow Down Detector
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Configuration of the Advanced Slow Down detector

To connect and configure the detector, select in Channel settings Slow Down detector checkbox and click Setup
Slow Down detector... link

~ Setup Zones..

PP 10 B Coler qreen ¥

4 Backto Channel

Next, using ObjectSize setting, you can determine a minimum and maximum size of the object, the detector will
respond to. Rectangles on the image will help to evaluate its size. The detector will trigger if the abandoned object
is bigger than the green box, but smaller than the yellow box.

The Sensitivity option determines the degree of the detector's sensitivity.
Reaction time delay is the time passed from detecting of an abandoned object to notifying about it.
To continue configuring the detector, go to the Advanced tab.

p=4
Zonel
Zone
Common  Alternative  Advanced

Scene leam schedule z
Algarithm: Advanced - not set h Nsme: [Zone 1

New schedule
Fps: i - Color qreen ¥
Proximity threshold: L] E

4= Back to Channel

The advanced slow down detectors analyzes the video using two algorithms: Simple and Advanced. We recommend
to start configuring with the simple algorithm. If the detector shows false triggering in its operation, change the
algorithm for Advanced.

Frames per sec settings determines the speed, with which the detector will try to detect abandoned objects.
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In the Proximity threshold setting, you can specify an approximate distance between a person and the object they
abandoned. Should this distance be exceeded, the detector will consider the object abandoned. As the setting is
changed, you can see on the video images from the camera, which you can use to evaluate the distance between
the object and the person.

In the Scene learn schedule group of settings, you can configure the detector operation schedule. Click New
schedule link to create a new schedule or Settings to change the existing one. In the Color box, select the area
color for the schedule, during which the abandoned objects will be detected. See for details of schedule creation
process in the Schedules.

Select the image areas, where left objects will be monitored. To do that, click © and clicking sequentially the left
mouse, specify the box vertices. Once you are done, click Finish. If necessary, specify the area name.

In case of successful detector configuration the left objects will be highlighted with a red rectangle.

WL

To monitor changes in the detector's operation, enable displaying of figures in the view options of the
Slow Down Detector (see section ??7?).

» Channel settings

» Motion detector settings

« Slow Down Detector
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Face recognizer

The module is designed for automatic detection and recognition of faces in the camera image and can be used in
video surveillance systems to control people entering the territory, analysis of large crowds, etc.

There are two versions of the module: Face Recognizer and Face Recognizer 2.0 built into TRASSIR.
Both versions can work with the face database, located both locally (on the server with the module) and
remotely (on any server that is connected to the server with the module).

Read more about the face database location in Face recognizer basic settings.

Features of the module remote mode operation settings:

» The server with cameras that recognize faces must be connected to the server with TRASSIR OS,
which will be used as Analytics Server.
The TRASSIR OS server of NeuroStation version can be used as analytics server.
Read more about server connection in Connecting to a new server.

» Check the Enable remote analytics flag in the user's settings, which will be connected to the analytics
server.

» Te number of channels that can be used by the module are determined by the by the license on
the analytics server.
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Module options

Human face detection
The module searches for a face in the camera video and highlights it. It is possible to detect a face on a video
taken from any angle, including faces in profile.

Face tracking
The module supports tracking and single face monitoring (Face Recognizer) or multiple faces in a stream (Face
Recognizer 2.0).

Face identification and quality assessment
Comparing the found face with the one saved in face database and determining the degree of matching.

Identifying gender and age by face

Recognizing specific attributes of a person's appearance
In addition to gender and age, the module can recognize and search by individual appearance attributes, such as
hair color, the presence of glasses or headgear, etc.

Ability to recognize the usage of photo in frame
Identification of the use of a photo instead of a live face in the frame by comparing various characteristics of a
person's face with a static image.

Using module in Access Control
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Recommendations on choosing and setting up a camera

The sensor size should be at least 1/3", the lens aperture should not be less than F1.4. In case there are high-
contrast areas with various degrees of light in the shooting area, it is recommended to use cameras with a hardware
WDR.

To work with the plugin, it is recommended to use a camera with a varifocal lens that will allow you to zoom the
shooting area in or out without changing the camera position. It is not recommended to use fish-eye lens cameras.

The camera should be set to the minimal shutter speed and minimal GOP.
It is recommended to disable noise reduction and other digital image transformations.

The image should be clear and without any distortions. The faces in the image should be sufficiently contrasted,
illuminated and clearly distinguishable to the naked eye.

The distance between the pupils in the image must be at least 60px. Use a camera with any resolution, but so that
the size of the face in the frame is greater than 128px.
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Recommendations on choosing angle and lighting

» The survey area where faces are detected must be well lit. The presence of shadows on the face or excessive light
will significantly reduce the probability of recognition of the person.

* The installation of multiple cameras is recommended for broad areas.

» The shooting direction should be in such a way that people's faces look directly into the camera lens. It is allowed to
rotate the camera horizontally or vertically, but not more than 30 degrees. The best recognition quality is achieved
when the faces are tilted by no more than 15 degrees.

=~ {max 30°

* » Face recognizer basic settings

* Face recognizer settings for the channel

» Face recognizer 2.0 settings for the channel

Face database
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Face recognizer basic settings

The "Face recognizer"” basic settings vary depending on module version. You can find the settings on the Modules
-> Face recognition tab.

* Face recognizer

Sewp | Help

Glabsl settings

|

Sarnge dpmn Sania Mamalteestcount [ el

ess Control System mode.
i % 20ms ]
6] -
ALGT -
£ E]

DETECT_ALL

eshold 0%
6 pix
200 i

T T YT T

Similarity threshold 0%

Channel Name. AgefGender  Atibutes Uveness  face Analytics  faceSearch  Recognize

Faces. a a2 =} =} =}

* Face recognizer 2.0

Setp | Help

Glabal settings
Storage depth 5 dayts) |

Location Local server

Status ready view content

Some module settings can be changed individually for each channel, if necessary (see Face recognizer
settings for the channel and Face recognizer 2.0 settings for the channel).
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General settings

The module can process images from all cameras connected to it simultaneously. The maximum number of
simultaneously activated detectors is determined by the license and displayed in the Available licenses block in
the detectors field.

The module uses two databases in operation:

* Temporary Face Database for keeping all recognized faces. Its size is defined in the Storage depth setting. It
is used by Face Recognizer 2.0

* Face database containing information about the person and his anthropometric data, which is used for comparison
with the person found on the video. The maximum size of this database is determined by the license and displayed
in the Faces DB size field.

Maximal thread count is the number of "queues" in which faces are detected. In each frame received, it tries to
detect a face and, by increasing the number of streams, you increase the detection rate. The maximum value of
streams is limited by the number of processor cores on the server.

Be careful, increasing the number of streams will increase the server load.

Global settings
Storage depth 3 dayls) = Maximal thread count 4 =
[ Physical Access Control System mode  Set default settings
Quality Threshold 50% = Detection period 250 ms =
Confidence Threshold 50% = Detection Algorithm ALGT
Si 64 pirc = Rec ion Algorithm ALGT -
Size 4000 pix = Liveness threshold 50 =
[t
Cache lifetime 2sec =
Similarity threshold 0% =
= Discard changes | |[2] Apply changes

The plugin can search for faces on all frames. However, not all frames show human faces in a good quality. In order
to prevent false detections, change the following settings:

* The Physical Access Control System mode flag enables the detector's Physical Access Control System mode.
Press the Set default settings to enable detector's settings optimized for Physical Access Control System
operation.

* Quality threshold excludes poor quality faces: greased, partially hidden, etc.

» Confidence Threshold is the boundary that determines the degree of compliance of the detected person and a
person in the faces database.

27March201... | Similar people (2
H5KrF23b
7% | John
snnl B QNjHwédn 1 January 1980 (39)
-3 555 ) Jack
. Male
aucasian, bl..

ase MSK-EXP-12

* Minimum face size and Maximum face size determine the range of sizes of the faces the module works with.

» Detection period is an interval between the frames that will be used to detect faces, the smaller it is, the more
often faces will be searched on the video.

» Detection algorithm is an internal set of rules, with the help of which a face is detected on video.

* Recognition algorithm is another set of rules, with the help of which faces are recognized among the detected
ones. The algorithm is selected depending on the required detection quality and the resources of the server which
will analyze video:

ALGT1 - average recognition quality with the moderate resource usage;
ALG2 - high recognition quality with average resource use;
ALGS3 - the highest recognition quality with the use of large amount of resources.
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» Liveness threshold - is a level of alikeness of the detected face to a human or a photo.

Probably, this is photo No matches found s’
< ™ 21 June 2019, 15:23
o4 MSCEP-15 L
- P
-2 ’
Male
p ¢ happine, shaved, no glasses.

» Emotion Algorithm - is a set of rules allowing to show only happy looks from all detected faces.

Moving person can turn his head or face and can hide behind natural obstacles. Set Merge short tracks flag and
the module will combine these movements into one, depending on the following parameters:

» Cache lifetime is the time during which the module stores the face of one person, found in different frames. For
example, a track lifetime is 5 seconds, the module detected the face and the person turned away from the camera.
If he turns back 4 seconds, then the face information will be added to the existing record. And if in 6 seconds, then
a new one will be created.

» Similarity threshold is the boundary that determines the degree of similarity of detected and stored earlier face
of a person. If the face looks alike, the information about it will added to the current database record. If not, then
a new one will be created.

» Detect More - in Face Recognizer settings, set the Determine gender and Determine age flags, in order to display
this information in the operator's interface when a person is recognized.
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Face database

Status: ready view content

Face database can be stored both locally and on any server with the appropriate license. In order to connect to the
database, configure the connection to the server and specify it in the Show face DB configuration. To use a local
database, select the name of the custom server. And to go to the face database click the appropriate link.

The face database local cash is used for face recognition. That's why in case of the face database server
connection loss, the face detection continues. The local face database cash will be updated upon the
connection recovery.
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Channel management

Channels
Channel Name Age/Gender Attributes Liveness Face Analytics  Face Search Recognize

TR-D2111IR3W 1 [m}

At the bottom of the window, a list of cameras with enabled Face tracker/recognizer module is displayed. Clicking
on the link will take you to the module settings on the selected camera. By setting the appropriate flag in front of
the camera, you will enable:

» Age/Gender - displays a person's gender and age in operator interface.

» Attributes is face search by specific human appearance attributes.

» Liveness is a feature distinguishing a person from photo or image on video.
* Analytics - sends data on the recognized face to the "Analytics" script.

* Face Search - search by face and photo functions.

* Recognize is a face detection feature with the help of face database

o For a detailed description of the operator interface, see Face recognizer section of Operator manual.

‘ » Face recognizer

» Face recognizer settings for the channel

» Face recognizer 2.0 settings for the channel

» Face database

368



Administrator's Guide

Face recognizer settings for the channel

To activate the plugin, go to the Channel settings to the Software detectors area and select the Face Tracker/

Recognizer and then select the Server, which will calculate the analytics. Click the Setup Face Tracker/Recognizer
link to open the settings window.

Software

In the window opened:

» Determine the Detection Zone size - the area of the image where faces will be recognized.

Setwp | Help

 Discard changes | [5]) Apply changes

» If common detection parameters are not suitable for the detector operation on this channel, then clear the Use
common settings checkbox and change them.

Clicking the Go to Face Recognizer setup page link you will go to the global settings of the detector.
Description of the detection parameters can be found in the section Face recognizer basic settings.

You can check the correctness of the detection settings by turning on the display of the figures. To do this, right-
click on the image, select View options from the drop-down menu, set the flag next to Show figures menu item and
select Face Recognizer from the drop-down list. The recognized faces will be highlighted in the image:

Show fig: ~
(] Show figures in archive
Video stream Autoselect

Enable orchive timeline preview

Picture-in-picture mede at zoom

The full operation of the module can be seen in the operator interface. To do this, you can create a simple template.
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John Rain v
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0-39

9 Controt monitors iz

» Face recognizer
» Face recognizer basic settings

» Channel settings

Motion detector settings
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Face recognizer 2.0 settings for the channel

In order to activate the module, go to the Channel settings to the Software detectors area and select Face recognizer
2.0, then select the Server, which will calculate the analytics.

Recording Software Detectors
Recording to serve diks: izer Setup Face Recognizer
Normal Channel -
On Detector -

o to schedule v

e dick

] Neuro Detector

0 Aruco Detection

[0 Pose detector

Press the Face recognizer 2.0 settings. The detector settings will open.

Offioad server: & trassic (172.16.15.132) ~

Status: Working

Detector | Detection zones Delete setings.
Determine face attributes
Use liveness classifier
Uivenezs threshold
Lowmare real persons) High more photor]
Anstytic [u]
Quaity Highest speed -
3 2

Max faces count per frame 6

=]
Win matching confidence @ £
Phyical Access ControlSystem mode o

o

Compare faces to checkit of offenders

You can check the correctness of the detection settings, by enabling the figure display. To do this, right-click on
the image and select the View options... item in the drop-down menu. Set the Show figures flag and select Face
recognizer item in the drop-down menu. The recognized faces will be highlighted on the image:

Common  4thfloer - ; ) 5 ' - | / <

[0 Use common settings 3 e

O Channel name [ Bold e ; L

[ Showfigures | Trassir Face Recoanizer -

[ Show figures in archive

Video stream Autoselect -
Window size threshold 400 px. -
Show borders Only Focus -

[ On-screen display (codec, resolution, FPS)
Keep aspect ratio
[4 Enable archive timeline preview

[ Picture-in-picture mode at zcom

You can check the full module operation in the operator interface. Create a simple template to do this.
You can configure the operation of the detector on the Detector tab.

* The basic settings of the detector let you configure the following parameters:

Detector | Detection zones: Delete settings.
Base Determine face attributes =]
“ Use emesscascifer @

Lieness threshoid

[rasr—— T —

Ansbytics o

Quality Highest speed

s 2

Max faces count per frame 0 3

Min matching confidence ® =]

Physical Access Control System mode o

Compare faes o checklis of affenders o

Detector i working

» Determine face attributes - set the flag to display gender and age when a person is recognized.
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+ Set the Use liveness classifier flag and specify the Liveness threshold to allow the detector to distinguish
between a real person and a photo or image of a person. The higher the threshold is, the higher is the facial
liveness value will be used, by which the detector will determine whether a person or a photo is in the frame.

» Analytics -set the flag to let the detector analyze the gender and age of the person in the frame.

* Quality - select the speed and quality of the detector operation. The higher the recognition quality is, the lower
is the processing speed, and vice versa.

To ensure the detector correct operation, you should select the same quality in the analytics server
settings as in the detector settings.

* FPS - frame rate.

* Max faces count per frame - set the maximum number of faces that the detector can recognize in one frame. If
the number of faces exceeds the selected value, the detection frames around them will be gray, and such faces
will be displayed as unrecognized in the operator interface.

* Min matching confidence - set the degree of correspondence between the detected person and the person
in face database.

» Setthe Physical Access Control System mode flag and select the Viewing time to use the detector in Access
Control.

The Faces filter settings menu lets you set up the recognized face parameters.

Delete settings

L L b
T T TR T

5[5 [5

Semsitivity

* Min face image side size and Max face image side size - set the range of face sizes with which the module
works.

» Allowed face angles - the range of face tilt / rotation angles, in which the module can recognize a person: narrow
axis - head tilt forward / backward, vertical axis - face turns right / left, roll axis - head tilt right / left.

» Sensitivity - the detector sensitivity level. The higher the value is, the higher is the probability of false alarms.

The Recognition zone settings menu lets you specify the area in which faces are recognized. The neural network
does not transmit the entire image from the camera, but a selected part of it, which improves the recognition quality.
Unlike detection zones, the recognition zone is always rectangular. You can resize it by dragging the vertices.

Setup \_Help

Recognition zone settings

1 Zane 1
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The Object counting tab lets you create zones in which faces will be detected. By default, there is a zone created
in the settings that occupies the entire image area. You can adjust its size by changing the position of the corners,
if necessary.

Setup \_Help

Detector ;/ Detection zones Delete settings.

Detector s working

In order to create a new counting zone, press = and set its vertices on the image. Place the cursor to the zone
starting point and left-click or press CTRL+ENTER to complete the zone drawing.

* » Face recognizer

» Face recognizer basic settings

» Channel settings

» Motion detector settings
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Face database

Face database is a part of Persons database, which includes people and their anthropometric data. Face database
is used for comparison with faces that Face Tracker/Recognizer module detects on camera image.

Scup '\ Help

+ Add person [ Add folder 1 Deteperson

W Office
o
m Jack

P oo

Folder Offce -

The server can use a unified or central face database. For this purpose, a number of requirements
should be met:

» All face detecting servers and the server, containing the central face database, should have the
relevant licenses.

* You should select the server, containing the central face database from the Face recognizer setup
in the Location list.

» Face detecting servers should connect to the central face database server regularly to synchronize
the data. In order to reduce the network load, a special script can be used. To receive the script and
its description, please, contact technical support.

» The face database size is determined by the license.
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Folders creation

uuuuu

5 Delete folder

To create a folder, click Add folder button and fill in:

¢ Folder - folder name

« Color - folder color. When creating a folder of the 2nd level and above, the color will be the same as the 1st level
folder.

» Parent - parent folder.
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Creating and adding persons to the face database

+F Add person | | Adfolder 8 Delee peson

2w Offico 2
' Office 2a
T Office 1

H Nanov Facels
in0Bl

Petrov

Sidoroff
Lead codar

To create person, click Add person button and do following:

* Click Add Photo and select the photo of the person. You can upload multiple photos. Consider photo
recommendations when making your selection.

» Enter the person's name into the Name field.

+ Select Birthdate.

+ Select Gender.

« Enter Remark and Contact info.

» Select the Folder where the person will be located.

* Press Add to Face DB. The person will be added to the Face database and marked with the corresponding icon.
After that, the photos of the person will be converted into a set of anthropometric data, which will be stored in the
database and used to identify the person by Face Recognizer module.
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Recommendations to the photos used for recognition

128px

All photos, stored in the Face database are used by the server for recognition. The probability of recognizing a person
caught in a camera depends on the quality of the uploaded photos. To increase the probability of recognition, use
the following guidelines:

* You can upload several photos for one person, one of which must be taken in full-face, and the rest are allowed
to rotate no more than 30 degrees vertically or horizontally.

Photos in which the person is depicted half-face, will significantly reduce the probability of this person recognition.
* If a person wears glasses, then upload a photo with glasses to improve recognition.
» Photos on which a person's face is blurry, lighted or in shadow will significantly reduce the probability of recognition.
» The face on the photos should not be smaller than 128x128px.

Examples of photos that improve the quality of recognition

Examples of photos that reduce the quality of recognition

(%) ® (%)
3 A 11 R

* » Face recognizer basic settings

» Face recognizer settings for the channel

» Face recognizer 2.0 settings for the channel

e Persons
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Neural Empty Shelf Detector

The Neural Empty Shelf Detector is intended to build up video surveillance systems which require the detailed

analysis with the help of the neural networks. As a result, the video surveillance operator will monitor the shop shelves
state in real time.

Neural empty shelf detector features:

» The module works with NeuroStation video recorders or on any video recorders of 4.x version,
connected to NeuroStation server and using it as Server Analytics. Read more on server connection
in Connecting to a new server.

» Check the Enable remote analytics flag in the user's settings, which will be connected to the analytics

server.

To activate the plugin, go to the Channel settings to the Software detectors area, select the Neural Empty Shelf
Detector and then select the Server which will calculate the analytics.
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Detector
The detector's parameters are set up on the Detector tab.

» Set the detector's Sensitivity and specify the Detection time in the base settings.

Detector | Object counting

* You can create the zones in which empty space on the shelves will be swept in the Object sizes settings group.
Set the biggest and the smallest sizes of the detected objects with the help of Minimum object size and Maximum
object size settings.

Detector | Object counting

Objects sizes L=l )
4 11 Zone 1
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Object counting

The Object counting tab lets you create the zones to detect empty spaces on the shelves. There is already a default
zone created, which occupies the entire image. You can correct its sizes by changing the position of the angles.

To create a new counting zone press = and set its vertices on the images, starting from the upper right and then
in the clockwise direction. In order to finish the zone drawing, place the mouse cursor to the zone starting point and
then left-click or press CTRL+ENTER.

o Counting zones requirements:

* The zones should be four cornered.

» The zones should be drawn in such a way, so they won't capture price tags or shelves partitions.

» To detect holes in the first or the bottom row only, the zone should be drawn in such a way, so the
goods from the second row stay outside this zone.

For each created zone should be setup parameters by which the detector will detect empty spaces on the shelves:

» Number of products - is the number of the units of goods or the piles of goods, aligned in a row by the counting
zone.

* Hole size is the number of the units of goods or piles, the absence of which will be detected by the detector.

* » Motion detector settings

» Channel settings
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Empty Shelf Detector

The shelf detector is intended to track the good availability on the shop shelves. It compares the current state of the
specified shooting area with the previously saved image and notify the operator of the changes.

To set up the empty shelf detector zones open Channel settings in the Software detectors area and select Empty
shelf detector. Click the Setup empty shelf detector link to open the setting window.

7] Generate Motion / No Mtien events

In the window that opens you can create detector zones - the areas which will be monitored by the detector:
1. Click the =.

2. Consecutively left-click with the mouse to specify the vertices of a polygon. Upon completion, click Finish.
3. Enter the zone name.

4. To set the zone's current state as the ideal state, click the Save Ideal State button. When recording a shelf's ideal
state, the amount of motion (noise) in the frame must be observed. The noise level is represented by stars on
the video frame. The fewer the stars, the less noise in the frame and the more accurately the detection zone's
ideal state will be recorded.

5. Use the Sensitivity slider to set a value for the zone. The higher the value, the more sensitive the detector will
be to changes in the frame.

Neme: [Shelf 5 B Save desl State

Sensitvity: 3

You can track the detection zones' state in real time in the object tree (CMS). When the number of items decreases,
the color of the selected zone's indicator will change s > ¢ > ¢ > 2 > o — o

v EM EmptyShelfs >R
M sheif 1
M Shelf 2
[ Shelf 3
I sheif 4
M sheif s

(22217

To track the detector's state in a timely fashion, you can create a rule or script that will activate when
the state changes.

» Channel settings

» Motion detector settings
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Queue detector and workplace detector

Queue detectormodule can be used in the security systems' construction(to detect congestions in the pre-set area),
as well as in business analytics, i.e. to count the number of people in the queue.
Workplace detectormodule is designed to estimate the actual employee's work time.

To ensure the correct operation of the modules the analysable image from the camera should meet a number of
mandatory requirements:

» The module detects a person by head and shoulders, so the image of the person should include his/her shoulders
under the head or the head over the shoulders (at plan view).

» The size of the head on the image should be of 40 pixels at least and should not exceed 25% of the entire frame size.

» The size of the head at the image limiting points should not alter more than twice.

* » Channel settings

» Motion detector settings

"Queue detector" module settings

» Workplace detector module settings
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"Queue detector” module settings

To activate the plugin go to Channel settings to the Software detectors area and select Queue Detector. Click the
Setup queue detector to open the settings window.

Recording

Recording to senver diske:
Normal Channel =]
On Detector -
Gotoschedule v

(1 Genesate Mation/ No Motion events

In the opened detector settings window a Ground plane, which should be configured, will be already created.

llllllllll

4 Back to Channel

A camera is usually pointed at an angle relative to the surface of the floor. Accordingly, the same person will have
different dimensions in various places on the frame. For the counter's proper operation, the Ground Plane must be
configured to enable counting in the entire area. To dot this, move the Ground Plane's vertices to define the area
within the frame to be monitored by the counter. Then sequentially select the vertices and use the Height settings to
define the size of a person's head at the extreme positions of the Ground Plane.

The counter can be more accurately configured with the assistance of a helper. You can verify the accuracy of the
selected settings based on the size of his/her head. Ask your helper to move sequentially to each of the Ground
Plane's vertices. Change the values of the Height parameters to specify the size of a head. So, you can verify the
size of your helper's head using an indicator consisting of concentric squares. If you point it at a person's head,
green squares will indicate that at that position in the frame people with heads that fit within the green squares will
be detected, while people with heads the size of the gray squares will not be detected by the counter.

Wed 12:45:54

If you have no helper or cannot use it, you can go to an archive and configure the counter using saved
video segments.

The Variation parameter defines the range of the Height parameter. For example, if it is 10%, then the counter will
analyze an area 10% smaller and 10% larger than the selected area.

To prevent false triggerings, adjust the Global Sensitivity parameter.
If the counter is configured correctly, the heads of people within the frame will be highlighted with a blue square.
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LUitrance to of!
il 4

Queue detector can be used to count the number of people:

» within a selected area.
To do this, click the = button and specify an area within the Ground Plane.

\

=
INASS

AN

$
£

4
¢
-

[ A rance to of
Giobal Sensitvity. o010 i s =l

R
iR

Border draw mode | Finish

48 Back to Channel

* intersecting a border line from either direction.

To do this, click the ~ button and add the border line. If needed, you can switch the locations of zones A and B
by setting the Swap AB -> BA

Setwp \_ Help

Global Sensitvty. 010

Mame: Entrance

[ SwapAB-> BA

48 Backto Channel

In a real-time environment the selected area status and limits can be monitored in the object tree (CMS). When the
number of people in the selected area increases the indicator will change the color« > ¢ > ¢ > 2 > o — o

v BN Cameal  ®RQ
/- Entrance
I1zone W

To track the detector's state in a timely fashion, you can create a rule or script that will activate when
the state changes.

» Channel settings

» Motion detector settings
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Workplace detector module settings

To activate the plugin go to the Channel settings to the Software detectors area and select Workplace detector.

7] Workplace Detector Setup workplace detector

Setup \__ Help

Select eisting zone or ereate new

@ Backto Channel

Create detector's zones - the areas Which will be monitored by the detector.

1. Press the button .

2. Set the vertex of the polygon by pressing the left mouse button sequentially. Upon completion press Finish button.
3. Set the zone name, i.e. employee's name or the name of the workplace.

After that the parameters where the detector will be activated should be defined for each zone:

* Object size - the size of the head of the monitored objects.

« Sensitivity - the level of the detector's sensitivity.

» Cooldown period -the duration of motion absence in the zone.
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Setting procedure

1. Move the Sensitivity slider right to adjust the detector's sensitivity above average. You'll see false triggering of
the detector on the display in the shape of several squares.

Sctup \__Help

MrSmith

Type:
ObjectSze: 1000 £l
Sensitiy

Cooldown time: |0 min *

2. Increase or decrease the value in the Object size field, so that a person's head would fit the green square.

Small Optimal Large

3. Move the Sensitivity slider left to prevent false triggering.

High Average Low
Detects multiple objects. Detects one object. Detects nothing.

VY
[ RN

4. To prevent detecting a motionless person as employee's workplace absence, increase the Cooldown period.

You can monitor the zones' status in objects tree in real time; the indicator will change its color in case of the
employee's absense at the workplace « — «:

v WM Office =R
/'~ Border
1 Mrich.. @
12 Mrsmith iy

o You can set up a rule or script triggering on the status change for the immediate detector's status
monitoring.

» Channel settings

» Motion detector settings
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Head Tracker

Head Tracker module is a light version of the Queue detector and is designed to define the number of people crossing

the preset border line on the camera image in one or other way.

To ensure the stable operation of the module the survey coverage and the camera installation location should meet
the following requirements.

1. Select the camera installation location properly

area decrease the module efficiency.

Requirements CORRECT INCORRECT
The camera should be installed above the people passage point. T ‘;
No camera tilt is allowed. X v
The camera lens should be directed vertically down. In this case 1
the image of the camera will run parallel to the floor. 1
The object size on the image should be 5% at least and 25% at
most of the entire frame. -
The range of the width of the camera image should be from 600px e l o
to 700px. vy
. Check the lighting conditions
Requirements CORRECT INCORRECT
The survey area should be moderately lightened. Insufficient or o — s ¥ s
excessive lighting of the survey area negates the effectiveness of :
the module. ‘Tr ﬁq
Prevent any sharp alterations of the lighting conditions. The survey X b ¢
area must not have any specular surfaces. Hard shadows of
moving objects interfere with the module operation. ' '
3. Disturbances in the survey coverage
Requirements CORRECT INCORRECT
Static background without any moving objects (moving stairways b ¢ b ¢
or moving walkways) ensure the stable operation of the module. '
Constantly opening doors and other objects showing in the survey X T

1]

* * Channel settings

» Motion detector settings
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"Head Tracker” module settings

To activate the plugin go to the Channel settings to the Software detectors area and select Head Tracker. Click the
Setup head tracker link to open the settings window.

Set up the module:

1. Change the size of a rectangle so that an average sized person would fit in.

Recor

AGh

Setup Zones...

) Generate Motion / No Mation events.

You can define the maximum size of the object by the value in the Object size settings. In case they
exceed the allowed valued you should change the settings or camera location.

2. Then in the Detection algorithm settings select Standard and by dragging the Sensitivity slider set the best
settings value.

Low Optimal High

Object can not be Object is detected correctly. One object is detected as 2 or more.

detected in the frame.
o W’lﬁ il
|

!!n | ) l(. .
; E ]

o If the optimal result fails to appear under the given parameters, select an alternative detection method

and repeat the settings.

3. Other parameters help to enhance the module operation:

» Operation resolution settings lets you select the size of the image which will be used to analyze the scene.
Low resolution image analysis is the most cost-effective way to use the server resources

» Distance to the floor - this parameter depends on the camera height and the zoom level set on it. It can be
identified by the size of the object in picture. The bigger it is the less is the distance to the floor. (less than 14,5%
is high, from 14,5% to 18,5% is average and over 18,5% is small) Leave Auto box checked and it will set up
with reference to the Object size field value.
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4. Locate the border line to be crossed by people. To do this press the button + and, sequentially clicking with the
left mouse button, specify the vertices. If necessary, you can enter the boundary name and set the Swap AB ->
BA checkbox in order to switch the A and B zones.

If the module has been set up correctly, the captured in the frame people will be outlined with a green rectangle.

("

| » A
L :
2 ‘
498 “ 1

To track the module's state in a timely fashion, you can create a rule or script that will activate when
the state changes.

* » Channel settings

» Motion detector settings
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Neuro Detector

The Neuro Detector can be used for building up security systems, which require in-depth image analysis. As a result,
the video surveillance operator will get the information on various objects in the specified area in real time.

Neuro detector is intended for detecting the following object types on video:
 ordinary people or people wearing the uniform of the specific color;

» aperson's head or a person not wearing the special headwear (hard hat);
* a bicycle or a person riding a bicycle;

* acar.

Besides of that, neuro detector can be used for counting objects in the specified area.

Neuro Detector features:

* The module works with NeuroStation video recorders or on any video recorders of 4.x version,
connected to NeuroStation server and using it as Server Analytics. Read more on server connection
in Connecting to a new server.

* In the user settings from which connection to analytical server is established, the analytics shall be
allowed via network.

» The operation of the Count objects, Track objects and Build heat map parameters is defined by

corresponding license availability on the analytics server.

Follow the below described recommendations to improve the quality of the object detection.
Recommendations on the camera selection, its location and shooting area lighting:

* The shooting area where the detection will be carried out, should be sufficiently lightened. The shadows could
impair the detection quality.

* Video from any camera will suit for plugin operation, including Fisheye cameras that support software image dewarp.

» The camera should be installed at the 30 to 60 degree angle to the people flow or detected objects. The objects
appearing in the shooting coverage should not obstruct each other.

» By using the Neuro detector to detect and count heads, the angle of the camera with respect to the ground plane

is selected according to the requirements and the intensity of the stream of people:

from 15 to 25 degrees - people are far away from each other and the exact number of people in the target area
is not required.

A AAM
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from 25 to 40 degrees - the optimal tilt for the detection and count people that could be enclosed by other people
and objects.

A AIM

from 40 to 75 degrees - the flow of people is dense and the exact number of people in the target area is required.

We do not recommend installing cameras at more than 75 degrees as long as in this case a person's
head will blend in with the body and become undetectable.

Camera settings tips:

In order to detect objects on video, the module can analyze video stream of any resolution and bitrate. The server will
decode the image to the format required for analysis. The video recorder resources can be used for image decoding.
To reduce the resource exploitation, we recommend setting the following values in the device settings:

« Resolution - VGA (640x480) or D1 (720x576)

« Bitrate - from 256 to 512 kB/s

Usually, the devices transmit two video streams (main and substream). The module can use any of them
for video analysis. Using a substream will allow you to save the resources of the dashboard camera. At
the same time, the main stream can be configured for viewing and archiving.

To use the substream, enable it in the device settings and adjust its parameters according to the above
stated recommendations.

* » Channel settings

Motion detector settings

» Neuro Detector settings

Selection of the neural detector version and creation of classes
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Neuro Detector settings

To activate the plugin go to the Channel settings to the Software detectors area, select Neuro detector and then
select the Server which will calculate the analytics.

In case the module is activated on the NeuroStation, video recorder, in the Server settings select the
locally value. Otherwise, select NeuroStation server name.

Offfoad server: [@ Locol - meumw Sctup detecter  PeopleSearch diskog

The Search for detections link opens the window of object search in the archive. You can read more
about this feature in the Operator's Guide (???).

Click Setup detector link to open the detector's settings.

4 11 Zone1

Enable showing the People/Object detector figure on the channel before configuring the detector
settings and to track the changes in the detector's operation (read more in ??7?).
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Detector

Select Detection mode in the base settings and set up the detection period, depending on the detected objects
requirements:

» Guard. This mode suits best for outdoor scenes with a decent amount of detected objects. It is designed for vehicle,
people, animals and birds detection.

* Universal. This mode is designed for outdoor as well as indoor scenes. In this mode the detector detects people,
vehicles and bicycles.

Gty oy upper body color %8 5
2 Countabjects
O Teck objects

1 Build heat map

If you need to identify people wearing the same color of clothing among all detected objects on video, set the by
upper body color flag and press Settings to choose the required classes.

detector.

CRoe—— x

o To create classes which will be used by the detector, go to the Server settings -> Plugins -> Neuro

........

nnnnnn ok

Read more about creating classes in Selection of the neural detector version and creation of classes.

» Head detector is designed for detecting people in crowded scenes.

Delete settings| | Reset setings.

Set the by hard hat presence flag to highlight by different colors people wearing and not wearing hard hat.

* The Top view detects people the same as the Head detector. It is designed for scenes with complex angles (i.e.
when a camera shots from above or installed at the 75 degree or greater angle).

Detector | Object counting Delee setings| | Reset settings.

Detection mode Topuiew  ~ @

Oncea -/ om [ 3s
© Count jeas
[ Tckobjects

] Build heat map.

Use this mode only in case there is no option of installing video cameras according to our
recommendations.

* The Face mask detector identifies the faces of people wearing face masks and highlights people with and without
the masks by different colors on the image.
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The below listed flags enable displaying of the following information on video:
» Count objects - the amount of objects, detected in the zone, or objects crossed the specified boundary;
» Track objects - the motion track of the detected objects;

* Build heat map enables the heat map building.

o You need to additionally Calibrate the floor and add the ground plane on map to build the object heat
map.

The operation of the detector depends on the Mode selected in the analytics server settings:

» The Count objects and Track objects features will operate when the following mode are selected
Default, Neuro detector and Classifier.

» The Classify by upper body color and Classify by hard hat presence work only in the Classifier
mode.

Read more about analytics server settings and its operation mode in the Analyfics.

The Advanced settings are meant for determining speed and quality indicators of neuro detector operation.

The Object sizes option lets you create zones in which the objects will be detected. Using Minimum object size
and Maximum object size settings select the largest and the smallest sizes of the detected objects. Bear in mind the
sizes of the detected objects (human height, vehicle size or size of a person riding a bicycle) when choosing sizes.

Detector | Object caunting Delete setings | Resetsetings

Objects sizes. aa
4 17 Zone 1

Minimum cbject e

ox % 100%

Detector isworking

If the detector is unable to detect an object in any image area, you should set another zone with the other size range
for this area.
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A

Do not create new object detection zones if it is not necessary, because each new zone increases the
server load.
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Object counting

The Object counting tab lets you create zones and boundaries for counting the amount of the detected objects.
There is already a default zone, created by the detector, which occupies the entire image area.

To create a new counting zone press = and set its vertices. To finish drawing, left click or press CTRL+ENTER at
the zone starting point.

The counting zone setup depends on the detected object type:

/[ Detector |/ Objectcounting \____|Deletesetings Resetsetiings Detecior)/ Oblect comting Deletesettings | | Reset setings

Counting zones A ]

4 11 Defauit zone
s s bockround color
[—]

To create a border, press I+ and set its location points on the image. To finish drawing the border, left-click or CTRL
+ENTER at the zone starting point.
The counting border setup depends on the detected object:

Delete settings | Reset settings Detector )/ Object counting Delete settings| Reset setings

EllEl Counting zones EIE

» 11 Default zone
4 .2 Border 1

* » Motion detector settings

» Channel settings
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Selection of the neural detector version and creation of classes

Go to the Server settings-> Plugins -> Neuro Detector and select the neuro detector version that will be used for
detection of objects.

uuuuuuuuu
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The Neuro detector version 2.0 provides enhanced accuracy and reliability in recognizing people and vehicles in
street video under various lighting conditions, weather changes and low-contrast backgrounds, while maintaining the
maximum number of working channels.

To create a class press + and enter the class name.

Next:

» Select the color that is prevailing in the clothing of an employee of this class on the color scale. For example, select
the blue color for a security guard, wearing a dark blue uniform.

» Select the color range on the scale that the detector will use to detect people under different lighting conditions.
To enhance the module operation quality, we advise to use bright and deep colors in the oulffit. It will

reduce the number of false activations and will allow the detector to detect the required person from the
total quantity of the detected people.

The Neuro Detector will use the created classes to detect the color of clothing of the detected people.
It can be used in the following situations:
» to detect and count the number of store employees in the given area;

+ to subtract store employees from the whole number of detected people;

* etc.

o Read more about classes for object detection in Neuro Detector settings.
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Updating Neuro detector to version 2.0 on connected servers

To improve the system performance and detection, it is necessary to upgrade the Neuro detector to version 2.0
on all connected servers.

When starting the client/server to which the servers are connected, the List of updates will appear with the list of all
servers that require updates. In order to upgrade, check the Install NeuroDetector 2.0 box, specify the servers to
upgrade, press Accept and reload and wait for download yo complete.

.................

o The servers experiencing problems with the upgrade, will be marked as inactive.

Check the client's connection to the neuro detector servers and make sure the client user has the
appropriate access rights.
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ArUco Detector

ArUco markers are 2D bar code similar to QR-code consisting of single or several segments. Single marker contains
a whole number in the range 0 through 999999999999. You can find detailed information regarding ArUco markers
at docs.opencv.org.

B mm EE
With the help of ArUco marker detector, TRASSIR can:
» detect ArUco markers both on static and moving objects;
» decode marker content and display it on operator's display;
» use marker content in the scripts.

Recommendations on the camera selection and its configuration:

» Camera of any resolution can be used to work with detector however the size of single marker segment in the
frame should exceed 25x25 px.

» The bitrate on the camera should be adjusted to provide transmission of video signal without artifacts.
» Marker image on video in detection zone should be distinct and contrast.
Recommendations on the camera selection, its location and shooting area lighting:

» Shooting area where markers detection takes place should be well lit. Shadows and highlights presence on the
marker will reduce probability of its detection and decoding.

» The camera should be mounted in such a way to provide full view of the marker. Partially covered marker will not
be detected by the detector.

» The marker should be located at the flat surface. It is allowed to position the marker at the angle not exceeding 45
degrees to the shooting area. Inclination angle increase will reduce probability of its detection and decoding.
» ArUco Detection

» ArUco Marker generator
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ArUco Detection

To activate the plugin, go to the Channel settings to the Software detectors area, select ArUco Detection and then
select the Server, which will calculate the analytics. Click Setup ArUco detector.

Recording
Recording to sarvr diske:
Hormal Channel
On Detestor

[ Genesate Motion/ N Motion events

Detector settings window will open:

Setup Help

[ Detector \/ Generator \
. s JTR-DZ1111R3M
&

Default Zone
Name: Default Zone Dictionary: "
A Create Object Columns: 2w
[ Generate Events Rows: 2w

Detection FPS: 4 -
4a Backto Channel

Before setting up the detector, determine the type of markers to be detected. In the section ArUco Marker
generatortypes of supported markers are described along with their creation procedure.

In case you are aware of the type of markers to be detected, go to the detector settings.
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Settings
1. Configure the module preset:

» To trace changes in the detector's operation, activate ArUco detection on figures display channel (see section
?2?2?).

Common  TR-D2111IR3W 1

[ use common settings

Channel name [] Bold

Show figures | Aruco Detection -
[ Show figures in archive

Video stream Autoselect -
Window size threshold 400 px B
Show borders Only Focus -
[ On-screen display (codec, resolution, FPS)
Keep aspect ratio

Enable archive timeline preview

Picture-in-picture mode at z00m

2. General detection parameters.

Setup Help

[ Detector \/ Generator \

a

Default Zone
Zone 1
Zene2

Name: Defautt Zone Dictionary: 5w
4 Create Object Columns: 1.
[ Generate Events Rows: 1

Detection FP5: A - L
kY

48 Backto Channel

In the Detector tab create one or several areas where markers detection will be done. To do this press the button
= and specify the area borders on the image.

Next, set the detector's operation parameters:
» Dictionary - type of markers to be detected by the detector.

* Columns and Rows - format of markers or number of segments in the marker by columns and lines.

» Detection FPS - rate of detection to be selected depending on shooting conditions and speed of movement of
the object with the marker being detected.

Detector can detect markers both on static objects and on moving ones. For static objects we advise to set the
rate 0.25(1 frame in 4 seconds), and for the objects moving at low speed - 4(4 frames per second).
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Type and format of markers with which detector will operate is written on the sheet with marker.
Markers type and format can also be found out at Generator tab (see section ArUco Marker
generator).

Be careful while selecting detection FPS. Do not set maximum value to detect markers on static or
slowly moving objects. The higher the frequency is - the higher is the server load.

3. Verify settings correctness.
Put the sheet with the marker to the camera.
If the detector settings are correct, the marker will be highlighted with a red rectangle.

2018 /23 28 TR-D2 IR3H

4. Set the detector status tracing parameters.
Detector status change can be traced using scripts and event log.
Check Create object box to create the object and trace change of its status using script or rule.
To display detector status check Generate events box in the log of events.

Y Fiter | Aruco Events -z

4 bighight [ righigh 2
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ArUco Marker generator
In the Generator tab you can:
« create the required number of markers for printing and stickers for the detectable objects;

» define ArUco markers parameters which will be used for Detector settings .

{Detector \/ Generator \,

uuuuuuu

To do this:
1. Select in Dictionary field a range of the numbers corresponding to the number of objects which will be marked

by the markers.

While setting the value in the Dictionary field it is necessary to take into consideration that the detector
can operate with a single range of numbers only. So in case you would like to increase the range in
future, you need to re-create all markers.

2. To create ArUco marker images, enter the range of numbers into First code and Last code fields.

3. Press PNG export to save the marker images for further printing.

4. The values displayed in the Dictionary, Columns and Rows fields will be used for ArUco detector settings on
Detector tab.

Setup Help

ol

Name: | Default Zone

E4 Creste Object
[ Generate Events

48 Back to Channel
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Bags counter

The Bags counter is intended to build up video surveillance system which require detailed image analysis with the
help of neural networks. As a result, the video surveillance operator will receive the information on the bags on the
conveyor belt in real time.

To activate the plugin, go to the Channel settings to the Software detectors area, select the Bags counter and then
select the Server, which will calculate the analytics.

Offcadserver. [ NS-MSK 172 16.15.171)
Vioking

Set the detector Sensitivity on the Detector tab in the base settings.

The Counting zones in which the detector will detect and count the bags, moving on the conveyer belt, are created
on the Object counting tab. The counting zone position should be such so as the Border line position was at the
end of the movement of the bags on the conveyer belt. To prevent the false detections, the counting zone width
should match the conveyer belt width.

* » Motion detector settings

» Channel settings
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Abandoned items neural detector

Abandoned items neural detector is designed for building complex video surveillance systems which require
detailed image analysis with the help of neural networks. As a result of the detector's operation, the video surveillance
system operator will detect various objects of various sizes left in the camera coverage in real-time, as well as instantly
identify left and forgotten objects which can potentially threaten the security of the video surveillance object.

Abandoned items neural detector specifics:

» This plugin operates on NeuroStation video recorders or on any 4.x video recorder, connected to
NeuroStation server, which will be used as the Analytics server. Read more about server connection
in Connecting to a new server.

» Check the Enable remote analytics flag in the user's settings, which will be connected to the analytics
server.

* One or more GPUs should have the Abandoned Items Detector enabled in the analytics server
settings, on the Analytics tab. Read more in Analytics.

In order to activate the plugin, open the Channel settings and in the software detectors area select the Abandoned
items neural detector and select the Server which will calculate the analytics.

Sofware Detctors

Detector | Object counting Delete settings
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Detector

The detector's parameters are set up on the Detector tab.

» Select the Quality of the detector operation in the base settings. The higher the quality is, the better the detector will
find out the abandoned items. It is recommended to use the advanced quality of the detector operation for complex
scenes with a great amount of moving objects. The higher the quality is, the greater is the analytics server load.
Use FPS parameter to set the amount of frames which will be analyzed for 1 second. The higher is the parameter,
the lower is the amount of false detections and the higher is the analytics server load.

Object counting
@y  smpe

s

» Create the zones in the Object size settings menu. These zones will allow you to select the biggest and the smallest
detected object sizes using Minimal object size and Maximum object size parameters. The object dimensions
selection should be based on the detectable object dimensions (boxes, bags, suitcases, etc.).

Object counting Delete settings

Objects sizes

4 11 Zome
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Object counting

The Object count tab lets you create the zones in which the abandoned objects will be detected. There is already a
default zone created which contains the entire image. You can edit its sized by changing the positions of vertices.

Detector ;| Object counting

Counting zones =]

Detector s working

To create a new counting zone press = and set its vertices on the images, starting from the upper right and then
in the clockwise direction. In order to finish the zone drawing, place the mouse cursor to the zone starting point and
then left-click or press CTRL+ENTER.

For each created zone you should select the objects which will be tracked by the detector and highlighted with a
frame of corresponding color. In case of the abandoned object detection the lost owner signature will appear near
the object and the message on lost item detection will event log, as well.

In order to track changes in the detector's operation enable displaying Abandoned object neural
detector figures on channel (see ??7?).

» Motion detector settings

» Channel settings
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Pose detector

Pose detector is designed for building complex video surveillance systems which require deep analysis with the help
of neural systems. The detector allows to recognize a person's posture based on movement and behavior algorithms.
It helps video surveillance system operator follow the nontypical or suspicious people behavior in observation zone
in real time, such as falling or raising hands up when attacking.
The detector can recognize the following postures of a person:

* sitting;

* in a crouching position;
* laying;

¢ both hands raised;

+ left hand raised,;

* right hand raised.

All other postures are classified by the detector as regular.

Pose detector features:

* The module works with NeuroStation video recorders or on any video recorders of 4.x version,
connected to NeuroStation server and using it as Server Analytics. Read more on server connection
in Connecting to a new server.

» Check the Enable remote analytics flag in the user's settings, which will be connected to the analytics
server.

* One or several GPU should have Pose detector operation mode enabled on the Analytics tab in the
analytics server settings. Read more in Analytics.

In order to activate the module open the Software detectors area of the Channel settings. Select Pose detector and
then select the Server which will calculate analytics.
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Detector
The detector's parameters are set up on the Detector tab.

+ Select the Quality of the detector's operation in base settings. We recommend using advanced quality for complex
scenes with a great amount of moving objects. The higher the quality is the greater is the analytics server load.
Use FPS parameter to set the amount of frames which will be analyzed for 1 second. The higher is the parameter,
the lower is the amount of false detections and the higher is the analytics server load.

Set up the Sensitivity of the detector. The higher the value is the more sensitive is the detector and there is a
greater chance of false positives.

nnnnnnnnnnnnn

Sensitnity

» The Objects sizes option lets you create zones in which you should select the biggest and the smallest sizes of a
detected object with the help of Minimal object size and Maximum object size settings. Objects that are smaller
than the minimum and larger than the maximum size will not be detected. When choosing sizes, it is necessary
to be guided by the height of a person.

Detector |_Object count Delete settings

Objects sizes

4 11 30ma1
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Object counting

Open the Object counting tab to create zones in which areas in which people will be searched and their poses
analyzed. Outside the detection zones the poses will not be detected. There is already a default zone created in the
settings, which occupy the entire image area. You can customize the zone sizes by changing the angles position,
if necessary.

Detector |/ Object counting Deletesettings.

Counting zones 0
4 7 Defautt zone

To create a new counting zone press = and set its vertices on the images, starting from the upper right and then
in the clockwise direction. In order to finish the zone drawing, place the mouse cursor to the zone starting point and
then left-click or press CTRL+ENTER.

o In order to track changes in the detector's operations enable Pose detector display on channel (read
more in ??77?).

» Motion detector settings

» Channel settings
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Camera image quality indicator CiQi
Camera image quality indicator CiQi is neural network module designed to assess the quality of images from
street video surveillance cameras. Its purpose is to analyze sharpness, contrast, color and other image parameters.
The module makes it possible to enhance control over the territory, increase the efficiency of security services and
respond to events.

These are some examples of problems to which the module reacts: dirt on the lens, obstacles in front of the camera,
environmental changes, and technical issues.

Camera image quality indicator CiQi operation peculiarities:

* The module works on NeuroStation network video recorders or any video recorder of version 4.x
connected to the NeuroStation server and using it as Analytics Server. For more information on
server connection, check Connecting to a new server.

» Check the Enable remote analytics flag in the user's settings, which will be connected to the analytics
server.

+ In the analytics server settings, on the Analytics tab, one or more GPUs must have CiQi Detector
enabled. For more details, see Analytics.

To activate the module, in Channel Settings in the Software detectors area, select Camera image quality indicator
and select Server, which will calculate analytics.

Software Detectors

8 Gotoschesuie v| [ Neurs Detector
. 0 Aruco Detecs
Offtoad semver (] - Fun
Ly
Status: Working [icee

In the detector's base settings you should:

» Set the detector's Sensitivity. A higher value increases sensitivity to image changes, but also increases the
probability of false alarms.

» Specify the number of measurements in the Measurements to keep settings. It will determine the number of
measurements the detector keeps.

* In the Failed measurements to report setting, select the number of measurements after which the detector will
send a message about changes in the image quality.

» Define the Measurement period - the time period, after which the detector will measure the image quality.

411



Administrator's Guide

Detector i working

In the Camera rotation detector settings block, you should:

» Set the Enable camera rotation detector flag so that the detector starts analyzing the video stream and tries to
determine if the camera is rotated from its normal position.

» Set up Edges likeness threshold. This setting determines the level of object boundaries similarity in the image
that the system will use to detect camera rotation. The higher the threshold is, the stronger is the similarity of the
object boundaries to be detected to consider the camera rotated. This allows you to avoid false positives due to
the noise or other artifacts in the image.

» Select Capture zones. Specify one area of the image to be analyzed by the detector to determine the camera
rotation. Setting the correct capture zone can enhance the accuracy of the analysis and eliminate unnecessary
objects or background from consideration.

o Enable CiQi Detector figure display to monitor changes in the detector's operation (see section ??7?).

» Motion detector settings

» Channel settings
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Analytics

One of the problems experienced when building up complex video surveillance systems, where alongside with the
archive record the server detects various objects (people, faces, etc.), and analyzes their behavior, is the lack of the
server computing resources. In this case, the server lets you move a significant part of the computing resources which
are necessary for detectors and video analytics plugins operation to Analytics server.

Analytics Server - is a server with TRASSIR OS installed, which supports offload-analytics, based on neural
networks. Servers where NeuroStation or QuattroStation version of TRASSIR OS is installed can be used as
analytics servers. They use CPU and GPU resources for calculations.

Sewp | Help

£ GPU settings. x

Do deed [Decoderhand e smn
| GeforeGTIGN  Facerd  Select GPU for setup its work mode. T =
2 Gofoce G 10007 Lpe o x

Sshotd @ 1 - GeForce GT 1030 B

@ 2. GeForceGTx1080Ti @ License plate recognition

/objects detector

Sabotage detecter

Classifier @

Empty shelf detector |

Bags counter

- & m 7216.13.11
WM ACDTIIRN21T & 161311

You can enable or disable GPU by clicking the video card name in the GPU Stats table.

The Prefer capability list defines for which detectors and videoanalytics plugins the selected GPU will be used. The
amount of the simultaneously operating detectors depends on the GPU capacity. The higher the capacity is, the more
detectors can be simultaneous enabled.

In addition, on the Analytics tab you can find the information on the resources used by analytics server.

GPU Stats shows the GPU resource load.

Load  Decoder count Decoderload TF RAM uiage | Cuda RAM usage Decoder RAM usage | Status
21% 4 0% 00% 00% % ox
%3 B0% CE % 0% oK

Detector Stats shows the list of local and remote channels on which detectors and modules, consuming the analytics
server resources, are enabled. Remote user addresses are also displayed.

Detectar stats

Channel Remote User
W Media File 2 & uw
e

tpss [
Empty Shef Detector BN EmptySheltc R
e Mecks file 2 & vy 172161511
& oy s

Specific features of analytics server settings:
» One can connect to an analytics server the same way as to a regular server.

* Remote analytics should be enabled in the user interface settings, from which the camera servers will
be connected to analytics server.

+ Some modules require the specific licenses on the analytics server to operate properly. You can find
more information in a particular module description.
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TRASSIR ACS

TRASSIR ACS is an access control and management system built into the server, which can:

« determine who, where and when is allowed or not allowed;

» records the pass events and attempts, and sends notifications about them;

* build various types of reports, including time tracking reports.

¢ and more.

You can find a detailed description of all features in the "Operator's guide" in section ??7?2.
TRASSIR ACS setup procedure:

1. Connect one or several access controllers to the server. Configure access points and scanners.

2. Create a protected area and add access points to the area of use.

3. Create one or several access levels and bind the corresponding access points to them.

4. Add persons and assign access levels to them.

To expand the TRASSIR ACS functionality, create:

» work schedules which will be used for building various reports;

* various reports;

* pass requests templates;

« events notifications;

¢ connect to LDAP server;

* exculpatory documents approving the employee's absence in the workplace;

» pass card design for printing;

* rules of passage to the protected areas;

* a profile to protect your cards’ data.

You can also use audit to monitor users' actions, performed in various TRASSIR ACS sections.

You can access TRASSIR ACS settings not only via the server settings, but also via web browser. Read
more in 2?2?.

@
@

You can get acquainted with the TRASSIR ACS module functionality in Demo version.
TRASSIR ACS in software demo version has the following functional limitations:

* 1 access controller;
» 1 access level;

» 5 persons (including visitors for whom the pass requests have been created).
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Devices

This section is dedicated to connection of the Access Control controllers to the server and configuration of their
parameters.
Go to Plugins -> Access Control -> Devices to open.

Sewp \_telp

a Controller

Trassir

You can find a detailed description of the Devices section operation process in the following sections:
» Connection of controller

* Access points settings

Card reader settings

GPIO settings

* Autonomous rules settings
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Connection of controller

Before connecting the controller, learn more about its setup and operation features:

» Features of Hikvision controllers setup and operation.

» Features of ZKTeco devices setup and operation.
In order to connect the controller to the server, go to the server settings to the Plugins -> Access Control -> Devices,
press Add Controller and enter the connection parameters into the opened window.

a Controler

00 g ¢

27100000

TRASSIR ACS includes a software controller that enables management of GPIO outputs for devices
connected to the server (e.g., cameras). This solution is suitable for organizing access with authentication
in conditions where installing a hardware controller is not possible.

To connect the software controller, select it in the Family field. Learn more in the Connecting and
configuring a software controller.

In case of the controller successful server connection, you will see access points on the device connection page.
Otherwise, the error message appears.

The Persons, depending on their access level, are automatically uploaded to all connected controllers. You can
update data on any specific controller, if necessary. To do this, press Synchronize data.

If your controller and server are in different time zones, you can configure the Time Zone parameter. This allows the
device's local time to be synchronized with its time zone while events are logged using the server's time.

The information about the maximum memory capacity of the device and the memory level in the connection settings
may vary depending on the connected device.

nnnnnnnnnn

TRASSIR ACS supports operation from GPIO controller. Open the Advanced Options to
activate it and set the flags next to the required inputs or outputs. After saving the settings,
they will be added as independent controller objects.

Read more on GPIO configuration in GPIO settings.

If a terminal connected to the controller is used during person authentication and passage,
the Access granted and Pass events occur on both devices. To disable message
reception from the device, set the Use as reader flag.

With Autonomous rules, you can configure various rules to be executed depending on the
eoEme current state of the controller, access points, readers, or GPIO inputs.
See more on setting up autonomous rules in Autonomous rules settings.
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Serp \_telp

a Controller

Click ¢ to do the next steps:

* Open the Synchronization Log, which records all synchronization events, date and time of execution, and their
status. Select the event in the log to check the detailed information.

* Reboot controller. If this item is selected, a command will be sent to the controller for reboot.
* Remove controller from Access Control settings.
Features of setting up controllers of different manufacturers
Select in TRASSIR TR-C481 controller connections settings:
* inthe Data format field - the format used for storing card numbers in the database: Wiegand 58 or Wiegand 26/34;

* inthe field RS-485 reader protocol - one of the protocols: OEM or OSDP, depending on which protocol the reader
uses to transfer data to the controller.

Trassir

UTC+00:00) Guemnsey Time

In ZKTeco controller connection settings in the Data format field, it is necessary to select the format to be used for
storing card numbers in the database: Wiegand 34 or Wiegand 26. In this case, the data format in the connection
settings should match the format set on the readers connected to this controller.

Set the periodicity with which people's faces will be recognized in the Face recognition interval field. If the same
recognition events appear in the log - increase the value of the interval.

Zteco

When designing or upgrading an Access Control, it is important to note that the system can be
configured to work with only one data format: Wiegand 34 or Wiegand 26.

It should also be taken into account that some devices support only one data format. A card read and
written as an identifier in the Wiegand 26 format can not be used on a device that works with the Wiegand
34 format and vice versa.

Features of Hikvision controllers setup and operation

Before connecting the Hikvision controllers to the server, you need to turn it on, connect to the local network, and
configure the network settings. Use the SADP utility that you can download from our website to find the controller
in the local network.
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2 st 1 Modify Network Parameters

[ 11D | DeviceType | Stz | 1Pt Address | Port | Enhanced SD...| Software Vers..| IPvé Gateway | HTTP Fort

o Check the controller's user manual for more information on the controller settings.

Features of Hikvision controllers operation

* The card numbers read out on Hikvision controllers operating on Wiegand-26 interface, can be used for
authentication on ZKTeco devices, and vice versa.

» The Hikvision controllers check the uploaded person photos. If the uploaded photo is not suitable for authentication,
you will see a message on the screen.

Features of ZKTeco devices setup and operation

Before connecting ZKTeco device to the server, you need to switch it on, connect to your local network, and configure
network settings parameters. To do this, open COMM. -> Cloud Server Setting in the device menu and set the
following values:

» Server address is the server IP address, to which the device will be connected;

* Port - the default value is 8899;

* HTTPS - enabled.

After that, open the System settings and set the following value:

* Device Type Setting - Access Control Terminal.

In order to increase Access Control security, it is recommended to create a new user with the
administrator privileges and use it to connect to TRASSIR ACS.

Features of ZKTeco devices operation

* TRASSIR ACS does not support some authentication modes (by palm, finger veins or QR code), available on
ZKTeco terminals. You can see the list of all supported modes in the reader settings, after connecting the device.

» The card numbers, read out on ZKTeco terminals, can be used for authentication on Hikvision terminals, operating
on Wiegand-26 interface,and vice versa.

» The fingerprints read on other manufacturers' devices are not supported on ZKTeco terminals. If you use other
manufacturers' access control devices, each device must be uploaded with "own" fingerprints.

» ZKTeco devices do not check uploaded person photos.
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Connecting and configuring a software controller

The number of software controllers is determined by the corresponding license.

To connect a software controller, open the server settings, navigate to Modules -> ACS -> Devices, click Add
Controller, and in the opened menu, select Software Controller in the Family field.

a Controller

If your controller and GPIO device are in different time zones, you can configure the Time Zone parameter. This
allows the device's local time to be synchronized with its time zone while events are logged using the server's time.

Select an access point and configure its parameters.

sssssssss

Rl o0 conrroncn Access point

Readers settings

@02

Configure the access point parameters:

* Name which will be displayed in the object tree>.

* In the Door opening duration field, select the duration for which the door lock will remain unlocked.

* In the Associated Channels field, select video channels to associate them with all events that occur and are
logged at this access point. When reviewing events, video from these channels will be displayed in the TRASSIR

ACS template or on the active monitor.

* In the Open command settings block, choose the Associated object, to which commands configured below will
be sequentially sent, with the interval specified in the Door opening duration field.

* Inthe Readers settings block, specify the number of readers the access point will use for personnel authentication.
Enable the flags next to the desired readers.

Select a reader, enter its Name, and choose its Location.

a Card reader

Configure the reader parameters:
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Enable the corresponding module in the Authentication by TRASSIR setting, and specify
the video channels to be used for authentication in the Associated channels field.

All modules used for authentication should be enabled and configured. Read
more in: Face recognizer and AutoTRASSIR/AutoPass - Automated license
plate recognition.

The face database will be used for the face recognition.

The license plate numbers specified in personnel settings will be used for
license plate recognition.

When using the License Plate Recognition module, select the direction of vehicle
movement and define the error (from 0 to 3 characters) with which the license plate
numbers will be searched for in the person's settings.

For example, if the Mismatched symbols setting value is set to 1, and one of
the person has the m221co177 number.
If AutoTRASSIR makes a one character error when recognizing a license plate
number and instead of m221co0177 recognizes a221co177 or m221co77, the
wrongly recognized number will match the person's number due to the set
inaccuracy, and TRASSIR ACS will let the vehicle through.

To simplify the entry or exit of vehicles onto a secured area, enable Access without rights
check. In this case, all vehicles will be granted access without identifying a person.

Enable the Generate access event so that the ACS ignores access levels and generates
an Access granted event for all vehicles with a number, which will appear in the Access
Control Log of the operator interface.

If the Open access point is enabled, after generating the Access granted event, the
command Open once will be sent to the access point.

In the Additional access conditions setting, you can enable the Objects states

option to specify GPIO input/output states required for access after successful identifier
authentication.

Access will be granted only once—after the object's state changes to the one specified in
the settings and within the time set in the Status waiting timeout field.

Authentication mode and Authentication by TRASSIR, and the AND option
is selected, the time between the two authentications is determined by the
value specified in the Status waiting timeout field.

o If the authentication settings are configured for simultaneous use of
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Access points settings

The number of access points is determined by the controller technical characteristics. You need to configure them
for further use.

Access point

Office 1

Door control
Normally open

Nermally open

3 sec

15

By door opened state

To do this, select the access point and configure the following parameters:

Name which will be displayed in the object tree>.

Select mode, in which the access point will operate in the Work mode field.
The Door control mode is the standard access point operation mode, suitable for all readers.

The Turnstile control mode is a special mode that uses a pulse of less than 1 sec to open the door and replaces
the "Door breaking" event with the "Passing" event.

Select the door sensor state, which occurs when the door is in the closed position, in the Door open sensor type.
Select the button state the same way in the Door exit button type field.

Set the time period within which the door lock will be unlocked in the Door opening duration field. The countdown
will start immediately after the button pressing or card reading.

If the value Turnstile control is selected in the Work mode field, the value of the interval must be 1 sec.

The amount of time in the Door holding alarm timeout defines how long the door can be in the open state. In
case upon this time expiration the door remains open, it will trigger the alarm event.

In the Event "pass” field, select on which event, generated on access point, TRASSIR ACS will create the Pass
event in Access Control log:
By door opened state - upon successful authorization, when the door is opened;

By door open event - after successful authorization, as a result of which the door was opened. This option should
be used in case the Turnstile control value is selected in the Work mode field.

In the Associated Channels field, select video channels to associate them with all events that occur and are
logged at this access point. When reviewing events, video from these channels will be displayed in the TRASSIR
ACS template or on the active monitor.

In order to define the list of readers that the access point will use, open the Advanced options and enable the
flags next to the required readers.

The Confirmation settings area lets you enable the access point's mode of operation in which the confirmation
for certain people to pass will be required.

To do this, select Confirmation type, set Confirmation timeout and specify Users need confirmation ans Users
allowed to confirm.

For the Operator and Breathalyzer confirmation types, it is possible to set a random check of persons and specify
the probability as a percentage of all persons selected for the confirmation pass.

421



Administrator's Guide

Confirmation settings
By operator Confirmation settings

By breathalyzer

With reads - Users need confirmation: Dingo V-02

In case of confirmation by the Operator, Users allowed to confirm must be linked to the server users
(check Creating a new person).
The process of operator pass confirmation is described in ?22.

Features of Passage Confirmation:
+ this feature is not supported by all devices (check the instruction manual for the connected device);
+ the confirmation of the passage By Breathalyzer is available with the appropriate license;

+ the feature is not supported when the access point is included in the Software gateway (see Rules
of passage);

+ the simultaneous use of Passage confirmation and Authentication by TRASSIR is not available.

Using access points, you can configure various rules that will be executed depending on their current
state.
See more on setting up autonomous rules in Autonomous rules settings.
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Card reader settings

There are usually two readers connected to the access point, one of which can be used to provide entrance to the
room and the other to exit.

Card reader

W office1 Entrance 1

B Entrance
B ex
W office2 r\l\sxde -
© Fireal
- Authentication mode
© Buzzer
@ buzzer
¢ Card
Authentication by Trassir @
©  Facerccognition ®
Frn (MSKEPIS)
R Licenseplaterecognition [ )

In order to set up the reader, enter its Name and select the Location. In the Authentication Mode setting, select
one of the ways by which the person will verify their identity: by card, by card and pin code, by card and face, by
fingerprint, etc.

o The amount of the authentication modes depends on the functionality of the connected card reader.

. If the server modules will be used for authentication, enable the corresponding module in
E the Authentication by TRASSIR setting and specify the video channels to be used for
authentication in the Associated channels field.

e eiiad The simultaneous use of Authentication by TRASSIR and Passage
= @ confirmation is not available.

Select AND in order to enable simultaneous use of Authentication mode and
Authentication by TRASSIR. Select OR to use any of the configured authentication
methods.

423




Administrator's Guide

If AND is selected, the time between the two authentications (Authentication
by TRASSIR and Authentication Mode) depends on which authentication
happens first:

* no more than 10 seconds, if the first authentication is via the reader
(specified in the Authentication Mode field);

* no more than 20 seconds, if the first authentication is Authentication by
TRASSIR.

If the Shared license plate number feature is enabled in personnel settings
as an identifier, it is recommended to select the AND option.
When selecting the OR option, the person will be recognized as an Unknown
Person with an event Access Denied.

All modules used for authentication should be enabled and configured. Read
more in: Face recognizer and AutoTRASSIR/AutoPass - Automated license
plate recognition.

The face database will be used for the face recognition.

The license plate numbers specified in personnel settings will be used for
license plate recognition.

When using the License Plate Recognition module, select the direction of vehicle
movement and define the error (from 0 to 3 characters) with which the license plate
numbers will be searched for in the person's settings.

For example, if the Mismatched symbols setting value is set to 1, and one of
the person has the m221co177 number.
If AutoTRASSIR makes a one character error when recognizing a license plate
number and instead of m221¢co0177 recognizes a221co177 or m221co77, the
wrongly recognized number will match the person's number due to the set
inaccuracy, and TRASSIR ACS will let the vehicle through.

To simplify the entry or exit of vehicles onto a secured area, enable Access without rights
check. In this case, all vehicles will be granted access without identifying a person.

Enable the Generate access event so that the ACS ignores access levels and generates
an Access granted event for all vehicles with a number, which will appear in the Access
Control Log of the operator interface.

If the Open access point is enabled, after generating the Access granted event, the
command Open once will be sent to the access point.

In order to build a passage route in a certain area or inside a building, use the Rules of
passage setting. Set the Include in the route flag and select the readers to configure the
rules. The Unlockable Readers list will contain the readers that will become available after
passing through the customized reader.

For example, if you have two readers, you can specify the second reader in the settings of
the first reader and the first reader in the settings of the second one. Thus, after passing
through the first reader, the second reader will be activated and vice versa. In this case, the
visitor will be able to enter through the first reader, but exit only through the second one.
Further passes through the same reader will not be available.

You can build more complex routes if you have three and more readers.

Click ¢ to reset the current person's location and let the person authorize again.
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AAAAA

Anode

Anode

Features of rules of passage usage:

» The rules of passage setting is available only on Hikvision and TRASSIR
TR-C241/TR-C481 readers.

* You can build only one route on one device. For the pass rule to work, the
flag Include in the route must be set on all configurable readers.

» The feature interacts directly with the card readers and doesn't need
constant server connection to the card reader. At the same time, the cards
on the device will be rewritten after any change in the feature settings.

» The feature is not supported when the access point connected to the card
reader is included in the Software gateway (see Rules of passage).

The Additional access conditions parameter lets you enable the Temperature control

for persons authenticating with this card reader. In case the employee has a temperature
° above the value specified in the Upper threshold field, the event log will display a

. corresponding warning and the entry will be blocked for this person.

Select the Temperature mode in the Authentication mode setting, enable
Temperature control and set the Upper threshold to make the reader
operate in the thermometer mode, determining the temperature of people
passing by. Other modes of authentication will not be available in this mode.

Additionally, you can enable the Objects states option to specify the state of GPIO inputs
and/or outputs required to grant access after successful authentication by identifier.
Access will be granted only once—after the object's state changes to the one specified in
the settings and within the time set in the Status waiting timeout field.

Authentication mode and Authentication by TRASSIR, and the AND option
is selected, the time between the two authentications is determined by the
value specified in the Status waiting timeout field.

o If the authentication settings are configured for simultaneous use of

The reader's Advanced options let you change the polarity of the light indicator and the
buzzer, as well as the duration of the alarm.

Using readers, you can configure various rules that will be executed depending on their current state.
See more on setting up autonomous rules in Autonomous rules settings.
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GPIO settings

The GPIO input is the port of the controller which is intended to receive signals about the occurrence of some alarm
event. You can change its Name if necessary.

uuuuuuuuu

Lq oo conmousn GPIO input

~ 0 Company Buzzer

Additionally, you can specify the time during which an impulse will be sent to the GPIO output contacts. To do this,
in the Impulse duration field, select Limited and specify the time in seconds.

Using GPIO inputs, you can configure various rules that will be executed depending on their current state.
See more on setting up autonomous rules in Autonomous rules settings.

426




Administrator's Guide

Autonomous rules settings

To create autonomous rules, open the server settings section Modules -> PACS -> Devices, select the controller,
and open Autonomous Rules in its settings.

a Controller

To create a rule, click the button +.
Next:

1. Enter the Name of the rule.

2. Select Origin and Event for the rule to be executed.
The list of available events depends on the selected origin:

» Events for Controller: Controller tampering alarm, Network - disconnected, Network - recovered, Battery - low
voltage, Battery - voltage recovered, AC power - off, AC power - recovered.

» Events for Access point: Opened, Closed, Button press, Remote open, Break-in, Open timeout, Unlocked,
Locked, Workmode always open - started, Workmode always open - stop, Workmode always close - started,
Workmode always close - stop, Multifactor authentication - success, Multifactor authentication - need remote
open, Multifactor authentication - failed, Multifactor authentication - timeout.

» Events for Card reader: Access granted, Access denied, Card reader tamper alarm, Card swipe.

» Events for GPIO inputs: Input Low to High, Input High to Low.

If the Card reader is selected as the source and Card reading as the event, an additional Card
number field appears in the rule. The rule will be executed only when the specified card number is
read. To enter the number, click = and select or manually enter the person’s card number.

Note that the rule uses the card ID, not the person associated with it. This means the rule remains
active even if the person is deleted, as the card number stays in the rule. You can reassign the card
to another person or delete the rule if necessary.

3. Select the Type, and depending on it, the Object and Action:

- for the Access points control type, the objects will be access points of the controller, and the action will be
the command sent to them;

» for the GPIO outputs control type, the objects will be the GPIO outputs of the controller, and the action will be
the command to close or open the output.

All created rules are stored in the controller memory and will function in the event of a connection loss
between the controller and the TRASSIR ACS server.

Examples of rules:
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Setting up a rule
[a—— Setting up a rule Setting up a rule
B enance - Fire - open the doors Fire alerm
Card swipe - & Firealam - & Freolam -
2345678901 : input Low o High - Input Lowto High -
Rasess poins contol . Rosess poins conol <1 || | 3o oupuscontor .
Warehouse - Office, Warehouse < || Buzzer -
Open once - Workmode always open - Set output high -

m canceL m cance “ canceL
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Areas of use

Open the Plugins -> Access Control -> Areas section to set up the zones.

All access points appear in the Areas section automatically. You can also group them into folders for your
convenience. To do this, create the required folders amount and select Location in the access point settings.

Setwp \_ Help

@ “ Access point

~ I Office
W Office
» £ Warehouse

I office

1 warehouse

Office

canceL

In order to add several access points to a single folder, select the folder in the object tree and press  and then in
the opened menu, select the access points that should be in this folder.

Add access points to folder Warehouse

~ B O Ooffice
O W entrance2
W et

(m]
O W officeentrance

W verehouse

In order to track the movement of persons inside the secured perimeter, you must create zones and select readers
that will identify persons entering and exiting the zone. To do this, click Add, select Area and specify all the necessary

[ setup bk
o I
~ I Office ne Igf
@ entrance2 Folder [
B Offceentrance
Sewp \_Hep
o =N Area
W Trassin
W Teessiv2 Warehouse
Trassio/3 Loeat
. Areas -
W Trassiv4
W w2 Canbe used n rules of passage:
W vz

I offce Entrance readers

1 warehouse O s B sz P

Exit readers
B Tz B Tassian

B tessiuz S

canceL
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Set the Can be used in rules of passage flag, to enable the option to specify this area in rules of passage settings
(see Rules of passage).
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Work schedules

This section allows you to create and edit work schedules that are used to determine the working time of an employee
when building various reports.
Go to Plugins ->Access Control ->Work Schedule to open.

Setwp | Help

Q m Work schedule

31 3work days/ 1 day off Shifts 2-2

2 (without break) 2 work days / 2 days off
sifts 2.2 2workdays/ 2days off

Work day :00- 19:00 (with break) Assigned to

2 ranw & whte g

Calendar

(% serpsceouLE

WEEK MONTH

save CANCEL

In order to create a new work schedule, press Add and follow the next steps:

» add a new work schedule name that will be displayed in the person's settings;

* add comment, if necessary;

» add groups of persons or individual person to whom this work schedule will be assigned;

 customize the schedule (the detailed instructions on how to customize the schedule are described below).

After creating a work schedule, you can check its timing for the week as well as for the month.

Calendar Calendar
{4 seesceoue (% sene scHEDuLE
weex woNTH ek MoNTH

AV July 2022 <>
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Schedule settings
You can use the following schedule types when creating:
» Calendar week is a schedule that lets you create a working schedule with reference to the specific days of the week.

» Shifts is a schedule that specifies a cycle of intervals in which the work schedule depends on the day number
in the cycle.

Press Setup schedule to open the schedule settings.

2 Follow the next steps to create the Calendar week schedule type:

1. Uée the Working day/Day off flag to identify working days and days off.

2. Select 8ne of the workdays, and use the sliders or the Beginning and End fields to
ol 8 set up the start and the end time of the workday and, if necessary, add one or several
1300 @ 1200 O @

breaks.

© EReax

3. Press the Duplicate for all work shifts link to copy the created schedule to all working
days of the week.
Workingday @)

[ DUPLICATE TO ALL WORK SHIFTS

> Tuesday

n e

- Follow the next steps to create the Shifts schedule type:

SCHEDULE

1. Set the §tart date of the first shift and create the desired number of working and weekend

rrrrrr

01/01/2024 (9 ShITtS

: ’ - 2. Select 8ne of the work shifts, and use the sliders or the Beginning and End fields to set
z Z o up the start and the end time of the shift and, if necessary, add one or several breaks.
o . . 3. Click Duplicate for all shifts to copy the created schedule to other shifts.

B DUPLICATE T0 ALL WORK SHFTS
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The breaks define only the interval of time during which a person can be absent from the workplace
for the entire working day. The strict time limits for the beginning and end of breaks are not taken into
account in Access Control.

In order to create a shift that begins on one day and ends on another, choose the time in the End field
that is less than or equal to the time in the Beginning field.

~ st [ Working day @)

0800 © 0800 @

1T) DUPLIGATE T0 ALL WORK SHIETS

~ 240ecemder2c24 O

12/24/2024 (4 | @ peron

0200 © v:q:c ©

The Holidays tabs lets you add the dates, in which another schedule will be in effect (for
example, on pre-holiday and holiday days).

oy ot @

n e

Work schedule

Working days 9:00 - 19:00 {with break)

The Variations tab provides parameters that can be used for more flexible customization of
the employees' working schedules.

~* Delays and early leaves parameter defines the maximum time intervals that will be used
to calculate lateness or early departures. If an employee comes in late or leaves early,
the difference between the actual time and the scheduled time will be reported as Delays
or Early leaves.

» The Consider overtime parameter sets the minimum time that will be used to calculate
overtime. If an employee comes in earlier or leaves later than the set time period, the
time worked by the employee will be reported as Overtime.

« s Allow work on weekends parameter sets the minimum time that will be used to

calculate overtime when working on weekends. If an employee works on weekend for
more than the specified time, the actual time worked will be reflected in the report as
Overtime.

* The Work area leaving parameter sets the minimum time for which an employee can
leave his workplace. If an employee will be absent more than the specified time, this time
of absence will be indicated as Absenteeism in the reports.
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Personnel

This section allows you to create and edit Access Control persons, as well as assign the appropriate access levels
to them. All Access Control persons are stored in the person database. Be careful when editing or deleting persons,
as they may be used by other server modules (for example, by Face Recognizer).

Open Plugins->Access Control->Personnel.

Help

Q m & MathewK :
S mae -
persons : e @
persons
A
52
Identifiers
5 w2 +
Access levels
Or Mccossiewiz S
Work areas
Dome o,
TRASSIR user @
& Oversto
Contacts for notifications @
maggnaicom 4

At least one access level should be created for operation with TRASSIR ACS persons.

A detailed description of the process for working with the Personnel section is outlined in the following sections:
» Creating a group
» Creating a new person

* Additional actions with persons
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Creating a group

To create a new group, open Plugins->Access Control->Personnel, press Add and selectGroup.

! Setup Help

o I
» 2% Office nperson ©.8

» 2% Warehouse Group 2%

2 JohnRain

After that:

* Enter the Group name and select its Location in the persons' tree.
Click = next to the Location field, to save the current group location to the clipboard. It can be used when creating
a file to import new persons into the same group.

» Set the Assign general parameters flag to let the group parameters be inherited by all the persons added to
this group.
Set the parameter values that will be automatically assigned to all persons in that group.
All assigned parameters will become unavailable for the person in the group after the saving. In order to keep the
editing options, set the Allow to change person’s settings flag.

o e < Group

Office

Warehouse Office

ok

Arthur B !
Persons - &

Black

Cloud User Persons parameters

John Rain

2 white . )
- Assign generalparameters @

» &% Visitors
[0 Allow to change person'ssettings @

Do not assign
52
Office

A PERIOD OF ACCESS RIGHTS

O Begining

0 end

save canceL

The Imported persons group displays the persons imported from TRASSIR ACS Enterprise. Read more in
Personnel.

Setop | Help

a2 otner
y
= offee o1/01/71980
» 2% Warehouse Management
2 mzsan4566
2 Cloud User p

2 white

» &% Visitors
~ &% Imported persans
- 22 Management Identifiers

2 MG

2o Miken

Contacts for notifications @

435



Administrator's Guide

You can use rights to individual server objects to assign viewing and management access to various
groups of persons.

The rights are located on the rights tree at: Server name -> Server settings -> Persons.

[oreT——
~ persons (=) Dvosty
oen Oven Oty
O Oty
v Oty
Even Oy
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Creating a new person

At least one access level should be created for operation with TRASSIR ACS persons.

In order to create a new Access Control person, open Plugins->Access Control->Personnel, press Add and select

Person.
/ Ssetup \ Help
o I
» 2N Office @uersan 2

» 2% Warehouse Group 2%

2 JohnRain

And follow the steps below:

1. Enter the employee's Name. Specify Gender, Birth date, Group, Personnel number and other person's data,
if necessary.

Changing profile data
Smith
Male - ovoieso (3

Drivers - &

Click = next to the Group field, to save the current person's location to the clipboard. It can be used when creating
a file to import new persons into the same group.

The Department and Job title are the additional person's fields that can be created by pressing #.

Person extra fields

o
2
3
3

=} o

-
<
g |8

Set the Period of access rights for this person in order to set limit to use identifiers and access levels.

+ period of access rights -+ Period of access rights -+ Period of access rights

Beginning [ Beginning Beginning

owos2022 (| 0000 Qo ouopazz B 0000 @
End End 0] ena

obso202 (| 0000 Q 06302022 [ 0000 ©

BVl cance Y conce save STV

2. Upload an employee's photo by pressing Add photo.

In the window that opens, select one of the ways: Select a file on your PC, Webcam snapshot or Terminal
snapshot and add the employee's photo.

When uploading a photo from your PC or creating a photo using webcam, you can use the crop feature to resize
the added photo.
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Adding a photo

SELEGT A FILE ON YOUR PC WEBCAM SNAPSHOT TERMINAL SNAPSHOT

aooscaorven [T

. Inorder to use the face for Face Recognizer authentication, click Add face to face DB.
o ™ Ifacontroller or terminal that can recognize faces is added to the Access Control, the

) =woo 5 Photo with the face will be automatically uploaded to the controller.

Press Remove photo to remove all person's photos, including previously uploaded

ones.

John Gold

3. in order to manage an employee's working hours, select Work schedule.
Use various settings to create any work schedule (read more in Work schedules).

4. Add identifiers that will be used by the employees to authenticate in Access Control.

Identifiers
80 ooreneses [ o01zmss
@ HH B Fgewint)
® Froemintz  +
Card

Access levels
QRcode
O AESINEZ | |icense plate

PIN code
Work areas

28 DBE0

Fingerprint

Do

Adginganinputdevics  x Card - select identity card data input type and enter:

Automate the process of adding cards
Choose a door reader or connect a USB
er.

» using USB reader connected to the client/server;

R SON DS F 100068 (5  using the reader installed at the access point;
W\eganéad -
* by entering the card data into the input field manually.

= o Set the Use card protection flag, to protect the card data using the active profile
configured in section Card protection.
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If UID type is set to Manual input in the profile settings, the Use card
protection function is unavailable.

Features of data entry from identification cards:

+ Data input from an ID card using a USB reader is only supported in
Windows version.

+ ZKTeco CR10 and ZKTeco CR20 readers transfer data in keyboard
emulation mode. That's why you should use Without reader (manual
input) mode in order to enter ID card data using these readers.

» ZKTeco USB readers store data in Wiegand 34 format. If the readers
used by personnel for authentication use Wiegand 26 format, set the
Convert to Wiegand 26 flag when adding the card.

* HIKVISION DS-K1F180-D8E USB reader supports data protection when
using Wiegand 26 and Wiegand 34 formats. For the Wiegand 58 format,
data protection is unavailable - the Use card protection flag must be
disabled, and the card data must be 7 bytes in size.

QR Code - download an automatically generated QR code that can be used to
Eﬁl F authenticate with a QR code scanner.

License plate - enter the vehicle license plate number that will be used for
AutoTRASSIR module authentication.

When saving, ACS checks the uniqueness of the vehicle's license plate number. If
multiple persons use the same number, enable the Shared license plate number option
for all persons using this number to bypass the uniqueness check.
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It is recommended to use the Shared license plate number feature if the
reader authentication mode settings have the AND option selected.

If the OR option is selected, the person will be recognized as an Unknown
person with the event Access denied.

When entering the number, you can use letters of Latin alphabet, as well as
"mask", in which unknown characters are replaced by "*" or "?".
The "?" symbol is used to indicate only one unknown character, and the
"*" symbol - one or more unknown characters. For example, if the license
plate number is known, but the region is unknown, you can use the following
types of masks:
b663kt?? - for numbers with two-digit region only: b663kt77 or b663kt95.
b663kt??? - for numbers with a three-digit region only: b663kt777 or
b663kt190.
b663kt* - for numbers with both two- or three-digit regions: b663kt77 or
b663kt190.

T E— PIN-code - enter the pin code that will be entered by the employee on the controller

panel.

Adding a fingerprint

Fingerprint - select the fingerprint scanner and attach your finger to the sensor.

LLLLLL

All identifiers will be used for Access Control authentication, depending on the Authentication mode
selected in the reader's settings.

. Assign the corresponding Access levels to a person (see section Person access levels).

Access levels

O iccess leve O Accessienel2  f

. Assign Rules of passage to protected areas to a person (see Rules of passage).

Rules of passage 4

’

In order to reset the current location of a person, click ¢. The person will be able to authorize again
to enter or exit the zone.

. Select Work areas to track the person within the secured perimeter (see Areas of use).

Work areas.

0 wawose

. Enter a local or cloud user account so that user will be allowed to confirm, and use WEB interface and mobile
app to work with TRASSIR ACS.

Enter a local user account so that user will be allowed to confirm, and use WEB interface to work with TRASSIR
ACS.
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TRASSIR user

o The access rights to the TRASSIR ACS module are set depending on the user type:
* local users - in server settings (check Determining access rights);

* cloud users - in TRASSIR Cloud settings (check ??7?).

9. When using the function Data Synchronization an Active Directory account associated with the person is displayed
under the Active Directory user.

o Click Select user and enter the user data to link the person manually to the Active Directory account.

-

10Add contact information to receive notifications about TRASSIR ACS events (see Notifications).

Enter your ID from telegram bot @ftrassirbot as your Telegram ID. In order to find out your ID, open
the bot and run the /start command.

Import of persons

In case you need to add a large number of personnel, there is an import function. To activate it, click * and select
Import persons feature.

o/

Select a file with a list of persons.
T Use a ready-made template to simplify the process of creating a persons list.
P When importing persons with extra fields, make sure these fields already exist in Access
| v oo Control settings.
~ In the case the Block Time parameter is used, which specifies the time period for which the
user will be blocked, you should pay attention to:

« If the value in the cell is less than the current date, the user will be imported with the
Blocked status.

« If the value in the cell is greater than the current date or time (if the date is the same), the
user will be created with the End parameter filled in the Period of access rights setting.
The user will be locked once the specified date and time occurs.

« If the value in the cell is empty, the user will be created without this parameter.
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Make sure you use the proper value format in the columns before import:

Group - a text field in which groups and subgroups are written with a "/" (e.g. Company/
Department/Division);

Birth date -a date in the format DD.MM.YYYY,;
Block time - date and time in the format DD.MM.YYYY HH:MM:SS;

in the rest of the columns - text.

[ mportp | Configure the necessary import parameters:

Actions on existing persons - select one of the options the system should perform
when existing persons are detected during the import process.

Actions when names match - -specify what will occur if matching names are found
during the import process.

Bounds of name matching check - customize name matching check. When the All
persons option is selected, the system will respond to name matches in the entire list of
persons. If One group is selected, the check will be limited to name matches within the
groups specified in the file.

Use hexadecimal format for cards - enable or disable the use of hexadecimal card
format when importing data.

Fields delimeter - specify the symbol to be used as a separator between data fields
during import.

Quote character - specify which character will be used as the quotation marks' opening
and closing character.

Date format - select the format in which the dates in the imported data are displayed.

Click Import to load the data.

Import persons

©

Import completed successfully

All added persons will be displayed after updating the Personnel section.
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Additional actions with persons

In order to find the required person, you can use the filter that searches for a person not only by name but also by
company, job title, time card number, access card, license plate number and additional fields.

~ 2% office

o John Gold
2 plate: AB123997;

Smith
& Ty o1

o Rain
= Card: 1236867978

Actions with one person

To enter the single-person action mode, press

Setp

Help

o =

Persons: 7

» 2% Head office

ra
ra

KRD

MSK

SPB

Arthur N

o
Mathen K SynhonizaonLog

wae
Shous Change
Pesons b

Block

dme N D

& Mathew K

» 2% Visitors Identifiers

* Print a pass

next to the photo and select the appropriate menu item.

To print a pass, select Print a pass and, in the window that opens, select a layout option.

Print a pass

Select card design to print

5 standard pass cord

m e

The Print passes feature is available only with the corresponding license.
The process of pass layout creation is described in Pass design.

» Synchronization log review

Select Synchronization Log to open a list of person IDs that have been sent to all devices available to this person

and their status.

Sewp \_tep

Synchonization Log

5 sz Hicision o e

23481233 Hikvsion

213081233 Hikvsion

* Locking/unlocking a person

In order to block a person, select the corresponding menu item and specify the date when the person is automatically

unlocked in the opened window, if necessary.

Block person

You are going to block John Gold. Identifiers and access levels
‘will be suspended.

Schedule unblocking

04/08/2022 5 ocoo c]

m et

The blocked person will be marked with a corresponding icon and caption. You can unblock it any time by pressing

Unblock.
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~ 2% Office
unBLOGK
& John Gold

J smith John Gold :
Actions with several persons

To enter the multi-person action mode, press # and select the appropriate menu item.

Sctup \_Help

o/

Persons: 7

.

Hide blocked

=
* & Headoffice Mass parameter assignment  +2,

» 2% KRD

Movi

the persons
» 2% MSK

» 2% SPB

Print passes

&4
[ S

& Anhurn
2 Mathew K
» 2% Visitors

+ &% Imported persons

The Person extra fields and Import persons features are described in Creating a new person

* Mass parameter assignment

Select Mass parameter assignment to enter the mass person parameter modification mode. Next, select the
required persons and the parameters to be assigned to those persons.

Q m L] Parameter assignment

Persons: 1
- 2% Company1 Persons selected: 1

AL Division2 Do not assign

52
&
Access levels 7
Do notassign
Work areas ’
Do notassign
A PERIOD OF ACCESS RIGHTS
Beginning
02/23/2024 [ 00:00 ©
End
02/29/2024 3 00:00 ©

* Moving of persons

The Moving of the persons features works the same way. Instead of parameters, you need to select the group
to which the selected persons will be moved.

Sewp | Weip

Q m < Moving of the persons
v [0 & office
Persons selected: 2
» 2% Warehouse :
office
& Clouduser
2 wnite

» Visitors

* Print a pass

Select Print passes to print out the pass cards. After that, select persons or group of persons for which you want
to print pass cards and click Print.
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o IE8 & Printpasses

persons: 7
Persons selected: 4
» [0 22 Headoffice

Select persons o print passes (max 100)
» @ 2 KRD
» 2% MSK
» 2 sPB
O 2 athrn
2 Mathewic
» &% Visitors

» 2% Imported persons

PRINT CANGEL

In the window that opens, select a layout option.

[ setwp \_Help

Print passes

select card design to print

[ standard pass card

e

The Print passes feature is available only with the corresponding license.
The process of pass layout creation is described in Pass design.
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Data Synchronization

This section allows you to set a LDAP server connection. After the setup, the connection will be used to automatically
update and synchronize persons data.

TRASSIR ACS supports synchronization with LDAP servers using LDAPv3 protocol and Basic
authentication.

To open the section go to Plugins -> Access Control -> Data synchronization.

To create new connection press Add source, select LDAP and perform the following:
1. Enter the Name of the source.

2. Setup a LDAP server connection.

Loap = resteonmcerion [
n:01/09/2028 17:43

The server connection settings window opens, fill the fields: Address, Port, Login and Password.
To test the connection press Test connection.

3. Set the synchronization parameters.

Enter a LDAP tree search start point in the Directory field to indicate the section to execute the data requests in
(e.g., adivision or organization). Use the Filter field to enter conditions to limit the list of persons to be synchronized
(e.g., active users or certain roles).

In When deleting in AD select what to do when deleting an Access Control person from a LDAP server: Remove
person or Block person.

Press » next to Person ID in AD and select an attribute to use as a unique person ID for data synchronization.

Q

4. To use server groups set on the LDAP server as access levels, check Use AD groups as access levels and
select groups.
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Select groups

5. Set the synchronization interval.
Check Periodic synchronization and enter the time interval for the synchronization.

6. Check Block AD accounts outside work areas. As a result, the Active Directory account will be available to the
person only within their work area. Otherwise, the account will be blocked on the LDAP server until the person
returns to their work area.

The block will work under the following conditions:
» Work areas are present in the Access Control settings (see Areas of use).

* An Active Directory account and work areas are selected for the person (see Creating a new
person).

The Active Directory account will not be blocked for a person, if it matches the username in the LDAP

server connection settings.

7. Select the synchronization attributes.

Press Select Fields and select the person attributes to be filled with data from the LDAP server.

Select fields

n el
To select the LDAP server user attribute to be placed in the field press + and select it from the list.

8. Save the connection parameters. Press Synchronize data to start the synchronization.

o If the synchronization is successful:

* In the Personnel section, a group named as in the field Name will be created with the list of persons
downloaded from the server.

» Fields selected to be used as the synchronization attributes will be inaccessible to edit for all
downloaded persons.

* In the Access levels section, the access levels will be created corresponding to the groups in the
connection settings.
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Person access levels

At least one access level should be created for operation with TRASSIR ACS.

Open the Plugins -> Access Control -> Access Levels section to set up access levels.

Access levels can be used to allow people to enter the entire area or only certain rooms. The settings page displays
all created access levels and the number of persons to whom they are assigned to.

,,,,,,,,,,

o IE3 Access Level

O Access level 1 Access level 2

Access to warehouse

Access points
e g

[ Allow to open from the mobile clent

Persons and groups

2 285 & amen S

Schedule (warehouse)

In order to create a new access level, press Add and follow the next steps:

» Enter the access level name and add comment, if necessary.

» Add access points that people with this access level are permitted to use.

Select access point

» 3 storey 1
M B storey 3
W offices
» 0 storey 4
W offce2
O W offce ntryway

The number of simultaneous access point assignments for a person/group/template in different
schedules depends on the device functionality.

In addition, the number of access levels assigned to one person or selected in the visitor template
should be taken into account. This number also depends on the functionality of the device and the
number of identical access points specified in the assigned access levels.

Set the Allow to open from the mobile client flag to let the person with this access level use this feature (see ??7?).

» Add groups of persons or separate persons to whom this access level will be assigned.
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¢ Select the schedule which this access level will use. Section Access schedule describes the detailed instruction
for access schedule creation.

Access levels downloaded from the LDAP server or server with TRASSIR ACS Enterprise are marked with e. See
Data Synchronization and TRASSIR ACS Enterprise user manual (see Access levels).

o/

In access levels downloaded from LDAP server or TRASSIR ACS Enterprise server, you cannot edit the
list of assigned persons. Add or remove the persons on the corresponding server.
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Access schedule

This section allows you to create and edit schedules for access levels setting.
Go to the Plugins -> Access Control -> Access levels -> Access schedule to open.

Q n Access schedule

247 Schedule (warehouse)

schedule (office) Access to office Access 10 warehouse

Access levels

On Accassiowiz

Calendar

(% SETUPSGHEDULE

In order to create a new schedule, press Add and follow the next steps:

» enter the schedule name, which will be displayed in the access level settings;

* add comment, if necessary;

* add access levels to which this schedule will be assigned to;

» customize the schedule (the detailed instructions on how to customize the schedule are described below).

After that, you can check the schedule for the week as well as for the month.

Calendar Calendar

(% SETUPSCHEDULE [ SEIUPSCHEDULE
WEEK

A July2022 <>

16 o
4 5 & 7 8 9 W
LU P B PR R TR 7
B 19 20 2 2 23

25 26 27 28 29 30 3

Schedule settings

You can use the following schedule types when creating:
» Calendar week is a schedule created attached to the specific days of the week.

» Shifts is a schedule that specifies a cycle of intervals in which the work schedule depends on the day number
in the cycle.

Press Setup schedule to open the schedule settings.

450



Administrator's Guide

Follow the next steps to create the Calendar week schedule type:

Schedule (office)

1. Use the Working day/Day off flag to identify working days and days off.

2."Sdlect one of the workdays and use the sliders or the Beginning and End fields to set
st up the start and the end time of the access level availability and, if necessary, add one or
m Ojfim O several breaks.

S
“3. Press the Duplicate for all work shifts link to copy the created schedule to all working
bm— days of the week.
~ Tuesday Working day @)
Schedule (offce) Follow the next steps to create the Shifts schedule type:
= 1.-Set the start date of the first shift and create the desired number of working and weekend
shifts.
01/02/2024 G
) § 2."8&lect one of the work shifts and use the sliders or the Beginning and End fields to set
2 o z _ up the start and the end time of the shift and, if necessary, add one or several breaks.
o . B 3. Click Duplicate for all shifts to copy the created schedule to other shifts.
P —

In order to create a shift that begins on one day and ends on another, choose the time in the End field
that is less than or equal to the time in the Beginning field.
[ . shift1 @ Working day .‘
&.)an‘o‘ @® o800 ®
© BReax

15 DUPLICATE TO ALL WORK SHIFTS

The breaks define the time interval within which the person will not have access.
The schedule may not contain more than 3 work intervals per day or shift.

Schedule (ofice The Halidays tabs lets you add the dates, in which another schedule will be in effect (for
- €Xample, on pre-holiday and holiday days).
- 25ecembera02e B Dayolt @
~ 24December2024 [ Working oy @)
12/24/2024 (& = @ pemop
0900 ® 1600 ©

1300 @ 1200 @ O

© EREAX

n e

Access schedules downloaded from the TRASSIR ACS Enterprise server are not available for editing and use in
the TRASSIR ACS access level configuration. See TRASSIR ACS Enterprise user manual for details (see Access
schedule).
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Seup \_telp
Q Access schedule
247 No
Enterprise office Ac
Schedule (office) Access to office. Ac
Schedule (warehouse) Access to warehouse Ao Access levels

e 7’

Calendar

(= viEw souEDuL

WEEK MONTH

Mo 02/17/2025

02/18/2025

We 02/19/2025

cLose
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Rules of passage

This section is intended for creating rules that will be used to authenticate persons and allow them to enter protected
areas.

In TRASSIR ACS, you can create the Rules of passage of the following types:

* The Re-entry ban is the type of the rule that forbids the re-entry through the reader in the selected area, if the
person has already authorized on this reader. For example, if the person has passed through the Entrance reader
in a specified zone, he/she can exit only through the Exit reader of the same area. However, the person can freely
use other readers that do not belong to this area.

» Gateway allows to set a rule for consecutive passage through several access points united in a gateway. To create
a rule, indicate the device and the list of access points forming a gateway.

+ Software gateway is similar to the standard gateway but allows to create routes to pass any access points
irrespective of their binding to certain devices.

Go to Plugins -> Access Control -> Rules of passage.

a IE3 o
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Re-entry ban

Re-entry ban usage pattern:

» At least one protected area should be created to create a rule of passage. The Entrance readers
and Exit readers should be selected in its settings and the Can be used in rules of passage flag
should be set.

» One or more Authentication Types should be selected in the reader settings, and/or Authentication
by TRASSIR should be enabled.

 Inorder to store information about the current persons' location and to confirm the passage, the access
points with readers in the protected area must be permanently connected to TRASSIR ACS the server.
If the server is unavailable, the person will not be able to authorize and pass through the reader.

Q n & Re-entry ban

‘Granting access after checking the rule.

performed by the server

Warehouse re-eniry ban Re-entry ban

Reset rule ot system startup
[ Skip with recording of rule violation

0100 @

[ Pronbitrepeatedists tozone
for

Areas

O wchowse /2

To create a new rule, press Add, choose Re-entry ban and proceed as follows:
1. Enter the Name of the rule and add a Comment, if necessary.
2. In the Apply rule to field, select the option to which this rule will be applied:

» Person — the rule will be applied to all of the person's identifiers.

« Identifier — the rule will be applied to each of the person's identifiers separately.

For example, if a person has two cards listed as identifiers, and the Re-entry ban rule is triggered with one of
them during authorization, the employee can use the second card for re-authorization.

This condition is ignored if biometric or personal identifiers are used for authorization: face, fingerprint, or PIN
code.

3. Select The event being processed, which will trigger this rule:

» Access granted — the rule will be triggered after the person's successful authorization (even if they do not
pass through the access point).

» Pass — the rule will only be triggered after the person passes through the access point.

4. If the Reset rule at system startup flag is set, then upon launching TRASSIR ACS the current location of the
person will be reset. In this case, the person will be able to re-authorize to enter or leave the protected area.

5. Choose one of the options to enable the person's re-entry:

« Set the Skip with recording of rule violation flag. Regardless of the rule settings, the passage will be allowed,
but if the rule is violated, the system will capture a re-pass event.
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« Set the Allow re-entry after flag and select the time period, after which it will be allowed. This option is valid
for the readers in the area and allows passing through them again after a specified period of time. If a person
leaves the area through the Exit reader, the counter will be reset, and it will be possible to re-enter it through
the Entrance reader.

» Set the Prohibit repeated visits to zone for flag and select the time period, within which they will be prohibited.
This feature is valid for the entire area and prohibits re-entry even if the person has already exited through the
Exit reader.

6. Add the Areas to which this rule will be implemented.
In order to reset the current location of persons using all the pass rules, click # and select Reset all.

< = el G
- 5

Software gateway

Warehouse re-entry ban
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Gateway

Gateway rule usage pattern:
» The rule setting is available only on the TRASSIR TR-C481 controller.

» The rules do not require constant connection to the server to operate, since their settings are stored
directly on the device.

* You cannot open several doors of the gateway simultaneously. The gateway uses door sensors: when
one of the gateway doors is open, the others will remain locked until all doors of the gateway are locked.

+ If a door of the gateway is opened by the autonomous rule, it will remain open irrespective of the state
of other gateway doors.

Q m < Gateway

Gateway Gateway Gateway

Warehouse re-entry ban Re-entry ban Access points
0 Company

B oorce W waeosse

To create a new rule, press Add, choose Gateway and proceed as follows:
1. Enter the Name of the rule and add a Comment, if necessary.

2. Select Controller and Access points to form a gateway.
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Software Gateway

Software Gateway rule usage pattern:
» The rule setting is available on several controllers from any manufacturer.

» The rules require constant connection to the server to operate, since their settings are stored directly
on the server.

* You cannot open several doors of the gateway simultaneously. The gateway uses door sensors: when
one of the gateway doors is open, the others will remain locked until all doors of the gateway are locked.

+ If a door of the gateway is opened by the autonomous rule, it will remain open irrespective of the state
of other gateway doors.

» Confirmation settings are ignored for the access point in the Software gateway (see Access points
settings), and connected card readers ignore the Rules of passage (see Card reader settings).

Q “ -] Software gateway
Off try b Re-entry b Sof gateway
Warehs ntry bas R B
Access point:
gome @ B seve
i " ’
Auto open of P @
[] 010Q® Bl s
1] 0:10® || W] warenousi ~ | 0§

To create a new rule, press Add, choose Software gateway and proceed as follows:
1. Enter the Name of the rule and add a Comment, if necessary.
2. Select Access points to include in the gateway.

3. If you need one door of the gateway to open automatically after the closure of the other door, check Auto open of
access point, select the relevant access points and countdown time to the opening of the second door:

« Left field: the first access point that triggers countdown to the opening of the other door upon passage.
* Right field: the second access point that opens its door automatically after the countdown.

» Middle field: countdown time from the closure of the first door to the opening of the second door.

If three or more access points are selected in the Access points parameter, and the door of one of
them is open upon the end of the countdown, the access point in the right field will not open its door
and Access denied event will occur.
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Reports

Go to the Plugins -> Access Control -> Reports.

Setop | Help

+ CREATEREPORT

Allpassages report Al passages report Mailing disabled
P Malling disabled
port (without work schedul hedule)

by zones 2ones Malling disabled
rt t Malling disabled

Report of being late Report of being late Mailing enabled

Read more about working with the reports in ?222.
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Notifications

This section lets you create and edit notifications on various events, occurred in TRASSIR ACS.
Go to Plugins->Access Control->Notifications to open.

Setup |__Help

Notification settings

o

Delivery to warehouse: Active Delivery to warehouse

Visitof messenger
What events should be notified about

How to notify @

Emall
ad‘mir@adnm com - @
" -8

/Add a frame from an associated channel

Who to notify
22 waeouse  p

[0 send anotification to a person from anevent

canceL

Press Add to create a new notification and follow the next steps:

1. Enter the name of the notification

2. Select the events to be notified by specifying the Event Types, Persons and Objects:

Select persons Select objects
Q Q
Select event types N - B checkan
Q - 2% Visitors » O Alldevices
~ B Checkall & Delivery - All access points
O @ Accessgrantes » 2% Warehouse » 3 Floor 1
S x O 3 Athursmith W officet
Do O 2 oo § o
0 o Ax O 2 rainw » [0 AIGPIO inputs
- Y O 2 white » [0 ANGPIO outputs
oe
n
A Holding door op o

3. Choose the way of sending notifications:

How to notify @
How to notify @

[foegom ]
- .
o -8 = =4

Add a frame from an associated channel

Email

admin@admin.com - @

Add a frame from an assocated channel

If the Email is selected, then select the account configured in Automation in the Login field. TRASSIR
ACS will use it to send notifications.
If Telegram is selected, notifications will be sent to the @trassirbot bot.

Specify the time interval, during which TRASSIR ACS will not send the same notifications, in the Do not resend
field.

Set the Add a frame from an associated channel to add a screenshot from the channel, taken at the moment of
the monitored event, to each notification. For more information about adding related channels, see Devices.

. Select the recipients who will receive notifications when the monitored events occur. You can select only one of
these options:

+ specify the TRASSIR ACS groups or persons who will be notified when an event occurs;

» setthe Send a notification to a person from an event flag, to notify the person with whom the event occurred.
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The notifications are sent to the addressees at the contact information specified in the person's
settings.

You can disable any notification by selecting Disable in the notification settings.

sewp \_telp
Q Notification settings
=] % e B
- Disable Y
Delivery to warehouse Actve Delivery to warehouse £y
Visit of messenger Active

‘What events should be notified about

Q) Eventtypes selected:2 )

——) ()
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Visitor templates

This section allows you to create or edit visitor templates. The Visitor templates are the special TRASSIR ACS
forms, using which a person can create requests for temporary visitor pass issue.

In order to access the section, go to Plugins -> Access Control -> Visitor templates.

Scup \_Help

Qa m Template (office)

Pass requi

Template (office)

o/

Pass requests administration

Available identifiers types

82 QReode I dfrom themomentofissie  +

Template access levels

Or Accesslowll 0w Accesslewiz S

Visits

[ Limitthe number of visits

Press Add to create a new template for visitors and follow the next steps:

1. Enter the Name of a new template.

Creating a new visitor template

r Template (office)|

2. Select persons or a group of persons who will have access to the option of creating pass requests.

Users allowed to create requests

- B Checkal
’ 2% office
» 2% Warehouse

O & Jonran

3. Choose persons or groups of persons, who will have access to the functions of Administrator of requests, if
necessary. The administrator of requests will be able to reject the requests created by this template at any time
(including even if the pass is issued). For more details, check ?2?.

4. Choose one of the ways of Pass issue:

» To activate the pass immediately after creating a request, set the Automatic pass issue flag.

* If you want a special person to activate and issue passes (for example, a guard at the gate or the head of security),
then select those who will confirm visit requests and issue passes in the Users allowed to issue passes list.

5. Select and set up on or several identifier types (Card, QR-code or License plate), that the visitors will use to
authenticate.
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Identifier settings

License plate
Time since issued

- 0400 (O]
Specify the number of days and hours during which the pass will be valid in the ID type settings.

o The start of the pass validity time depends on the selected method in the Pass issue setting:

» If Automatic pass issue is selected, then the pass time countdown starts from the moment the
pass request is created.

+ If a list of persons issuing passes is selected, the countdown of the validity time starts from the
moment of confirmation and issuing of the pass by this person.

When the pass expires, it is archived. The storage time of passes in the archive is determined by the

database settings. All the archived passes with the date of issue older than The record retention

period will be deleted (see section Database connection settings).

The Card identifier type can't be used with Automatic card issue as for issuing a pass with the card,
you need to enter the number of the card to be issued. Read more in ?2?7?.

6. Select Template access levels that will be provided to a visitor who has received a temporary visitor's pass (see
section Person access levels).

Template access levels

O Accesslewe Ov Accassiew2 g

7. To create a template with one-time use or with a limited number of visits, it is necessary to specify the number of
visits and select the readers through which the visit will be completed. After this number of visits, the pass with
the person ID specified in it will automatically become invalid.

Visits

Limi the numoerof vists
1

B e f

o The process of the request creation is described in the "Operator's Guide" (in section ??2?)
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Exculpatory documents

Exculpatory document is the information that supplements the Access Control with certain data on persons' working
time, which will be used in the formation of reports. The following documents can be used as exculpatory: holiday
request, sick list, business trip, etc. Without a corresponding explanatory document, the Access Control will mark an
employee's absence from the workplace as unauthorized.

This section allows you to create and edit documents confirming an employee's absence from work. Go to Modules
-> Access Control -> Exculpatory Documents.

Help

Q “ December2022 < 3

vvvvvvvv 12/01/202200:00-12/14/2022 2300  White 12/07/20221200  Admin

Pass forgotten 12/01/2022 0900+ 12/02/2022 0000  RainW 12/07/20221202  Admin

Press Add to create a new person in Access Control.

Help

Q m%m‘m“? <> Exculpatory document
Vacation 12/01/2022 00:00-12/14/202223:00  White Vacation

Pass forgotten  12/01/202209:00-12/02/202209:.00  Rain W

Period

12/01/2022 B o0 ®

12/14/2022 B 230 ®

Assigned to

L owne g

Follow the next steps:

1. Select the explanatory document template.
If there is no suitable template, then create one. To do this, click ¢ near the Template field and select Add.

Creating a new tempiste In the opened window, enter the Name, Comment and select one of the Accounting
(w1 types:
o « Strictly as in exculpatory document - the entire period of time specified in the

exculpatory document is counted as working time, regardless of the actual presence of
the person at the workplace.

* Overlap with work schedule - only the period of time specified in the explanatory
document and coincides with the planned work schedule of the person, is considered
as the working time.

» Work schedule cancellation - the person's work schedule is cancelled for the entire
period of time, specified in the explanatory document.

* Do not take - this type of accounting does not count in any way in the calculation of
working time. It can be used when it is necessary to leave some additional information
in the commentary to the explanatory document.
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2. You can add a comment to the explanatory document, if necessary.
3. Specify the period of time, within which the document will be valid.

4. Add a person to whom this exculpatory document will be assigned.
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Pass design

The Card design is an editor for customization of the employee ID card appearance. With its help, you can customize
the appearance of the passes, creating unique layouts and adding information about the employee on them. The pass
layout editor allows you to add fields with the employee personal data, his photo, as well as change the background
image of the pass.

The creation of pass layouts is available with the appropriate license.

In order to create a new layout, open Plugins -> Access Control -> Card design.

Sctup \_Help

- I

Press Add to open the pass layout editor:

< Bpds 2 THB Card Design

85.60 53.98

Use the layout settings panel to define the size of the pass, as well as choose its background color or background
image. Next, use the editor buttons to add necessary fields to the layout and customize their parameters.

Description of buttons of the pass layout editor.

a Save - save the pass layout.

e Save layout as new - press this button to save the layout template
with a new name.

Download - save the pass layout to a file for later uploading.

e

2 Person for preview - select the person, whose details will be
displayed on the created pass card layout.

Select person

T Text - add a text field or a person data field (including Person extra
fields) to the layout.
Text fields comprising a list of values, e.g., Name, License Plates,
Pass Cards, and Access Levels, can be placed in various areas
of the template with individual format settings. Check Split into
elements and select the element in the Display field to be displayed
in the selected area of the template.
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Setup | Help

< BB & 2 THB FoDEE Text settings

Name

Splitinto elements

John. Element 2
Smith
wareholse keeper Raboto N
| "a & ‘.‘ ['ﬁ—l
e — 5
123456789 ‘B
Format B Fy J
Coler #000000FF .
You can also add your own font for use in your pass
design. This will allow you to create unique layouts and
ensure consistency with the style of your company or
organization.
Text settings
Text
Inter-ExtraBold & u
Horizontal alignment = E =
You can select any number of TTF (TrueType Font)
fonts.
L] Rect - add a rectangle to the layout.
[/ Sewp Help
< BRBd 2 THA BoDET Rect settings
Border color #000000FF .
John o
warehouse keeper
= &
123456789
L] Image - add a field with an image or photo of the person to the
layout.
< BRL:2 THB B DL E Image settings
Photo -
Preserve aspect ratio o
| John
3 warehouse keeper
i (5P)
Sy
& ................. N isc7ss
® Clone - copy the selected field.
® Rotate - rotate the selected field 90 degrees counterclockwise.
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Bring to front - move the selected field to the foreground.
Send to back - move the selected field to the background.

Delete - delete selected field.

The process of printing a pass card based on the created layout is described in Additional actions with
persons and 72?2,
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Card protection

This section lets you configure card security profiles to provide an additional level of security when issuing employee
identification cards. In addition, you can protect cards that have already been issued, keeping them private and secure
while in use.

To create a new profile, open Plugins -> Access Control -> Card protection.

< B Card protection profile

lllllllllll

Press Add, enter the profile name, add comment and configure the protection parameters.

» Select Type: Mifare Classic 1K, Mifare Plus 1K or Mifare Plus 4K.

When selecting Mifare Plus 1K or Mifare Plus 4K types, it should be taken into account that this
profile will work only with the TRASSIR TR-R1D.

* Enter the protection parameters, corresponding to the selected type. To generate a random security key, click ©.

When selecting a value in the UID size in bytes, you should into account the data format selected
in the controllers' settings:
* 3 bytes for Wiegand 26;
* 4 bytes for Wiegand 34;

» 7 bytes for Wiegand 58.

» To enhance the security of card data, you can set the Reverse byte order flag and select the UID type that will
be written to the protected memory block of the card.

If Manual input is selected, the Use card protection function will be unavailable when creating or
editing a person (see section Creating a new person).

Also, the value in the UID size in bytes field must be considered. An error will occur in the following
cases:

+ the number entered when creating the secured card exceeds the UID size in bytes;

+ the data size on the card is less than 7 bytes, if Card number and 7 are selected in the UID type
and UID size in bytes settings.

» Set the Active profile flag, to activate the current security settings for the operation with the cards and ensure
their safe use in the access system.

Press Protect to protect already issued cards with an active profile.

468



Administrator's Guide

Card protection Card protection
P rrT— P In the window that opens, select the Device to which the cards will
(S be applied. Then apply the card to the reader and click Protect.

Repeat the protection procedure for the remaining cards.

To protect the card, hold it up to the reader

‘ 8 Topt et o o e e If you need to disable the previous protection level and enable the
=] new one, set the Remove old protection flag and select Old card
= o protection profile.
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Audit

This section provides a convenient way for the user to review all actions taken in various sections of TRASSIR ACS,
including auditing the actions of operator over access points, pass cards layout editor, and pass cards printing.

Go to Plugins -> Access Control -> Audit to open.

@ o M 2 M

17 recordsreceived, 5 fitered
ovoorzozs
120855
071092028 i
120704 '
omooz02s
120644
ooorzozs
120642 *

0710972024
120600

Various search criteria such as Time interval, Objects, Users, Persons, Parameters, and Action Types are
conveniently provided to help you quickly find the information you need.

Select period X
Thismonth | Thisyear | 12months

07/00/2024 4 | 0000 ®
07/00/2024 [ | 2400 ®

seect [N

Select objects X

- [ = Checkall
[ Access levels
Access permit requests
Access point

Access schedules

Card Design
Card protection

Card reader

[m]
]
]
O aeas
[m]
]
[m]
[m]

Controller

saect [EEEUE

Selectusers

~ O Checkal
O admin

Select Persons x Select parameters x
Q Q
« O Checkal « [ W Checkall
» [ 22 Deleted persons » [0 03 Access levels
» [ 22 Drivers » [0 03 Access permit requests
» [J 2 Office » [ [ Access schedules
» [ 2 Visitors » O 0 Areas
» [ 2% Warehouse » [ 03 Person extra fields
2 Messenger » [0 03 Person groups
O 2 securty » [ 03 Persons
» [0 O Reports
» [0 [ Work schedules
KR - saccr [

Select action types X

- E W Checkall

Add

Delete

Edit

Report generation

Pass printing

Opening access point once
Setting ‘normal” mode

Setting “always open’ mode

BRO0CO0O0000

Setting "always close” mode

saect [T
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Persons search criterion allows to find actions done for deleted persons. To view details, select persons
from the Deleted persons group.
The information storage period for deleted persons is limited by the parameter Keep records for in the
database settings (see Database connection settings).

The Filter field lets you refine the search results and find the desired actions. Click on the action to check its
parameters, and they will be displayed below the list.
You can save the log as a file. To do this, click Download XLSX.

‘‘‘‘‘‘

‘‘‘‘‘
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TRASSIR ACS Enterprise

TRASSIR ACS Enterprise is a module that combines several TRASSIR ACS servers into a single access control
and management system.
TRASSIR ACS Enterprise setting procedure:

1. Connect one or more servers with a local TRASSIR ACS version to the server.

2. Create working schedules and areas, which will be used to generate various reports.
3. Create one or several access levels and link them to the corresponding access points.
4. Add persons and set up access to various objects for them.

5. Create reports.

6. Audit user actions performing the configuration of TRASSIR ACS Enterprise, if necessary.
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Servers

This section allows you to set up TRASSIR ACS Enterprise connection to the servers where the local versions of
TRASSIR ACS are running.

wp | Help

</ .

MK £XP-15 @ onine

Go to Plugins -> Access Control Enterprise -> Servers.

The server with the local version of TRASSIR ACS must be connected to the server with TRASSIR ACS
Enterprise before adding.
Read more about server connection in Connecting to a new server.

To add new servers, press Add and select the required servers from the list:

Add servers

- Check all

B wscows

m cancel
Click on the added server to change its name or add a comment.

Sctop \_Help

Q m Server

MSK-EXPS  MSKEXP15 © o | MSKEXP1S

You can use the rights to the individual server objects to set different options to access viewing and editing functions
of servers running local versions of TRASSIR ACS.
The rights are located on the rights tree at: Server name -> Plugins -> Access Control enterprise -> Servers.

o

2 view @ Mosity & sep

2 view 4 Medity 4 Setup

@ view @ Mosity s

2 View 2 Modity [ Setup
M

v Servers & view
MSKEXP-15 & View
Work schedules & view

 If the server has the View right enabled, the areas and access levels configured on it will be displayed on the
Servers, Access Levels, Areas and the Personnel tabs.
The servers that have the View right disabled will not be displayed on the tabs. However, if, for example, an access
level or zone from this server is selected, it will be displayed along with the selected item, but the full list of items
will not be available for viewing.

» The server with View and Modify rights enabled will appear on the Servers, Access Levels, Areas and Personnel
tabs, but their parameter editing will not be available.
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» The server with the Setup right enabled is available for editing and assigning access levels and areas configured
on it to the persons.
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Personnel

This section allows you to create and edit TRASSIR ACS Enterprise persons.
Go to Plugins -> Access Control Enterprise -> Personnel.

Setop \_Help

&Yl BL :
+ 2% Management o
Q Mo Management
JRECTER
2 MikeM
52 ~
Identifiers
M@ asean @I 4
Access levels rd
XP-15 B
o Offce
Work areas s
13 omes

Contacts for notifications @

vossgmycompanycom

A detailed description of the process for working with the Personnel section is outlined in the following sections:
» Creating a group
» Creating a new person

» Changing the person's data and blocking the person
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Creating a group

To create a new group, go to Plugins -> Access Control Enterprise -> Personnel, press Add and selectGroup.

Q m o Group

Management

ssign generalpar

[0 Allow to change person'ssettings @
Do not assign
Donot assign
Access levels 7
o
o Offce
Work areas 4
g. o .
vF
“ rrrrrr

After that:

» Enter the Group name and select its Location in the persons' tree.
Click ® next to the Location field, to save the current group location to the clipboard. It can be used when creating
a file to import new persons to this group.

» Set the Assign general parameters flag to let the group parameters be inherited by all the persons added to
this group.
Set the parameter values that will be automatically assigned to all persons in that group.
All assigned parameters will become unavailable for the person in the group after the saving. In order to keep the
editing options, set the Allow to change person’s settings flag.

You can use the rights to the individual server objects to set different options to access the viewing and editing
functions of the person groups themselves, as well as the persons in the groups.
The rights are located on the rights tree at: Server name -> Plugins -> Access Control Enterprise -> Personnel.

Perotjectrights (grant o revokel
Devices Modty [ Scp ~
[ Modity [ Setup
[ Meodity [] Setup
& Modity [ Setup
B Medity 4 Setwp
4 Modity B Setwp

~ Personnel
Managers.
Reports
v Servers

« If a person group has the View right, it will be displayed in the Personnel, Work Schedules and Access Levels
tabs, but the Person and the Group settings editing function will not be available.
The groups of persons that have the View right disabled on the tabs will not be displayed. However, they will be
displayed if their subgroups have the View right disabled.

» The person group with the Modify right enabled can not create new groups, but can create new persons in the
existing groups and modify the existing group parameters.

» The person groups with the Setup right enabled can create and edit the person groups, as well as persons in
these groups.
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Creating a new person

In order to create a new Access Control Enterprise person, go to Plugins -> Access Control Enterprise ->
Personnel, press Add and select Person.

[ Setup \_ Help

Q ADD
» 2% Office nperson ©.8
» 2% Warehouse Group 2%

2 JohnRain

And follow the steps below:

1. Enter the employee's Name. Specify Gender, Birth date, Group, Personnel number and other person's data,
if necessary.

Creating a new profile
Name
Other -l oovises M

Management - &

gs are set for the group
1gs willbe applied to the person,

A123434566
Note
“ PERIOD OF ACGESS RIGHTS

save SN

Click = next to the Group field, to save the current person's location to the clipboard. It can be used when creating
a file to import new persons into the same group.

Set the Period of access rights for this person in order to set limit to use identifiers and access levels.

= Period of accessrights + Period of access rights « Periodof access ights
Beginning [ seginning Beginning

éi/natmzz = D‘l;;lﬂ ® LI;/DB/ZUZZ ] nuun ®
End End O end

ooz (31| 0o ©] Gersvzze () 0090 o

save S save  [ESESE save [ESEVSN

2. Upload an employee's photo by pressing Add photo.

In the opened window, select one of the ways: Select a file on PC or Webcam snapshot and add an employee
photo.

When uploading a photo from your PC or creating a photo using webcam, you can use the crop feature to resize
the added photo.

Adding a photo x

SELECT AFILEON YOUR PC WEBCAM SNAPSHO

CHOOSE ANOTHER m

3. in order to manage an employee's working hours, select Work schedule.
Use various settings to create any work schedule (read more in Work schedules).

4. Add identifiers that will be used by the employees to authenticate in Access Control.

Identifiers
+

Card B
Ucense plate )

PiNcode QO
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[ samemicene  « | Card - select identity card data input type and enter:
Automate the process of adding cards.
T - using USB reader connected to the client/server;
H
it s * by entering the card data into the input field manually.

Zkteco HID card reader (USB)

Features of data entry from identification cards:

» Data input from an ID card using a USB reader is only supported in
Windows version.

+ ZKTeco USB readers store data in Wiegand 34 format. If the readers
used by personnel for authentication use Wiegand 26 format, set the
Convert to Wiegand 26 flag when adding the card.

[ st tcense ite ‘ License plate - enter the vehicle license plate number that will be used for
i AutoTRASSIR module authentication.

When entering the number, you can use letters of Latin alphabet, as well as
"mask", in which unknown characters are replaced by "*" or "?".
The "?" symbol is used to indicate only one unknown character, and the
"*" symbol - one or more unknown characters. For example, if the license
plate number is known, but the region is unknown, you can use the following
types of masks:
b663kt?? - for numbers with two-digit region only: b663kt77 or b663kt95.
b663kt??? - for numbers with a three-digit region only: b663kt777 or
b663kt190.
b663kt* - for numbers with both two- or three-digit regions: b663kt77 or
b663kt190.

PIN-code - enter the pin code that will be entered by the employee on the controller
panel.

All identifiers will be used for Access Control authentication, depending on the Authentication mode
selected in the reader’s settings.

5. Assign the corresponding Access levels to the person. For each server added, only one level of access can be
assigned.

Access levels

- B MskEPs
QO Notselected
@ office

6. Select Areas that can be accessed by this person.
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Select areas

v I Checkall
- = MSK-EXP-15
- I Office
I3 office
» [ Warehouse

“ caneet

7. Add contact information to receive notifications about TRASSIR ACS events (see Notifications).

Enter your ID from telegram bot @trassirbot as your Telegram ID. In order to find out your ID, open
the bot and run the /start command.

After the synchronization, the persons added to TRASSIR ACS Enterprise, will appear in the corresponding local
versions of TRASSIR ACS, in the Imported persons group, depending on the access level selected in the person.

orted persons

~ &% Management Identifiers

2 NG

2o MikeM

Contacts for notifications @

If the data synchronization process finds a match of the TRASSIR ACS person number or identifiers of the TRASSIR
ACS Enterprise and the person on the local TRASSIR ACS version, you will see the corresponding error message.

Sewp | Help

- 2% Management o
2 AG o <"’

2 MikeM

Identifiers

M asoens | O 1238 | +
o

Contacts for notifications @

boss@mycompanycom  +

Import of persons

In case you need to add a large number of personnel, there is an import function. To activate it, click * and select
Import persons feature.
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» 2% Companyl

P&

Select a file with a list of persons.

o Use a ready-made template to simplify the process of creating a persons list.

Configure the necessary import parameters:

Actions on existing persons - select one of the options the system should perform
when existing persons are detected during the import process.

Actions when names match - -specify what will occur if matching names are found
during the import process.

Bounds of name matching check - customize name matching check. When the All
persons option is selected, the system will respond to name matches in the entire list of
persons. If One group is selected, the check will be limited to name matches within the
groups specified in the file.

Use hexadecimal format for cards - enable or disable the use of hexadecimal card
Fields delimeter - specify the symbol to be used as a separator between data fields

Quote character - specify which character is used as the opening and closing character

Date format - select the format in which the dates in the imported data are displayed.

format when importing data.
during import.
of the quotation marks.
Click Import to load the data.
©
=3
1

All added persons will be displayed after updating the Personnel section.
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Changing the person's data and blocking the person

You can use the filter that searches for the person not only by name, but also by account number, access card or
license plate.

- 2% Office
o John Gold

Persons: 7

) &% Headoffice  cew o P .
» 2% KRD

Remov

» 2% MsK

dme ND

printa pass
» 2% SPB

& anhurn 52
2 Mathew K

» &% Visitors Identifiers

In order to block a person, select the corresponding menu item and specify the date when the person is automatically
unlocked in the opened window, if necessary.

Block person

You are going to block John Gold. Identifiers and access levels
willbe suspended.

Schedule unblocking

04/08/2022 B oooo ©

The blocked person will be marked with a corresponding icon and caption. You can unblock it any time by pressing
Unblock.
o I
~ &% Office
&a John Gold UNBLOCK
S i John Gold

» 2% Warehouse ale
ovorsen
2 wain ofice
2 white

In order to enter the person settings mass change mode, press * and select Mass parameter assignment. After
that, select the persons and other parameters to be assigned to these persons.

Setup | Help

& - ] .

Fersons1 Mass parameter assignment. 2,

» 2% Companyl

Mo (4]
» a3 Office _
i T
r 2
Sewp \_Help
Q n -] Parameter assignment
persons: 1
- 22 Company! Persons selected: 1
» 2% Division2 Do not assign
» 2% Office
52
ran
Access levels ra
Do not assign
Work areas 7
Do not assign
A PERIOD OF AGOESS RIGHTS
Beginning
02/23/2024 [3 | 00:00 ®
End
02/29/2024 @ 00:00 ®

The Moving of the persons features works the same way. Instead of parameters, you need to select the group to
which the selected persons will be moved.
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Sctop \_Help

» O 2% office

Cloud User
2 white

’ Visitors.

N -

Moving of the persons

Persons selected: 2

Office:

CANCEL
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Access levels

You can configure access levels in Plugins -> Access Control Enterprise -> Access levels section.

Access levels can be used to allow people to enter the entire area or only certain rooms. The settings page displays
all the created access levels.

Setup \__Help

Q ﬂ Access Level

~ 28 DESKTOP-VV6ULKH

O Enterprise Office Enterprise Office

Access 10 office building

Access points

N ome

Persons and groups

& Jomsmith S

Enterprise office

cANCE

In order to create a new access level, press Add and follow the next steps:
» Enter the access level name and add comment, if necessary.

* Add access points that people with this access level are permitted to use.

Select access point

- B O company

v O ¥ service

n e

» Add groups of persons or separate persons to whom this access level will be assigned.

Persons and groups

- B Checkall
- 2 Office
&= John Smith

» [0 &% Warehouse

n e

« Select the schedule which this access level will use. Section Access schedule describes the access schedule
creation in detail.

After the synchronization, the access levels added to TRASSIR ACS Enterprise will appear on the corresponding
TRASSIR ACS servers.

sewp |\ Help

< =

@ enterprise oftce Access tooffice bulding persons: 1
O office Persons: 1

O Warehouse persons: 1
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Access schedule

This section allows you to create and edit schedules for access levels setting.
Go to Plugins -> Access Control -> Access levels -> Access schedules .

Sewp \_ Help

Q “ Access schedule

2477 " Schedule (warehouse)

Schedule (office) Access to office Access o warehouse

Access levels

Ov varenouse 4

Calendar

(2 seruescueou

To create a new schedule, press Add and follow the next steps:

» enter the schedule name, which will be displayed in the access level settings;

* add comment, if necessary;

» add access levels to which this schedule will be assigned to;

» customize the schedule (the schedule customization is described in detail below).

After that, you can check the schedule for a week as well as for a month.

Calendar Calendar

{2 seescuepuE [ sene scHEDuLE

WEEK MoN WEEK MONTH

AV July 2022 <>

Mmooz 13 w15 6 17
B 19 20 21 2 23 2

25 26 27 28 29 30 3

Schedule settings

You can create the following types of schedule:
» Calendar week is a schedule for the specific days of the week.

» Shifts is a schedule that specifies a cycle of intervals in which the work schedule depends on the day number
in the cycle.

Press Setup schedule to open the schedule settings.
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Sehedule (ffiee) Follow the next steps to create a Calendar week schedule:

1. Use the Working day/Day off toggle switch to identify working days and days off.

_ 2."Sdlect one of the workdays and use the sliders or the Beginning and End fields to set
st up the start and the end time of the access level availability and, if necessary, add one or
t Qe ©) several breaks.

© e

3. Press the Duplicate to all work shifts link to copy the created schedule to all working

days of the week.
~ Tuesday REe .

B oupuen

Schedule (ofice Follow the next steps to create a Shifts schedule:

1. betJ the start date of the first shift and create the desired number of working and weekend

01/02/2024 G ShITtS.

o - 2."8&lect one of the work shifts and use the sliders or the Beginning and End fields to set
; z z ~ up the start and the end time of the shift and, if necessary, add one or several breaks.
o . 3. Click Duplicate to all shifts to copy the created schedule to other shifts.

ffy PuPLICATE To AL woRK sHETS

In order to create a shift that begins on one day and ends on another, choose the time in the End field
that is less than or equal to the time in the Beginning field.
[ - st @ Working day .‘
0800 @ 0800 O

© preax

0] DUPLIGATE T0 ALL WORK SHIETS

The breaks define the time interval within which the person will not have access.
The schedule may not contain more than 3 work intervals per day or shift.

scheduls (office) The Halidays tab lets you add the dates, in which another schedule will be in effect (for
«. €Xample, on pre-holiday and holiday days).
~ 25December2024 [ Day ot @
- 24December2024 [J Working day @)
12/24/2024 (3 @ pemop
0300 @ 1600 @
1300 ©@ 1400 © ©O
© BREAK
© B
n caNCEL

After the synchronization, the access levels added to TRASSIR ACS Enterprise will appear on the corresponding
TRASSIR ACS servers.
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Seup \_telp
Q Access schedule
247 No
Enterprise office Ac
Schedule (office) Access to office. Ac
Schedule (warehouse) Access to warehouse Ao Access levels

e 7’

Calendar

(= viEw souEDuL

WEEK MONTH

Mo 02/17/2025

02/18/2025

We 02/19/2025

cLose
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Work schedules

This section allows you to create and edit work schedules that are used to determine the working time of an employee
when building various reports.
Go to Plugins-> Access Control Enterprise -> Work Schedules.

Setwp | Help

Q m Work schedule

31 3work days/ 1 day off Shifts 2-2

2 (without break) 2 work days / 2 days off
sifts 2.2 2workdays/ 2days off

Work day :00- 19:00 (with break) Assigned to

2 ranw & whte g

Calendar

(% serpsceouLE

WEEK MONTH

save CANCEL

In order to create a new work schedule, press Add and follow the next steps:

» enter the working schedule name that will be displayed in the person'’s settings;

* add comment, if necessary;

» add groups of persons or individual person to whom this work schedule will be assigned;

 customize the schedule (the detailed instructions on how to customize the schedule are described below).

After creating a work schedule, you can check its timing for the week as well as for the month.

Calendar Calendar
{4 seesceoue (% sene scHEDuLE
weex woNTH ek MoNTH

AV July 2022 <>
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Schedule settings
You can use the following schedule types when creating:
» Calendar week is a schedule that lets you create a working schedule with reference to the specific days of the week.

» Shifts is a schedule that specifies a cycle of intervals in which the work schedule depends on the day number
in the cycle.

Press Setup schedule to open the schedule settings.

2 Follow the next steps to create the Calendar week schedule type:

1. Uée the Working day/Day off flag to identify working days and days off.

2. Select 8ne of the workdays, and use the sliders or the Beginning and End fields to
ol 8 set up the start and the end time of the workday and, if necessary, add one or several
1300 @ 1200 O @

breaks.

© EReax

3. Press the Duplicate for all work shifts link to copy the created schedule to all working
days of the week.
Workingday @)

[ DUPLICATE TO ALL WORK SHIFTS

> Tuesday

n e

- Follow the next steps to create the Shifts schedule type:

SCHEDULE

1. Set the §tart date of the first shift and create the desired number of working and weekend

rrrrrr

01/01/2024 (9 ShITtS

: ’ - 2. Select 8ne of the work shifts, and use the sliders or the Beginning and End fields to set
z Z o up the start and the end time of the shift and, if necessary, add one or several breaks.
o . . 3. Click Duplicate for all shifts to copy the created schedule to other shifts.

B DUPLICATE T0 ALL WORK SHFTS
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The breaks define only the interval of time during which a person can be absent from the workplace
for the entire working day. The strict time limits for the beginning and end of breaks are not taken into
account in Access Control.

In order to create a shift that begins on one day and ends on another, choose the time in the End field
that is less than or equal to the time in the Beginning field.

~ st [ Working day @)

0800 © 0800 @

1T) DUPLIGATE T0 ALL WORK SHIETS

~ 240ecemder2c24 O

12/24/2024 (4 | @ peron

0200 © v:q:c ©

The Holidays tabs lets you add the dates, in which another schedule will be in effect (for
example, on pre-holiday and holiday days).

oy ot @

n e

Work schedule

Working days 9:00 - 19:00 {with break)

The Variations tab provides parameters that can be used for more flexible customization of
the employees' working schedules.

~* Delays and early leaves parameter defines the maximum time intervals that will be used
to calculate lateness or early departures. If an employee comes in late or leaves early,
the difference between the actual time and the scheduled time will be reported as Delays
or Early leaves.

» The Consider overtime parameter sets the minimum time that will be used to calculate
overtime. If an employee comes in earlier or leaves later than the set time period, the
time worked by the employee will be reported as Overtime.

« s Allow work on weekends parameter sets the minimum time that will be used to

calculate overtime when working on weekends. If an employee works on weekend for
more than the specified time, the actual time worked will be reflected in the report as
Overtime.

* The Work area leaving parameter sets the minimum time for which an employee can
leave his workplace. If an employee will be absent more than the specified time, this time
of absence will be indicated as Absenteeism in the reports.
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Areas of use

This section allows you to create and edit areas that can be used to track the movement of persons within the protected
perimeter and to use them to build various reports.

You can configure the areas of use in Plugins -> Access Control Enterprise -> Areas.

To create an area, press Add, select the Area item, specify the required parameters and select the readers that will
identify persons entering and leaving the area.

>>>>>

&y - |
» B MsKEXP-15 rea ;17
Foder
Help
Y - .
- = MSK-EXP-15
~ i Office Office

I office
~ I Warchouse

Office

Entrance readers

+

Exit readers

o

Only one server's readers can be used as entrance and exit readers. You can't select the readers from
different servers in the area settings.

You can not use the same reader as an entrance (exit) reader in the settings of two different areas. At
the same time, the same reader can be an entrance reader in one area and an exit reader in another.
If you delete a device on the TRASSIR ACS server, the areas, where that device readers were used, will
be marked with an error message, and the Removed will be displayed instead of the deleted readers.

For ease of use, all areas can be grouped into folders. In order to create a folder, press Add, select Folder and
specify the required parameters.

sssss Hel

Q m Folder
~ = MSKEXP-15

+ O office office

» 03 Warehouse
MSKEXP15

W BEMovEFOLDER
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Reports

Go to Plugins -> Access Control Enterprise -> Reports.

Setop \_Help

+ CREATEREPORT

Allpassages report Allpassages report Mailing disabled

Attendance report Attendance report Mailng disabled
Attendance report (without work schedul hedule)

by zones zones Mailing disabled

Malling disabled

Reportof being late Reportof being late: Mailng enabled

TRASSIR ACS lets you create the following report types:

» All passages report - a report on all persons passages for a specified period of time.

& DOWNLOAD XLSX

All passages report

All passages report (11/09/202100:00 - 11/30/2021 00:00)

Name Personnel number Group Date Time Access point Direction
John Rain 1

‘White 1234567890 2021.11.30 16:54:13 Office 3 Exit
16:55:08 Office 2 Exit
16:55:16 Office 2 Entrance
16:55:24 Office 2 Exit
16:55:44 Office 2 Entrance
16:55:51 Office 3 Exit
16:56:03 Office 1 Unspecified
16:56:19 Office 1 Exit
16:56:25 Office 3 Exit
16:56:54 Office 2 Entrance

* Employees count by zones - report on the location of people in zones, depending on the time of day.

Employees count by zones
Empioyees coun by ones (0001202209101 2022)

ome Tima Count Compam
ooz 0000080 o e
oavenraeza 00000 o HeloForce
ovvow2ez2 0890- 1600 1 s
o2z 0690- 1690 i HaipFoece
ooz 1600-0000 o e
ooz 1600-0000 1 HoioForce

* Report of being late - a report on employees arriving later than the arrival time, specified in the work schedule.

s DOWNLOAD XLSX

Report of being late
Report of being late (12/01/2021 — 12/01/2021)
Report was generated at 01.12.2021 1641

Name Personnel number Group Date Arival - Plan Arrival - Fact Being late

Cloud User 123 01.12.2021 09:00 1219 03:19

John Rain 1 01.12.2021 10:00 - Truancy
White 1234567890 01.12.2021 08:00 1219 04:19

* Personnel - a summarized report on all employees.

Personnel

Personnel 02/26/2024 14:07:44.

Personnel License  Other  Access  Work
Name. Group Bithdate  Createdat  FAreobne card ate. Menifrs lovols schoduia BC0
James ; 02222024 12345678,
S Company1/Division2/0ffice3 051271989 1350007 12345 Beaagy  A1238CTT7

» Personnel statistics report - a summary report on the person's time at the workplace.
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Personnel statistics report
Personnel statistics report (12/01/2021 — 12/01/2021)

\ome Porsmel L schoduie  Plannows Actusihours  Absenteism Baing late Early loave Overtime

LIt "ame  Days Shifts Hours Days Shifts Hours Quantity Hours Avg Quantity Hours Avg Quantity Hours Avg

John -

o 1 32 1 1200 00:00 1
3 working

White 1234567690 days 1 11200 1 oa0 1 0810 0819 1 0331 0331
day of

Total 0z 2400 0 1 o410 1 10819 0419 1 0331 0331 0 0000 0%:00

» Attendance report - a report of attendance, time of arrival/departure, overtime, as well as on late arrivals and early
departures, built on the working schedules of the selected settings of the persons.

Attendance report
Rendsncs repont (0910172022 -091072072)

Oebvery ° w18 1 om0 1800 w000 1000
2092022 %0 1000
o2z 0800 1800 w0 om0
os092022 00
o222 08w 1800 o0 o800 3
oe0az022 1000
oeze 0880 1800 1080 1000

oanaz0z2 w0 1000
w02 200 1800 1000 1000
10092022 w0 o
Tt w0 @m0 om o

» Time spent at the workplace - a report on attendance, time of arrival/departure, as well as the late arrivals and
early departures built on a common work schedule selected in the report settings.

& DOWNLOAD KLEX

Time spent at the workplace
Time spent at the workplace (04/07/2022 09:00 — 04/08/2022 18:00)
visitsinfo
Date Armival  Departure Actual hours. Plan hours. Being late. Early leaving
1 whie 8568696 Warehouss 07042022 1802
08042022 113 1728 300 0302 0627

N Name  Personnel number Group

Press Create report and select report type in order to create a new report. Customize all required parameters and
press Generate report. You can save all report parameters, if necessary, by pressing Save options.

sewp \_Hep
< eack B SAvEOPTIONS
Parsonnel tatstes epor

This month < soumes (3 osgeams () Aipesess

A HIDE ADVANCED OPTIONS

Pass. < | [ Alnesseoes
Displaysiips [ Displaydelays [ Displayearlyleaves (I Displayovertime [ Hideblocked persons

' MAILING PARAMETERS

You should take into account the following filter features when creating reports:

* You can build any report for the specific areas, readers or persons, if necessary. To do this, press All areas, All
access points, All persons, or All companies buttons and select the values that need to be displayed in the report.

» The Event accounting field lets you select the event type, by which the person's arrival/leaving time will be
determined and used for building report.

Access granted is an event when a person is authenticated by any allowed type.
The Pass event appears upon the door opening after the Access granted event.

» Set the Take employees working schedule into account flag in order to calculate and display data on late
arrivals, early leaves and overtime. The corresponding work schedule should be set in the person's settings.

The Display skips, Display delays, Display early leaves, and Display overtime flags will enable the
corresponding columns in the report.

Set the Hide blocked persons flag to exclude persons with suspended identifiers and access levels from the
report (see Personnel).

Any absence of the employee during the work day, or being at the workplace outside the work
schedule, will be counted according to the Variations settings (see Work schedules).

When building All passages report, you can set the Hide empty lines flag, in order to display only rows with
people who have any events in the report.
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» Set the Display timezone flag to display the time zone column, ensuring that the time of events is presented
correctly depending on the time zone. This setting will be useful when working with different regions when the
devices are configured with different time zones.

* When building Personnel report, you can select specific columns that contain employees key information, such as
their names, identifiers, access levels, work schedules and other required parameters.
You can also set Hide blocked persons flag to exclude them from the report.

* The Time spent at the workplace report filter parameters are customized depending on the Show all stay
intervals checkbox:

If Show all stay intervals is checked, the report will show all intervals (entries and exits
by reader) for the selected Time interval.

You can choose the length of the tolerance intervals, within which the system will search
for events (employee entries and exits) regarding the selected Time interval in the
Tolerance interval for events search field.

considering the Tolerance interval for events search, it will be displayed
as a blank line in the report.

o If only one event (i.e. entry or exit) within the Time interval is found,

If Show all stay intervals is unchecked, the report will show all intervals (entries and
exits by reader) for the selected Work shift.
GApart from that, the values Plan, Delays and Early Leaves will become available to
wo © check or uncheck in Advanced Options to show or hide them in the report.
You can choose the length of the time intervals, within which the system will search for
events (employee entries and exits) regarding the selected shift in the Tolerance interval
for events search field.
The value set in the Minimum hours worked parameter will allow you to exclude the
employees who have worked less than the set minimum time, from the report.

05/31/2024 (3 18:00

If only one event (i.e. entry or exit) within the Work shift is found,
considering the Tolerance interval for events search, it will be displayed
as a blank line in the report.

* In order to display the direction of the passage (entrance or exit), you should select its location in the reader settings.

A report with a large amount of data will show only the first 300 lines. Click Download XL SX to download
the full report with all the data.
If Export XLSX file horizontally is checked in Advanced Options for Attendance report and Time
spent at the workplace report, the dates in the exported report will be listed in a row and information
for them in columns.

All server users can view created reports.

Only those users who have the Plugins -> Access Control Enterprise -> Reports -> Settings flag
enabled in their rights settings, will have access to create, edit and delete reports.

Read more about user rights settings in the "Administrator's Guide" (Determining access rights).

You can set up automatic sending of reports by e-mail. To do this, set theAutomatically mailing a report flag in
the Mailing parameters list.

E) owem B 50 ©
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o The Automatically mailing a report if the Other value is set in the Report period field.

Specify the mailing addresses in the Addresses field. Select the preconfigured email account in the Mail account
field (see Adding an email account).
Select the mailing frequency in the Periodicity field:

* Day - set the start date and also how often in how many days and at what time the report and mailing will be
generated.

* Week - specify the days of the week, when the report will be generated and sent out.

boss@maitnet | smy pmal.net @ Week -

GwOn@Gw On@r Os O 090 Q

* Month - specify, separated by commas, on which days of the month the report will be generated and sent out.

boss@mail et smip.mailnet - @  Month

15101525 0900 @

494



Administrator's Guide

Audit

This section provides a convenient way to review all actions taken in the various sections of TRASSIR ACS Enterprise.
Go to Plugins -> Access Control Enterprise -> Audit to open.

B e § Mo L Ml Alprartes I . o |

smith Pl < oomwomxisx

Various search criteria such as Time interval, Objects, Users, Persons, Parameters, and Action Types are
conveniently provided to help you quickly find the information you need.

Select period
Thismonth  Thisyear  12months
07/09/2024 [ | 0000 @

07/09/2024 (A || 2200 ®

seect [N

Select objects Select users
Q Q
- B W Checkal - O ma Checkal
o s O Admin
O repor
O sew
O vser
O Workschedules
Select Persons x
Q
lect parameter
« O checkan Select parameters
» [J 2 Deleted persons a
» [ 2 Orivers - & w8 Checkal
» O 2 office 55
» O 22 visitors
» [J 2% Warehouse
2 Messenger
O 2 security
Select action types
Q
- © W Checkal
O A
oelete
e

m}

(<]

Persons search criterion allows to find actions done for deleted persons. To view details, select persons
from the Deleted persons group.

The information storage period for deleted persons is limited by the parameter Keep records for in the
database settings (see Database connection settings).

The Filter field lets you refine the search results and find the desired actions. Click on the action to check its
parameters, and they will be displayed below the list.
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You can save the log as a file. To do this, click Download XLSX.

s B coweciona

ooe202s

071092028 i
120704 A &
07092028
QUS4 pdmin ean

Jora smith 0710972024

Persons 120642 an e

Work schedule s2

496



Administrator's Guide

Access monitoring control and security and fire alarm systems

TRASSIR allows you to arrange the integrated security system in which the video surveillance system interacts with
access control systems and security and fire alarm systems. The server and the connected system can interact both
on the same server and on different servers connected via the local network.

The operation with the following systems is integrated into TRASSIR:
* Orion Pro of Bolid company.

» Hikvision from Hikvision Digital Technology Co.,Ltd.
* FortNet of FortNet Security Systems company.

» Gate of Ravelin Ltd. company.

» Sigur(Sphinx) of PromAvtomatika company.

¢ Itrium of ITRIUM company.

* NeoGuard of Insight Software company.

* Schrack of Schruk Seconet AG.

» Spica of Spica International company.

» Paradox of Paradox Distribution Centre.

+ Stemax of NPP Stels.

* MaxLogic from Mavili Elektronik A.S.

* FireSec by Rubezh.

» Biostar 2 by Suprema.

» Hikvision from Hikvision Digital Technology Co.,Ltd.
» Sigur(Sphinx) of PromAvtomatika company.

List of features used for work depends on the connected system:

Featur©rionHikvisidRortNet| Gate Sigur| Itrium [NeoGuard|Schrack|SpicaParadox StemaldaxLodiireSeBiostar
Pro 2

Automatically + + + + + + + + + + + +
load
the
trep
of
objects
cofrespondipng
to
the
deyices
in

the
system.

Link + + + + + + + + + + + + + +
system
devices
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atur®©rionHikvisia

Pro

fortNet

Gate

Sigur

Itrium [NeoGuard

Schrack

Spica

Paradox

StemalliaxLodiireSeBiosta

2

r

to
channels.

Locate+
system

devices
on
maps.

Arfange
the
system
devices
status
manitoring
with
the
object
tree.

Accept+
system

events

from
systems
devices
and
conduct
search

by
them.

Set +
up
server
regponse
using
rules
and
scripts
for
acquired
events.

Manage
system
objects
or
change
system
objects
status
using
senver
commands.

Feature

Hikvision

Sigur

Automatically load the tree of objects corresponding to the devices in the system.

+

Link system devices to channels.

+
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Feature Hikvision| Sigur
Locate system devices on maps. + +
Arrange the system devices status monitoring with the object tree. + +
Accept system events from systems devices and conduct search by them. + +
Set up server response using rules and scripts for acquired events. + +
Manage system objects or change system objects status using server commands. + +

» Server settings for operation with Orion Pro Access Control System

» Connection of server to operate with "Hikvision" ACS control panels

» Typical server settings for operation with Access Control or FAC

» FortNet ACS server settings features

» "Gate" ACS server settings features

» Sigur(Sphinx) ACS server settings features

» Access monitoring and control system "ltrium" server settings features

» Access monitoring and control system NeoGuard server settings features

» Specific features of the server settings for operation with Schrack security and fire alarm system

» Specific features of server settings for operation with Spica access monitoring and control system

server

» Features of server settings for operation with Paradox access monitoring and control system panels

» Stemax system server settings features

» Server settings features for operation with "MaxLogic" panels

» Server settings for operation with "Rubezh (FireSec)" fire alarm system
» Configuration of Suprema (Biostar 2) Access Control

» Connection of server to operate with "Hikvision" ACS control panels

» Typical server settings for operation with Access Control or FAC

» Sigur(Sphinx) ACS server settings features
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Server settings for operation with Orion Pro Access Control System

A Orion Pro Integration Module should ve installed and configured for correct server operation with Orion
Pro Access Control. You can find instructions on the module configuration on the Bolid official website.
The server works with the following versions of Orion Pro software and higher:

* Orion Core 1.20 (release 3, build 5788)
» Orion Pro 1.3 Integration Module (release 0, build 1849)

If you are using earlier versions, upgrade the Orion Pro software.

n the Settings window, the settings for connecting to an Orion server are specified on the Modules -> Orion tab.

Protocol - protocol of connection to the "Orion Pro" access control system server.

o When selecting a protocol, you should select the SOAP as it is the most current protocol to work with.
It is strongly recommended that new video surveillance and access control projects avoid using the
XML-RPC protocol for data exchange. This protocol is obsolete, its support has ended, and it is

retained solely for compatibility with current integrations.

Address - IP address or DNS name of a server with Orion Pro integration module.
Port> - the number of port, selected in Orion Pro Integration module.

User name and Password - account name and password on Orion Pro access monitoring and control system
server (by default: ADMINISTRATOR and ORION).

Please note that the Username and Password are case sensitive!
Error "Not enough rights (error 112)", in most cases indicates the incorrect user name or
password in Orion Pro access monitoring and control system server.

This server address - the IP address or DNS name of the current server for feed back to Orion Pro server.
Feed back port - port number of the current machine for feed back to Orion Pro server.

ODBC Data Source is a full database name, that can be found in the Orion server settings on the "Central server
Orion: Database".

User token and Password token - username and password to connect to the Orion Pro Access Control database.

The Status field indicates the connection state. If all the parameters are set properly, an Orion connected entry is
displayed and the new ACS "Orion Pro" objects appear in the object tree.
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a Server Settings

v *- Plugins
Analytics
Access Control
ActiveDome
ActivePOS
AutoTrassir
Face Recognizer
Neuro Detector

~ lorion
€2000-2 (127)
SipPhone

System objects settings is described in the AMCS or security and fire alarm system objects settings tree.
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Connection of server to operate with "Hikvision" ACS control panels

Select the panel model, to which the server will be connected, in the Settings window, on the Plugins -> Hikvision
tab.
&«

FMaskaes >

2 Allservers

o x
v & MSK-EXP-13

L} server settings

~ 3 Plugins

Analytics

:::::

Select the connected controller model and press Create. The created controller will appear in the server settings tree.
After that, you should set up the server connection to the panel.

The maximal amount of the panels that can be connected to the server is defined by the license and
displayed in the Available licenses field.

» Connection of server to the "Hikvision" ACS control panel

* AMCS or security and fire alarm system objects settings tree
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Connection of server to the "Hikvision"” ACS control panel

In order for the server to start working with the previously created Hikvision ACS Panel, the following parameters
should be setup:

&

FMaskaes >

2 Allservers

sssss

- £ MsK-EXP-13 @ emvie

nnnnn

L server Settings

Hose
~ 3 Plugins Logine s

* Name - name, displayed in the settings tree.

« Address - IP address or DNS name of the connected controller.

Port - controller connection port.

User Name and Password - controller user account credentials.

Set the Enable flag. After that, the Status field will display the connection state. If all parameters are set properly,
the FACS Connected and the objects of the connected control panel will be added to the object tree.

Read more about control panel object settings in the AMCS or security and fire alarm system objects settings tree.

503



Administrator's Guide

Server settings for operation with "Rubezh (FireSec)" fire alarm system

TRASSIR supports FireSec software version 3.2.3.0 and higher and R3-based Rubezh fire alarm
devices.

Before setting up the connection between the "Rubezh (Firesec)" fire alarm system, perform the following actions:
1. Install the FireSec software.
2. Configure Firesec software operation with the devices, the information on which will be displayed on server.

3. Perform additional FireSec software settings: add zones, configure scripts, etc.

4. Use "FireSec Operational Task" utility, which is included in FireSec software distribution kit, to check the devices'
functionality.

5. Run and configure "FireSec Integration Service".
Activate data transfer via HTTP.
Add a client. In the client settings, specify the TRASSIR server port through which the FireSec software will connect
(default port value: 8096).

Enter the IP address and port through which the TRASSIR server will connect to the FireSec software (default
port value: 8097).

For detailed information on the "Rubezh (FireSec)" fire alarm system, please refer to the corresponding
guidelines that can be downloaded from the FireSec software manufacturer's website.

In Adding Rubezh Firesec module and FireSec software module settings you can find the detailed information on the
following steps to connect the server to the FireSec software and configuring its operation.
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Adding Rubezh Firesec module

In order to add Rubezh (FireSec) integration modules, press Add in the Settings window on the Plugins -> Rubezh
FireSec tab.

sssssssss

bt/

After that, specify the following parameters:

* Name - the name of the module, which will be displayed in the settings tree.

* Host - the system module IP address or DNS-name.

* Port - the module port, through which the server will connect to the system module.

» Port TRASSIR - the server port, through which the system module will connect to the server.

o The default port values are:

* Port: 8097;

* Port TRASSIR : 8096.

Press Create upon completion. A new object will appear in the settings tree. Read more about its settings in FireSec
software module settings.
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FireSec software module settings

Set the Enable flag. The Status field will display the connection state. If all parameters are specified correctly, the
Connection established line will appear, and the connected system objects will be added to the server object tree.
For each module device, you can select one or more video channels to be associated with the specified devices.
To do this:

« Select the device name in the Device name field.

» Select the video channel to be associated with this device in the Associated Channel field. One channel can be
associated with several devices. For example, if several sensors are installed in the room, they can all be associated
with a single camera.
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Typical server settings for operation with Access Control or FAC

A Before connection setup get aware of the specific features of the corresponding system:
» FortNet ACS server settings features
» "Gate" ACS server settings features
» Sigur(Sphinx) ACS server settings features
» Access monitoring and control system "ltrium" server settings features
» Access monitoring and control system NeoGuard server settings features
» Specific features of the server settings for operation with Schrack security and fire alarm system

» Specific features of server settings for operation with Spica access monitoring and control system
server

» Features of server settings for operation with Paradox access monitoring and control system panels
» Stemax system server settings features

» Server settings features for operation with "MaxLogic" panels

» Configuration of Suprema (Biostar 2) Access Control

» Sigur(Sphinx) ACS server settings features

In order to connect the server to the system, select the name of the module corresponding to the system being
connected in the Settings window and set the following parameters:

» Name - name of the module displayed in the settings tree.

* Address - system server IP-address or DNS-name.

* Port - connection to the system port.

* User name and Password - account data on the systems server.

Set the Enable flag. After that, the connection state will appear in the Status field. In case all parameters are entered

properly, the Connected message will appear, and all the connected system objects will be added to the object tree.

While working with Gate ACS the objects will appear after the controller creation.
While working with Schrack security and alarm system the object will appear after the configuration file
loading.

System objects settings is described in the AMCS or security and fire alarm system objects settings tree.
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FortNet ACS server settings features

Modify the configuration file before connecting the server to the FortNet Access control system
fortnet.ini server. The following block should be added to the end of the file:

[HTTPService]
Active=1
Port=8080

You can specify a different value for the network port. Make sure the port is not being used by third-
party software.
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"Gate" ACS server settings features

Set up the events transfer from Gate server objects to the video surveillance server before connecting to ACS.
To do this, go to Gate server settings to Settings -> Transmission settings

& GATE Server [
Diagnostics 7

Select server type

Remote server settings
Connection and polling settings
Database backup

TRASSIR interconnection settings
Require authorization
Photo-veification

Program reaction to controller events

Language

Check the Send events to video surveillance system box and specify the Communication port number with
which the data will be transferred from Gate ACS to the server.

42 TRASSIR interconnection settings

|V Bend BATE evenls to TRASSIF CLTV spstem

Port rumber.

Attertion] The new setings eame inta forces alter restarfing the program

==
2555

Restart the server to apply settings. After that, you can proceed to the connection settings.

"Gate" ACS controller creation

The server is connected to Gate ACS via the controller. Open the Plugins -> Gate -> Controllers tab to create.

Add a new controller by specifying the following parameters:

* Name - controller name displayed in the settings tree.

» Control index - The controller's address configured in the Gate ACS.

ACS objects will be created automatically after the controller creation.

‘% All servers

Fortnet
v Gate
Vv controls
Gate
Gate 1
Intellivision
Itrium
Maxlogic
Neoguard
Qrion
Paradox 1
Schrack 1
Sigur
SipPhone
Spica

"

[[quicksearch]

Setup Help

Device name: Gate 1- Control 1

Associated video channel:  [AC-D2103IR3 2 x

Create Trassir object

Import events

Close

See description of the settings in AMCS or security and fire alarm system objects settings tree.
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Sigur(Sphinx) ACS server settings features

A

TRASSIR supports "Sphynx" software, version 1.0.54.44.s or higher and controllers with 28 or higher
software version.

When using "Sigur" Access Control with "Face Recognizer" module, the "Sigur" software should be
updated to 1.1.0.24.s or higher.
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Access monitoring and control system NeoGuard server settings features

NeoGuard is a dispatching and monitoring software provided for optimal management of the data received from
monitoring stations along with such data processing and transmission to dispatchers and response teams.

The server connection to NeoGuard system is possible only after server system preset.
To receive appropriate instructions refer the technical support service of Insight Softwarecompany.
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Access monitoring and control system "Itrium"” server settings features
In order to connect the server to the "ltrium"ACS, you need from our website. After that:

1. Unzip archive content on PC where Client DNO will be started.
The OPC Client can run on any PC in the same local network with the server and Itrium ACS servers. We advise
running it at the same PC where the ACS server is installed.

2. Install "OpenOPC Gateway Service". To do this, run OpenOPC-1.3.1.win32-py2.7.exe from archive.

3. Start Client DNO with the following parameters:

OpcClient.exe 15234 localhost 7766 C:\OpenOPC\bin

whereas:

* 15234 is the port via which the server will connect to the OPC Client's security and fire alarm system. The same
value should be specified in system connection settings.

* localhost - IP-address or DNS-name of PC on which "OpenOPC Gateway Service" is running.
e 7776 - ltrium AMCS server port (set in AMSC).
* C:\OpenOPC\bin - path to exe files of "OpenOPC Gateway Service" (to be selected during service installation

process).

Client DNO should be started under that has user administrator rights.
You can connect any number of servers to a single OPC Client.

After that, you can proceed to server to Access Control connection settings.
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Specific features of the server settings for operation with Schrack security and fire alarm system

TRASSIR supports operation with all Schrack security and alarm systems operating on ISP protocol.

Schrack does not support automatic loading of the system objects.

To make objects appear on the server, it is necessary to load a configuration file with the connected
object settings. You can get information on configuration files creation at "Schrack Seconet AG" company
technical support.

The configuration file is downloaded immediately upon connection to Schrack security and fire alarm system.

To do this, click Download configuration and select the file to download. After the download, security and fire alarm
system objects will appear in server objects tree.

B Allservers @ - Sewp \ Hep

Fortnet Enable

v Gate Name: Schrack 1
controls
. Host: localhost
IntelliVision
Itrium Port: 1113 a
Neoguard
Orion
Paradox 1 Password:  [type to change
Schrack 1 Status:
Sigur
SipPhone

Load Config

[[quicksearchl
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Specific features of server settings for operation with Spica access monitoring and control system server

A TRASSIR supports operation with Spica software of 10.00.B. and newer versions.

While connecting to Spica ACS server, it is necessary to enter the API identifier. It can be received from Spica
International company technical support service.

B Allservers B v/ Setw | Help

Neoguard n
. Enable
Orion
Paradox 1 Host: 10.0.10.88

Schrack 1 Port T =
Sigur
SipPhone Login: admin

Spica API guid: B24075C3-7TDAT-4997-82E8-11ADF0GI324C

Stemax
Password: | esesee

:H: Hardware
- Status: Connected

ﬁ Channels

[[quickseareh]
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Features of server settings for operation with Paradox access monitoring and control system panels

o TRASSIR supports working with the following ACS control panels:
+ SP4000
+ SP5500
+ SP6000
+ SP7000
+ MG5000
+ MG5050
+ EVO192
+ EVOHD

In order to connect the server to the Paradox system, you need Paradox-Trassir-client, which you can download
from our website. Next, execute:

1. Unzip the application archive on a PC used for launching the application.

Paradox-Trassir-client can run on any PC with OS Windows installed, located in the same local network with
"Paradox" system servers and control panels.

2. In the configuration file connection. ini specify client connection parameters to Paradox system control panel
and server.

#Paradox-Trassir client utility ini file
#Connection settings to Paradox server:

#Panel 1

host 192.168.1.69
port 10000
panel_id 1

login 1234
password paradox

#Panel 2

host 192.168.1.68
port 10000
panel id 2

login 1234
password paradox
#Local settings:

local_port 10050
#local port should be specified at Trassir when connects to Paradox

whereas:

* host - control panel IP-address

» port - connection port.

» panel_id is the number of the panel to be used by the server for its identification.

* login and password - code of user and password which will be used to connect the Client to control panel.

* local_port is the port via which the server will connect to "Paradox Trassir Client". The same value shall be
specified in system connection settings.

3. Install Paradox Trassir Client service on your PC. To do this, press paradox-trassir-client-vc120.exe install.

515




Administrator's Guide

The user should have admin rights.

4. For automatic start of the service, change Run type in its settings.

Paradox Trassir Client Properties (Local Computer) X

General LogOn  Recovery Dependencies

Senvice name:  Paradox Trassr Client

Displayname:  Paradox Trassir Client

Description

Pathto executable:

& \Users\Roman Maskaev\Dowrloads\paradoxrassi-client\paradox trassi

Startup type: Automatic N

Senvice status:  Stopped
Start Stop Pause Resume

You can speciy the start parameters that apply when you start the service

Concel sorly

After that, you can proceed to fo adjust server connections for Paradox system client.

You can connect any number of servers to a single PC with "Paradox Trassir Client" installed.

Specify the following parameters in the "Paradox Trassir Client" connection settings:
* Address - IP-address or DNS-name of PC where "Paradox Trassir Client" has been started.
» Port - port of connection to "Paradox Trassir Client" specified in configuration file connection.ini.

* Panel ID is an identification number of the panel to which the server is connected as specified in the configuration
file connection.ini.

* User code - identification code of user set on connected panel and specified in configuration file connection.ini.

* Password - password corresponding to identification code of user.
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Stemax system server settings features

In order to connect the server to the "Stemax" system, you need Stemax-Trassir-client, which you can download
from our website. After that:

1. Unzip the application archive on a PC used for launching the application.

Paradox-Trassir-client can run on any PC in the same local network with the servers. We recommend running
it on the same PC as the Stemax server.

2. In the configuration file connection.ini specify the client connection parameters to Stemax system and the
server.

#Stemax-Trassir client utility ini file
#Connection settings to Stemax server:
host localhost

port 5000

login admin

password admin

#Local settings:
local_port 5050

#- this port should be specified at Trassir when connects to Stemax

whereas:

host - IP-address or DNS-name of PC where Stemax system server has been started.

* port - Stemax system server port (is set in the server).

login and password - user name and password which will be used to connect client to Stemax system server
(are set in server).

local_port is the port via which the server will connect to "Stemax Trassir Client" service. The same value shall
be specified in the system connection settings.

3. Install "Stemax Trassir Client" service to your PC. To do this run stemax-trassir-client-vc120.exe.

The user should have administrator's rights.

4. To enable automatic startup of the service, change Startup type in its settings.

Stemax Trassir Client Properties (Local Computer) X

General LogOn  Recovery Dependencies

Service name:  Stemax Trassir Client

Display name:  Stemax Trassr Clirt

Descrption

Path to executable:
stemaxtrassirclient-ve 120.exe

Startup type Automatic: v

Senvice status:  Stopped

Start

You can specfy the start parameters that apply when you start the service

B sory

After that, you can proceed to server connection settings to Stemax system client.

You can connect any number of servers to a single PC with "Stemax Trassir Client" installed.
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Server settings features for operation with "MaxLogic" panels

o TRASSIR supports operation with the following panels:
+ ML-1207.MX
* MLY-1219.MX

In order to connect the server to the MaxLogic panels, you need ModbusServer, which you can download from our
website. Next, execute:

1. Unzip the archive content to the PC on which the app will be started.
ModbusServer should run on Windows PC to which MaxLogic is connected.

2. Run ModbusServer with the following parameters setup:

ModbusServer.exe 15234 COM3 19200

where:

* 15234 is the port through which the server will connect to "ModbusServer. The same value should be set in
system connection settings.

* COMS3 - is a serial port, to which the panel is connected.
* 19200 - is the connection speed of the serial port.

After that, you can proceed to server connection to "ModbusServer" settings.

Setup Help

Enzble

Name: Marlagic

Host 127001

Port: 5050 £
Login:

Password:  [type to change

Status: Connected

Specify the following parameters in the server to "ModbusServer" connection settings:
* Address - IP address or PC DNS name where "ModbusServer.exe is run.
» Port - "ModbusServer.exe" connection port, which is specified in the app startup parameters.

* User name and Password - these fields can be left unchanged.
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Configuration of Suprema (Biostar 2) Access Control
Suprema (Biostar 2) Access Control is an open integrated security system based on web technology offering a wide

range of access control, time tracking, and customer management functions.

The time zone on the server should match the one on Suprema (Biostar 2) Access Control for the proper
work of the system.

Suprema (Biostar 2) Access Control connects to servers via HTTPS secure protocol. Prior to the connection, do
the following:

1. Download the certificate to connect Access Control to the server.

See how to create and download a certificate in details on the Suprema company site https:/
support.supremainc.com.

2. Add the downloaded certificate to the server certificate list.

To add a certificate, use Import function on the Authorities tab. See details in Local server settings.

See Typical server settings for operation with Access Control or FAC for the rest of Access Control
configuration steps.
See details on connecting Suprema (Biostar 2) Access Control to TRASSIR in our knowledge base.
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AMCS or security and fire alarm system objects settings tree

Upon successful connection to the server, all the objects corresponding to connected system objects will be created.
You can select only those objects required for video surveillance system integration.
All objects of connected system need to be bound to corresponding channels.

2 Allservers v [ sewe \Hew

Fortnet ~ Device name: Gate1- Control 1
v Gate

v controls

Associated video channel: | AC-D2103IR3 2

Gate Create Trassir object

Gate 1 Import events
IntelliVision
Itrium
Maxlogic
Neoguard
QOrion
Paradox 1
Schrack 1
Sigur
SipPhone
Spica

[lquicksearch]

Close

To do this set the following parameters in each system's object settings window:

» Device name - The name of the device received from system server. To change device name it is necessary to
rename corresponding object on the system server.

» Associated channel is a video channel connected with given object. Single channel can be bound to the several
objects. For example if several readers for access control are installed on the door to the corridor, all of them can
be bound to the same camera.

» Create objects is the box establishing the necessity to create an object for the given device. This box is checked
by the system for all the objects as default setting. In case such a device is not used in video surveillance system,
it should be unchecked. It will allow refraining from unnecessary objects creation and enhance substantially your
work with server.

» Import events is the box establishing the necessity to import events of the given device from AMCS. System
checks this box by default for all the objects.

This section describes the procedure of connection to AMCS or security and fire alarm system. Principles
of operation with the objects and events of the systems are described in "Operator's Guide".
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