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TRASS]—= OBLLUME CBEOEHMS

1. ObLLUME CBEOEHUA

B [naHHOM pyKOBOACTBE OMMCaHa HaCTpoWKa ynpasnsemMoro kommytatopa uepes WEB
nHTepdenc.

m
!
@

1.1 Mony4eHne goctyna Kk WEB uHTepdency kommyTtaTopa

Monyuntb [OCTYN K KOMMYTaTopy MOXHO u4epe3 Beb6-6paysep, ybeouBwMCb, YTO Ball

KOMMbKOTEP NOAKNMKYEH K TOM Xe CeTH, rae HaxoamTcs KOMMYTAaTop.

Mepen nepsbiM 3anyckom WEB uHTepdeica HacTponTe IP-agpec Bawero MK n ybeautech yto

3HayYeHMe MACKKM NOACETM CeTeBOro aganTtepa Bawero komnototepa — 255.255.255.0.

Otkpowite 6pay3ep u BBeauTe |IP agpec KOMMyTaTopa B afpecHyk CTPOKY (3HayeHue no
ymonuanuio - 192.168.1.1). B oTkpbIBlLIEMCS OKHE aBTOpPU3aLMK BBEAMTE IOTMH U Naposb (no

yMonyaHuio - admin / admin).

Usemame:

Password:

Mpwu ycnewHow aBTopu3aumm oTkpoeTcs ocHoBHoe MeHo WEB nHTepdeiica kommyTtaTopa.

6 KommyTaTopbl TRASSIR



1. ObLLUME CBEAEHNA

1.2 OcHOBHOE MeHIo

Becb BeG-uHTEpdENC CMCTEMbI YNpaBneHUS pa3geneH Ha TpWM 4YacTW, KOTOpble BKIKOYAKOT

pasgen, oTobpaxarwmin MHGOPMALMIO O COCTOSHUM MOPTOB, MaHEb HaBWUrauMuM U paspen

KOHUrypaumm.

save | Logout | Reboot | Debug

< Status

135 7

H ] - [T e e |
2 45 8 9 10

= o

System Information

Model  TR-NS241028-120-8POE

System Name  Switch

System Location

System Contact

MAC Address
1Pv4 Address

Default
Default

1A0B:21:12:19:0C
172.16.13.165

IPY6Address  1eB0::1800:2117e12 190c/64 > x
System OID  136.1412728232.10 145100 145200 145300 145400
System Uptime 13 day, 0 hr, 46 min and 59 sec Time
Current Time  2000-01-14 08:45:59 UTG=8
100%
-VEnH
Loader Version  2.1.3.46351
Loader Date  Sep 082022 - 13:13.06
Fimware Version  V6.1.2.3.b7d3c18 2023-06-10-11:42:48
Firmware Date Jun 10 2023 - 11:48.02
Teinet  Enabled
SSH  Enabled -
HTTP  Enabled ]
HTTPS  Disabled SO o =0 R
SNMP  Enabled Tz

1.2.1 Pa3gen viHdopmMauumn o noprax

LED uHankaTopbl B BEPXHEN YaCTU 3KpaHa 0TOOpaXatoT MHGOPMALMIO O TeKYLLEM COCTOSIHUM
nopToB. 3eNéHbIM CBETOM 0603HaYeH NOpPT, HA KOTOPOM YCTAaHOB/IEHO COeAUHEHNE, CepbIM —

OTCYTCTBUE COEOMNHEHMUA.

1 3 5 7

Iimimiiia B 8]

[

= m R
o [
= e
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OBLUWME CBEOEHUA
1.2.2 lNaHenb HaBUrauum

Ha naHenn HaBurauum OT06pa)KeHbI OCHOBHbIE HaCTpOﬁKM KOMMYTaTopa, B BMAOE CMUCKa.
Kaxabl1 31eMeHT MeHI0 COCTOMUT U3 HECKOMbKMX NnoAMYyHKTOB.

2 Status

KommyTatopbl TRASSIR
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2. HACTPOVKA CUCTEMbI

2. HACTPOMKA CUCTEMBbI

MeHto Status no3BongseT NpocMOTpeTb M 334aTb OCHOBHbIE CUCTEMHbIE HACTPOMKM YCTPOMCTBA,
BKJ/IIOYAS COOBOLLEHMNS CUCTEMHOTO XYpHana, ynpasneHue noptamu, Tabamuy MAC appecos.

2.1 MeHio System Information

[ns oTKpbITUS MeHo nepenaute B pasgen System Information B meHto Status.

save | Logout | Reboot | Debug

< Status

135 7

3 o
1 5T O o s

— Logg

— Port

" 100%
System Information ENl mcry]

Model  TR-NS241025-120-8POE

System Name  Switch

System Location  Default

System Contact  Default

MAC Address  1A:0B:21:12:19:0C

IPv4 Address  172.16.13.165

IPv6 Address  fe80:130b:21fT1e12:190c/64
SystemOID  1.36.1.4.1272823210 145100 145200 145300 145400
Time

System Uptime 12 day, 0 hr, 48 min and 27 sec

Current Time ~ 2000-01-13 08:48:27 UTC#
100%

ion 21346351
ate  Sep 08 2022 - 13:13:06

jon  V6.1.2.3h07d3c18 2023-06-10-11:42:48

Firmware Date  Jun 10 2023 - 11:48:02

Telnet Enabled

SSH  Enabled

HTTP  Enabled

HTTPS  Disabled 145100 145200 145300 145400

SNMP  Enabled Time

MeH10 COaepXXMUT OCHOBHY MHDOPMALMIO O COCTOSIHUM KOMMYTaTOpa: MHOPMaLMIO O CUCTEME,
Bepcuto 10, Mogenb ycTponcTea u cepuiHbii Homep, MAC agpec u IP appec, a Takke BpeMs

paboTbl YCTPOMCTBA B OHNAMH.

PykoBOACTBO MO 3KCnyaTaumnu 9



HACTPOVKA CUCTEMbI

!
@

2.2 MeHio Logging Information
[na oTKkpbITMS MeHto neperanTe B pasgen Logging Information B meHto Status.

-
TRASSI= s | e

% Status
Logging Message Table [}

tem Information
Viewing
Showing entries ‘Showing 1 102,650 012,650 enlries a1
—  Port
LogiD | Time Severity Description

— Link Aggregation

2000-01-15 102231 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1
M, 2 20000115 10:17:27 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1, agoregated (85)

3 2000-01-15 104727 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1

4 200001-1510:1226 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1, agaregated (74)

5 2000:01-1510-1323 notice  GONNEGT: New http connection for user admin, source 10.16.15 31 AGCEPTED

6 20000115 101323 nofice  SYSTEM: User : admin Login

7 20000115 10:1226 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1

8 2000-01-1510:07:25 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1, agoregated (74)

9 2000-01-15 100725 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1
10 2000-01-1510:0224 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1, aggregated (8
11 2000-01-15 100224 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1
12 2000-01-150957:17 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1, aggregated (62)
13 2000-01-1509'57:47 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1
14 2000-01-1509'51:39 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1, aggregated (75)
15 2000-01-150951:39 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1
16 2000-01-1509:46:31 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1, aggregated (76)
17 2000-01-1509:46:31 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1
18 2000-01-1509:41:26 noice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1, aggregated (73)
19 2000-01-1509:41:26 nofice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1
20 200001-1509:36:24 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1, agaregated (76)
21 2000-01-1509:36:24 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1
2000-01-1509:31:15 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1, aggregated (72)
23 2000-01-15 093115 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1
2000-01-1509-2539 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1, aggregated (89)
25 2000-01-150925:39 noice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1

R

R

26 2000011509203 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1, aggregated (38)
27 2000-01-150920:31 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1
28 2000-01-15091527 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1, agoregated (71)

29 2000-01-1509:15:27 nofice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1
2000-01-15 091026 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1, aggregated (83)
31 2000-01-1509'10:26 notice  VLAN_DISABLE: IGMP snooping disabled on VLAN 1 -

MeH10 coaepXXUT CUCTEMHBIN XXYpHAN COBbITUI CO BCeM NOApO6HON MHDOpMaLMeN.

S

2.3 MeHio Port

[lna oTKpbITMS MeHto nepenamTe B pasaen Port B MeHio Status.

2.3.1 Statistics

[ns oTKpbITMA Nepenante B pasaen Statistics B meHto Port.
TRASSIR

[aHHbIA pa3gen coaepXxuT MHGopMaumio o Tpadurke, NPOXOAsLWEM Yepes NopPTbl KOMMYTAToPa.
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2. HACTPONKA CUCTEMDbI
2.3.2 MeHtio Error Disabled

Insa oTkpbiTus nepengute B pasgen Error Disabled B meHto Port.

] Fort [ Resson  Tme Lot ey
R

MNpn obHapyXeHun oONpeaenéHHbiX TUMOB OWMOOK WMAM HApPYLWeEHWH, MNOpT KOMMYyTaTopa
aBTOMaTMYeCKM OTKNoYaeTcs. [JlJaHHOe MeHK0 NO3BONSIET MOAK/IYWUTL MOPT 06paTHO nocne
YyCTpaHeHMs OLMOOK.

2.3.3 MeHio Bandwidth Utilization

Ina otkpbITHs nepenaute B pasgen Bandwidth Utilization B meHto Port.

MeHto oTobpaXkaeT MHPOPMALMIO O TeKYLLEN 3arpy3ke NPonyCcKHOM CNOCOBHOCTM nopTa.

PykoBOoOCTBO Mo 3KcnyaTauum 11
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HACTPOVKA CUCTEMbI

2.4 MeHio Link Aggregation

Ina otkpbITMs MeHto nepenamte B pasgen Link Aggregation B meHto Status.

Save | Logout | Reboot | Debug
Link Aggregation Table

ar ]
LAG [ Name [ Type [ Link Status

EEEEEEL
Bobbo Do
dearond

&
&

JlaHHOEe MEHI0 COAEPXKMT TabnuLy arperaummn cCbinok. B Tabnuue comepxutca MHGopMaums o
COCTOSIHMM M HACTPOMKax KaX4oro arperMpoBaHHOro nopra.

12 KommyTaTopsl TRASSIR



2. HACTPOVKA CUCTEMbI =

2.5 MeHio MAC Address Table

Insa oTkpbiTHs nepengute B pasgen Mac Address Table B meHio Status.

save | Logout | Reboot | Debug

MAC Address Table

Showing 110 215 of 215 entries

VLAN | mACAddress | Type | Port |
1 1A0B2112790C  Management CPU
1 O0OACF201AAC  Dynamic  GE1
1 ODOACF2027.A7  Dynamic  GE1
1 ODOAFTABAL49  Dynamic  GE1
1 000C690114AF  Dynamic  GE1
1 O01BAEAG2F32  Dynamic  GE1
1 001CFO0CDSED1  Dynamic  GE1
1 002824122F9C  Dynamic  GE1
1 0030:4361DB:C6  Dynamic  GE1
1 004GASBABIEDY  Dynamic  GE1
1 004GAS1BDD23  Dynamic  GE1
1 0046ASABEO:Y  Dynamic  GE
1 0046AS1CE4FE  Dynamic  GE1
1 0046BS0D:A407  Dynamic  GE1
1 0046BS0ESSFT  Dynamic  GE1
1 0046BSOESF09  Dynamic  GE1
1 004688128423  Dynamic  GE1
1 0046BS12B4OF  Dynamic  GE1
1 0046B813AD62  Dynamic  GE1
1 00AD24:1688F1  Dynamic  GE1
1 00D861:18053D  Dynamic  GE1
1 00D&61:1GOTFD  Dynamic  GE1
1 ODEOA4CO000:00  Dynamic  GE1
1 04D4C43108:88  Dynamic  GE1
1 0260CEEGOGFC  Dynamic  GE1
1 QC:CATASBACTE  Dynamic  GE1
1 10BF487F4104  Dynamic  GE1 .

Bonee petanbHas HacTpoika Tabnuubl MAC agpecos npoussoautcs B pasgene HACTPOMKA
TABJINLBI MAC AQPECOB.

PykoBOACTBO MO 3KCnyaTaumnu 13
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CETEBbIE HACTPOMKW

3. CETEBbIE HACTPOMKN

3.1 MeHio IP Address

[nga otkpbiTns nepenaute B pasgen IP Address B MeHo Network.

save | Logout | Reboot | Debug

IPv4 Address

et Network

@ Static

Address Type  ~ Dynamic

IP Address  [172.16.13.165
— System Time
Subnet Mask  |255.255.255.0
Default Gateway ~ [172.16.13.1
DNS Server 1 [168.95.1.1
DNS Server2 [168.95.192.1
1Pvd Address 2
IP Address  [192.168.0.1
Subnet Mask  |255.255.255.0
IPv6 Address
Auto Configuration Enable
DHCPvE Client ] Enable
DNS Server 1

DNS Server 2

I

Operational Status
1Pv4 Address  172.16.13.165
1Pv4 Default Gateway  172.16.13.1
1Pv6 Address  1e80::1800:21ffe12:190c/64
1Pv6 Gateway
Link Local Address  1e80::1800:21ffe12:190c/64

MeHt0 Nno3BongeT u3MeHuTb agpec Ipv4, macky noacetu, wnto3 u DNS cepsep kommyTaTopa, a
Takke Hactpoutb DCHP ans nonyuenus IP agpeca.

Takxe B 4AHHOM MEHK Bbl MOXETe HACTPOUTb KOHbMrypaumio Ipvé agpeca.

14 KommyTaTopsl TRASSIR



3. CETEBbIE HACTPOWKMU

3.2 MeHio System Time

[nsa oTkpbITUS nepenaute B pasgen System Time B meHio Network
& Network

P

7) SNTP
Source (.

From Computer
® Manual Time

ime Zone | UTC +8.00 /|
SNTP

Address Type

Manual Time

Save | Logout | Reboot | Debug

Date  [2000-01-15
Time 102325
Daylight Saving Time

@® None

) Recuring
Type O Non-recurring
) UsA
Europen
Offset
From:  Day Week Month Time
Recurring
To:  Day Waek Month Time
From:
Non-recurring
Operational Status

Current Time

2000-D1-15 10:23:25 UTC+8

JlaHHbIM pa3gen No3BosSiET HACTPOUTL NapaMeTpbl AaTbl M BPEMEHU HA KOMMYTaTOpe.

PYKOBO,EI,CTBO no sKcrnyatauunm
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HACTPOWVKW NMOPTOB

4. HACTPOMKW NOPTOB

4.1 MeHio Port Setting

[laHHbIN pa3gen CnyXuT AN HAaCTPOWKKM 6a30BbiX MapaMeTpoB NOPTOB KOMMyTaTOpa.

34eCb MOXHO NOCMOTpPETb ONMCaHMe nNopToB, COCTOAHUE COEAMHEHNA, CKOPOCTb B AYNJ1IEKCHOM
pexunme, CoCtodaHne ynpaBneHMa NOTOKOM KaXgoro nopTta, MOXHO [006aBUTb onMncaHume nopTa,
HaCTpOWUTb BK/IOYEHMNE U BbIK/IHOYEHNE COCTOAHMA, CKOPOCTb, ,Ll,yI'IJ'IeKCHbIﬁ pexuMm u beHKLI,MI-O

ynpaBneHna NoOTOKOM KaXaoro noprta.

4.2 MeHio Error Disabled

Insa otkpbiTs nepengute B pasgen Error Disabled B MeHio Port.

Save | Logout | Reboot | Debug
Error Disabled Table

a1

7] Port [ Reason

5
i

16 KommyTaTtopbl TRASSIR
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4. HACTPOVIKM MOPTOB

4.3 MeHio Link Aggregation

[nsa oTkpbiTus nepengute B pasgen Link Aggregation 8 MeHio Port.

Save | Logout | Reboot | Debug

% Status

Link Aggregation Table
= em Information

a1

LAG | Name | Type | Link status | Active Member | Inactive Member
LAG 1 = =
LaG2
LG 3
LaG 4
LaG5
LaGs
LaG7
LG8

Arperaums KaHanoB no3BosisieT 06beanHUTb HECKONbKO nopToB Ethernet B nornmuyeckyto rpynny
arperaumm.

Bce ¢duamnueckne kaHanbl B rpynne arperaumu SBASKTCS OAHWM JIOTMYECKMM  KaHasoM.
Arperaums KaHanoB MpeaHasHa4yeHa NS YBEIMYEeHWUs MPOMYCKHOM CMOCOOHOCTM 3a cyeT
pacnpeneneHunst BbIXOAHOM M BXOLHOW Harpy3ku Mexay nopTaMu-y4yacTHUKaMU.

JlaHHOE MEHI0 COCTOMT M3 HECKOJNIbKMX Pa3fdenioB, KOTOpble MO3BOAIT 33a4aTb OCHOBHbIE
napaMeTpbl arperaumm KaHanos.

PykoBOoOCTBO Mo 3KcnyaTauum 17
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4.3.1 Group

[na oTkpbITMS nepenante B pasaen Group B MeHio Link Aggregation.

Save | Logout | Reboot | Debug

® MAC Address

Load Balance Alogorithm = o\ i

Link Aggregation Table

.
Link Aggregation . Q

| tac | name [ type | Link status | Active Memper [ inactive Member
O et =

tting

Y LAGZ
O LAG3
O LAGS
Jumbo Frame O 65
( LAGSE

) LAGT
) LAGS

Edit

[aHHbIN pa3fnen No3BONAET HACTPanUBaATb U YNPaBNAaTb rpynnaMun NoOpToB Ha KOMMYTATOpe.

4.3.2 Port Setting
Ina otkpbiTs nepenante B pasaen Port Setting B meHto Link Aggregation.

Save | Logout | Reboot | Debug

Port Setting Table

al |

| 1AG [ Typs [ Description | state | Link Status | Speed | Duplex [ Flow Contral

O Lac1 Enabled Down Auto Auto Disabled

[ wez2 Enabled Down Auto Auto Disabled

) LAG3 Enabled Down Auto Auto Disabled
Link Aggregation O LAG4 Enabled Down  Auto  Aulo  Disabled
—  Group O Laes Enabled Down Aute Auto Disabled

O LAGs Enabled Down Auto Auto Disabled
— LACP [ LAGT Enabled Down Auto Auto Disabled

) LAGS Enabled Down Auto Auto Disabled
EEE

Jumbo Frame

Mpu o6HapyXeHWM onpenenéHHbIX TUMOB OLWMOOK MAM HapyWeHWH, MopT KOMMyTaTopa

dBTOMaTUYeCKM OTKIKOYaETCA.

[laHHOEe MeHI0 N03BONISIET NOAKIUYUTD nopTt O6paTHO nocne ycrpaHeHusa owmnboK.

18 KommyTaTopsl TRASSIR
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4. HACTPOWVKUM NMOPTOB
4.3.3 LACP

Insa otkpbiTns nepenante B pasgen LACP B meHto Port.

Save | Logout | Reboot | Debug

System Priority (32768

LACP Port Setting Table

al ]

T ety | port | portprioiy | Tmeout
o 1 G ono

A
2 em 1
3 em 1
4 G G
5 cEs 7
O s cEs 1
7 oeE 1
s GEs 1
9 e A
10 cem 1

Mpotokon LACP (Link Aggregation Control Protocol — npoTokon arperMpoBaHus KaHanoB) -
KomMnoHeHT cTtaHgapta |EEE 802.3ad (Link Aggregation), KOTOpbIM CAYXUT METOAOM
00beauHEHNS HECKOMbKMX (PU3MYECKMX KAHANOB MexAay CEeTeBbIMWU YCTPOMCTBAMM B OAMH

JIOTMYECKUIM KaHan.

[laHHOe MeHI0 NO3BONSET BKAOYUTb UNU BbIKNHOUYUTD pexuM ynpaBneHna nOTOKOM NopTa.

PykoBOACTBO MO 3KCnyaTaumnu 19
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4.4 MeHio EEE
[nga otkpbITMs nepenaute B pasgen EEE B meHio Port.

Save | Logout | Reboot | Debug

EEE Setting Table

af ]

) [ Entry [ Port | state | Operational status
O isabled Disabled

abled
isabled
sabled
isabled
sabled
isabled
sabled
isabled
abled

abled
isabled
isabled
isabled
abled
isabled
abled
abled
abled

— Jumbo Frame

@
i
[=3N=T -~ I -~ I~ = = =]

999900909090

HaHHbI pa3gen no3sonset aktueuposatb pexuM EEE (Energy Efficient Ethernet) Ha nopty,
NO3BONSIIOWMI  YMEHbLUTb 3HepronotpebneHMe KOMMyTaTopa 3a CYET perynampoBaHus
3HepronoTpebneHns NOPTOB B 3aBUCMMOCTM OT aKTUBHOCTU Nepefayn OaHHbIX.

4.5 MeHio Jumbo Frame
[ns oTkpbiTUS Nnepenaute B pasgen Jumbo Frame B meHto Port.

Save | Logout | Reboot | Debug

MeHI0 No3BONsIEeT 334aTb 3Ha4YeHWe Jumbo-Kaapos.
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5. HACTPOWKW PoE

5. HACTPOWKU POE

Hactporikn PoE (Power over Ethernet) Ha komMMmyTaTope nos3BonseT rMb6kO ynpaBnaTb
3/1eKTPONUTAHMEM NOOK/IOYEHHbIX YCTPOMCTB M obecneynBaloT HaaéxHy paboTy cetu, 6es

HeobxoaMMOCTU MCNONb30BAHMUS OTAENbHbIX CETEBbIX aaanTepos.

5.1 MeHio Port Setting

[na oTkpbITMS nepenaute B pasgen Port Setting B MmeHto PoE.

Save | Logout | Reboot | Debug

=
e —

PoE Admin Status

PoE Watchdog

Port Setting Table

L E—

(| Entry [ Port | Admin Status | PoE Watchdog | Class | Current(A) | Voitage(V) | Power(w) |
O 1 GEl On o 5 0w 000 0.00
O 2 ez on on 000 000

3 e on o 5 om 000 0.00

si7 135
000 0.00
o000 0.00
5178 308

5 ces on
& GEs On of
O 7 cE on o
8 cEs on on

&8

MeHI0 N03BONSET 334aTb OCHOBHbIE NapaMeTpbl POE Ha nopTy.

PykoBOACTBO MO 3KCnyaTaumnu 21
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6. HACTPOMKM VLAN
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TexHnonormna VLAN (Virtual Local Area Network) Ha koMMyTaTope MO3BONSET pPa3fenuTb OfHY
du3MYeCKyl0 CeTb Ha HEeCKONbKO BMPTYyanbHbiX. Kaxpas wu3 BupTyanbHbix ceTen VLAN
npeacrasnseT cobor NOrMYeckyr Lenoyky yCTpOMCTB, KOTOPble MOMyT 0OMEeHUBATbCS AaHHbIMU
Mexay coboW, HO He MOryT B3aMMOAENCTBOBATL C ApyrMMu ycTporcTeamum B apyrmux VLAN.

[laHHbIA pa3gen HacTpoeK COCTOMT M3 HECKONbKMX MEHH, KOTOpble MNO3BONSIT 334aTb
OCHOBHble napameTpbl VLAN.

6.1 MeHio VLAN

[ns oTkpbiTus nepenaute B pasgen VLAN. MeHI0 COCTOUT U3 HECKONbKMX pa3aenos, KOTopble

no3BONSeT 3a4aTb OCHOBHble HacTporku VLAN.

6.1.1 Create VLAN

Ina otkpbiTs nepenante B pasgen Create VLAN B meHto VLAN.

Save | Logout | Reboot | Debug

Auailable VLAN Created VLAN

VLAN 1
VLAN 3

VLAN Table

Showing enfries. Showing 110 2 of 2 entries.

a1

D[ vian ] wame | Type |

1 default Default

s VLANDOD3  Static

Em

First| [ Previous | [l [Next| [Last

JaHHOe MeHI0 No3BosigeT co3aaBaTb HoBble ceTn VLAN.
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6.1.2 MeHio VLAN Configuration

Insa otkpbiTns nepengnte B pasgen VLAN Configuration 8 meHto VLAN.

Save | Logout | Reboot | Debug

VLAN Configuration Table

VLAN [default v

Entry | Port | Mode | | pvio |
1 GEl  Tmnk Excluded O Forbidden  Tagged  ® Untagged
2 GE2  Tmnk Bxluded O Forbidden Tagged  ® Untagged
3 GE3  Hybrid Excluded O Forbidden O Tagged ~ ® Untagged
4 GE4  Hybrig Exciuded O Forbiggen O Tagged  ® Untagged
5 GES Tk Excluded O Forbidden  Tagged  ® Untagged
& GES  Tunk Excluded O Forbidden  Tagged ® Untagged
7 GET  Tnk Exciuded O Foridden  Tagged  ® Untagged
& GEB Tk Exciuded O Forbidden  Tagged @ Untagged
9 GE9 Tnk Excluded O Forbidden ' Taoged @ Untagged
0 GE10 Tmnk Exciuded O Foridden  Tagged  ® Untaggea
T LAGT  Trunk Exciuded O Forbidden  Tagged @ Untagged
12 1AG2 Tnk Bxciuded O Foridden Tagged  ® Untagged
13 LAG3 Tmnk Excluded O Forbidden  Tagged ® Untagged
14 1AGs Tmnk Bxcluded O Foridden | Tagged  ® Untaggea
15 LAGS Tmnk Exciuded O Forbidden  Tagged @ Untagged
16 LAGS Tunk Excluded O Forbidden ' Tagged ® Untagged
17 LAGT  Tmnk Excluded O Forbidden  Tagged ® Untagged
13 LAGE Tmnk Exciuded O Forbidden  Tagged @ Untagged

[laHHOe MeHI0 No3BoNSIeT co34aBaTbh U HAaCTpamBaTb HoBble ceTu VLAN.

6.1.3 MeHio Membership

[nsa oTkpbITUS nepenaute B pasgen Membership B MmeHio VLAN.

Save | Logout | Reboot | Debug

Membership Table

L E—

| Entry [ Port | Mode | istrative VLAN | Operational VLAN
C 1 GEt  Tumk 1UP e
2 GE2 Tmumk WP P
3 GE3  Hybid 1UP 1P
4 GE4  Hyoid 1UP e
5 GES  Tumk WP P
6 GE6  Tunk 1UP 1P
7 GET  Tumk 1UR e
s GES  Tmumk WP P
9 GES  Tunk 1UP 1P
0 GEW Tumk  1UP e
1OLAGT Tnk  1UP 1P
12 LAG2 Tumk  1UP 1P
13 LAG3 Tumk  1UP e
14 LAGY Tumk  1UP P
15 LAGS Tunk 1UP e
16 LAGE Tumk  1UP P
17 LAGT Trnk  1UP P
1 LAGE Tumk  1UP 1P
Edit

MeHto coaepXuTt nHdopmaumio o Tekywem coctossHum VLAN.
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6.1.4 MeHio Port Setting

Ina otkpbiTHs nepenanTte B pasgen Port Setting 8 meHto VLAN.

Port Setting Table

save | Logout | Reboot | Debug

a[ ]

(| Entry [ Port | Mode [ PVID [ Accept Frame Type | Ingress Fittering | upiink | TPiD |

100

2
3
a4
5
6
7
8
9

[==]
GE2

Trunk
Trunk
Hybrid
Hybrid
Trunk
Trunk
Trunk
Trunk
Trunk
Trunk
Trunk
Trunk
Trunk
Trunk
Trunk
Trunk
Trunk
Trunk

Al
All
Tag Only
Tag Oniy
All
Al
A
All
Al
Al
All
Al
Al
All
All
Al
All
Al

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

0x8100
0x8100
048100
015100
05100
0x5100
0x5100
0x8100
0x5100
0x5100
05100
0x5100
0x5100
08100
0x8100
048100
05100
0x8100

MeHto ucnonb3syetca gng Hactporku VLAN Ha nopTy.

24

KommyTtatopbl TRASSIR



6. HACTPOVIKM VLAN TRASSI~=.

6.2 MeHio Voice VLAN

Voice VLAN - 370 TMn BMpTyanbHOM nokanbHoM cetn VLAN, npegHasHavyeHHbIM A9 OTAENEeHUs
roflocoBoro Tpaguka OT Tpadpuka CeTu, C uenbl obecneyeHMs OMTUMANBHOIO Ka4yecTBa
rONI0COBOM CBSI3M M YNPOLLEHUS YNPABEHUS CETbIO.

[laHHOe MeHI0 COCTOUT M3 ABYX pa3aenos, KOTopble N03BoAST HacTpouTb Voice VLAN.

6.2.1 Property

Ina oTkpbITMs nepenaute B pasgen Property B MeHto Voice VLAN.

Save | Logout | Reboot | Debug

State [

VLAN

() Enable

Enable

CoS/802.4p
Remarking

Aging Time (1440

Port Setting Table

a1

) [ Entry [ Port [ State | Mode | @osS Policy
0 1 GEl Disabed Auw
GE2  Disabled Aufo  Voice Packet

Voice Packet

GE3  Disabled Aulo  Voice Packel
GE4 Disabled Aulo  Voice Packet
GE5 Disabled Aulo Voice Packel
GE6  Disabled Auto  Voice Packet
GE7  Disabled Aulo Voice Packel

GES  Disabled Aulo  Voice Packet
9 GE9 Disabled Auto  Voice Packet

10 GE10 Disabled Aulo  Voice Packet

0 11 LAG1 Disabled Auto  Voice Packet
12 LAG2 Disabled Aulo  Voice Packet

13 LAG3 Disabled Aufo  Voice Packet

14 LAG4 Disabled Auto  Voice Packet

15 LAGS Disabled Aufo Voice Packet

) 16 LAG6 Disabled Auto Voice Packet
17 LAGT Disabled Auto  Voice Packet

18 LAGS Disabled Aulo  Voice Packet

MeHI0 No3BONSIET 334aTb OCHOBHbIE HAcTporkn VLAN ¢ noaaepykkon ronocoBoro tpadumka.

PykoBOACTBO MO 3KCnyaTaumnu 25



E

HACTPOVKM VLAN

6.2.2 Voice OUI

Ina otkpbiTns nepenante B pasgen Voice OUI B meHto Voice VLAN.

Save | Logout | Reboot | Debug
Voice OUI Table

Showing entries Showing 110 8 of 8 entries.

a1

| our [ pescription
) O0ECBB 3COM

[ 000368 Cisco

T 00EDTS  Veriel

0 00D0E  Pingtel

) 00013 Siemens

[) 006089 NECPhiips
[0 000FE2 HIG

O 000ssE  Avaya

CEEEEES First] |Previous | [l | Next | | Last

MeHio HacTpoutb napametrp Voice OUI (Organizationally Unique Identifier) nans
NMOeHTUPUKALMKM rON0COBOro TpaduKka B CETU.
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6.3 MeHio Protocol VLAN

npoTtokona VLAN.

MeHI0 COCTOMUT M3 ABYX Pa3fenioB, KOTOPbIE MO3BONSOT U3MEHATb OCHOBHbIE NAPAMETPbI
6.3.1 Protocol Group

Protocol Group Table

Showing entries.

[0 ] Group D | Frame Type | Protocal Value

Ina otkpbiTs nepenante B pasaen Protocol Group B MmeHio Protocol VLAN.

Showing 0 o 0 of 0 entries

0 results found.

Save | Logout | Reboot | Debug

|
First| | Previous | [l (Next | [Last

unu rpynn npotokonos VLAN.

MeHi0 No3BONSIET CO34aBaTb BUPTYasibHbIE JIOKA/IbHbIE CETU AN ONpefeNnéHHbIX MPOTOKOI0B

PYKOBO,EI,CTBO no sKcrnyatauunm
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6.3.2 Group Binding
[na oTkpbITMs nepenanTte B pasgen Group Binding 8 MeHto Protocol VLAN.
Save | Legout | Reboot | Debug
Group Binding Table
Showing [All_v] e Showing 0 to 0 of D entries. Q :
D[ Port [ Groupio [ vian | ]
0 results found. \
EEEE] First | | Previous | [l (Next | [Last

BHYTpU VLAN.

MeHi0 N03BONSIET HACTPOUTHL NMPUBA3KY MOPTOB KOMMYTAaTOpa K ONpeAenéHHbIM NpOoTOKONaMu

KommyTtatopbl TRASSIR
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6.4 MeHio MAC VLAN
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MAC VLAN (MAC Virtual LAN) no3sonseTt co3aaBaTb BUPTyaNibHble JIOKANbHblE CETU HA OCHOBE

MAC appecos yctponcts. B otanumne ot obbiuHbix VLAN, MAC VLAN ucnonb3yet MAC appeca
YCTPOMCTB 419 Knaccudukaumm n pasaeneHuns Tpapuka.

JlaHHOe MeHI0 COCTOMT M3 OBYX pa3fesioB, KOTOPble MO3BOAKOT 334aTb OCHOBHbIE NMapaMeTpbl
MAC VLAN.

6.4.1 Mac Group

[ns oTkpbiTHS nepenaute B pasgen Mac Group B meHtio MAC VLAN.

Save | Logout | Reboot | Debug
MAC Group Table

Showing entries Showing 010 0 of 0 entries Q]
[ Group ID | MAC Address | Mask | |
l 0 resuts found

First| [Previous | [l [ Next [Last

MeHt0 Mo3BOISET rpynnMpOBaTh YCTPOMCTBA HA ocHoBe ux MAC agpecoB M npucBaMBaTb UM
00LLY0 BUPTYaNbHYO CETb.
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6.4.2 Group Binding
[na oTkpbITMs nepenanTe B pasgen Group Binding 8 MeHto MAC VLAN.

Group Binding Table

Save | Logout | Reboot | Debug
Shoving entries

Shouing 0 fo 0 of 0 enlries
‘D[ Port [ Groupio [ wian |
[

0 resuits found

First| [ Previous | [l (Mext| [Last

MeHto no3sonsiet HacTpouTb npuBasky MAC-agpecoB ¢ onpefenéHHbiM NOPTOB KOMMYTATOpa.

JTO No3BOAsieT onpenenvTb, Kakon 13 NnopToB ByaeT Mcnonb3oBaTbCs A1 06paboTkn Tpadmka,
CBSI3aHHOro ¢ onpeaenérnHoun rpynnon MAC-agpecos.

KommyTtatopbl TRASSIR



6. HACTPOVMKMN VLAN

|

€]

6.5 MeHio Surveillance VLAN

BupTtyanbHasa nokanbHas cetb Surveillance VLAN wnnu BupgeoHabniogeHmne VLAN mncnonb3yercs

AN nepefayn AaHHbIX OT KaMep BUAEOHAbN0AeHMS K KOMMYTATopy.

[laHHOEe MEeHI0 COCTOMUT U3 ABYX pa3aenoB, KOTOPblIE MO3BONIAKOT 3a4aTb OCHOBHbIE MapaMeTpbl

BuaeoHabmoneHua VLAN.

6.5.1 Property

[nsa oTkpbITUs nepengute B pasgen Property B MeHto Surveillance VLAN.

State [

[ Enable

Enable
VLAN

CoS/8021p
Remarking

Aging Time

Port Setting Table

Save | Logout | Reboot | Debug

ar ]

Entry | Port | State | Mode | QoS Policy
1 o

Surveillance VLAN

E1  Disabled Aulo Video Packet

0000000000000 000ojo

GE2  Disabled Aulo  Video Packet

GE3  Disabled Auto
GE4  Disabled Aulo

2
3 Video Packet
4

5 GES Disabled Auto
&

7

B

Video Packet
Video Packet

GES  Disabled Aulo  Video Packel
GET  Disabled Auto

GES  Disabled  Auto

9 GES Disabled Auto
10 GE10 Disabled Aulo
11 LAG! Disabled Auto
12 LAG2 Disabled Auto
13 LAG3 Disabled Auto
14 LAG4 Disabled Auto
15 LAGS Disabled Auto
16 LAGE Disabled Auto
Disabled  Auto

Video Packet
Video Packet
Video Packet
Video Packet
Video Packet
Video Packet
Video Packet

Video Packet
Video Packet

Video Packet

Video Packet

E

Disabled  Auto  Video Packel

MeHt0 No3BONSET 334aTb OCHOBHbIE NapameTpbl BuaeoHabnwoaeHmsa VLAN.

PYKOBO,EI,CTBO no sKcrnyatauunm
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6.5.2 Surveillance OUI
Ina otkpbiTns nepenanTte B pasgen Surveillance OUI B meHto Surveillance VLAN.
Save | Logout | Reboot | Debug
Surveillance OUI Table
Showing enfries. Showing 0 fo © of 0 entries Q :
[0 ] our | pescription | ]
| 0 results found. |
[ e | First| | Previous | [l (Next | [Last

NpeHtndukatop VLAN Surveillance OUI

COOTBETCTBYHLWMX QYHKLMA U HACTPOEK.

ncnonb3yetcs onga UAeHTUGUKaUMK  yCTPOMCTB
BMAEOHAONOAEHNS, NOAKMYEHHbIX K onpenenéHHon VLAN, c uenbio npenoCTaBNeHUsS UM
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6.6 MeHio GVRP

GVRP (GARP VLAN Registration Protocol) ncnonb3yetcs ans AMHaMMYeCKOM perncTpauuun u
pacnpocTtpaHeHns nHdopmaumun o VLAN B cetn Ethernet. OH Takke no3sonsetr o6HapyXuBaTb
n pernctpmpoBatb VLAN Ha KOMMyTaTopax B CeTH, a TakKe 0OHOBNATb U yAaNnaTb MHGOPMALMIO

o VLAN npu HeobxogmMocTu.

[laHHOe MEeHI COCTOMUT M3 HEeCKONbKMX pa3nenoB, KOTOPblie MO3BONIAKOT 3aA4daTb OCHOBHbIE

napametpbl npotokona GVRP.

6.6.1 Property

[na oTkpbITMS NnepenauTte B pasgen Property B MeHio GVRP.

Save | Logout | Reboot | Debug

State () Enable

Operational Timeout
Join 20 ms

Leave 60ms
LeaveAll 1000 ms

Port Setting Table

al_____ |

Entry | Port [ State | VLAN Creation | Registration
1 GE1 Disabled  Enabled  Normal
GE2 Disabled  Enabled  Normal
GE3 Disabled  Enabled  MNormal

0000000000000 00000|0

2

3

4 GE4  Disabled Enabled Normal
5 GES Disabled Enabled MNormal
&
7
B

GES  Disabled Enabled Normal
GE7  Disabled Enabled Normal
GES  Disabled Enabled Normal

9 GES  Disabled Enabled Normal
10 GE10 Disabled Enabled Normal
11 LAG1 Disabled Enabled Normal
12 LAG2 Disabled Enabled Normal
13 LAG3 Disabled Enabled Normal
14 LAG4 Disabled Enabled Normal
15 LAGS Disabled Enabled Normal
16 LAG6 Disabled Enabled Normal
17 LAGT Disabled Enabled MNormal
18 LAGS Disabled Enabled MNormal

MeH10 No3BONSET 334aTb OCHOBHbIE NapameTpbl npoTokona GVRP.
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6.6.2 Membership

Ina oTkpbITMs nepenanTe B pasaen Membership B meHio GVRP.

Save | Logout | Reboot | Debug

Membership Table

Showing [Al_w| entries. Showing 0 1a 0 of 0 eniries. a7

| VLAN | Member [ Dynamic Member | Type |
| 0 results found |
First) [ Previous | [l (Next| [Last

MeHI0 No3BONSIET HACTPOMTb MPUHALNEXHOCTb MOpPTa KOMMyTaTopa K onpepenéHHon VLAN.
Korpa nopt npuHagnexut k onpegenéHHor VLAN, oH cunTaeTcs eé «yneHom». 3TO O3HayaeT

4yTO nopT 6yaeT mepefaBaTb TOMbKO Tpadwuk, oTHocswmica K 3ton VLAN u murHopupoBatb

Tpadumk, oTHoCcsAWwMMCA K apyrnm VLAN.
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6.6.3 Statistics

[lna oTKkpbITMS NnepenanTe B pasaen Statistics 8 meHto GVRP.

Port [GET v

O Emor

O ssec
® 10sec
O 30sec

Receive
Join empty
Empty
Leave Empty
Join In

Leave In

Leave All

Transmit

Leave Empty
Join In

Leave In

Leave All

Error
Invalid Protocol ID 0
Invalid Atfribute Type 0
Invalid Attribute Value 0
Invalid Attribute Length 0
Invalid Event 0

Save | Logout | Reboot | Debug

[aHHbIM pa3gen copepXuT cTatuctuky npotokona GVRP

aHaNM3MpoOBaTh Npouecc pernctpaumm n obHoeneHns VLAN Ha KoMMyTaTopax.

M MNO3BONAE€T MOHUTOPUTbL MU

PYKOBO,EI,CTBO no sKcrnyatauunm
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7. HACTPOMKA TABJIMLLbI MAC ALIPECOB

OcHoBHOM (yHKLMEN kKoMMyTaTopa Ethernet sBnsetcs nepecbiika coobWeHMn Ha KaHANbHOM
YPOBHe, TO eCTb BblBOA, COOOLEHMS HA COOTBETCTBYIOLWMI NOPT B cooTBeTcTBUM ¢ MAC-agpecom
Ha3HaYeHus.

Tabnuua nepecbinkn MAC-agpecoB npeactaBnseT cobov ABYXYPOBHEBYH TabnMLy Nepechinku,
CofepXKallylo COOTBETCTBYyKLWMe OTHoweHus mexay MAC-agpecoM M NOpPTOM nNepecbiniku.
OHa saBnsetca ocHoBon Ethernet-kommytatopa pnang peanusaumm  ObICTPOM  NEpeChUIKM
CO0bLEHNI BTOPOTO YPOBHSI.

3anucm Tabnaunubl nepecbiikn MAC-agpecoB copepat cneaytoLlyo MHGopMaumio:
e MAC-agpec Ha3HaveHus;
e VLAN ID nopra;

e HoMep nopTa nepeagpecaumm Ha yCTpOMICTBE.

Korga Ethernet-komMmyTaTtop nepecbinaeT COOOLWEHMS, OH MCMOMb3YET Ceayrlme ABa MeToaa
nepecblsiKM B COOTBETCTBUM C MHDOpMaumen o 3anmcn B Tabnmnue MAC-aapecos:

e OpHoagpecHblt pexum: ecnn B Tabnuue nepecbinku MAC-agpecoB ecTb 3anucb
Tabnuupbl, coorBetcTBytowas MAC-agpecy HasHauveHus coobuieHus, kKomMmyTatop 6yaet
OTNpaBNsaTb CoobLeHMe M3 NOPTa NEPECHINKM 3TOM 3anMcK Tabanubl HANPAMYH.

e llnpokoBelLaTenbHbI peXMM: KOrga KOMMYTAToOp MNoJiyYaeT coobuieHus C aapecoMm
Ha3HauyeHuns F, nan tabnnua nepecbinkn MAC-agpecoB He COLEPXMUT 3anucu Tabauubl
cootBeTcTBytOWero MAC-agpeca Ha3HaYeHMs COOOLLEHMS, KOMMYTATOp NepexoguT B
LUIMPOKOBELLATENbHbIA PEXUM ONS NEepecbiIKM COOOLEHUI Ha BCE NOPTbI, KpOME MopTa-
nony4yarensi.

3anucn B Tabnuue nepecbinkn MAC-agpecoB MoOryT OOHOBAATBCS M MOALEPXKMBATLCS ABYMS
cnocobamu:

e PexwuM pyyHOro KoHGUrypnpoBaHus
e Pexum obyueHns MAC-agpecos

O6blyHO 6onblWMHCTBO 3anucer B Tabnmue MAC-appecoB co3paercs M noaaepXuBaetcs C
nomoubto PyHKumm obyyeHna MAC-agpecos

B 3aBucumocTn ot ocobeHHocTer u cnocoboB KoHUrypupoBaHua 3anucu, Tabnuubl MAC-
afpecoB MOXHO pa3feNnTb Ha TPU KaTeropuu:

e (ratnyeckass 3anmcb Tabnuubl MAC-agpecoB unM "NMOCTOSIHHbIE agpeca’, KOoTopbie
L06aBNATCA U yOANAOTCS NOMb30BATE/IEM BPYYHYIO M HE CTaperT Co BpeMeHeM. [ns
CETU C MEHbLWMM KONMYECTBOM CMeH 0060pya0BaHNS f06aBNEHUE CTAaTUYECKMX 3anucen
B Tabnmuy aapecoB BPY4YHYH MO3BOJISET YMEHbLUMTb WMPOKOBELLATeNbHbIA TpaduK B
ceTw.

e [lnHammueckas 3anucb Tabnmubl MAC-agpecoB: OTHOCKUTCA K 3anucu Tabamubl MAC-
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appecos, koTopas Oyner ctapeTb B COOTBETCTBMM C NEPUOLOM BpEMEHW, 3a[4aHHbIM
nonb3osaTteneM. KommyTtatop MoxeT f06aBnsTb 3anmcK B Tabamuy auHamuyeckmx MAC-
aapecoB 4yepes MexaHusMm obyveHuns MAC-agpecoB uam 3anucu MoryT [o6asnsTbes
NoMb30BaTENEM BPYYHYH.

e 3anucb Tabnuubl MAC-agpecoB «4épHasi Agpipa» wanm dunbTpaums MAC-agpecos,
KoTopas npeacrasnsetr cobon MAC-agpec, CKOHOUIYpMpOBAHHBLIM MNOJb30BATENEM
BpyYHyt. Korga koMMmyTtaTop nonydyaeT coobuieHune, yerr MAC-agpec MCTOYHMKA MAn
MAC-aapec Ha3HayeHus 9BNSIETCS «YEPHOM AblpOi», OH OTOpacbiBaeT 3ToO coobuieHuMe.

[laHHOe MeHto no3Bonger HaCTpOUTb AUHaMUNYECKNE, CTaTUHECKHNE U Ta6}'IMLI,bI-¢)l/1)1prbI.

7.1 MeHio Dynamic Address

MNepenpgute B pasgen Dynamic Address B MeHtio MAC Address Table.

Save | Logout | Reboot | Debug

Dynamic Address Table

Showing enfries. ‘Showing 1 to 213 of 213 entries Q I:I
O [wian | macaddress [ port |
0 00091 FFFFFF  GET

O000ACF2027A7  GE1

00OAFTAEALLY  GET

000G901144F  GET
0018-AEAGRFI2  GET
00:1G:27:00153D  GE1
00-1CFO0CDED1  GE1

£ MAC Address Table

002824:122F9C  GE1

00:40:8C:AC'56:05  GE1
00:46:A8:1B:1ED4  GE1
00:46:48:1B:DD0C  GE1
00:46:48:1B:DD:23  GE1
0046:ABB:EDTT  GET
00:46:48:1C:64F6  GE1
00:46B8.0DA&07  GE1
0046 B80E:85:F7  GE1
0045BS0EEF0S  GET
00:46'B8:12B4:23  GE1
00.46B8:12B49F  GE1
00:46B8:13AD:62  GE1
00D561:18:053D  GE1
00.D8:61:18:07FD  GE1
00E0:4C00.0000  GE1
04D4:C43108:88  GE1
10BF457F4194  GE1

1000000000000 00000000000C

[laHHbIN pa3gen No3BosSeT HACTPOUTb AMHAMMYECKYHO 3anuck B Tabanuy MAC agpecos.
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7.2 MeHio Static Address

Static Address Table

Showing| &

[0 [ vian [ macadaress | port |
I =T

Shoving 0 fo 0 of 0 entries.

0 resuits found

HACTPOWKA TABJIULbI MAC AJPECOB
MNepenpgute B pa3aen Static Address B meHto MAC Address Table.

Save | Logout | Reboot | Debug

ﬂ,aHHblﬁ pa3gen Nno3BondeT HaCTpoUTb CTATUHECKYHO 3aMNnCb B Ta6m4u,y MAC aapecos.
7.3 MeHio Filtering Address

J
First | (Previous | [l [Next | [Last

Filtering Address Table

Shewing entries

[ 0] vian | mac Address |
[

Mepenaunte B pasaen Filtering Address 8 MeHto MAC Address Table.

Showing 0 10 0 of 0 entries.

0 results found.

Save | Logout | Reboot | Debug

J
First| (Previous | ([l (Next | [ Last

[aHHbIN pa3gen no3sonsieT Ao6aBnsATb M HacTpamBaTb GuabTpaumo B Tabnmnue MAC agpecos.
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8. HACTPOWKM MPOTOKOJIA SPANNING TREE

STP wunu Spanning Tree Protocol - 3T0 nMpoTOKOA, OCHOBaHHbIM Ha cTaHaapTe IEEE 802.1D,
KOTOpbIA WUCNONb3yeTcs Oa9 YCTpaHeHWs ¢GU3MYECKOM NeTauM Ha KaHa/IbHOM YpOBHE B
NOKaNbHOM ceTW. YcTpoMncTBa, paboTatowme no 3TOMy MPOTOKOAY, HAQ OCHOBE B3aMMHOM
nHdopMaLuMn 0O6HAPYKMBAOT METAM B CeTU M BbIOOPOYHO 6GNOKMPYIOT HEKOTOpble MNOPThI,
npeobpasys CTPyKTypy CETU B APEBOBUAHYIO, YTOObI NPeA0TBPATUTL OECKOHEUHYIO LIMPKYNSLMIO
COObLWEHNN B NETNEBON CETH, A TaKKe M3bexaTb CHUXKEHWUS MPOM3BOAUTENbHOCTM 00paboTkm
MaKeToB, BbI3BAHHOIO MHOMOKPATHbIM NPUEMOM NaKeTOB.

MeHI0 COCTOUT M3 HEeCKONbKMUX pa3fenoB, KOTOpble MNO3BONSAKT HACTPOUTb OCHOBHblE
napameTpbl NpoTokona Spanning Tree.

8.1 MeHio Property

[na oTkpbITMS nepenante B pasaen Property B MeHto Spanning Tree.

Save | Logout | Reboot | Debug

state [ Enable

Operation Mode O RSTP

Path Cost

BPDU Handling = E:‘E‘Z"‘:‘gg

panning Tree g Priority
HeloTime P |
) Forward Delay D
TxHoldCount § |

Region Name  |00:E0:4C:00:00:00

Operational Status
Bridge Identifiter
Designated Root Bridge
Reot Port
Root Path Cost
Topology Change Count
Last Topology Change

B ]

32768-1A:08:21:12:19:0C
4096-5C:8A 38.04-1E:95
GigabilEthemnet 1

200018

83

ODIOHISMI18S

MeHI0 N03BONSIET 334aTb OCHOBHbIE HACTPOMKM npoTokona STP.

PYKOBO,D,CTBO no aKcriyataumnm
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8.2 MeHio Port Setting

Ina otkpbITHs nepenanTe B pasgen Port Setting B MeHto Spanning Tree.

Save | Logout | Reboot | Debug
Port Setting Table

al |

)| Entry [ port | state | Path Cost [ Priority | BPDU Filter | EPDU Guard | Operational Edge | Operational Point-to-Point | PortRole | Portstate |  Designated Bridge | Designated PortID | Designated Cost |
= 1 GE!  Enabied 0 125 Dissbled  Disabled Disabled Enabied Root Forwarding 32765.943F C22148EE 1251 200000
O 2 GE2 Enabled 20000 128 Disabled  Disabled Disabled Disabled Disabled  Disabled  0-00:00:00:00:00:00 1282 20000
0 3 GE3  Enabed 20000 123 Enabled Enabled Disabledt Disabled Disabled  Disabled  0-00:00:00:00:00:00 1283 20000
0 4 GE4 Enabed 20000 125 Enabled Enabled Disabled Disabled Disabled  Disabled  0-00:00:00:00:00:00 1284 20000
(= 5 GES Enabed 200000 125  Enabled Enatled Disabled Enabiea Designated Forwarding 32768140621 121190C 1285 200000
O 6 GE6 Enabled 20000 123  Enabled Enabled Disabled Disabled Dissbled  Disabled  0-00:00:00:00:00:00 1285 20000
O 7 GET Enabled 20000 128 Disabled  Disabled Disabled Disabledt Disabled  Disabled  0-00:00:00:00:00:00 1287 20000
0 8 GES Enabed 200000 128 Disabled  Disabied Disabledt Enabled Designated  Forwarding  32768-1A08:21:12:190G 1286 200000
[w 9 GE9 Enabed 20000 125 Disabled  Disadied Disabled Disabled Disabled  Disabled  0-00:00:00:00:00:00 1289 20000
[J 10 GE10 Enabled 20000 125 Disabled  Disabled Disabled Disabled Discbled  Disabled  0-00:00:00:00:00:00 12810 20000
[J 11 LAG! Ensbed 20000 125 Dissbled  Disabled Disabled Disabled Dissbled  Disabled  0-00:00:00:00:00:00 12811 20000
[J 12 LAG2 Enabled 20000 125 Disabled  Disabled Disabled Disabled Disabled  Disabled  0-00:00:00:00:00:00 12812 20000
T 13 LAG3 Enabied 20000 128 Disabled  Disabled Disabledt Disabled Disabled  Disabled  0-00:00:00:00:00:00 12813 20000
[ 14 LAGY Enabed 20000 126 Disabled  Disabled Disabled Disabled Disabled  Disabled  0-00:00:00:00:00:00 2814 20000
() 15 LAGS Enabed 20000 126 Disabled  Disabled Disabled Disabled Disabled  Disabled  0-00:00:00:00:00:00 12815 20000
[ 16 LAGS Ensbled 20000 128 Dissbled  Disabled Disabled Disabled Dissbled  Disabled  0-00:00:00:00:00:00 12816 20000
[] 17 LAG7 Enabled 20000 128 Disabled Disabled Disabled Disabledt Disabled  Disabled  0-00:00:00:00:00-00 12817 20000
T 18 LAGS Enabied 20000 128 Disabled  Disabled Disabled Disabled Disabled  Disabled  0-00:00:00:00:00:00 12818 20000

[ Eat [Protocot Migration chec

MeH10 N03BONSET NPOU3BECTM HACTPOKMKY npoTtokona STP Ha nopTy.

8.3 MeHio MST Instance

[nsa oTkpbiTus nepenaute B pasgen MST Instance B MeHio Spanning Tree.

Save | Logout | Reboot | Debug
MST Instance Table

ar ]

["msti [ prionity | idge Identi | Designatea Root Port | Root Path Cost | Remaining Hop | VLAN |
C 0 32768 32765-1ADB2N1219.0C 4096.5CEAIBDLIESS NA 200018 20 14084
1 32768 2TEBIADBVNZINOC I2MES1ADBTIZIGC NA 0 B
2 32768 IWESIAQENIZIGOC IESIADEILIZIGC NA 0 B
3 32763 37ESIADB2LIZIG0C 32MESIADE12190C WA 0 20
4 368 PTELAABINIZIGC ITEAAADBILAZALC A o 20
5 32768 27EBMADBI1Z190C 327ER1ADB2TL12190C NA 0 2
§ 32763 IES1AQE2NIZINOC 3ESIADELIZIGC MA 0 B
7 32768 327EBAADBINIZS0C 32T6BAADE: 00 NA o 20
8 32768 27EBADBIIZIG0C 327ERIADBITLIZIGC NA 0 20
9 32768 27EB-1ADB112190C 3276S1ADB2T12190C NA 0 20
10 32768 I2EE-AA0ENI2190C I2VEE-1A0B1IZISIC NA 0 20
1 30768 TEEAADENI2190C I2TES-1AOBINIZIEIC NA o 20
12 32768 IVEBAAOE1I2190C 3I27ES-1AOBINIZ1E0C NA 0 20
1B 3768 IWEBAADBIIZIN0C IEE-AAVB2I12190C  NiA 0 B
14 3268 IEEIA0E21I21N0C I2MES-1ACENIZIAC NA 0 B
15 3768 327EL1ADB21M21G0C 32ME-IA0B2112190C NiA 0 20

MeHio no3BoNsSeT HaCTpOUTb pacwupeHne npoTokona Spanning Tree - Multiple Spanning
Tree, ¢ NOMOLLbID KOTOPOr0O MOXHO CO34aTb HECKONIbKO HEe3aBWUCUMMbIX 3K3EMMASPOB MM
«MHCTaHCOB» Spanning Tree Ha OA4HOM KOMMyTaTope.
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8. HACTPOWMKM MPOTOKOJIA SPANNING TREE

8.4 MeHio MST Port Setting

Ina otkpbiTus nepenante B pasgen MST Port Setting B MeHto Spanning Tree.

Save | Logout | Reboot | Debug

MST Port Setting Table

a1

) [ Enty [ Port [ Patn Cost [ priority | port Rote | Port state [ moge [ Type Designated Bridge | Designated PortID | Designated Cost | Remaining Hop
0 200000 128 Root Fomwardng STP  Boundary 32760.843F.C22140EE 1251 200000 20
2 o2 20000 128 Disabed  Disabed  STP  Bounday (0-00:00:00:00:00:00 1282 20000 20

0 3 e 20000 128 Disabed  Disabed  STP  Bounday (0-00:00:00:00:00:00 1283 20000 20
4 GE4 20000 128 Disabed  Dsabed  STP  Bounday 0-00:00:00:00:00:00 1284 20000 20

== Spanning Tree 5 GES 200000 125 Designated Fowardng STP  Bounday 32765-1A0B2112190C 1285 200000 20
0 & GEs 2000 125 Disabled  Disabed  STP  Bounday 0-00:00:00:00.00.00 1286 20000 20
0 7 eer 20000 128 Disabled  Disabed  STP  Boundary 0-00:00:00:00:00:00 128.7 20000 20
0 8 GES 20000 128 Designaled Fovwardng STP  Bounday 32766-1A0B211219.0C 1288 200000 20
(= 9 GEs 20000 128 Disabed  Disabed  STP  Bounday (0-00:00:00:00:00:00 1289 20000 20
[ 10 GEW0 20000 128 Dsabed  Disabed  STP  Boundary 0-00:00:00:00:00:00 12810 20000 20
[ 1 LAGI 20000 12 Deabed  Disabed  STP  Boundary 0-00:00:00:00:00:00 12811 20000 20
[ 12 LAG2 20000 125 Disabled  Disabled  STP  Boundary 0-00:00:00.00:00:00 126-12 20000 20
7 13 LAGI 20000 128 Disabed  Disabed  STP  Bounday 0-00.00:00.00.00.00 128.13 20000 20
14 LAGS 20000 128 Disabled  Disabed  STP  Bounday 0-00:00:00:00.00.00 12814 20000 20

15 LAGS 20000 128 Disabled  Disabed  STP  Bounday (0-00:00:00:00:00:00 12815 20000 20

[ 16 LAGE 20000 126 Diabed  Disabed  STP  Boundary 0-00:00:00:00:00:00 12816 20000 20
[ 17 LAG7 20000 126 Diabled  Disabed  STP  Boundary 0-00:00:00.000000 12817 20000 20
T 18 LAGS 2000 120 Disabled  Disabed  STP  Bounday 0-00:00:00:00.00.00 12618 20000 20

MeHi0 No3BONSET HACTPOUTL NOPT KOMMYyTaTOpa Ans paboTbl C HECKONbKMMM 3K3eMNaspamu
(MHCTaHcamu) npoTokona Spanning Tree.
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8.5 MeHio Statistics

[na oTKpbITMS NnepenanTe B pasaen Statistics 8 MeHto Spanning Tree.

Save | Logout | Reboot | Debug

Statistics Table
Refresh Rate sec

Y —

-~ | Recewespou | TransmitePou |
()| Entry | Port
| connig [ TN [ msTe | connig [ Tcn [ mste |
T GEt  9s6%9 0 o 2 8 0
2 ce2 [} o a0 [}
0 3 6e3 o 0 ° o 0 0
panning Tree A 0 4 GE4 0 0 0 0 0 0
[= 5 Ges o 0 0 o 0 0
5 cEs [} o o 0 [}
7 cer o 0 o o 0 0
0 s oes [} 0 see74 0 0
9 ces o 0 0 o 0 0
10 GE10 o o o o 0 o
1noLaGt o0 0 o 0 0
12 e [} o o 0 0
O 1 Lacs o 0 o o 0 0
14 LaGs o o o o 0 0
15 LAGS o 0 0 o 0 0
16 LaGs [} o o 0 [}
17 LaaT o 0 o LI} 0
O 15 Lacs o 0 o L 0

MeHt copepXuT NnoapobHyto nHdopmaumio o pabote npotokona Spanning Tree.
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9. HACTPOMKMW ERPS

Mpotokon ERPS (Ethernet Ring Protection) — 310 npoTokon 3awmTbl Konbua Ethernet, koTopbii

MCMONb3YETCA AnAa obecneyeHuns BbICOKOM OOCTYNMHOCTU B CETAX C KONbLLEBOM TOMONOTMEN.

9.1 MeHio ERPS Setting
Insa oTkpbiTus nepengute B pasgen ERPS Setting B meHto ERPS.

Save | Logout | Reboot | Debug

Control Van

WTR Timer

Holdofi Tmer [0 |

RAPS MEL

SO a—
o

Port Setting Table

a1
() | Entry | port | Port Rote [ Port status [ ction |
[E 1 Disabled - -

GE1
0 2 GE2  Disabled

3 GE3  Disabled
4 GE4  Disabled

5 GES Disabled

6 GES Disabled

0 7 GE7  Disabled
& GES Disabled

9 GES  Disabled

10 GE10  Disabled

MeHt0 No3BoNSeT HacTpouTb KoHUrypaumio npotokona ERPS (Ethernet Ring Protection
Switching).
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10. HACTPOMKW DISCOVERY
10.1 MeHio LLDP

MeHI0 COCTOMT U3 HECKONbKUX pa3fenoB, KOTOpble MO3BONAT HACTpomTb NnpoTokon LLDP (Link
Layer Discovery) — npoTokon OBHapyXeHWsi KaHana CBS3W, KOTOPbIM MCNONb3yeTcsa Ang

nepenayvu MHCIJOpMaLI,MM 0 cocegHunx yCTpOﬁCTBaX M UX BO3MOXHOCTAX.

10.1.1 Property

Ins oTkpbiTUS nepengute B pasgen Property B MeHio LLDP.

Save | Logout | Reboot | Debug

LLDP
State Enable

TLV Advertise Interval c
Hold Multiplier |:| - 10, default 4

Delay |2 @

TansmitDelay 2 | se

LLDP-MED

Q Discovery PA Fast Start Repeat Count (3

— LLDP

MeHI0 N03BONSIET HACTPOUTb OCHOBHbIE NapameTpbl npoTokona LLDP.
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10.1.2 Port Setting

Ina otkpbiTus nepenante B pasgen Port Setting B meHto LLDP.

Save | Logout | Reboot | Debug

Port Setting Table

a[ ]

[ Entry | Port [ mode [ selected TLv
£l 1 GE1 Normal 8021 PVID
GE2 Normal 8021 PVID
GE3  Normal 8021PVID
GE4 Normal 8021 PVID
GES5 Normal 8021 PVID
GES Normal  802.1 PVID
GET Normal 8021 PVID
GE8 Normal 8021 PVID
Q Discovery ~ O GES  Normal 302.1PVID
GE10  Normal 8021PVID

2o e n e wn

— LLDP 52 O

MeH10 N03BONSET M3MEHUTb HAaCTpoKKn npotokona LLDP Ha nopry.

10.1.3 MED Network Policy

[nsa otkpbiTus nepenaute B pasgen MED Network Policy B meHto LLDP.

Save | Logout | Reboot | Debug

MED Network Policy Table

Showing[All_v] entries Showing 0o 0 of 0 entries Q]
| )| Policy Ip | Application | VLAN [ VLAN Tag [ Priority | DsCP | |
[ 0 resuits found. o |
mmm First| [ Previous | [l [ Next | [ Last

Q Discovery
— LLDP

MeHto no3sonsiet aktuemnpoBate MED (Media Endpoint Discovery) — pacwumpeHue npoTokona
LLDP, «koTopoe no3BonsieT nepefaBaTb [AOMOMAHUTENbHYID MHDOPMALMIO O CeTeBbIX
yCTpOMCTBAX.

PykoBOACTBO MO 3KCnyaTaumnu 45



E

HACTPOWKM DISCOVERY

10.1.4 MED Port Setting
Ina otkpbiTs nepengute B pasgen MED Port Setting 8 meHto LLDP.

Save | Logout | Reboot | Debug
MED Port Setting Table

af ]

Network Policy

|| e | e || & | | ‘
1 GE1 Enabled Vi No [
2 GE2 Enabled YV No H
ul 3 GE3 Enabled Vi No N
ul 4 GE4 Enabld Vi No H
5 GE5 Enabled YVes No H
6 GES Enabled Vi No [
( 7 GE7 Enabled YV No H
Q Discovery - u] 8 GES Enabled Vi No [
. uop 9 GE9 Enabled Vi No H
10 GE10 Enabled e No H

MeH10 N03BONSET U3MEHUTb HAaCTpOKKK paclumpenus LLDP-MED Ha nopry.

10.1.5 Packet View

[na otkpbiTus nepengute B pasgen Packet View B meHto LLDP.

Save | Logout | Reboot | Debug
Packet View Table

aL ]

| Entry | Port | 1n-Use (Bytes) [ Available (Bytes) | Operational Status
IS 1 GE1 38 1450  Not Overloading
( 2 GE2 38 1450  Not Overloading
) 3 ees 3 1450 Not Overioading
) 4 OGE4 33 1450  Not Overloading
( 5 GES 38 1450  Not Overloading
C 5 oo £ 1450 ot Overioading
( 7 GET 38 1450  Not Overloading
) s ces E 1450 Not Overioading
Q Discovery ( 9 GES 38 1450 Not Overloading
. ( 10 GE10 39 1449 Not Overloading
E=N

MeHto no3BonsieT NpocMaTpmBaTh U aHannsnposaTb LLDP nakeTbl, nepenaBaemble Mexay
YyCTPOMUCTBAMM.
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10.1.6 Local Information

Ina otkpbiTs nepengute B pasgen Local Information B meHto LLDP.

Save | Logout | Reboot | Debug
Device Summary

Chassis ID Subtype MAC address
ChassisID  1A:0B:21:12:19.0C
Sysiem Name  Switch
‘System Description  TR-NS241025-120-5P0E
Supported Capabilities  Bridge
Enabled Capabilities Bridge
Port ID Subtype  Local

Port Status Table

Q Discovery
I
— LLDP <
| Entry | Port | LLDP state | LLDP-MED State
) 1 GE1  Normal Enabled
C 2 GE2  Nermal Enabled
( 3 GE3  Normal Enabled
fe 4 GE¢  Normal Enabled
< 5 GES  Normal Enabled
0 6 GES  Normal Enabled
( 7 GET  Normal Enabled
fe 8 GES  Normal Enabled
« 9 GES  Normal Enabled
[ 10 GE10  Normal Enablea
=]

MeHo no3BosseT onpeaenntb MHbopMaumio 06 yCTpoKicTBe, KoTopas byaeT nepenaBaTbCcs B
LLDP nakeTtax.
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10.1.7 Neighbor

Ina otkpbiTns nepenante B pasgen Neighbor B MeHto LLDP.

Save | Logout | Reboot | Debug

Neighbor Table
sShowing[All_v] entries Showing 110 2 of 2 entries Q]
| 0] Local Port | Chassis 1D Subtype | Chassis ID__[ PortID Subtype | PortlD | System Name | Ti |
O eEl MAG address 943FCZ2143EE MACaddress  043F.C2214915  MSK-AGC62
0 e MAG address 7085C223E388 MACaddress  7085.C223E388

Q Discovery

— LLDP

First | [ Previous | [l | Next | | Last

MeHio oTobpaxkaeT MHPOPMALUMIO O COCeOHUX CeTeBbIX

nonyyatbcsi M3 LLDP naketos.

10.1.8 Statistics

[na oTKpbITMA Nepenante B pasaen Statistics B meHto LLDP.

Global Statistics

Insertions 4
Deletions 2
Drops 0
AgeOuts 0

EmEE

Statistics Table

yCTpOMCTBax, Kotopas Oyaper

Save | Logout | Reboot | Debug

Y —

Q Discovery

ey | port [ Transmit Frame Receive Frame Receive TLV | Neighbor

— LDP | Totm [ Totm [ Discard | Emor [ Discard | | Timeout
1 GEl 57378 se7a7 o o o o o

2 2 37 0 o o 0 0 0

( 3 ces 0 0 [ 0 0 0
O 4 eEe 2 0 o o 0 0 o
0 5 6 57359 0 oo 0 0 0
= & GEs 0 0 o 0 0 0 0
7 e 0 0 o 0 0 0 0

5 cEs 7368 0 o o o o o

O 9 o 0 0 o 0 0 0 0
O 1 G 0 0 o 0 0 0 0

[ oo [ oo

MeHI0 coaepXuT CTaTUCTUKY NpuéMa u nepepaum LLDP nakeTos.
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11. HACTPOMKN MYNbTUMOTOKOBOIO BELLIAHUSA
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MyﬂbTMI’IOTOKOBOE BE€llaHMe — 3TO METOoA nepefaymn CeTeBblIX AaHHbIX, NpKU KOTOpPOM OAMUH
MCTOYHUK OTMNpaBndeT AOdHHblE HECKOJ/IbKUM  NOoJydaTeNnsaM. My}'lel/II'IOTOKOBOE BellaHne

MO3BOJISIET COKPATUTb WMCMOSIb30BAHME MPOMYCKHOM CMNOCOBHOCTU CETU U PEeCypCcOB MCTOYHMKA,
TaK KaK AaHHble NepefatoTcs Mo CETU OAMH pas.

[laHHOEe MEeHK COCTOUT M3  HEeCKONbKMUX pa3nenoB, KOTOpblE NO3BONAKT HACTPOUTb
MYNbTUNOTOKOBOE BELLAHNE HAa KOMMYTATOpPE.

11.1 MeHio General

11.1.1 Property

[na oTKpbITUS NnepenanTe B pasgen Property B MeHto General.

Save | Logout | Reboot | Debug

Unknown Mutticast &) 2%
heen| © Drop
) Forward to Router Port
Multicast Forward Method
@ DMACVID

P¥4 3 pipvio

® DMACVID

e ) DIP-VID

& Multicast

—  General

MeHI0 No3BONsIeT 334aTb OCHOBHbIE napaMeTpbl MybTUNOTOKOBOIO BEWaHNA Ha KOMMYTATOpeE.
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11.1.2 Group Address
Ina oTkpbITMs nepenanTe B pasaen Group Address B MeHto General.

[0 [ vian [ Group Adaress | member | Type | Lite (sec)

Showing 0 to 0 of 0 entries
N Em
& Multicast

General

Save | Logout | Reboot | Debug
9 results found,

First| | Previous | [l (Next | [Last

rpynny nosayyatenei AaHHbIX.

MeHIo nNo3BoNSeT HAaCTpOUTb rpynnoBor agpec — IP agpec, koTopbin byaeT naeHTMdunumMpoBaTb
11.1.3 Limit Rate

Ina oTkpbITMs nepenanTte B pasaen Group Address B MeHto General.
Group Address Table

Showing [All_v]

|| vLaN | Group Address | Group MAC Adare:

Edit

Showing 0o 0 of 0 enfries
Member | Type | Life (Sec) | Limit Rate(Kps's) |
& Multicast

0 results found
General

Save | Legout | Reboot | Debug

|
First | | Previous | [l [ Next | [Last

MeH0 no3songer HaCTpOUTb OrpaHN4YeHNE CKOPOCTU nepenadn oaHHbIX NpU MynbTUNOTOKOBOM
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11.1.4 Router Port
Insa otkpbITHs nepenanTe B pasaen Router Port 8 MeHto General
] Save | Logout | Reboot | Debug
Router Port Table
IP Version [IPvav]
Showing entries. Showing 0 o 0 of 0 entries Q \:I
iu | vLAN [ member | static Port | Forbiden Port | Life (Sec) — - |
N EN e
& Multicast
—  General
NMO3BONSIET HACTPOMTb MapaMeTpbl MNOpTa MaplpyTu3aTop, KoTopbii Byaer
MCNONb30BaTbCs AN Nepefayn [aHHbIX  MeXay WMCTOYHWMKOM nonyyatensaMu  npu
MCNONb30BaHUN MYNbTUNOTOKOBOIO BELLAHMSI.
11.1.5 Forward All
Ina otkpbiTs nepenante B pasgen Forward All 8 meHto General.
Save | Logout | Reboot | Debug
Showing 0 to 0 of 0 entries. Q :I
[ '] vian | static port | Forbiaden port | |
0 results found |
[ o | | oo | First | [Previous | [l (Next | (Last

& Multicast

PYKOBO,EI,CTBO no sKcrnyatauunm
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11.1.6 Throttling

Insa otkpbiTs nepengute B pasgen Forward All B meHto General.

Save | Logout | Reboot | Debug

Throttling Table
IP Version

af ]

() | Entry | Port | Max Group | Exceed Action

= 1 GEf 256 Deny

= 2 ee2 256 Deny

0 3 ee3 256 Deny

0 4 oE4 256 Deny

0 5 cEs 256 Deny

O 6 GEs 256 Deny

0 7 GET 256 Deny

0 s oes 256 Deny

& Multicast Y [ 9 GE9 256 Deny
O 10 GEl 256 Deny

= 0 1 e 255 Deny
O 12 ue 256 Deny

o 13 LA 256 Deny

Limit Rate 0 14 Lacs 256 Deny

[ 15 Lacs 256 Deny

[ 16 Lacs 256 Deny

0 17 Lae? 256 Deny

o 18 Lace 256 Deny

JlaHHbIM pa3gen no3BOASIET HACTPOMTb MOPT, HA KOTOPbIM BGyayT mepecbinaTbCs BCE ayAMo M
BMAEO0 MOTOKM MPU UCMONb30BAHMMU MY/IbTUMIOTOKOBOTO BELLAHMS.

11.1.7 Filtering Profile

Insa otkpbiTsa nepengute B pasgen Filtering Profile 8 meHto General.

Save | Logout | Reboot | Debug

Filtering Profile Table
1P Version

Showing[All_w] entries Showing 010 0 of 0 entries Q :

| [ profite 10 [ start Address | End Adaress | Action | ]
| 0 resuits found

|
mmm First| [ Previous | [l (Next | [Last

& Multicast

MeHio no3Bonser HacTpouTb nNpodunb GUAbTPaLMK, KOTOPbIM MO3BOAUT BblIOMpaTb, Kakue
ayAamo unv BUAEo NOTOKM ByayT OTCbINATLCS HA YKa3aHHbIM NOPT UK agpec.
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11.1.8 Filtering Binding

Insa otkpbiTns nepengute B pasgen Filtering Binding B MeHio General.

Save | Logout | Reboot | Debug

Filtering Binding Table
IP Version

a7

) | Entry | Port [ Profile D
=

o]
i

& Multicast A O 9 e

—  General

MeHto N03BOISIET HACTPOUTL NPUBSA3KY GUABTPALMM, KOTOPAs MO3BOJISIET NPUMEHSTb QUILTPLI K
onpenenéHHbIM UCTOYHMKAM MK KaHanaM nepen nepecbiiKoi NOTOKOB HAa YKa3aHHbIM aapec
WK NopT.
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11.2 MeHio IGMP Snooping

IGMP  Snooping (Internet Group Management Protocol Snooping) wucnonb3yetrcs B
KOMMYyTaTopax ANs OTCAEXMBAHMS WM YNpPaBeHUS MHOroaApecHbIMM rpynnaMu B CeTu. ITOT
NMPOTOKON MNO3BONSIET KOMMYTATOPYy Y3HaBaTb, Kakue YCTPOMCTBA SABASKOTCS YYACTHUKAMM
MHOrOaApecHbIX TPYNn M Ha KakKMX MOPTax OHWM HAXOAATCS, MO3BONAS KOMMyTaTopy Oonee
3 heKTUBHO ynpaBnaTb TPAQUKOM.

[laHHOe MEeHK COCTOMUT M3 HEeCKONbKUX pa3fenoB, NO3BONSKOWMX M3MEHsTb napaMeTpbl IGMP
Snooping.

11.2.1 Property

[na oTkpbITUS NnepenanTe B pasgen Property B MeHio IGMP Snooping.

Save | Logout | Reboot | Debug

State Enable

Version ® 1GMPY2
O 16MPv3

Report Suppression Enable

VLAN Setting Table

a1

Router Port
Auto Learn
1 Disabled Enabled 2 125
& Multicast o = 3 Disabled Enabled 2 125 10 iz 1 Disabled

Last Member
Query Counter
F

Last Member
Query interval
1 Disabled

Query Query
Interval

Query Max

()| VLAN | Operational Status
Response Interval
10

Immediate Leave ‘

~ Genera E

—  IGMP Snaoping

NaHHbIM pa3gen no3BonseT 3a4aTb OCHOBHblE MapaMeTpbl HacTpoek npotokona IGMP
Snooping.
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11.2.2 Querier
[na otkpbITHs nepenante B pasaen Querier B meHto IGMP Snooping.
Save | Logout | Reboot | Debug

Querier Table

af ]

O vian | swte [ operational status | version | Querier Address

1 Disabled Disabled
3 Disabled Disabled

& Multicast

—  General
— IGMP Snooping

— Property

[aHHbIM paspen no3sonseT HacTpouTb Querrier B HacTponkax npoTtokona IGMP Snooping. 3T10
yCTPOMCTBO, KOTOpoe oTnpasnser |IGMP-3anpocel B CeTb, A/ ONPeaenHUs  Hanuuus

MHOrOaApPeCHbIX FPYNM MU YYaCTHUKOB B HUX.

11.2.3 Statistics
[ns oTkpbITUS Nnepenaute B pasgen Statistics 8 meHo IGMP Snooping.

Receive Packet
Total 697040

Valid 623108
InValid 73908

Other 0

General Quer
Special
Source-specific

Transmit Packet

& Multicast
—  General

—  IGMP Snooping

—~ P

B M™MeHw npencraBneHa cratuctuka npoTtokona |IGMP  Snooping, koTopas comepxuT

VIHd)OpMaLI,I/IPO 0 MHOroaapecHbixX rpynnax “ y4yacCTtHUKax, O6Hapy)KEHHbIX B CcetTh C noMoLlbio
AaHHOro NpoToKOaa.
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11.3 MeHio MLD Snooping

MLD Snooping (Multicast Listener Discovery Snooping) - TexHonorus, ucnonb3yemas B lpvé
ANS ONTUMMU3aUMK Nepefaynm MHOroagpecHbix naketoB. OHa NMO3BOMSET KOMMYTATOpPaM B CETH
onpepensTtb, Kakue Yy3nbl ABAAKOTCA CAyWATENsIMM MHOFOALpPECHbIX Fpynn M nepecbinaTb
MHOroafpecHble NaKeTbl TOIbKO HA T€ NOPTbl, FAE HAXOAATCSH aKTUBHbIE CyLIATENN.

MeH0 COCTOMT U3 ABYX Pa3fenoB, KOTOpble NO3BONAIT HacTpausaTb MLD Snooping.

11.3.1 Property

[nsa oTkpbITUs nepenaute B pasgen Property 8 MeHio MLD Snooping.

Save | Logout | Reboot | Debug
State () Enable

Version ® MLDVI
MLDv2

Report Suppression Enable

VLAN Setting Table

a1

Router Port
Aufo Leam

Query | Query Query Max Last Member
Robustness | Interval | Response Interval | Query Counter | Query Interval
1 Disabled Enabled 2 125 n 2 1 Disabled
& Multicast . O 3 Disabled Enabled 2 125 0 2 1 Disabled

- Last Member
1| vian

Operational Status

Immediate Leave |

MeH10 N03BONSET 3a4aTb OCHOBHbIe napameTpbl MLD Snooping.

11.3.2 Statistics
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Ina oTkpbITMS NnepenanTte B pasgen Statistics B8 meHio MVR.

Save | Logout | Reboot | Debug

Receive Packet

Speciat

,_

Source-specific Group Query
Transmit Packet
& Multicast - Bepart

General Query
Special Group Query

Source-specific Group Query

= e

MeHIO comepXuT UHpopMauuo, cobupaemyro UM OTOOpaaemyld KOMMYTaTopoM O
MHOroaZpecHbIX rpynnax u cnywarenax B cetu lpvé.
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11.4 MeHio MVR

MVR (Multicast VLAN Registration) - 3T0 TexHonorus, UCnonblyemas B My/lbTUNOTOKOBOM
BELLAHWM, MO3BONSAOWASA OrPAaHUYMTL PACMPOCTPAHEHME MHOrOAAPECHbIX MOTOKOB TOMbKO Ha
onpenenéxHble VLAN.

[laHHOe MEeHI0 COCTOMUT M3 HECKObKMX pa3fesnoB, MO3BONSOWMX HacTpontb MVR.

11.4.1 Property

[na oTkpbITUS NnepenauTte B pasgen Property B MeHio MVR.

Save | Logout | Reboot | Debug

& Multicast

MeH10 No3BONSET 3a4aTb OCHOBHbIe napameTpbl MVR.
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11.4.2 Port Setting

Ina otkpbiTs nepengnte B pasaen Port Setting B meHio MVR.

Save | Logout | Reboot | Debug
Port Setting Table

alL____ |

) | entry | Port [ Rote | immediats Leave
1 GEl None Disabled
GE2  None Disabled

0000000000000 0000RA

GE3  None Disabled
GE4  None Disabled

2
3

4

5 GES None Disabled
6 GEG

7

8

10 GE10 None Disabled

& Multicast

11 LAG1 None Disabled
12 LAG2 None Disabled

13 LAG3 None Disabled
14 LAG4 None Disabled
15 LAGS None Disabled
16 LAGE None Disabled
17 LAGT None Disabled

18 LAGS None Disabled

MeHI0 NO3BONAET HAaCTPOUTb YMpaBJeHWE pacnpoCTPAaHEHMEM MHOrOaApPecHbIX MOTOKOB Ha
nopry.

11.4.3 Group Address
Ina otkpbITMs nepenanTte B pasgen Group Address 8 meHto MVR.

Save | Logout | Reboot | Debug

Group Address Table

Showing entries. Showing 0 10 0 of 0 entries. Q |:|

|2 T vian | Group Adaress | member | Type | Life (sec) ]

[ 0 results found.

[ L e ] o § o |

First| | Provious | [l [ Next | [ Last

& Multicast

MeHI0 no3BONSeT HACTPOMTb aApeCc MHOroaapecHOM rpynnbl, Ha KOTOpbIM OyaeT HacTpoeH
KOMMYTATOp ANSi pacnpoCTpaHEeHUs MHOrOaApecHbIX MOTOKOB Ha onpeaenéHHoM nopry.
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12. HACTPOMKW BE3OMACHOCTM

MeHI0 COCTOMT M3 HECKONbKMX pa3fenoB, KOTOpble NO3BOJISKT U3MEHATb Pa3/INyHblie HACTPOMKM
6e30nacHOCTM KOMMyTaTopa.

12.1 MeHio RADIUS

RADIUS knuMeHT — 3TO ceTeBOe YCTPOMCTBO MM MPUIIOXKEHME, KOTOPOE MCNOMb3yeT NpOTOKON

RADIUS (Remote Authentication Dial-in User Service) ana ayteHTMduKaumMm u aBTopusaumm
nonb3oBaTenemn, NOAKNYAKLWMXCS K CETH.

[na oTkpbITMS NnepenanTte B pasgen Radius B MeHio Security.

Save | Logout | Reboot | Debug

Use Default Parameter

RADIUS Table
Showing entries Showing 0t 0 of 0 entries Q /:|
| | server Address | Server Port | Priority | Retry | Timeout | usage |

0 results found.

|
e ] ] beee | First| | Previous | [l [Next | | Last

U Security

[laHHOe MeHI0 N03BOJISIeT NPOM3BECTM HACTPOMKKM ons Radius KNMEHTOoB.

60 KommyTaTopsl TRASSIR



[
12. HACTPOVIKN BE3OMNACHOCTU

E

€]

12.2 MeHio TACACS+

[lna oTkpbITMS NnepenanTe B pasgen Tacacs+ B MeHto Security.

Save | Logout | Reboot | Debug

TACACS+ Table

Showing entries Showing 0 o 0 of 0 enfries
| 1] server Address [ server Port | Priority | Timeout

|
I 0 resutts found.
e

U Security

— RADIUS

MeHI0 NO3BONSET HACTPOUTb AaHHble, CBA3aHHble C Tacacs+: BKAWUYMTL QYHKUMIO Tacacs+,

HacTpouTb IP-agpec cepsepa Tacacs+, TMM ayTEHTUPUKALMM U CEKPETHbLIN KITHOM.
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HACTPOVIKM BE3OMACHOCTHU

12.3 MeHio AAA

MeHo no3Bonser HactpamBatb napametrpol AAA  (Authentication, Authorization and
Accounting),

KOTOpble MO3BONAOT YNpaBnaTb 6e30MacHOCTbIO M AOCTYNOM B CETb Ha
KOMMyTaTope.

12.3.1 Method List

Insa oTkpbiTus nepengute B pasgen Method List B meHio AAA.

Save | Logout | Reboot | Debug
Method List Table
Showing [All_w] entries

Showing 110 1 of 1 enfries.

First | (Previous | [l (Next | [Last
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12.3.2 Login Authentication

[nsa oTkpbITUs nepenaute B pasgen Login Authentication B meHio AAA.

Save | Logout | Reboot | Debug
Console 1) Local
Telnet {1 Local
SSH (1) Local
HTTP (1) Local
HTTPS (1) Local

U Security

B 3ToM pasgmene Bbl MOXeTe 3adaTb CMocobbl  MAEHTUPUUMPOBAHMS  MOAJIUHHOCTM
nosib30oBaTesiei Npy aBTOpM3aL MM Ha YCTPOMCTBE.
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12.4 Management Access

MEeHI0 COCTOMT U3 HECKONbKMX pa3aesnoB, KOTOPble NO3BONAIOT YNPaBAsATb HACTPOMKAMM
[0CTyNa Ans pasfiMyHbiX CEPBUCOB.

12.4.1 Management VLAN

[na oTkpbITUS NnepenauTte B pasgen Management VLAN B MeHi0o Management Access.

Save | Logout | Reboot | Debug

3- VLAND003 v|

Management VLAN

U Security

Management Access

MeH10 N03BONSET HACTPOUTL JOCTYN K cucTeMe KoMMyTaTopa yepes VLAN Ha nopry.

12.4.2 Management Service
[na oTKpbITUS NnepenauTte B pasgen Management Service B MeHio Management Access.

Save | Logout | Reboot | Debug

Management Service
Teinet Enable
SsH Enable

HTTP Enable
HTTPS [ Enable
SNMP Enable

Session Timeout
Console  [10 0 - 65535, def

et

U Security

B ]

R

silent Time

Console p_ |se
| I

Telnet

MeHI0 No3BONseT BKKYUTb N BbIKNIOYNTD pa3nnyHble NPOTOKOJIbl HA KOMMYTATOPE, a TaKXKe
HaCTpoOUTb TIMMUT 0OXXMOAHUA CEAHCA U KONNUYECTBO NOMNbITOK BBOAA Mapos.
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12.4.3 Management ACL
[ns oTkpbiTUS Nnepengute B pasgen Management ACL B meHio Management Access.

Save | Logout | Reboot | Debug

Management ACL Table
Showing entries. Showing 0 o 0 of 0 entries Q I:I
[/ [ AcL Name | state | Rute | |
0 resuts found
First| | Previous | [l [Next| [Last
Cooee

U Security

— Management Access

MeHto no3sonseT ynpaenatb HacTporikamu ACL. MNMoapobHee o paboTe ¢ HAaCTpovikaMu NpaBun
ACL uurawTe B pasgene 13.

12.4.4 Management ACE
[ns oTkpbiTUs nepengute B pasgen Management ACE B meHio Management Access.

Save | Logout | Reboot | Debug
Management ACE Table
ACL Name

Showing eniries Showing 0110 0 of 0 entries
[ 2| riority [ Action [ service | port | Adaress / Mask

0 results found.

First | (Previous | [l (Next | [Last

U Security

—  Management A

MeH10 No3BONSET HACTpamBaTb focTyn ansg Hactpoek ACE.
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Paspen Hactpoek Authentication Manager no3BonseT ynpasnsTb NpoLeccoM ayTeHTUDMKALUK
nonb3oBaTenen, NOAKNYALWMXCA K KOMMYTaTopy. B 3TOM pasgene MOXHO onpeaenuTb, Kakne
MeToAbl OyayT MCNONb30BaTbCA WM Kakue napaMeTpbl OyayT NPUMEHSATbCA NpU NpoBepke
YUYETHbIX OAHHbIX MNONb30BaTeNeN.

12.5.1 Property

[na oTkpbITUS NnepenanTte B pasaen Property B MeHio Authentication Manager.

Save | Logout | Reboot | Debug

O 8021x

Authentication Type () MAC-Based
0 WEB-Based
Enable
Guest VLAN

MAC-Based User ID Format

Port Mode Table

—  Authentication Manager ,

al

tting Authentication Type

Port Host Mode Order ‘ Method ‘ Guest VLAN

)| Entry P Y Error-m—y Err— VLAN Assign Mode
= 1 1 Disabled  Disabled Disabled  Mulliple Aulhentication  802.1x RADIUS  Disabled Static
r 2 GE2 Disabled  Disabled Disabled  Muliple Authenficaion 802.1x RADIUS  Disabled Static
0 3 GE3 Disabled  Disabled Disabled  Mulliple Authenficaion 802.1x RADIUS  Disabled Static
0 4 GE4 Disabled  Disabled Disabled  Muliple Authenficaion 802.1x RADIUS  Disabled Static
O 5 GE5 Disabled  Disabled Disabled  Multiple Authentication 802 1x RADIUS  Disabled Static
O 6 GE6 Disabled  Disabled Disabled  Multiple Authentication 802 1x RADIUS  Disabled Static
O 7 GE7 Disabled  Disabled Disabled  Mulliple Authenfication  802.1x RADIUS  Disabled Static
0 & GES Disabled  Disabled Disabled  Muliple Authenficaion 802.1x RADIUS  Disabled Static
0 9 GED Disabled  Disabled Disabled  Muliple Authenficaion 802.1x RADIUS  Disabled Static
10 GE10 Disabled  Disabled Disabled  Muliple Authenficaion 802.1x RADIUS  Disabled Static

MeH!0 N03BO/ISIET 334aTb OCHOBHbIE MAapaMeTpbl MEHeLKEPA AYTEHTUDUKALUM.
12.5.2 Port Setting

Ina otkpbiTHs nepenanTe B pasaen Port Setting B MmeHto Authentication Manager.

Save | Logout | Reboot | Debug

Port Setting Table

alL___ |

U security ~ [ ‘Common Timer | 802.1x Parameters | web-Based Parameters |
()| Entry | Port | PortControl Max Hosts
_ Aol | Reauthentication | Inactive | Quiet | TX Period | Supplicant Timeout | Server Timeout | Max Request | Max Login |
1 GE1 Disabled Disabled 256 3600 & 6 0 3 2 3
TA 2 GE2  Disabled Disabled 256 3600 60 0 30 30 30 2 3
a} 3 GE3  Disabied Disabled 256 3600 0 6 0 0 20 2 3
u) 4 GE4 Disabied Disabled 256 3600 &0 & 0 30 20 2 3
- 5 GES Disbied Disabled 256 3600 & 6 0 30 20 2 3
G 6 GEG Disabied Disabled 256 3600 & 6 0 0 30 2 3
e Mandus 7 GE7  Disabied Disabled 256 3800 I 30 30 30 2 3
—  Property & GEs Dsabed Disabled 255 3000 & e 2 0 a0 2 3
O 9 GE9  Disabied Disabled 256 3600 &0 & 0 30 El 2 3
(] 10 GEM0 Disabled Disabled 256 3600 &0 6 0 30 30 2 3
El

MeHI0 no3BONSET OnpenenuTb, KAKOM MeTon ayTeHTUduKaumMu OyaeT MCNoNb30BaTbCA ONS
NPOBEPKM YUYETHBIX AAHHbIX MOMb30BATENEN, NOAKNHOHAOWMXCSA K STOMY NOPTY.
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Manager.

Showing[All_w] en

12.5.3 MAC Based Local Account

€]

MAC-Based Local Account Table

=

MAC Adre:

Control

Timeout (Sec)
VLAN
Reauthentication | inactive

Showing 0 o 0 of 0 eniries.

Ina otkpbitusa nepenamnte B pasgen MAC Based Local Account B MeHio Authentication

resuits found.

L E—

Save | Logout | Reboot | Debug

Ha ocHoBe MAC- agpeca ceTeBOro yCTponcTBaa.

12.5.4 WEB Based Local Account
Manager.

First| | Previous | [l [Next| [Last

WEB-Based Local Account Table
Showing entries

Timeout (Sec)
Usemame | VLAN
i Inactive

Showing 0 to 0 of 0 entries.
EEE T

0 results found

MeHI0 No3BONSIET HACTPOMTL JIOKA/bHYK YYETHYHO 3anmcb Ha ocHoBe MAC agpeca — meTop

ayTeHTUdUKALMKU, KOTOPbIA MCMONb3yeTCs ANg NPeAoCTaBNEHUS [OCTYNa K CETU WK pecypcaM

Ina otkpbitus nepengmnte B pasgen WEB Based Local Account B meHto Authentication
U Security

Save | Logout | Reboot | Debug

Y E—

yepes Beb-nHTEpdenc.

PYKOBO,EI,CTBO no sKcrnyatauunm

First | | Previous | [l [Next | [Last

MeH0 N03BONSET HACTPOUTb NOKANbHYH YYETHYHO 3aMMCb HA OCHOBE Beb-uHTepdeiica — MeToa

ayTEHTVICI)VIKaLI,I/Il/I, KOTOprVI MCNonb3yeTca ana npenocrasneHua Aoctyna K Cetn Uan pecypcam
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12.5.5 Sessions

[lna oTKkpbITMS NnepenanTe B pasaen Sessions B MeHto Authentication Manager.

Save | Logout | Reboot | Debug

Sessions Table

Showing entries Showing 0 1o 0 of 0 enlries Q \:l

Operational Information I Authrized Informatien
[ | SessionID | Port | MAC Address | Current Type | Status | | session [ Inactived | uiet | [ Reauthentication | Inactive
Time | Tme | Time Period Timeout
0 resuits found

st (provovs) () (ot (Last

[ e it |

Authentication Manager

P

MeHto no3BonsieT ynpaenaTb C€aHCaMu aYTeHTM(DMKaLI,VII/I Nosib30BaTeNeN.

12.6 MeHio Port Security
[na otkpbiTs nepenante B pasaen Port Security B MeHto Security.

Save | Logout | Reboot | Debug

Port Security Table

ar ]

(| Entry [ Port [ state | MAC Address | Action |
O 1 GEl  Disabes 1 Discare
= 2 GE2 Disabled 1 Discard
U Security = 3 GE3  Disables 1 Discard
= 4 GE4 Disabled 1 Discard
0 5 GES Disabied 1 Discarg
= & GEs Disabies 1 Discara
[= 7 GE7  Disabled 1 Discard
[= 8 GES Disabied 1 Discara
O 9 GE9 Disabled 1 Discard
T 10 GEM Disabled 1 Discara
[ 11 LAGI Disabled 1 Discard
O 12 LAG2 Disabled 1 Discard
[ 13 LAGS Disavles 1 Discarg
[] 14 LAG: Disabled 1 Discard
T 15 LAGS Disabes 1 Discarg
[ 16 LAGE Disabled 1 Discard
[ 17 LAGT Disables 1 Discarg
[ 18 LGS Disables 1 Discara
Em

MeH10 N03BONSET M3MEHSATb HACTPOMKM HE30MaCHOCTM Ha NOPTY.
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E

12.7 MeHio Port Isolation

Ina otkpbiTns nepenante B pasaen Port Isolation B MeHto Security.

Save | Logout | Reboot | Debug

@® solation
Group TYRe 5 Foryarding

Group Table

| Group 1a | Group Ports
5 Gowpt -

D Group2 -
Group3 -
Group4 -
Group5 -
Group6 -

Security ) GroupT -
Group 8 -
Group9 -

) Group10 -

Port Forwarding Table

) ] entry | port | Port Forwarding List
O GE1  git-10iagls
GE2  git0jagl
GE3  git-10jagls
GE4  git0jag1B
GES  git-10jagls
GES  git10jag1B
GET  gil10la018
GEs  gi110jag13
GE9  gil10lag1s
GEN0 gi110jag13
LAGT  gil10lag1s
LAG2 gil10lag1s
LAG3  git-10jag1s
LAG4  git-10jagls
LAGS  git-10jag18
LAGS  git-10jag18
LAGT  git-10jag18
LAGE 0i1101a018

0000000000000 000

[laHHbIM  pa3gen no3BoOnseT HACTpOWUTb  M3019uUMK0  MOPTOB. JTa  GyHKUMS no3BongeT
npenoTBpaTMTb Nepepady Tpaduka Mexay onpefeneHHbIMM nopTaMu. MOXHO HacTpouTb B
LOMoNHeHue K cywecTeytowen koHourypaumm VLAN, B CBA3M C YeM Aaxe KAMEHTCKMI Tpadumk
BHyTpu TOM e VLAN Oymer orpaHuyeH. 370 MOXeT ObiTb Heobxogumo B

MHOrONoNb30BATENIbCKOW Cpefe, HanpuMep, KOraa KAMEeHTbl He MOryT OTNpaBnsaTb TpaduK Apyr
Apyry.
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12.8 MeHio Storm Control

Ina otkpbITMs nepenanTte B pasaen Storm Control B MeHto Security.

Port Setting Table

Save | Logout | Reboot | Debug

ar ]

Part

Iy
g

| Broadcast
state

| unknown Multicast | Unknown Unicast

Action
| state | Rate (Kbps) | State | Rate (Kbps) | State | Rate (Kbps) |

[==]
GE2
GE3
GE4
GES
GEs
GE?
GEs
GE9
GE10

U Security

Bo o won s e o

ed  Enabled
abled  Enabled
led  Enabled
abled  Enabled
bled  Enabled
bled  Enabled
abled  Enabled
bled  Enabled
bled  Enabled
Enabled  Enabled

10000
10000
10000
10000
10000
10000
10000
10000
10000
10000

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

10000
10000
10000
10000
10000
10000
10000
10000
10000
10000

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enzbled
Enabled

10000
10000
10000
10000
10000
10000
10000
10000
10000
10000

3P Inspection

[aHHbIN pa3gen no3BoNgeT HaCTpouTb 3alUTY OT WNMPOKOBELWATENbHOIO WTOPMa, Npu KOTOPOM

LUMPOKOBELWATE/IbHbIE KaApbl MOBTOPHO Mepecb1aldoTca no CEeTHU, Hapylaa ee pa60Ty 7

3HaYNUTENbHO CHMXas MPOU3BOOUTENIbHOCTb CETU. KOHTpOJ’Ib LUMPOKOBELWATENIBHOIO LWTOPpMa

NnOMOrae€t OrpaHnynTb MNpMEM LWNPOKOBELWATENIbHbIX KagpoOB MNOPTOM WU NpeKpatutb WUX

06paboTKy, KaK TONbKO NOTOK MPEBbLICUT YKa3aHHbIN NOPOT.
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12.9 MeHio DoS

MapameTtpbl 6e3onacHoctn DoS (Denial of Service) mo3BonstOT HAaCTpOMTL 3aWMTy OT aTak
OTKa3a B 006Cy>KMBaHUMU.

12.9.1 Property

[ns oTkpbITUS Nnepenante B pasaen Property B MeHo DoS.

Save | Logout | Reboot | Debug

POD [ Enable

Land Enable
UDP Blat Enable
TCP Blat Enable

DMAC = SMAC Enable

Null Scan Attack Enable
X-Mas Scan Attack Enable
TCP SYN-FIN Attack Enable

TCP SYN-RST Attack Enable
ICMP Fragment Enable
Enable

TCP-SYN

Enable
TCP Fragment
Enable IPv4
Ping Max Size Enable IPv6
Enable
TCP Min Hdr size m —
Enable

IPVE Min Fragment
1240

Enable
Smurf Attack

MeHto no3BonsieT HaCTPpOUTb OCHOBHbIE MapaMETPbl 3aLlLUnTbI DoS.

12.9.2 Port Setting

Ins oTkpbiTUs nepenaute B pasgen Port Setting B meHto DoS.

Save | Logout | Reboot | Debug

Port Setting Table

L —

)| Entry [ port [ state
= 1 GEl  Disabied
GE2  Disabed
GE3  Disabeed
GE4  Disabeed
GES  Disabied

GE7  Disabled
GEZ  Disabled
GE9  Disabled

2
3
4
5
O 6 GES Disabled
7
H
9
0

GE10  Disabled

P Inspection

MeHto N03BOJISIET HACTPOUTL NapaMeTpbl 3aWmnTbl DOS Ha KOHKPETHOM NopTy.
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12.10 MeHio Dynamic ARP Inspection

m
!
@

Dynamic ARP Inspection — 310 pyHKUMS Be30nacHOCTH, KOTopast ncnonb3yetca B Ethernet gna
3awmTbl oT aTak ARP Spoofing n apyrux atak, cBsizaHHbix ¢ ARP (Address Resolution Protocol).

12.10.1 Property

[na oTkpbITMS nepenaute B pasgen Property B MeHto Dynamic ARP Inspection.

Save | Logout | Reboot | Debug

State [ Enable

Available VLAN Selected VLAN

VIANT L
VLAN 3
VLAN

U Security P m

— RADIU:

Port Setting Table

Q[ |

| Entry [ Port [ Trust | source MAC Address | Destination MAC Address | IP Address | Rats Limit

[E 1 GEl  Dsa Disabled Disabled Disabed  Uniimited

2 GE2 Disabled Disabled Disabled Disabled  Unlmited

[ 3 GE3  Dissbled Disabled Disabled Disabled  Unlimited

- 4 GE4 Disabied Disabled Disabled Disabled  Unimited

o 5 oEs Disabied Disabled Disabled Disabled  Uniimited

0 6 GEG  Disabled Disabled Disabled Disabled  Unimited

7 GE?  Disabled Disabled Disabled Disabled  Unimited

8 GES Disabled Disabled Disabled Disabled  Unimited

: : © 9 GEY Disabled Disabled Disabled Disabled  Unlimited
S R eEton P ) 10 GE10 Disabled Disabled Disabled Disabled  Unimited
11 LAG1 Disabled Disabled Disabled Disabled  Unlmited

12 LAG2 Disabled Disabled Disabled Disabled  Unimited

15 LAG3  Disabled Disabled Disabled Disabled  Unimited

O 14 LAG4 Disabled Disabled Disabled Disabled  Unimited

T 15 LAGS Disabied Disabled Disabled Disabled  Unimited

16 LAGS Disabled Disabled Disabled Disabled  Unlmited

17 LAGT Disabled Disabled Disabled Disabled  Unlimited

15 LAGE Disabled Disabled Disabled Disabled  Unimited

MeH10 No3BoNSeT 3a4aTb OCHOBHble napameTpbl Dynamic ARP Inspection.

12.10.2 Statistics

[nsa oTkpbITUS Nnepenaute B pasnen Statistics 8 MeHto Dynamic ARP Inspection.

Save | Logout | Reboot | Debug
Statistics Table

ar ]

Source MAC
Failure

Destination MAC
Failure

Source IP
Validation Failure

Destination IP
Validation Failure

Port | Forward

IP-MAC
Mismatch Failure.

U Ssecurity

2

Il

jud

H
s cooccocooeoeococooo s e oo
s cooccocooeoeococooo s e oo
s cooccocooeoeococooo s e oo
R I R R

MeHi0 coaepXuT nHPopMaLmio 0 AerCTBUSAX, BbiNoAHeHHbIX Dynamic ARP Inspection B ceTu.
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12.11 DHCP Snooping

DHCP Snooping - 3710 TexHonorus 6e30macHOCTM, KoTopas ucnonb3yetcs B Ethernet, ons
3alMTbl OT aTak, cBa3aHHbIX ¢ DHCP (Dynamic Host Snooping Configuration Protocol). DHCP
Snooping no3BonseT npeLoTBPaTUTb HECAHKLMOHMPOBAHHOE npucBoeHne |P-agpecoB w
npenoTBpaLLaEeT Pas3/iMyHble aTaKu.

m
!
@

MeHI COCTOUT M3 HECKONbKMX pa3fenoB, KOTOpble MNO3BOASKT 3adaTb Hactpomku DHCP
Snooping.

12.11.1 Property

[na oTkpbITHs NnepenanTte B pasgen Property 8 MeHtio DHCP Snooping.

Save | Logout | Reboot | Debug

() Enable
Available VLAN Selected VLAN

VLIANT L
VLAN 3
VLAN

Port Setting Table

(| Entry [ Port | Trust | Verify Chadar | Rate Limit
= 1 GE1 Disabled  Disabled  Uniimited
Disabled Disabled Unlimited

Disabled Uniimited

Disabled Uniimited
Disabled  Disabled Uniimited
Disabled  Disabled Uniimited
Disabled  Disabled Uniimited
Disabled  Disabled Uniimited
Disabled  Disabled Uniimited
Disabled  Disabled Uniimited
Disabled  Disabled Uniimited
Disabled  Disabled Uniimited
Disabled  Disabled Uniimited
Disabled  Disabled Uniimited
Disabled  Disabled Uniimited
Disabled  Disabled Uniimited
Disabled  Disabled Uniimited
Disabled  Disabled Uniimited

MeHt0 Nno3BongeT 3a4aTtb OCHOBHble napameTpbl DHCP Snooping.
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12.11.2 DHCP Relay

Ins otkpbiTns nepengute B pasgen DHCP Relay 8 meHto DHCP Snooping.

Save | Logout | Reboot | Debug

State () Enable

Available Port Selecled Port

U Security

MeHto nossonsietr Hactpoutb DHCP Relay (DHCP petpaHCcnsiumMio) — TexHONOruw, Kotopas
no3ponseT kaveHtam nony4vatb IP apgpeca ot ypanéHHoro DHCP cepsepa, Haxopsuierocs B
APpYron CetTm unun noaceTu.

12.11.3 Statistics

[ns oTkpbITUS Nnepenaute B pasgen Statistics 8 meHto DHCP Snooping.

Save | Logout | Reboot | Debug
Statistics Table

a1

Untrust Port
with Option§2
Drop.

Chadar Check
Drop

untrust Port
Drop

Port | Forward

0| &
()| Entry -

Invalid ‘

1 GE1
2 GE2
3 GE3
4 GE4
5 GES
6 GES
7

8

o}
]

MeH10 coaepXuT MHPOpMaLMI0 O AenCTBMAX, CBA3aHHbIX ¢ DHCP cepeepoM 1 knveHTamu.
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12.11.4 Option82 Property

[nsa oTkpbiTHS nepenante B pasaen Option82 Property B MmeHto DHCP Snooping.

Save | Logout | Reboot | Debug

() User Defined
Remote ID

Operational Status
Remote 1D 12:00:21:12:19:0¢ (Swilch Mac in Byte Order)

Port Setting Table

a[ ]

(| Entry [ Port [ state | Allow Untrust
0 1 GE! Disabled Drop
isabled Drop
isabled Drop
isabled Drop
isabled Drop
isabled Drop
GET  Disabled Drop
GEB  Disabled Drop
0 9 GES  Disabled Drop
D) 10 GE10 Disabled Drop
- 11 LAGI Disabled Drop
12 LAG2 Disabled Drop
13 LAG3 Disabled Drop
D) 14 LAGY Disabled Drop
15 LAGS Disabled Drop
16 LAG6 Disabled Drop
17 LAGT Disabled Drop
18 LAGE Disabled Drop

ocogogo

1
@
m
@

MeHio no3BonsieT 3agatb napametpbl Option82 - csorictea DHCP Snooping, koTopoe
no3BoNSeT KOMMyTaTopy [A00aBnsTb AONOMAHUTENbHYD WMHOOPMALMIO O MNPOMEXYTOYHbIX
yctporicteax B DHCP coobuweHus.

12.11.5 Option82 Circuit ID

[na otkpbiTHs nepenaute B pasgen Option82 Property B meHio DHCP Snooping.

Save | Logout | Reboot | Debug
Option82 Circuit ID Table

Shoving eniies Shaving 0o 0.of 0 eniries a1
[0 Port [ viLaN [ Circuitip | |
[ 0 results found. |

U Security , m“- First| | Previous | [l [ Next| [ Last
Delete

DIUS

MeHto nossonset 3agatb Option82 Circuit ID - wan maeHTUGUKATOP UEnU — YHWKANbHbIN
noeHTMdukKaTop nopta uamM uHTepderica KommyTaTopa, yepe3 Kotopbii npoxoaatr DHCP
coobuieHuns. OH MOXeT BbITb TakXKe UCNOJIb30BaH AN naeHTMduKauumn GmMsnyeckoro noprta unm
BMPTYaNbHOro UHTEpdeNnca, Ha KOTOPOM HAXOOMUTCS KIIMEHT.

PykoBOACTBO MO 3KCnyaTaumnu 75



HACTPOMKWM BE3OMNACHOCTM

12.12 MeHio IP Source Guard

IP Source Guard unm 3awmrta umctouyHuka IP - 3T0 dyHKUMA, KOTOpas MCMNONb3YeTCs Ha
KOMMyTaTopax Ans npepoTepaleHus nopnenbHbix IP appecos B cetn. OHa obecneunBaet
KOHTPO/Ib M NPOBEpPKYy MCTOYHMKA |P-nakeToB, NpoOXOAsilMX 4yepe3 KOMMYTATOp, a Takxke
H6nokupyeT nakeTbl C HeAONYCTUMBIMKU UK NoafeNbHbIMKU IP agpecamu.

Kak npasuno, IP Source Guard paboTaeT B covyeTaHuu C Apyrumu GyHKUnaMu 6e30nacHOCTy,
TakuMun kak DHCP Snooping (cm. pasgen 12.11)n Dynamic ARP Inspection (cm. pasgen 12.10),
ans obecneyeHuns 6onee HafEXHOM 3aLUMTbI CETU OT aTaK U APYrMX HapyLleHnin 6e30MacHOCTy.

MEeHI0 COCTOMT U3 HECKONbKMX Pa3hesoB, NO3BOSIOLMX HACTPOUTb 3aLLMTY MCTOYHMKA IP.

12.12.1 Port Setting

[nsa oTkpbiTus nepenaute B pasgen Port Setting B meHto IP Source Guard.

Port Setting Table

Save | Logout | Reboot | Debug

alL_____ |

ntry | Max Entry

GEt
2 GE2
3 GE3
4 GE4
5 GES
§
7
8

() [ Entry [ port | state [ verity
=

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Source | Current
P

cococ oo oooocos0 oo oo

Unlimited
Unlimited
Unlimited
Uniimited
Unlimited
Uniimited
Uniimited
Uniimited
Unfimited
Uniimited
Unlimited
Unlimited
Unlimited
Uniimited
Unlimited
Uniimited
Uniimited
Unlimited

MeHI0 No3BONSET 3a4aTb HACTPOMKM 3aWmTbl UCTOYHMKA |IP Ha nopTy, NO3BONSS ONpenenuTs,
Kakve IP appeca paspeweHbl 4S9 MCNOIb30BAaHUS HAa 3TOM MOPTY, @ Kakue AOMKHbl ObiTb

3a610KMpPOBaHbI.
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12.12.2 IMPV Binding

IP-MAC-Port-VLAN Binding Table
Showing [All_v] entries.

Ins oTkpbiTns nepengute B pasgen IMPV Binding B8 MeHto IP Source Guard.

[ 5[ port [ viaw | mac adaress | 1P Adaress | Binding | Type | Lease Time

Showing 0 o 0 of 0 entries.

0 results found.

Save | Logout | Reboot | Debug

First | Previous | [l Next | Last

agpec M nopTt KOMMyTaTopa.

12.12.3 Save Database

IMPV Binding (IP-MAC-Port Binding) - 310 TexHonorug, kotopas cesa3sbiBaet IP agpec, MAC

npenoTBpaLLEHMS Pa3NnMYHbIX aTak, CBA3aHHbIX € noaaenkon |IP agpecos n MAC appecos.

OHa MCMONb3yeETCA ANA obecneyeHns 6e3onacHOCTU W

@® None
Type C

Flash
O TFTP
Filename

Address Type

[ns oTkpbITUS Nnepenante B pasaen Save Database B meHto IP Source Guard.

Server Address
Timeou

Save | Logout | Reboot | Debug

MeH0 no3sonsiet HaCTpoOuUTb oOnuuto

COXpaHeHUst 0a3bl OaHHbIX
KOMMyTaTOpe Moc/ie ero nepesanycka unu nepesarpysku. B 6aze paHHbix IP Source Guard
COLEPXATCA AaHHble 0 A0BepeHHbIX |P aapecax M COOTBETCTBYHOWMX NOPTAX KOMMyTaTopa.

IP Source Guard

Ha
PYKOBO,EI,CTBO no sKcrnyatauunm
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13. HACTPOWKA MPABMUI ACL

m
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HACTPOVKA NMPABUI ACL

C nomowbto npasun ACL, koMMyTaTopbl GUALTPYIOT BXOAHOM MOTOK AaHHbIX AN1g obecneyeHus

6e3omacHOCTM A0CTyna K ceT. MeHI0 COCTOMT M3 HEeCKONbKMX pa3fenos, KOTOpble NO3BONAIOT
HacTpauBaTb npasuna ACL.

13.1 MeHio MAC ACL

Ins otkpbiTus nepengute B pasgen MAC ACL B8 meHio ACL.

Save | Logout | Reboot | Debug

ACL Table

Showing entries. Showing 0 fo 0 of 0 entries Q :

| 2 [ AcL Name [ Rute [ Port | |

| 0 resuts found. |
First| Previous | [l (Next | [Last

MeHto no3sonsieT HacTpouTb npasuna gns MAC-agpecos ACL.

13.2 Menio MAC ACE

[ns otkpbiTus nepengute B pasgen MAC ACE B meHto ACL.

Save | Logout | Reboot | Debug
ACE Table

ACL Name

Showing| entries Showing 0 to 0 of 0 entries

8021p
VLAN
Value | Mask

0 resuits found

ar |

Source MAC | Destination MAC
Address | Mask | Address | Mask

=

Sequence

Action

Ethertype

First | | Previous | [l [ Next | | Last

MeHto nossonser HactpamBatb MAC ACE (MAC Address Access Control Entry) - 3anucb B
Tabnunue ACL, koTopas onpegenseT npasuna Aoctyna Ha ocHose MAC agpecos B ceTw.
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13.3 MeHio IPv4 ACL

Ins oTkpbiTHs nepenaute B pasgen IPv4 B meHto ACL.

Save | Logout | Reboot | Debug

ACL Table
Showing entries

Showing 0o 0 of 0 enfries
| 0 [ ACL Name | Rule | Port |

0 results found.

First| Previous | [l [ Next | [Last

MeHto no3songeT HacTpouTb npasuna ACL ans |pv4.

13.4 MeHio |IPv4 ACE

[nsa oTkpbiTns nepengute B pasgen lpv4 ACE B8 meHio ACL.

ACE Table

Save | Logout | Reboot
ACL Name

Showing eniries.

| Debug

Showing 010 0 of 0 entries
O | Sequence

Action

Source IP Destination IP
Protocol Source Port
Address | Mask | Address | Mask

Destination Port

Type of Service IcMP
TCP Flags L

DSCP | IP Precedence | Type | Code
0 results found.

First | | Previous | [l (Next | [ Last

MeHto no3songet HacTpausatb IPv4 ACE ( IPv4 Access Control Entry) — 3anucb B Tabnuue ACL,
KOTOpas onpepenseTt npasuaa A0CTyna Ha ocHose IPv4 appecos.

PYKOBO,EI,CTBO no sKcrnyatauunm
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13.5 MeHio IPv6 ACL

Insa oTkpbiTus nepenaute B pasgen IPvé ACL B meHto ACL.

Save | Logout | Reboot | Debug
ACL Table

Showing fries Showing 010 0 of 0 entries Q :
[ 0 [ AcL Name | Rule | Port | |
[ 0 resuts found |

First | [ Previous | [l [ Next| | Last

MeHto no3songet HacTpoutb npasuna ACL gns IPv6.
13.6 MeHio IPv6 ACE
[nsa oTkpbiTus nepengute B pasgen IPvé ACE B meHo ACL.

Save | Logout | Reboot | Debug
ACE Table

ACL Name
Showing entries Showing 010 0 of 0 entries. a7
) Source IP Destination IP e Type of Service ICMP
()| Sequence | Action | Protocol Source Port | Destination Port | TCP Flags
Address | Prefix | Address | Prefix DSCP | IP Precedence | Type | Code
0 results found.

First| [Previous | [l [Next | [ Last

MeHto no3songet HacTpamsatb IPv6 ACE ( IPv6 Access Control Entry) — 3anucb B Tabnuue ACL,
KOTOpas onpepenseTt npasuaa A0CTyna Ha ocHose IPv6 agpecos.
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13.7 MeHio ACL Binding

Ins otkpbiTus nepenaute B pasgen ACL Binding B meHto ACL.

Save | Logout | Reboot | Debug
ACL Binding Table

[ entry | port [ macact [ipvaact [ pveacL
O 1 e

2 GE2
3 GE3
4 GE4
5 GES
6 GES
7 GET
& GEs
s GE9

10 GE1D

LaG1
LAG2
LAG3
LAGY
LAGS
LAGS

LAGT
LaGs

MeHto nossonseT HacTpouTb ACL Binding - npouecc npuBA3KM CNUCKA YyNpaBAeHUs SOCTYNOM
(ACL List) K onpegenéHHOMY MHTepdency nam NnopTy Ha KOMMyTaTope.
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14. HACTPOMKA QOS

m
!
@

Hactporikn QoS (Quality of Service) - 310 napaMeTpbl U KOHPUIypaLmm, KOTOpbie ONpeaensoT
npuopuTeTbl ynpasneHus Tpadpukom B cetu. Kak npasuno, QoS ncnonbsyetcs ans obecneyeHums
onpenenéHHOro ypoBHS 0BCNY>XMBAHWUA ANS Pa3fIMUHbIX BUAOB Tpadumka — ronocoBoro, BUAe0

UNN OaHHbIX.

[laHHOE MEeHI0 COCTOMT M3 HECKOJIbKMX pa3nenoB, KOTOPbIE MO3BONAKT HACTPOUTb NMAapaMeTpPbl

QoS.

14.1 MeHio General

14.1.1 Property

Ina oTkpbITUs nepenanTe B pasaen Property B MeHio General.

Save | Logout | Reboot | Debug

a1

& QoS

— General A (m isabled  Disabled

lisabled  Disabled abled

MeH10 No3BONSET 334aTb OCHOBHbIe NapameTpbl QoS.
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E

14.1.2 Queue Scheduling

[nsa oTkpbiTus nepengute B pasgen Queue Scheduling B MeHio General.

Save | Logout | Reboot | Debug

Queue Scheduling Table

Method
Strict Priority | WRR | Weight | WRR Banawidth (%) |
® 5 |

aueue I

oo e e oW =

MeHto N03BOJISIET HACTPaMBaTb pacnucaHne QoS 1 U3MEHATb NPUOPUTETLI OYEpeam.

14.1.3 CoS Mapping

[ns oTkpbiTus nepenaute B pasgen Cos Mapping B meHo General.

Save | Logout | Reboot | Debug

Cos to Queue Mapping

Cos | Queue |
0

ﬂmmnwmi
R

Queue to CoS Mapping

Queue [ Cos |
[

s QoS

—  General

mummAUNA
ERIERIERIEE

MeHto nossonget HacTpameaTb CoS Mapping (Class of Service Mapping) - npouecc

conocTaBneHus unn npeobpasosaHms 3HaveHus Class of Service B apyrov ¢popmat nnm
3HayeHne B paMkax HacTpoek QoS.
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14.1.4 DSCP Mapping

Ins oTkpbiTus nepengute B pasgen DSCP Mapping B meHto General.

Save | Logout | Rebeot | Debug

DSCP to Queue Mapping

DSCP | Queve | DSCP [ Queve | DSCP | Queue | DSCP | Queue |
16052 321084

7 S

18 4F211
19
20(4F22]
21
22(4F23]
23
241653
£

26 4F31]
o7

28 (AF32]
2
30(4F33]
31

3

36 [4F42]
37 5]

R AR
|

BlEERERFIFRRRIRIEREE

2[R R

Iw Qos

—  General

MeHto nossonsietr Hactpoutb DSCP Mapping (Differential Services Code Point Mapping) -
npouecc CconocTaBneHuss mnu npeobpasoBaHus 3HaveHns DSCP B ppyron ¢opmat uam
3HayeHue B paMKax HacTpoek QoS.

14.1.5 IP Precedence Mapping

Insa otkpbiTns nepenaute B pasgen IP Precedence Mapping B MeHto General.

save | Logout | Reboot | Debug

IP Precedence to Queue Mapping

1P Precedence | Queue |

4m,éuwg=
RIEREIRIER

Queue to IP Precedence Mapping

Queue | IP Precedence |
1 [ov]

lfa QoS

—  General
~ Pn

Rl

—  Rate Limit

MeHto no3songet HacTpouTb IP Precedence Mapping — npouecc conoctaBneHms nunm
npeobpasoBaHug 3Ha4YeHus |IP Precedence B apyrov ¢opMaTt Uan 3HaYeHMe B paMKax HaCTpoekK
QosS.
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14.2 MeHio Rate Limit

14.2.1 Ingress / Egress Port

Insa otkpbITUs nepenaute B pasgen Ingress / Egress Port B MeHio Rate Limit.

Save | Logout | Reboot | Debug
Ingress / Egress Port Table

alL___ |

O | P, | ingress [ Egress
| state [ Rate (Kbps) | state | Rate (kbps) |
[m 1 GE1 Disabled Disabled
[ 2 GE2 Disabled Disabled
0 3 GE3 Disabled Disabled
0 4 GE4 Disabled Disabled
O 5 GES Disabled Disabled
O 6 GE6 Disabled Disabled
0O 7 GET Disabled Disabled
0 & GES Disabled Disabled
O 9 GE9 Disabled Disabled
O 10 GE10 Disabled Disabled

MeH0 No3BONSeT HACTPOUTL BXOAAWMM NOPT (MOPT, Yepe3 KOTOpbIM CeTeBble AaHHble OyayT
NOCTynaTb Ha KOMMYTATOp) U UCXOAALWMI NOPTbl (NOPT, Yepe3 KOTOPbIM AaHHble KOMMYTaTopa
OyayT OTNPaBNATLCA B CETh).

14.2.2 Egress Qeue

Insa oTkpbiTus nepengute B pasnen Egress Queue B meHo Rate Limit.

Save | Logout | Reboot | Debug
Egress Queue Table

al____ |

N GQusus 1 | Queus 2 | Queue 3 [ Queue 4 [ GQueus 5 | Queue 6 | Queue 7 [ Queus 8 ]
| state | CR(kbps) | state | CIR(Kbps) | State | CIR (Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR(Kbps) | State | CIR (Kbps) | State | CIR (Kbps) |
O 1 GE1  Disabled Disabled Disabled Disabled Disabicd Disabled Disabled Disabled
O 2 GE2 Disabled Disabled Disabled Disabled Disabied Disabled Disabled Disabled
0 3 GE3  Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled
u) 4 GE4 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled
( 5 GES Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled
[m 6 GEs Disabled Disabled Disabled Disabled Disaled Disableg Disabled Disabled
O 7 GE7  Disabled Disabled Disabled Disabled Disabled Disableg Disabled Disabled
0 8 GES Disabled Disabled Disabled Disabled Disabied Disabled Disabled Disabled
9 GES  Disabled Disabled Disabled Disabled Disabied Disabled Disabled Disabled
0 GET0 Disabled Disabled Disabled Disabled Disabled Disabled Disabled Disabled

MeHio MO3BONSET HACTPOUTb O4Yepedb Mcxomsawero Tpadwuka, KOTopas NO3BOAsSEeT YnpaBnsTbh
npuopuTeToM 00paboTKM NAKeTOB [AaHHbIX, KOTOpble OTNpaBAseT KOMMyTaTtop u4epes
NCXOASALWMI NOPT.
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15. AUATHOCTUKA

[laHHbIA pa3fen HACTPOEK COAEPXKMT Pa3fIMYHbIE MHCTPYMEHTbI U QYHKUMKM ANS NPOBEPKU U

aHanM3a COCTOSHMS KOMMYTATOpa, ero MOPTOB M MOAKIOYEHHbIX YCTPOMCTB.
15.1 MeHio Logging

MeHto N03BOJISIET HACTPaMBATb 3aMUCh O COBbITUAX B CUCTEMHbII XXYpHA.

15.1.1 Property

[ns oTkpbiTUS Nnepenaute B pasaen Property B MeHio Logging.

Save | Logout | Reboot | Debug

State Enabie

Aggregation Enable
Console Logging
State Enable
Minimum
Severity e: Emergency, Alerl,
RAM Logging
State Enabie
Minimum
Y pe—
Flash Logging
State () Enable

Minimum
Severity e

# Diagnostics e m

—  Logging

— Rem

MeH10 N03BONSET ONpeaennTb, Kakme cobbiTusa nam cooblieHuns ByayT 3anmMcbiBaTbCs B
CUCTEMHbIM XYpHan.

15.1.2 Remote Server

[ns oTkpbITUS Nnepenaute B pasgen Remote Server B MeHto Logging.

Save | Logout | Reboot | Debug

Remote Server Table

Y —

Minimum

P | Severty

| ]| Entry ‘ Server Address | Server Port

0 results found |

4% Diagnostics

Loggi

MeHI0 NM03BONSET HACTPOUTL OTMPAB/IEHME 3aMMUCEN CUCTEMHONO KYPHaNa Ha YaaNnEHHbI
cepsep.
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15.2 MeHio Mirroring

E

Ins oTkpbITUA Nepenaute B MeHto Mirroring B pa3saene Hactpoek Diagnostics.

Save | Logout | Reboot | Debug
Mirroring Table

| sessionip [ state | monitor Port | ingress port | Egress port
[ 1 Disabled — =
2 Disabled —

3 Disabled —
4 Disabled —

Allow the moritor port to Send or receive nommal packets

£ Diagnostics

MeHI0 M03BONSET HACTPOMTb 3epKanMpoBaHue Tpaduka C OAHOrO MNopTa KoMMyTaTopa

Ha
LpYrou.

15.3 MeHio Ping

[na oTkpbITUS nepenante B MeHto Ping B pa3gene HacTpoek Diagnostics.

Save | Logout | Reboot | Debug
@ Hostname

AddressType () IPvd
D IPvE

) User Defined
Count

Ping Result

Packet Status
Status  N/A
Transmit Packet 0
Receive Packet 0
PacketLost 0%
Round Trip Time
Min  00ms

Max  0.0ms

## Diagnostics

Average  0.0ms

MeHto no3BonsieT npoBeEPUTbL COeagnHeHne C Ol'lpe,ﬂ,efléHHblM Y3/10M B CETWU.
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15.4 MeHio Traceroute

Ina oTkpbITMS nepenante B MeHto Traceroute B pasaene Hactpoek Diagnostics.

Save | Logout | Reboot | Debug

@® Hostname
O 1Pv4

() User Defined
Time to Live

Tracercute Result

Address Type

# Diagnostics

B [LaHHOM MeHI HaxoamTcsa onuusa traceroute, KoTopas No3BoAseT oTcneauTb nyTb. KoTopbii
NPOXOASAT NAKETbl AAHHbIX YEpPE3 CETb U ONPELENUTb 3aAEPXKKM HA KaXKLOM y3/1e MapLupyTa.

15.5 MeHio Copper Test

[na oTkpbITMS Nepenante B MeHto Traceroute B pasaene Hactpoek Diagnostics.

Save | Logout | Reboot | Debug
Port
copper Tes]
Copper Test Result

Cable Status
Port NA
Result  N/A
Length N

4 Diagnostics

MeHI0 N03BONSIET MPOBEPUTL COCTOSIHME M KAYeCTBO MeAHOro Kabens, Mcnosib3yemoro ans
nepeaayn AaHHbIX B CETM.
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15.6 MeHio Fiber Module

Ina otkpbiTnsa nepenante B MeHto Fiber Module B pasaene HacTtpoek Diagnostics.

Save | Logout | Reboot | Debug
Fiber Module Table
[ Tron] (€1 | Votage (v) | Current (ma] | utput Power {m) | Input Power (mW) | OF Present | Loss of Signat ]
A A [ A e Loss

O GE3  NA Remo
O GEW NA A A A A Remove Loss

[Foios | oo |

£ Diagnostics

upLD

MeH0 nossonser npoBepuTb COCTOAHME U KayeCTBO ONTM4eCckKoro moayna u ontn4yeckoro
BO/NIOKHa, a TaKXe O6Hapy)KMTb ¢M3M‘-I€CKM€ HEeNCnpaBHOCTU, KOTOpblE MOTYyT BJ/IMATb Ha
Npon3BOANTENbHOCTb ONTUYECKOM CETMU.

15.7 MeHio UDLD

UDLD (Unidirectional Link Detection) - npoTokon ucnonb3yembln ans obHapy>XeHus CBs3en,
paboTalwmMx B OAHOM HanpasneHun B cetu Ethernet. MeHwo cocTouT U3 OByx paspenos,
NO3BONSIIOWMX NPOBEPUTL HANMYME TaKMX CBA3eM, a Takxe npobnem C nepepavein AaHHbIX B
ceTw.

15.7.1 Property

Ins oTkpbITUS nepenaute B pasgen Property 8 MmeHio UDLD.

Save | Logout | Reboot | Debug
Port Setting Table

afl ]

[ ey | Port | Moge | Sutectionat iste | Operstionsl Satus | Neighoor
u] 1 GE1 Disabled  Unknown

GE2  Disabled Unknown
GE3  Disabled Unknown
GE4  Disabled Unknown
GE5 Disabled Unknown
GE6 D
GE7 Dy
GES  Disabled Unknown
GES Dy
GE10 D

isabled  Unknown

5 . isabled  Unknown
Diagnostics

)

isabled  Unknown
isabled  Unknown

— UDLD

— Neighbor

MeHI0 No3BONSIET 334aTb OCHOBHbIE HAaCTpoMKK npotokona UDLD.
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15.7.2 Neighbor
Insa oTkpbiTus nepengute B pasgen Neighbor 8 meHto UDLD.

save | Logout | Reboot | Debug

Neighbor Table
) E—

Entry E";ii::"" Current Neighbor State | Device ID | Device Name | Port ID Imerv:ﬂg 1’:;::
[ 0 resuls found. |
[ reien |

4+ Diagnostics

[laHHas HacTpoKKa No3BoONSET KOMMYTATOPY OOHAPYXUTb COCeaHEee YCTPOMCTBO, C KOTOPbIM OH
oynetr obmenuBatbcsi UDLD coobueHnammn gna obHapyXeHus OLHOCTOPOHHWMX CBA3eM Ana
obecneyeHuns bonee HagEXHOM paboTbl CETH.
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16. HACTPOWMKA YTPABJIEHUA BEB-UHTEPDENCOM

Hactpoikn ynpaBneHuss Beb-mHTeppeMcoM MO3BONAOT 334aTb OCHOBHblE MNapaMeTpbl,

CBSI3aHHbIE C YAANEHHBIM YNPABNEHUEM U AOCTYNOM K OCHOBHbIE DYHKLMSIM KOMMYTaTOpa.

16.1 MeHio User Account

Ina otkpbiTs nepenante B MeHto User Account B pasgene Management.

User Account
Shewing entries

[ wsername [ privicse |
£ i dmin

Save | Logout | Reboot | Debug

Showing 110 1 0f 1 entries.

|0 admin Admi

First| | Previous | [l [ Next | [ Last

# Management

MeHI0 CoAepXXUT MHDOPMaLMIO O MOSb30BaTENAX, KOTOPbIE MMEKT A0CTYN K KOMMYTatopam u

ero @QyHKUMAM, a TakKXe MO3BONSET C034aBaTb, M3MEHATb M yAaANaTb YYETHblE 3anMcu
nonb3oBaTenen.
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16.2 MeHio Firmware

MeHI0 COCTOMT M3 ABYX Pa3feNioB, KOTOPble MNO3BONAOT YNPaBsATb NPOLIMBKOM KOMMyTaTopa.
16.2.1 Upgrade backup

[na otkpbiTus nepenaute B MeHto Upgrade Backup B paspene Firmware.

Save | Logout | Reboot | Debug

/# Management
— User Account

—  Firmware

MeH0 N03BONAET 3arpy3uTb NPOLUMBKY KOMMYyTaTopa U3 danna.
16.2.2 Active Image

[na oTkpbITUS NnepenanTte B MeHio Active Image B pa3gene Firmware.

Save | Logout | Reboot | Debug
O Image0
Active Image @ Image1

Active Image
Firmware  Image1
Version  3.1.0
Mame  TRASSIR-10-POE-IC+-EN-2023-06-10.bix
Size 6610667 Bytes
Created  2023-06-10 11:48:02
Backup Image
Firmware  Imaged

Version  3.1.0

Size 6708714 Byles
Created  2022-09-08 13:13:15

# Management

MeHI0 COAEPXKMT TEKyLLyl0 BepCuio MNPOLWMBKM, KOTOpasi MCNoab3yetcs [Aans  paboThl
KOMMYTaTopa B JaHHbI MOMEHT U 3arpyaeTcs npu 3anycke KoMMyTaTopa.
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®

16.3 MeHio Configuration

16.3.1 Upgrade / Backup

Ina otkpbiTns nepenante B MeHto Upgrade / Backup B pasgene Configuration.

Save | Logout | Reboot | Debug
@® Uporad
Action ® Uporade

© Backup

O TFTIP
Method o [TT0

® Running Configuration
O Startup Configuration
O Backup Configuration

Configuration

RAM Logging

Flash Logging

MeHto no3BonseT 06HOBUTb MK CO34aTb PE3EPBHYIO KOMUIO TEKYLLEN KODUTYpaLUKM HAacTpoekK
KoMMyTaTopa.

16.3.2 Save configuration

[na oTkpbITMS Nnepenante B MeHto Save configuration B pasnene Configuration.

Save | Logout | Reboot | Debug
®
Source File ) Startup Gor

__ ® Startup Configuration
Destination File | ~ 5. 410 Configuration

| appiyJRestore Factory Defaul

& Management

—  Fir
—  Configuration

— Upgr

MeHI0 NO3BONSIET COXPAHUTb TEKYLLY KOHOWUIypauMi HACTpPOEK KOMMYTATopa, a Takxke
BOCCTAaHOBWTb 3aBOACKME HACTPOMKM.
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16.4 MeHio SNMP

Hactporikn SNMP (Simple Network Management Protocol) onpepensitoT, Kak KOMMyTaTop
B3aMMOAENCTBYET C CUCTEMAMM YMPABNEHUS CETbIO, Mcrnonb3yowmmm SNMP ong MOHMTOpUHTa
W YNpaBNEHUSI CETEBbIMM YCTPOMCTBAMM.

MeHI0 COCTOMT M3 HECKONbKMX Pa3aenoBs, NO3BONAIOWMX 3a4aTb OCHOBHble napameTpbl SNMP,

16.4.1 View

[ns oTkpbITMSA Nnepenante B MeHto View B pasaene SNMP.

Save | Logout | Reboot | Debug

View Table

Showing [All_+] entries. Showing 1 to 1 of 1 entries Q \:l
[T view | oD subtree | Type |
| an A Included |
[a | oo | First | Previous | ([l (et (Last

# Management

MeHi0 No3BONSET ONpefenuTb, Kakue AaHHble UauM obbekTbl ByayT AOCTYMHbI AN NPOCMOTpa
WK YNPaBiEeHUS CUCTEMAMM YIPABNEHUS CETbHO.

16.4.2 Group

[na oTKkpbITUS NnepenanTte B MeHto Group B pasaene SNMP.

Save | Logout | Reboot | Debug

Group Table

Showing enfries. Showing 0 o 0 of @ entries Q :

View
Security Level -
Read | Write | Notify

onfigure SNMP View 1o associale an

(71| Group | Version

0 results found.

First | (Previous | ([l (et [ Last

& Management

MeHi0 Mo3BONSET oOnpefenuTb Habop npaBun [ocTyna K O06bekTaM M JaHHbIM - [Ang
onpeaenéHHOM rpynmnbl NoNb30BaTENEN U YCTPOMCTB.
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16.4.3 Community
Insa oTkpbITHs nepengute B MeHto Community B pasgene SNMP.
‘i_ public. all Read-Write.

Showing 110 1 of 1 entries.

# Management

Save | Logout | Reboot | Debug

|
First| Previous | [l (Next| [Last

MeHI0 NO3BOMSET OMNpeaenuTb MAO0CTYNn K [AaHHbIM UM 06bekTaMu, Ha YCTPOWCTBE,
noaaepxuaatowem SNMP,
16.4.4 User
[ns oTkpbiTus nepenaute B meHto User B pasagene SNMP.
. Save | Logout | Reboot | Debug
User Table
Showing entries Showing 0 o 0 of 0 eniries Q I:
[ 2] user [ Group | security Lever | Metnod | Privacy Method ]
‘ igure SNMP Group to assoc e First | | Previeus . Next | | Last
[ oo [ can | oece |
# Management

MeHto no3BonseT n06aBnsiTh, yOanatb U penAKTUPOBATDH y‘-IéTHbIe 3anMcK Nonb3oBaTenen,

KOTOPble MCMNONb3YKTCA ANs ayTeHTuduKaumm n astopusaumm SNMP 3anpocos 1 yBeaoMneHu.

PYKOBO,EI,CTBO no sKcrnyatauunm
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16.4.5 Engine ID

Insa oTkpbiTUs nepenaute B MeHto Engine ID B pa3pgene SNMP.

Save | Logout | Reboot | Debug
Local Engine ID

O) User Defined
Engine ID

Remote Engine ID Table

Showing (Al ] entries Showing 0 1o 0 of 0 entries
| [ server Address | Engine o |

al____ 1]
|
| 0 results found
ENEEETS

|
First| [ Provious | [l (Next | [Last

# Management

MeHI0 No3BONSET 334aTb YHUKANbHbIM MAEHTUDMKATOP, KOTOpbIM ByaeT MCNOoNb30BaTbCa ON4
naoeHTMduKaumMm n ayTeHTMhuKaLmm B CeTU.

16.4.6 Trap Event

[ns oTkpbITMSa Nnepenante B MeHto Trap Event B pasaene SNMP.

Save | Logout | Reboot | Debug
Authentication Failure [ Enable

Link Up/ Down Enable
Cold Start Enable
warm start [ Enable

# Management

Notification

MeHio no3BonseT 3a4aTb napameTpbl oTnpaBku Trap Event uam «coBbiTMs NOBYLIKKM» - 3TO

cobbiTe, koTtopoe reHepupyeTcs areHToM SNMP u otnpasnsetcs MeHemkepy SNMP aons
yBEAOM/IEHUS O BAXKHbIX COBBLITUAX UM COCTOSIHUAX KOMMYTaTOpa.
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16.4.7 Notification
Insa oTkpbiTus nepenaute B MeHto Notification B pazgene SNMP.
Showing enfries. Showing 0 fo 0 of 0 enfries Q :
[ 2] server aqaress [ server port [ Timeout [ Retry | version [ 1ype [ community / user | security Lever |
[“oao | em [ oo |

MeHo no3Bonser HaCTpOUTb YyBE€OOMJIEHUE,

NMPOMCXOAALMX Ha KOMMYTATOPE.

KoTopoe reHepupyeTcsi areHToM SNMP u
otnpasnsetrcs MeHemkepy SNMP nns mHPOPMMpPOBaHUS O COOBLITUAX WMAM  COCTOSHUSAX,

PYKOBO,EI,CTBO no sKcrnyatauunm
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17. HACTPOMKM RMON

Hactporikn RMON (Remote Monitoring) Ha KkOMMyTaTOope npefoCcTaBAsfT  PasfMyHble
BO3MOXHOCTU MOHUTOPWHIA UM aHANU3a CEeTeBOro Tpaduka.

MeHI0 COCTOUT M3 HEeCKONbKMUX pa3genos, KOTOpble NO3BONAET 3a4dTb OCHOBHbIE NMaApPaMETPbI
RMON.

17.1 MeHio Statistics

[ns oTkpbITUS Nnepenaute B MeHto Statistics B pasgene Hactpoek RMON.

Save | Logout | Reboot | Debug

Statistics Table
Refresh Rate sec
o [ ey | == Drop | Packets | Eroadeast | Multicast | CRC & Align | Undersize | Oversize | o [ | Collisions | T@mes of | Frames of Frames of Frames of F
Received | Events | Received | Packets | Packets Enmors Packets | Packets 64Bytes | 6510127 Bytes | 12610 255 Bytes | 25610 511 Bytes | 5121
1 GE1 2094442479 0 343428369 122740858 90546366 [ 0 [ 0 ] 0 214219360 43502318 36595616 38213071
2 GE2 1753014 0 2549 35 a0 0 0 [ 0 o 0 251 4 2 526
0 3 GE3 0 0 0 0 0 0 0 [ 0 [ 0 0 0 0 o
O 4 GE4 77595 0 an 428 2 0 0 [ 0 [l [l 308 12 1 124
5 GES 580526334 0 529921701 1499 157288 0 0 0 0 0 0 730935 135130339 4502589 6593041
6 GES 0 0 0 0 0 0 0 [ 0 [l 0 0 0 0 ]
7 GET 0 o 0 o 0 0 o [ 0 o o 0 o o o
=) 5 GES 3887210419 o 37e0838 s394 197089 0 o [ 0 o 0 10588703 9816528 363578 4387723
9 GE9 0 0 0 0 0 0 0 [ 0 [ 0 0 0 0 o
10 GEMW 0 0 0 0 [ 0 0 [ 0 o 0 0 0 0 o
1 LGt 0 0 0 0 0 [ 0 1 0 0 0 0 0 0 o
P e — 12 ez [} [} 0 [} [} 0 0 ] 0 o 0 0 0 [} 0
S = = 0 [} 0 [ 0 0 0 [ 0 ] 0 [ 0 [ 0
14 LAGH 0 o 0 o 0 0 o [ 0 o o o o o o
15 LAGS 0 o 0 o 0 0 o [ 0 o o 0 o o o
16 LAGE 0 0 0 0 0 0 0 [ 0 o 0 0 0 0 o
17 LaGT 0 0 0 0 0 0 0 0 0 0 0 0 0 0 ]
O 18 LaGs [} [} 0 [ [} 0 0 o 0 o 0 [ 0 [ 0
[ cex J coren | e |
>

MeHI0 COLEePXKMT CTAaTUCTUKY CETEBOrO Tpaduka M NO3BONSET HACTPOUTD, KAKME CTAaTUCTUYECKME
LaHHble B6yayT cobpaHbl U OTOOPAXKEHBI.

98 KommyTaTopsl TRASSIR



17. HACTPOVKM RMON

17.2 MeHio History

History Table

€]

Showing entries

Entry

Port

Interval

sample
Owner
Maximum | Current

# Management

[ns oTkpbITUS Nnepenaute B MeHto History B paspene Hactpoek RMON.

Showing 0 o 0 of 0 entries.

0 results found.

Save | Logout | Reboot

| Debug

a1

nocneayrouwero aHanamsa.

First | (Previous | [l (Next | [Last

PYKOBO,EI,CTBO no sKcrnyatauunm

MeHI0 MO3BONSIET HACTPOUTb, KakMe CeTeBble AaHHble OyayT cobpaHbl M COXpaHeHbl Ans
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HACTPOVKM RMON

17.3 MeHio Event

[na oTkpbITMs nepenanTte B MeHto Event B pasaene Hactpoek RMON.

Save | Logout | Reboot | Debug

Event Table
Showing eniries. Showing 110 2 of 2 entries. Q :
[l enty [ community [ Descripion |  Notification | Time [ owner | |

( i Default Description  Event Log (485119296) 56 days, 3:3312.96
0 2 Default Community Default Description  Event Log and Trap ~ (0) 0:00:00.00

[ o | eat ] oo | viu |

First | [ Previous | [l [ Net| [Last

MeHI0 NO3BONSET HACTPOUTb ONpeaenéHHbIE YCII0BUS MU COBBITUS, NPU HACTYNNEHUMN KOTOPbIX

6yOeT creHepMpoBaHO YBEAOM/IEHME MU BbINOMHEHO ONpeaenéHHoe AeNCTBUE.,

17.4 MeHio Alarm

[na otkpbITs nepenante B MeHto Alarm B pasaene Hactpoek RMON.

Save | Logout | Reboot | Debug

# Management

Alarm Table
Showing entries Showing 110 2 of 2 enries Q]
o | e Counter T e = T Rising I Falling |
n mpling | Interval | Gwner vigger
Name | Value | Threshold Event | Threshola Event |
1 GES DropEvents 0 Absolute 5 Rising and Faliing 100 Default Description 20 Default Description
= 2 GET DropEvents 0 Absolute s Rising and Faliing 100 Default Description 20 Default Description
First | [ Previous | [l [ Net | [Last
Il ET

MeHI0 NO3BONSET HACTPOUTL MpeaynpPexXaeHUs Uan TPeBOrU, KOTopble ByayT CreHepupoBaHbl

NpU HaCTyNaeHUM onpeneNéHHbIX MOPOroBbIX 3HAYEHWI, COOBITUI AN YCIOBUIA.
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