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NIKOMAX oo e
Macnopt

1. O6wme cBegeHUAa U Ha3HaYeHue

1.1 KOMMyTaTOp npegHasHa4veH gna coegnMHeHA HECKOJIbKNX y3710B
KOMI'IbI-OTepHOl\;I ceTm B npenenax ogHoro Ninm HeCKOJIbKUX CeErMeHToB CETU.

1.2 KommyTatop GL-SW-G201-10 — npoaykT 6peHaa NIKOMAX ypoBHSa L2,
npegHasHavYeHHbIM ONS COeANHEHNS HECKOMbKMX YCTPOWCTB IOKaSIbHOM
BbluncnmTenbHom cetn (LAN) nnm HeckonbkMx cerMeHTOB JaHHOM CeTu.

Mopenb nMeeT 8 OCHOBHbIX MOPTOB CO CKOPOCTbIO Nepeafaym gaHHbIX
10/100/1000 MéuT/c, 2 Uplink nopta 1000 M6uTt/c SFP 1 1 KOHCOMBbHbBIN NOPT
RJ45. Hu3kunin ypoBeHb WyMa no3BonsieT MOHTaX He TOMbKO B
M30SIMPOBAHHbIX MOMELLEHUAX, HO U B pabounx, TaKMX Kak oPpUCbl, ONeH-
cnencol nT.4. CneumanbHbl Be6-nHTEepPPEeNC No3BoONAET yaaSIeHHO
OCYLLECTBAATb yNpaB/ieHNe HACTPOWKAMM MOOKIOUEHUS.

o ACL - TexHONOrmnsa KOHTPOAS AOCTYMNa, C MOMOLLLbIO KOTOPOro ANA
nosib3oBaTesien yCTaHABNMBAKOTCS JOMNYCTUMbIE OnepaLmnm ¢ O6beKTOM.

e VLAN - TexHOMoOrus, no3sonstoLuLas o6begnMHATb YCTPOMCTBA B O4HY
MM HECKOJIbKO BUPTYasIbHbIX JTOKA/IbHbIX MOACETEN B paMKax O4HOIro
$du3nyeckoro ceteBoro nHTepodemnca, Takoro kak Wi-Fi unm Ethernet.

e OAM - Habop PyHKLUM CETEBOrO yrpaB/ieHUs, KOToOpble ob6ecneYymBatoT
KOHTPOJb 3a HenosagkamMm M NPOMU3BOOUTENIbHOCTbLIO CETU, ANATHOCTUKY U
NoKanM3aLmno HeENCNPAaBHOCTEN.

e QoS - Habop TEXHONTOMMYECKMX PeLUEeHMIN ANs ONTUMMU3ALUN CETEBONO
Tpaduka C MOMOLbIO HAa3HAYaEMbIX MPUOPUTETOB Nepenayvn nHpopmaLmn.

e RIP - npotokon gUCTaHUMOHHO-BEKTOPHOM MapLUPyTU3aLMK, KOTOPbIN
onepupyeT TPAH3UTHbIMU yyacTKkamMm (xon, hop) B KauecTBe MeTPUKMU
MapLwpyTmsaymn.

KoMMyTaTop aBNsieTCa BbICOKOMNPOM3BOAUTENbHbBIM PeLUEHUEM C BbICOKOWM
CKOPOCTbIO NMepefayun AaHHbIX M MAKCUMaNbHOM MPOU3BOANTENbHOCTBIO CETU.
YCTpOMCTBO BbIMO/IHEHO B METa/I/IMYECKOM KOPryce, KOTopbl obecneymBaeT
OOMNONMHUTENbHYIO 3aLLUTY OT CNy4YanHbiX yaapoB. EFo MOXHO ycTaHOBUTb Kak
B wkad 19", Tak HACTONbHO.

PeweHune otnmyHo I'IO,EI,OI\/JI,EI,eT Kak o4 60NbLWOro KOpnopatTnBHOIro CErMeHTq,
TakK 1 cneumnanmanpoBaHHbIX obnacrten: O6pa3OBaTeJ'IbeIX, MeONUMNHCKNX
yypexnoeHnAax, KOpnopaTtmBHbIX CETAX, A4 NOOKKOYEHNA TOYEK OOCTYyNna.
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1. O6wme cBegeHUAa U Ha3HaYeHue

1.3 KoMnnekT noctaBku:
*KommyTatop GL-SW-G201-10 - T wr.
*KoMnnekT kpenexa B cTonky 19" - 1 wr.
*Kabenb nutaHma - 1 wr.
*KoHconbHbIM Kabenb - 1 WT.
*[lacnopt - 1 wrT.

1.4 BHelWwHWUM BUA OCHOBHOTIO UCMonHeHuns kommyTtaTopa GL-SW-G201-10
npeacTaB/eH Ha puUcyHke 1
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KommyTaTtop GL-SW-G201-10

MacnopTt

2. TexHNMYeCcKue XxapakTepuUCTUKu

2.1 OCHOBHble TeXHUYEeCKMne u SKCMAayaTauyMoOHHDbIE XapaKTEPUCTUKN

GL-SW-G201-10 npuBepeHbl B Tabnumue 1.

HanmeHoBaHMe napameTpa

3HayeHVe NnapameTpa

Tun koMMyTaTopa

YnpaBnsembin L2

TN OCHOBHbIX MOPTOB

GigabitEthernet RJ45

KonunyecTBo OCHOBHbIX nopToB

8

Tun Uplink nopTtoB

GigabitEthernet SFP

Konnyectso Uplink nopTos 2
KoHconbHbIM nopT RJ45
Moppepxka PoE HeTt
MponyckHas cnoco6HocTb, [6uT/c 20

Flash namaTb, M6 16
OnepatneHas namatb (DRAM), M6 128

Bydep namatn, M6 41

CKOpoOCTb Nepecbinku naketos, Mpps 15

Pazmep MAC Ttabnuubl 8K agpecos
Bpemsa HapaboTku Ha oTkas (MTBF) 50,000 yacos

VLAN

- 4K Active VLAN

- QinQ, Selective QinQ
- GVRP, Private VLAN
+ Voice VLAN

Spanning Tree

- 802.1D(STP), 8021W (RSTP), 802.1S (MSTP)
- BPDU guard, root guard, loopback guard

Multicast

-IGMP v1/2/3
-IGMP Snooping
-IGMP Fast Leave
- IGMP Filter
-MVR

- Static route

- RIP, OSPF

- 512 routing table

- |IPv4/v6 dual stack

- DHCP Server/Client/Relay

KavectBo o6cnyxumBaHuns (QoS)

- CAR, HQoS, MAC/IP/TCP/UDP/VLAN/COS/DSCP/TOS based
- QoS,802.1P/DSCP priority relabeling, SP, WRR, SP+WRR
- Tail-Drop, WRED, flow monitoring, traffic shaping

BesonacHocTb

- Port isolation, Port security, “IP+MAC+port” binding, MAC sticky,
DHCP Snooping, option 82, DAI & IP source guard, PPPoE+

- |[EEE 802 .1x, Radius, BDTacacs+

-L2/L3/L4 ACL flow identification, filtration, Anti-attack DDoS, TCP’s

SYN Flood, UDP Flood

- Broadcast/multicast/unknown unicast storm-control

-MD5, SHA-256, RSA-1024, AES256

info@nikomax.ru
8 800 333-54-86
www.nikomax.ru
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MacnopTt

2. TexHNMYeCcKue XxapakTepuUCTUKu

2.1 OCHOBHble TeEXHUYECKME N SKCMTyaTaLMOHHbIE XapakKTepPUCTUKU
GL-SW-G201-10 npuBepeHbl B Tabnumue 1.

HanmeHoBaHMe napameTpa 3HavyeHMe napameTpa
OTKa30yCTONYMBOCTb - Static/LACP link aggregation, Interface backup
- EAPS, ERPS
- ISSU
YnpasneHue - Console, Telnet , SSH v1/2, HTTP, HTTPS, SNMP v1/v2/v3, RMON
-TFTPR, FTP, SFTP
“NTP

+ ZTP(Zero Touch Provisioning)

MutaHue 220B, 50Ty, <15BT

TemnepaTtypa, °C XpaHeHue o1 -20 go +70. Skcnnyataums ot O go +50
BnaxHocTb, % O7110 po 90 6e3 o6pazoBaHUa KOHAeHcaTa
McnonHeHune 19"

la6apuTbl U3genus, MM 280x180x44

Tyn KIMMaTUYECKOrO UCMONTHEHWS KoMMepueckuin

MapaHTua 1ron

2.2 CopepxaHue gparoLueHHbIX MeTannoB
M3penne pparoueHHbIX MeTa/INIOB M KAMHEWN He COOEPXMUT.
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3. Mepbl 6e3onacHOCTH

3.1 NMpwn ycTaHOBKE M 3KCnayaTaumum n3genmsa Heobxogmmo
PYKOBOOCTBOBAaTbCS AENCTBYHOLWMMN HOPMATUBHBIMU LOKYMEHTaMM,
pernaMeHTUpyrWmMMmn TpeboBaHMS NO OxXpaHe TPyAa 1 Npasuia
6e30MNacHOCTM NPU 3KCMAyaTaLMm 31eKTPOYCTAHOBOK. YCTAHOBKY, AEMOHTAX
N PEMOHT U3OEeNUSA NPOU3BOAUTL NPU OTKJTKOYEHHOM MUTAHUN.

3.2 CnepyeT NOMHUTb, YTO B paboyeM COCTOSIHUM K U3LAENUNI0 MOOBOAUTCSA
onacHoe NS XU3HWM HanpsxeHue anekTpoceTtn 220 B. O6cnyxmnBaHume m
PEMOHT N34eNna OOMXKHbl MPOBOANTLCS KBATMPULMPOBAHHbBIM MEePCOHANIOM.

3.3 Dkcnnyatauma nsgenua 6es 3alnTHOro 3a3eMsieHus 3anpeueHa!
YcTaHOBKY, L,EMOHTaX M PEMOHT MPOU3BOLAUTL NPU NMOJSTHOM OTKJTIKOYEHUN
n3genusa ot anekTpoceTtn 220 B.

3.4 Mpu NoaKIIOYEHUN YCTPONCTB M YCTAHOBKE U3LE/NSA OHO A0JIKHO
ObITb OTK/IKOYEHO OT OCHOBHOIO NUTAHUA.

3.5 lNpun yctaHOBKE NpeayCcMOTpUTE 3aLlLMTy OT MoNagaHma Ha Kopnyc
n30ennsa NPAMbIX CONTHEYHbIX Nlyden. MecTo yCTaHOBKU M3Oenns SOJIKHO
obecneumBaTb cBOH6OOHOE, 6€3 HATAXEHUSA, pa3MelleHne kabenen
MoAOKJItOYeEHUA ceTU U obopynoBaHus. [Npn aToM KabenbHyO NPOBOAKY
Heo6XoOMMO Pa3MeCcTUTb Tak, YTOObI UCKIKOUYUTDL K HEM CBOBOOHbIN AOCTYN.

info@nikomax.ru NIKOMAX
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4. YcnoBusa 3Kcnsiyataumm, XpaHeHUs
U TPAHCNOPTUPOBAHUA

4.1 lMpun ncnonb3oBaHUM M3[enna HeobxogmMMo cobnaaTh TpeboBaHUA MepP
6e3omnacHoCTH, onpepaeneHHole «[paBunamMum No oxpaHe Tpyna

npw aKCnyaTaumm 3NeKTPOyCTaHOBOK» NPU paboTe C 31eKTPUYECKMMM
npueMHmMkamu HanpsxeHunem go 1000 B.

4.2 NnaHoBble PEMOHTbI U3A4ENNA HE NPefyCMOTpPeHbl. BHennaHoBbIM
PEMOHTMPON3BOAUTCA NPEANPUATUEM-U3TOTOBUTESNIEM MO 3asBKE
nonb3oBaTensa. MecTo, BpeMs, MOpPsLoK U CTOMMOCTb paboT cornacyrTcs
npenBapuUTenbHO.

4.3 YcnoBUA XpaHEeHUs n3gennsa — B UHOMBUAYAIbHOMN yrnakoBKe
npoussogutens no rpynne 1 MOCT 15150-69 B otaninBaeMbix n
BEHTUNMPYEMBbIX CKM1agax Uan XpaHunmuwax ¢ KOHAUMLMOHMPOBAHMEM
BO34yXa C AgmanasoHoM Temnepatyp ot 5 go 40 °C. B Bo3ayxe noMel,eHus
019 XpaHEeHUs N30enns He OOJIXXHO NPUCYTCTBOBATb arpeCcCUBHbIX NpUMecei
(NapoB KUCOT, Weno4yen).

I BHUMAHWE: MNMpun nogkntovyeHMn GaHTOMHOIMO NMTaHUA HeOH6XOAMMO CTPOro
NPUAOEPXUBATLCA YyKasaHUM 3KCnyaTauMoOHHOM AOKYMEHTaLMM Ha
nopgktoyaemMble aboHeHTCKMe ycTpomncTeal HecobntogeHme 3Tux TpeboBaHUI
MOXET MPUBECTM K MOBPEXAEHMIO KOMMYyTaTopa U/Unmnm aboHEeHTCKOro
ycTpomncTea!

info@nikomax.ru NIKOMAX
8 800 333-54-86 8 2025
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KommyTaTtop GL-SW-G201-10

NIKOMAX

5. CBepeHusa 06 ytunusaumm

l/I3,£|,em/|e He NoONeEXNT yTUuamnldaumnm BMeCTe C 6bITOBbIM MYyCOPOM 1 OOJ1I>KHO
OOCTaB/ATbCA B CI'IeLI,VIaJ'IVI3VIpOBaHHbIl\/'I UEHTP ANna yTuniamlaunm MBAGHMVI
BJ'IeKTpOHHOl\/’I TexHnkn. OTBETCTBEHHOCTb 3a YTUnM3auno n3genna HeceT

3KCNyaTupyoLas opraHmsaums.

info@nikomax.ru NIKOMAX
2025

8 800 333-54-86
www.nikomax.ru
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6. lapaHTUMHDbIE O65AA3aTeNnbCcTBA

6.1 [MponsBoanTenb rapaHTUpPyeT OTCYTCTBUE NPOU3BOOCTBEHHbIX 4ePEKTOB U
HeuncnpaBHocTen O60pya0OBaHUS N HECET OTBETCTBEHHOCTb MO rAPAHTUMHbLIM
ob6a3aTeNbCTBaM B COOTBETCTBUM C 3aKoHogaTenbcTtBoM PO.

6.2 lapaHTUNHbBIN Nepurog, NCYNCIAETCA C MOMEHTA NPUOGpeTeHUs
YyCTPOWCTBa Yy oduULMaNbHOIro gunepa Ha Tepputopumn Poccmnm n coctaBnseTt
12 (pBeHapuaTtb) mecaues. Ha ontuyeckme mopoynm NIKOMAX rapaHTmsa
yBenu4yeHa n coctaBnseT 36 (TpuauaTtbh WeCTb) MecsiLEeB.

6.3 B TeueHue rapaHTMinHoro cpoka lNponssoguntenb ob6a3yeTca 6ecrniaTHoO
yCcTpaHuTb aedektbl O60pyaoBaHUA NYTEM €ro PEMOHTA UM 3aMEHbI Ha
aHasIorM4yHoe Npu ycnoBuu, 4To gedekT BO3HUK Mo BUHe [MponsBoagutens.
YCTponcTBO, NpenocTaBnisgemMoe 419 3aMeHbl, MOXeT 6blTb Kak HOBbIM, TakK U
BOCCTAHOBJIEHHbIM, HO B /It060OM criyyae [ponsBoanTens rapaHTUpyeT, 4To
€ro XapakTepuUCcTUKM ByayT He XyXe, YeM Y 3aMeHAEeMOoro ycTpomncTBea.

6.4 BoinonHeHue NpousBogmteneM rapaHTUMNHbIX 06A3aTeNbCTB MO PEMOHTY
BbllLeALWero n3 cTpos o6opyaoBaHMsa BrieYeT 3a CO60M yBennveHmne
rapaHTUMHOIO CPOKa Ha BPeMSA PeMOHTa 060pyL0BaHMUS.

6.5 Ecnun cpok rapaHTUM UCTEKAET paHee YeM Yyepes MecsL, Nocsie peMoHTa
YCTPOWMCTBa, TO Ha HEero ycTaHaBIMBaETCA 40MNONHUTEIbHAA FAPaHTUS CPOKOM
Ha 30 gHeM ¢ MOMeHTa OKOHYaHUS PEeMOHTA.

6.6 Hn npu kaknx obctoaTenbcteax Npomnssogutenb He HeceT
OTBETCTBEHHOCTM 3a Ntobble YObITKM, BKKOYAS MOTEPIO AAHHbIX, MOTEPHO
NPUOBLINK U ApYyrne cnyyYyamHble Un KOCBEHHbIe YObITKM, BO3SHUKLUME B XO4E
skcnnyataymm O6opynoBaHus, NMH60 CBSA3aHHbIE C MPOU3BOAUTENBHOCTBIO,
BbIXOO0M U3 CTPOS UM BPEMEHHOW HepaboTocnocobHocTbio O6opyaoBaHUS.

6.7 NpounsBoaunTenb He HeCeT OTBETCTBEHHOCTU MO rapaHTUK B Clly4ae, ecnim
Npou3BedeHHblE UM TECTUPOBAHME U/WUTN aHANN3 MOKAa3asu, YTO 3a9BeHHbIN
nedexT B U3oenmm oTCyTCTBYET, IM6O OH BO3HWUK BC/IEACTBME HAPYLUEHUS
npaBui MHCTANNALNMN UNN YCNIOBUI SKCNyaTalmm.

6.8 YcnoBus rapaHTuUm He NMpeayCcMaTpmBatoT YUCTKY M NPOPUNAKTUKY
obopynoBaHMA cMnamu 1 3a cyet lNpoussogutens.

6.9 NpounsBoguTens MMeeT NpPaBo 6e3 NpeaBapUTENbHOIO YBEAOMIIEHUS
BHOCUTb UBMEHEHUSA B U3AENINE N erO BHELIHUW BUA, KOTOPbIE HE yXYyALatoT
ero TexHu4yeckme xapakTepPuUCTUKMU.

6.10 MNpounsBogunTenb He HeceT OTBETCTBEHHOCTM 3a aedeKTbl U
HeucnpaBHocTn O6opyaoBaHUA, BO3HUKLLME B pe3y/ibTaTte:

- HecobNAEeHUA NPaBU TPAHCMOPTUPOBKU N YCNTOBUIN XPAaHEHUS,
TEXHUYECKMX TPeBOBaHUM NO pa3MeLLeHUIo N 3KCyaTaunm;

- HEMNPAaBU/IbHbIX OENCTBUIN, ncnonb3oBaHna O6opyaoBaHMsa He Mo
Ha3Ha4YeHMUIo, HECOBMIOAEHUS MHCTPYKLMI MO 3KCAyaTauum;

- MexaHn4yeckmnx Bo3OencTeuim;

- 0eNCTBUSA OBCTOATENBCTB HEMNPEOLAOIMMOM CUSbl (TAKMX Kak noxap,
HaBOOHEHMe, 3eMieTPsCeEHNE U Ap.).
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6. lapaHTUMHDbIE O65AA3aTeNnbCcTBA

6.11 TapaHTMsa He pacnpocTpaHsaeTcs:

- Ha KOHTpadaKTHble U3aenus, NpruobpeTeHHble Noa, Mapkon MNpounssoagunTtens;
Ha HEUCMNPABHOCTU, BO3HUKLLME B pe3ysibTaTe BO3OENCTBUSA OKPYXALLEN
cpenbl (BoXAab, CHer, rpan, rpo3a M T.M.), HacTyrnjeHuns Gopc-MaxKopPHbIX
06CTOATENLCTB (MOXap, HABOAHEHME, 3eMNeTPACEeHME N OP.) WX BIIUSHUS
C/lydawHbIX BHELWHUX GaKTOPOB (BpOCKM HANMPSAXEHUSA B 3/IEKTPUYECKOMN CETU
v np.);

- Ha HEMCNPAaBHOCTU, BbI3BaHHbIEe HAPYLLUEHMEM NPaBM/1 TPAHCMOPTUPOBKMU,
XpPaHeHUs, SKCnyaTaumm nam HenpaBuUIbHOM YCTAHOBKOM;

- HA& HEUCNPABHOCTU, BbI3BaHHbIE PEMOHTOM UK Mogudumnkaumen
O6opynoBaHUsa nMuamMm, He YNnosIHOMOYEHHbIMU Ha 3To [pounsBoaguTenemM;

- Ha NOBPEXAEHMUS, BbI3BaHHbIE NonagaHmem BHyTpb ObopynoBaHus
NMOCTOPOHHUX NPEAMETOB, BELLECTB, XUOKOCTEN, HACEKOMbIX U T.4,.;

- Ha O6opynoBaHMe, MMetoLLee BHelwHMe gedekTbl (ABHble MeXaHM4yeckme
NnoBpPEXAEeHUS, TPELWMHbI, CKOJbl HA KOPMYyCe M BHYTPU YCTPOWCTB],
C/TOMaHHble aHTEHHbI U KOHTAaKTbl Pa3beMoOB);

B- C/lyyae obHapyXeHUsa CliefoB MEXaHMYECKUX U TEPMUYECKUMX
NOBPEXAEHMIN KOMMOHEHTOB Ha nnartax.

- Ha CcJlyyam M3HOCA akKyMyJIATOPOB.

6.12 NTapaHTUMHoe obcnyxmBaHue ob6opynoBaHmnsa NIKOMAX npovnsBogmTca B
aBTOpPU30BaHHbIX cepBUCHbIX LeHTpax NIKOMAX 6onee yem B 20 ropogax
Poccuu. Monyuntb HPop™Mauuto o 6amxanwem K BaM cepBUCHOM LeHTpe
MOXHO no TenedoHy 8 800 333-54-86

info@nikomax.ru NIKOMAX
8 800 333-54-86 1 2025
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OO0 «Tanne Pyc»
Tenedon 8 800 600-72-65
www.tayle.ru | office@tayle.ru
tOpunandeckum n paktTnyeckum agpec: Poccna, 127410, r. MockBa,
AnTtydbeBckoe wocce, 4. 41
TEXHUNYECKAA MOALAEPXKA
8 800 333-54-86
info@nikomax.ru

OOMNMONHUTENTIbHAA MHOOPMALUMA MO MPOAYKTY PASMELLEHA HA
ODULMANTBHOM CANTE
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