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N I KG MAX KommyTaTtop GL-SW-G204-24P
Macnopt

1. O6wme cBegeHUAa U Ha3HaYeHue

1.1 KOMMyTaTOp npegHasHa4veH gna coegnMHeHA HECKOJIbKNX y3710B
KOMI'IbI-OTepHOl\;I ceTm B npenenax ogHoro Ninm HeCKOJIbKUX CeErMeHToB CETU.

1.2 KommyTtatop GL-SW-G204-24P — nponykt 6peHpa NIKOMAX ypoBHsa L2 ¢
nopoaepxkon PoE, npegHasHauyeHHbIM ONs cOegUHEHUS HECKOMbKMX
YCTPOMCTB NNoKanbHOW BbluncanTenbHom cetn (LAN) nnm Heckonbkux
CerMeHTOB OAaHHOW ceTw.

Mopoenb nmeet 24 ocHOBHbIX POE nopTa co ckopocTbio Nnepenaym gaHHbIX
1000 M6uTt/c, 4 Uplink nopta 1000 M6uUT/c SFP 1 1 KoHconbHbIM nopT RJ45.
O6wmmn PoE-6ropxeT coctansiet 370 Bt. ABTOONpeneneHme ckopocTu u
NONAPHOCTM CBeAET K MUHUMYMY BPEMS M CZTOXHOCTb NOAKITIOYEHUS.
CneumanbHbin Be6-UHTepdENC NO3BONSET YAAIEHHO OCYLLECTBATb
ynpaBneHne HaCTPOMKaAMM MOAKIOYEHUS.

o ACL - TeXxHONOrnsa KOHTPOS JOCTYMNa, C MOMOLLbI KOTOPOro Ass
nosib3oBaTesien yCTaHaABNMBAKOTCS AOMNYCTUMbIE OnepaLmny ¢ O6beKTOM.

e VLAN - TexHOMorusa, no3sonstouias o6begmHATb YCTPOUCTBA B O4HY
MM HECKOJIbKO BUPTYasIbHbIX JTOKAsIbHbIX MOACETEN B paMKax O4HOIro
$du3nyeckoro ceteBoro nHTepdemnca, Takoro kak Wi-Fi unm Ethernet.

e OAM - Habop PyHKLMW CETEBOrO yrnpaB/ieHUSs, KOTOpble obecne4vymBatoT
KOHTPOJIb 3a HenonagkamMum M NPOmU3BOOUTENTbHOCTbIO CETU, ANATHOCTUKY U
nokKanusaumno HeUCcCNpPaBHOCTEN.

e QOS - Habop TEXHONMOMMYECKUX PELLUEHUM A1 ONTUMM3ALMUN CETEBOIO
Tpadmka C MOMOLLbIO HA3HAYaEMbIX MPUOPUTETOB NMepesadun MHdopMaLmm.

e STP - npoTokos, 3a4a4a KOTOPOro COCTOUT B NpeaoTBpaLLeEHNN
co3gaHuA neTenb NP HANMMYMKU B CETU U3BbITOYHbIX MyTeW, KOTOpble MOTryT
NPUBECTU K CEPbE3HbIM C60AM B ceTU. [1ns Mcnonb3oBaHUA OOCTYMHbI €ro
Mogudumkaumm - RSTP, MSTP.

e LACP - npotokon, npegHasHa4YeHHbIM gnsa o6beanHEHUS HECKOTbKUX
dU3nYecknx KaHaIOB B OOUH normyeckn B cetax Ethernet.

KoMMyTaTop sBsieTCcsa BbICOKOMNPOM3BOAUTENbHbBIM peLleHUEM C BbICOKOWM
CKOPOCTbIO Nepefadmn AaHHbIX U MAKCUMaNbHOM MPOU3BOAMNTENIBHOCTBIO CETU.
YCTPOMCTBO BbINOIHEHO B METANITMYECKOM KOPMYyCe, KOTOPbIXM obecneymBaeT
OOMNONHUTENbHYO 3aLLUTY OT CNyYanHbiX yaapoB. EFo MOXHO yCTaHOBUTbL Kak
B wkad 19, Tak HACTONbHO.

PelweHne oTAMYHO nogonaeT Ana paboTbl B MasbiX U CPeaHUX NPeanpuaTuaXx,
obpasoBaTesibHbIX, MEOULMHCKUX YUYPEXOEHUAX, KOPMOPATUBHbBIX CETAX, A4
noakatoYeHns Tovek goctyna. A Hanmume PoE nopToB AaeT BO3MOXHOCTb
yCTaHaBIMBaTb KOMMYTATOP Ha yAa/leHHble N BbICOTHbIE YYACTKM, YTOObI
MMTaTb KaMepbl U CeTU OJ19 UCMNONb30BaHMA B CMCTEMAX BUAeoHabN0OeHUS,
CKY[l, noxapHoM 6e30nacHOCTU U T.4,.
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NIKOMAX Taemapr
MacnopTt

1. O6wme cBegeHUAa U Ha3HaYeHue

1.3 KoMnnekT noctaBku:
*KommyTatop GL-SW-G204-24P - 1 wr.
*KoMnnekT kpenexa B cTonky 19" - 1 wr.
*Kabenb nutaHua - 1 wr.
*KoHconbHbIM Kabenb - 1 WT.
*[lacnopt - 1 wrT.

1.4 BHelWwHWM BUO OCHOBHOIO UcnonHeHmns kommyTtatopa GL-SW-G204-24P
npeacTaB/eH Ha pucyHke 1
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NIKOMAX

KommyTaTtop GL-SW-G204-24P

MacnopTt

2. TexHNMYeCcKue XxapakTepuUCTUKu

2.1 OCHOBHble TeEXHUYECKME N SKCMTyaTaLMOHHbIE XapakKTepPUCTUKU
GL-SW-G204-24P npuBepeHbl B Tabnuue 1.

HanmeHoBaHMe napameTpa

3HayeHVe NnapameTpa

Tun koMMyTaTopa

YnpaBnsembin L2

TN OCHOBHbIX MOPTOB

GigabitEthernet RJ45

KonunyecTBo OCHOBHbIX nopToB

24

Tun Uplink nopTtoB

GigabitEthernet Combo RJ45/SFP

Konnyectso Uplink nopTos 4
KoHconbHbIM nopT RJ45
Moppepxka PoE Oa
CraHpapt PoE 802.3af/at
PoE 6wogxeT, BT 370
PoE po 250 meTpoBs Het
MponyckHaa cnocobHocTb, M6uTt/c 56
Flash namaTs, M6 16
OnepatmnBHas namaTtb (DRAM), M6 128
Bydep namsty, M6 41
CkopocTb nepecbisikn naketos, Mpps 42

Pazmep MAC Tabnuubl

16K appecos

Bpemsa HapaboTku Ha oTka3 (MTBF)

50,000 vacos

VLAN

- 4K Active VLAN

- QinQ, Selective QinQ
- GVRP, Private VLAN
- Voice VLAN

Spanning Tree

-802.1D (STP), 802.1W(RSTP), 8021S(MSTP)
- BPDU guard, root guard, loopback guard

Multicast

-IGMP v1/2/3

- IGMP Snooping
- IGMP Fast Leave
- IGMP Filter
-MVR

- Static route

- RIP, OSPF

- 512 routing table

- IPv4/v6 dual stack

- DHCP Server/Client/Relay

KayectBo 06CcnyxmBaHusa (QoS)

- CAR, HQoS, MAC/IP/TCP/UDP/VLAN/COS/DSCP/TOS based
- QoS, 802.1P/DSCP priority relabeling, SP, WRR, SP+WRR
- Tail-Drop, WRED, flow monitoring, traffic shaping

info@nikomax.ru
8 800 333-54-86
www.nikomax.ru
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NIKOMAX

KommyTaTtop GL-SW-G204-24P
MacnopTt

2. TexHNMYeCcKue XxapakTepuUCTUKu

2.1 OCHOBHble TeEXHUYECKME N SKCMTyaTaLMOHHbIE XapakKTepPUCTUKU
GL-SW-G204-24P npuBepeHbl B Tabnuue 1.

HanmeHoBaHMe napameTpa

3HayeHVe NnapameTpa

BesonacHocTb

- Port isolation, Port security, “IP+MAC+port” binding, MAC sticky DHCP
Snooping, option 82, DAI& IP source guard

- |[EEE 802.1x, Radius, BDTacacs+

-L2/L3/L4 ACL flow identification, filtration, Anti-attack DDoS, TCP’s
SYN Flood, UDP Flood

- Broadcast/multicast/unknown unicast storm-control

- Md5, SHA-256, RSA-1024, AES256

OTKa30yCTOMYNBOCTDb

- Static/LACP link aggregation, Interface backup - EAPS, ERPS - ISSU

YnpasneHue

- Console, Telnet, SSH v1/2, HTTP, HTTPS SNMP v1/v2/v3, RMON
“TFTR, FTR, SFTP

-NTP

+ ZTP (Zero Touch Provisioning)

- SPAN, RSPAN

MutaHue

220B, 50Ty, <400BT

TemnepaTtypa, °C

XpaHeHue o1 -20 go +70. SkcnnyaTauus ot -10 go +50

BnaxHocTb, %

OT110 po 90 6e3 obpazoBaHMA KOHOEeHcaTa

McnonHeHune 19"

fa6apuTbl U3genus, Mm 440x210x44
TN KNMMaTUYECKOrO UCMOSTHEHUSA KoMMepueckuni
MapaHTuA 1ron

2.2 CopepxaHue gparoueHHbIX MeTannoB
N3penne gparoueHHbIX MeTalSIOB M KAMHEWN He COOEePXMUT.
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NIKOMAX oo
Macnopt

3. Mepbl 6e3onacHOCTH

3.1 Npwn ycTaHOBKE M 3KCnyaTaumum n3genmsa Heobxogmmo
PYKOBOOCTBOBATbCS OENCTBYOLWMMN HOPMATUBHBIMU OKYMEHTAaMM,
pernaMeHTUpyrLWmMMmM TpeboBaHMS NO OXpaHe TPyAa 1 NpaBmia
6e30MNacHOCTM NPU 3KCNAyaTaLmMm 31eKTPOYCTAHOBOK. YCTAHOBKY, AEMOHTAX
N PEMOHT U3[ENUNSA NPOU3BOAUTL NPU OTKJTKOYEHHOM MUTAHUN.

3.2 CnepyeT NOMHUTb, YTO B paboyeM COCTOSIHUM K U3LAENNI0 MOOBOAUTCSA
onacHoe ANS XWU3HWU HanpsxeHue anekTpoceTtn 220 B. O6cnyxumnBaHume m
PEMOHT N3LeNna OO/XKHbI MPOBOAUTLCA KBATMPULMPOBAHHbBIM MEePCOHANOM.

3.3 Dkcnnyatauma nsgenua 6es 3alnTHOro 3a3eMsieHus 3anpeleHa!
YcTaHOBKY, L,EMOHTaX M PEMOHT MPOU3BOAUTL NPU NMOJSTHOM OTKJTIKOYEHUN
n3genunsa ot anekTpocetn 220 B.

3.4 Mpu NOAKIIOYEHUN YCTPOMCTB M YCTAHOBKE U3LE/NA OHO A0JIKHO
ObITb OTK/IIOYEHO OT OCHOBHOTIO NUTaHUA.

3.5 lNpun yctaHOBKE NpeayCcMOTpUTE 3aLLMTy OT MOoNagaHma Ha Kopnyc
n30ennsa NPAMbIX CONTHEYHbIX Nlyden. MecTo yCTaHOBKU U3Oennsa 4OSTXKHO
obecneumBaTb cBOHBOOHOE, 6€3 HaTAXEHUSA, pa3MelleHne kabenen
MOAOKJItOYEHUNA CceTU U obopynoBaHusA. [pyn 3ToM KabenbHYO NPOBOAKY
Heo6XoOMMO Pa3MeCcTUTb Tak, YTOObI UCKIOUYUTDb K HEM CBOBOOHbIN AOCTYN.

info@nikomax.ru NIKOMAX
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NIKOMAX oo
Macnopt

4. YcnoBusa 3Kcnsiyataumm, XpaHeHUs
U TPAHCNOPTUPOBAHUA

4.1 lMpwn ncnonb3oBaHUM M3[enna HeobxogmMMo cobnoaTh TpeboBaHUA Mep
6e3omnacHoOCTH, onpepgeneHHble «lpaBunamMm No oxpaHe Tpyna

npw aKCnyaTaumm 3NeKTPOYyCTAHOBOK» NPU paboTe C 3/1eKTPUYECKMMM
npueMHmMkamm HanpsxeHunem go 1000 B.

4.2 NnaHoBble PEMOHTbI U3A4ENNA HE NPeayCcMOTpPeHbl. BHennaHoBbIM
PEMOHTMPOU3BOAUTCA NPEANPUATUEM-U3TOTOBUTENIEM MO 3asBKE
nonb3oBaTensa. MecTo, BpeMs, MOPSLOK M CTOMMOCTb paboT cornacyrTcs
npenBapuUTenbHO.

4.3 YcnoBUA XpaHEeHUs n3genns — B UHOAMBUAYANIbHOM yrnakoBKe
npoussoautens no rpynne 1 MOCT 15150-69 B otaninBaeMbix n
BEHTUNMPYEMBbIX CKM1agax Uan XpaHunmuwax ¢ KOHAUMLMOHUPOBAHMEM
BO34yXa C AgmanasoHoM Temnepatyp ot 5 oo 40 °C. B Bo3ayxe noMel,eHus
019 XpaHEeHUs N30enns He OOJIXXKHO NPUCYTCTBOBATb arpeCcCUBHbIX NpUMecei
(napoB KMUCNOT, Weno4yen).

| BHUMAHWE: Mpun nogkntovyeHMn GaHTOMHOMO NMTaHUA HEO6XOAMMO CTPOro
NPUAOEPXMBATLCA YyKasaHUM 3KCnyaTauMoOHHOM AOKYMEHTaLMM Ha
nopgktoyaemMble aboHeHTCkMe ycTpomncTeal HecobntogeHme aTux TpeboBaHMI
MOXET NPUBECTU K MOBPEXAEHNIO KOMMYTaTopa U/ 1M aboHEeHTCKOro
ycTpomcTea!
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KommyTaTtop GL-SW-G204-24P

NIKOMAX

5. CBepeHusa 06 ytunusaumm

l/I3,£|,em/|e He NoONeEXNT yTUuamnldaumnm BMeCTe C 6bITOBbIM MYyCOPOM 1 OOJ1I>KHO
OOCTaB/ATbCA B CI'IeLI,VIaJ'IVI3VIpOBaHHbIl\/'I UEHTP ANna yTuniamlaunm MBAGHMVI
BJ'IeKTpOHHOl\/’I TexHnkn. OTBETCTBEHHOCTb 3a YTUnM3auno n3genna HeceT

3KCNyaTupyoLas opraHmsaums.

info@nikomax.ru NIKOMAX
2025
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N I KG MAX KommyTaTtop GL-SW-G204-24P
Macnopt

6. lapaHTUMHDbIE O65AA3aTeNnbCcTBA

6.1 MponsBoanTenb rapaHTUpPyeT OTCYTCTBUE NPOU3BOACTBEHHbIX 4ePEKTOB U
HeuncnpaBHocTen O60pyA0OBaHUS N HECET OTBETCTBEHHOCTb MO NAPAHTUMHBLIM
o6a3aTeNbCTBaM B COOTBETCTBUM C 3aKoHogaTeNnbcTtBoM PO.

6.2 TapaHTUNHbBIN Nepurog, NCYNCIAETCA C MOMEHTA NPUOGpeTeHUs
yCTPOMNCTBA Y oduLManbHOro gunepa Ha tepputopumn Poccum u coctaBnser
12 (nBeHapuaTtb) mecdues. Ha ontudeckme mopoynm NIKOMAX rapaHTmnsa
yBenu4yeHa mn coctaBnseT 36 (TpuauaTth WeCTb) MecsiLEeB.

6.3 B TeyeHue rapaHTMnHoro cpoka lNponssoguntenb ob6a3yeTca 6ecniaTHoO
yCcTpaHuTb gedektbl O60pyaoBaHUA NYTEM €ro PEMOHTA UJIM 3aMEHbI Ha
aHaslIorM4yHoe Npu ycnoBuu, 4To gedekT BO3HUK Mo BUHe [MpomnsBogutens.
YcTponcTBO, NpenocTaBnsemMoe /19 3aMeHbl, MOXeT 6blTb Kak HOBbIM, TaK U
BOCCTAHOBJIEHHbIM, HO B /It060M cnydae [NpounsBogmTenb rapaHTUPYeT, YTo
€ro XapakTepUCTUKM ByayT He XyXe, YeM Y 3aMeHAEeMOro ycTpomncTBea.

6.4 BoinonHeHune NpousBogmTeneM rapaHTUNHbIX 06A3aTeNbCTB MO PEMOHTY
BbllLeALWero n3 cTpos o6opyaoBaHMsa Brie4eT 3a CO60M yBennveHmne
rapaHTUMHOIO CpoOKa Ha BPeMSA PeEMOHTA 060pyL0BaHMUS.

6.5 Ecnun cpok rapaHTUM UCTEKAET paHee YeM Yyepes MecsL, Nocsie peMoHTa
YCTPOWMCTBa, TO Ha HEero yCcTaHaBIMBAaETCA 40MNONHUTENIbHAA FAPAHTUS CPOKOM
Ha 30 gHeM ¢ MOMeHTa OKOHYaHUS PeMOHTA.

6.6 Hn npu kaknx obctoaTenbcteax NpomnssoguTenb He HeceT
OTBETCTBEHHOCTM 3a Ntobble YObITKM, BKJKOYAS MOTEPIO AAHHbIX, MOTEPHO
NPUOBLINK U ApYyrne cnyyYyamHble Un KOCBEHHbIe YObITKM, BO3SHUKLUME B XOA4E
skcnnyataymm O6opynoBaHus, NMB60 CBSA3aHHbIE C MPOU3BOAUTENBHOCTBIO,
BbIXOO0M U3 CTPOS UM BPEMEHHOW HepaboTocnocobHocTbio O6opyaoBaHuUS.

6.7 NpounsBoaunTenb He HeCeT OTBETCTBEHHOCTMU MO rapaHTUM B Crlyvae, ecnim
npousBedeHHble MM TECTUPOBAHME U/WUTN aHANM3 MOKAa3asu, YTO 3a8B/eHHbIN
nedexT B U3oenmm oTCyTCTBYET, IM60O OH BO3HWUK BCNIeACTBME HAPYLUEHUS
npaBui MHCTANNALNN UNN YCNOBUI SKCMTyaTalmm.

6.8 YcnoBus rapaHTuUm He NpeayCcMaTpmuBatoT YUCTKY U NPOPUNAKTUKY
obopynoBaHMA cmnamm 1 3a cyet lNpoussogutens.

6.9 lNpowunsBoguTenb MMeeT NpPaBo 6e3 NpeaBapUTENIbHOIO YBEAOMIIEHUS
BHOCUTb UBMEHEHUSA B U3LENINEe N ero BHELWHWUN BUA, KOTOPbIE HE yXyaLWatoT
ero TexHu4eckme xapakTepPuUCTUKMU.

6.10 MNpounsBogunTenb He HeCeT OTBETCTBEHHOCTU 3a AedeKTbl U
HeucnpaBHocTn O6opynoBaHUA, BO3HUKLLME B pe3y/ibTaTe:

- Hecobn4EeHUA NPaBU TPAHCMOPTUPOBKU N YCNTOBUIN XPAaHEHUS,
TEXHUYECKMX TPeBOoBaHUM NO pa3MeLLeHUIo N 3KCyaTaunm;

- HENPAaBU/IbHbIX O,ENCTBUIN, ncnonb3oBaHna O6opyaoBaHMS He Mo
Ha3Ha4YeHMUIo, HECOBMIOAEHUS MHCTPYKLMI MO 3KCAyaTauum;

- MexaHn4yeckmnx Bo3OencTeuim;

- LEeNCTBUSA OBCTOATENBCTB HEMNPEOLAOIMMOM CUSbl (TAKMX Kak noxap,
HaBOOHEHMe, 3eMieTpscCeHNE U Ap.).
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NIKOMAX oo P
Macnopt

6. lapaHTUMHDbIE O65AA3aTeNnbCcTBA

6.11 TapaHTMsa He pacnpocTpaHsaeTcs:

- Ha KOHTpadaKTHble U3[enus, NpruobpeTeHHble Noa Mapkon MNpoussogunTtens;
Ha HEMCMNPABHOCTU, BO3HUKLLME B pe3ysibTaTe BO3OENCTBUSA OKPYXALLEN
cpenbl (BOXAb, CHET, rpag, rpo3a v T.Mn.), HacTynaeHuUsa GopPC-MaKopPHbIX
ob6cToATENbCTB (MOXap, HABOAHEHWE, 3eMMETPACEHME U AP.) UN BIUAHUS
CNy4YamnHbIX BHELWHUX $akTOpOB (BpOCKU HAMPSAXEHUSA B SNEKTPUYECKOWN CeTU
vnp.);

- HA& HEUCNPABHOCTW, BbiI3BaHHbIE HAPYLLUEHMEM MPAaBUIT TPAHCMOPTUPOBKMY,
XpPaHeHUs, SKCnyaTaumum nam HenpaBuUIbHOM YCTAHOBKOM;

- HA HEUCNPABHOCTU, BbI3BaHHbIE PEMOHTOM UM Mogudumnkaumen
O6opynoBaHMsa NMLaMu, He YNOSTHOMOYEHHbIMU Ha 3TO [pousBoguTenem;

- Ha NOBPEXAEHUS, BbI3BaHHbIE NonagaHmem BHyTpb ObopynoBaHus
NMOCTOPOHHUX NPEAMETOB, BELLECTB, XUOKOCTEN, HACEKOMbIX U T.4,.;

- Ha O6opynoBaHue, MMetoLLee BHelwHMe aedekTbl (ABHble MeXxaHM4eckue
NOBPEXAEHUS, TPELLWMHbI, CKOJIbl HA KOPMYyCe 1 BHYTPU YCTPOWCTBa,
C/TOMaHHbI€ aHTEHHbI U KOHTaKTbl pa3beMoB);

B- Cllyyae obHapy>XeHWs CNefoB MeXaHUYeCKUX U TEPMUYECKMX
NOBpPEXAEHUM KOMMNOHEHTOB Ha MnjaaTax.

- Ha CJlydam M3HOCa akKyMyJiIaTOPOB.

6.12 NlapaHTUNHoe obcnyxumBaHue ob6opynoBaHnsa NIKOMAX npovnsBogmTca B
aBTOPU30BaHHbIX cepBUCHbIX LieHTpax NIKOMAX 6onee yem B 20 ropogax
Poccuu. Monyuntb HPop™Mauunto o bamxanwem K Bam cepBUCHOM LeHTpe
MOXHO no TenedoHy 8 800 333-54-86

info@nikomax.ru NIKOMAX
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NIKOMAX

OO0 «Tanne Pyc»
Tenedon 8 800 600-72-65
www.tayle.ru | office@tayle.ru
tOpunandeckum n paktTnyeckum agpec: Poccna, 127410, r. MockBa,
AnTtydbeBckoe wocce, 4. 41
TEXHUNYECKAA MOALAEPXKA
8 800 333-54-86
info@nikomax.ru

OOMNONHUTENTIbHAA MHOOPMALUMA MO MPOAYKTY PASMELLEHA HA
ODULUMANIBHOM CANTE
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