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1 OnucaHue ycTpoincTea

MHoroaboHeHTCKast Bbi3bIBHas naHesb AA-11E SILVER / AA-11M SILVER - OT/IN4HOE peLleHne asis 0UCHbIX
3[aHWIA, MHOTOKBapPTUPHbIX KOMM/IEKCOB M KOTTEMXHbIX MOCENKOB. OT/IMUNTENBbHO OCOGEHHOCTLIO AAaHHO
naHenu ABAsieTCA LUBETHON TFT aKpaH C NOACBETKOM, a Takke IP Kamepa BbICOKOro pa3peLleHst ¢ 60/1bLLMMM
yrnamu o63opa.

1.1 BHelwHui Bug

Kamepa Q OnHaMuk

©00000 [NoaceeTKka

4” LCD MoHUTOpP

o
[N]
w
Qo

KnaBunaTtypa

~
©
©°

© 4 D

CunTtbiBaTeNb KApPT

MukpodoH

@baslP

OnucaHue ycTpoictea - 6
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2 TexHUYecKme xapakTepucTuKn

2.1 ObWME XAPAKTEPUCTWUNKWU

Tun naHenn: MHorokBapTupHas

Aucnnen: 4,3” TFT, UBETHOW C NOACBETKOM

Kamepa: 1/4”

Yron o63opa: No ropnsoHTanu 80°, N0 BepTUKam 54°
Pa3peweHne kamepbl: 1 Mn

BbixogHoe Bugeo: HD (1280x720), H.264 Main Profile,
HouHas nogcBeTKa: 6 CBETOANOA0B

MunHumManbHasa ocBeleHHOCTb: 0,01 LuX

Knacc cteneHu 3awurhbl: IP65

TemnepaTypHbIii peXxum: -40 - +65 °C
MoTtpebneHne nuTaHus: 6,5 BT, B pexxnme oxungaHus - 3,6 BT
MutaHwne: +12B

Kopnyc: MeTannnyeckuia

LiBeToBOE pelueHue: SILVER

Pa3mep nopg, ycTaHOBKY: 189%x315x50 MM

Pa3mep camoii naHenun: 250x328x48 MM

Tun yctaHOBKU: Bpe3Has

Tun knaBnatypbl: CEHCOPHbIE KHOMKN C NOACBETKOW

2.2 PYHKUNOHAJIbHBIE BOSMOXHOCTN

NHTepdpeiic: Pycckuit/aHrnuinckuia, WEB-nHTepdieiic

OTKpbITME 3amKa: C MOHWUTOpPA, N0 KoAy, N0 KapTe, Yepes npuiokeHue BAS-IP Intercom, UKEY
KoHTponb goctyna AA-11E SILVER: CuutbiBaTe/lb 6€CKOHTaKTHbIX KapT EM-Marin

KoHTponb goctyna AA-11M SILVER: CunTbiBaTe/lb 6€CKOHTaKTHbIX KapT Mifare

KoHTponb goctyna AA-11B SILVER: MynbTchopMaTHbIii cunTbiBaTE b C NOAAEPXKKON TexXHOMorum UKEY (EM-
Marin, Mifare, BLE, NFC)

UHTerpauus co CKYA: Boixog WIEGAND-26
KHonku 6bIcTporo BbizoBa: KHOMKa BbI30Ba KOHCbepXa
KonuuectBo menoguii Bbi3oBa: 4 NoIMGIOHNYECKME METOANN

AyTeHTUdukauus: OTaesbHbIA Naposb Ha HACTPONKKN, WEB-UHTepdielic

TexHn4Yeckne xapakTepucTukm — 7
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Pexum pasroBopa: [1ByXCTOPOHHWI

JononHutensHo: SIP P2P, BcTpoeHHoe pene

TexHnYeckre XxapakTepucTukm — 8
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3 KoHdpurypupoBaHue vepes rpadpnyeckui nHtepdgenc

+ [NaBHbI 3KpaH(see page 9)

+ HacTpoiikn ycTpoiicTBa(see page 10)

+ HacTpoiikn ceTu(see page 12)

+ HacTpoiikn gocTyna(see page 13)

« J10NONHUTENbHbIE HACTPOMKN (see page 14)
+ O cucTeMe(see page 15)

3.1 naBHbIA 3KpaH

Buizoe: 3naHue N2 -> # -> [TapagHoe N2 -> # -> Kpaptupa N2 -> #
KoHceepx: 0000 -= #

OTKpbITh: # ->[Maponb -> #

OTmeHa: HammuTte *

AppecHan KHura: Haxmure |

/) =

BbI30B: /15191 BbI30Ba HEOGXOAMMOl KBAPTUPbI HY)XXHO BBECTU OT 4 10 10 Lnchp B 3aBUCUMOCTU OT TEKYLLETO
pexuma naHenu.

KoHcbepX: [1/151 BbI30Ba KOHCbepa Heo6X0ANMO BBECTM KOMOGUHALIMIO 0000# UM HaXKaB OTAENbHYHO KHOMKY
[1N51 BbI30Ba Ha kfiaBmarype.

OTKpbITb: [115 nepexoda B MEHI0 BBOAA KOfa AOCTyna He0OXoAMMOo HavkaTtb "#", BBECTU KOL, [OCTyNa 1
HaxaTb "#" 0na noaTBEPXAEHVS.

[ns oTMeHbl AelicTBUS UK nepexoga no MeHK Hasag Heobxo4MMo HaxaTb "™*".

AppecHas kHura: OTo6paxaeT CUCOK KOHTaKTOB /15 MOMCKA 1 BbI30Ba XWU/bLA, €CNN HEM3BECTEH TOUHBIN
NIOrMYeCcKnin agpec MoHuTopa.

AfpecHas KHUra AOCTyNHa eC/iv ONuUMs BK/IOYEHA B HACTPOiikax Be6 nHTepdeiica, B pasaene "Ksaptupsb"t.

1 https://wiki.bas-ip.com/aa07v4/ru_ru/kvartiry-14058107.html

KoHdhmryprposaHue yepes rpadmyeckunii HTepdeiic - 9
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Liam uviug
Smith 0133
MeaHoB 0101

.NeTpos ' 0111

Cupopos

(® KsapTupbl OTCOPTMPOBAHbI MO HA3BAHMIO.

AZlpecHasi KHUra BbI3bIBAETCS MO HAXATWIO HA KHOMKM CTPENoK 4 nnm N a 3BOHOK COBepLLAETCs Mo
HaxkaTuio "#".

BbIX0g, Ha rNaBHbI 3KpaH OCYLLECTB/ISETCA N0 HAXATUIO "*" 60 aBTOMATUYECKU, CNYCTS 30 CEKYHA,
6e3gencTems.

o ymonyaHunio agpecHas KHUra OTK/Ilo4eHa.

© Mopackasku, oTo6paxaemble Ha INMaBHOM 3KpaHe MOXET 6biTh M3MEHeHa B pasgene "[onoHUTENbHO
2, Monb3oBarensck1e ysegomneHuns>"

3.2 HacTpolikm ycTpoiicTea

[ns BxoAa B CUCTEMHbIE HACTPOIKN HEOBXOAMMO HaxXaTb KHOMKY "#" ABa pasa:

[anee HeobxoaMmo BBECTU 6 LMdhp Naposnia 418 BXo4a B HACTPOWKM BbI3bIBHOM NaHenu (naposb no
YMO4aHuio: 123456) 1 Haxkatb "#".

2 https://wiki.bas-ip.com/aa07v4/ru_ru/dopolnitel-no-8552667.html
3 https://wiki.bas-ip.com/aa07v4/ru_ru/dopolnitel-no-8552667.html

KoHdomryprpoBaHue yepes rpacmyeckunii nHTepdeiic - 10
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1. HacTpoukun ycTpoucTea
2. HacTtpouku cetu

3. HacTtpouku gocTtyna
4. JlononHUTEeNbHO

5. 0 cucreme

KHonka "2" nepemeLLaeT Kypcop BBepX, KHornka "8" nepemellaeT Kypcop BHU3. 119 noaTBEpPXL4eHUA
3Ha4YeHui He0BXOAMMO HaXKaTb KHOMKY "#", 1 KHonKy "*" ONA BO3Bpara Hasaj,

Pexxum: | MHor. Maponb: 123456
fA3blK: Pycckuu [poMmk.: 1
3aaHue: 1 Paspew.: 640x480

[MapagHoe: 1
Ne 1

Pexxnm: Bbi6op pexmma paboTbl naHenu.

KoHdhvryprpoBaHue yepes rpadomyeckunin nHTepcpeiic - 11
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@ WHudopmaumsa o paboTe pexmmoB
Mpwn BbIGOPE pexnma «N06.», AN BbI30Ba HY>XXHOr0 MOHUTOPA HEO6X0ANMO BBECTM 4 Lndpbl
HoMepa 34aHus, 2 UMdpbl HOMepa napagHoro, 2 UMdpbl HOMepa aTaxa 1 2 uudpbl Homepa
KBapTupsbl.
Mpwu BbIGOPE pexunma «MHOr.», 4151 BbI30Ba HY)XHOr0 MOHUTOPA A0CTATOYHO BBECTM 2 Lndhpbl HOMepa
aTaxa 1 2 Ldpbl HOMepa KBapTupbl.

& TMpumeuyaHue:

VHanBuayasibHbIl pexum paboTbl g8 aTUX naHesnel BblbupaTtb He pekomeHayeTcs. OH
NCMOb3YeTCa TONbKO A1 MHANBUAYa/IbHbIX NaHEeNei.

A3bIK: Bbibop A3blka MHTepgieiica.

3aaHune: Homep 3gaHusA.

MapapgHoe: Homep napagHoro.

Ne: MNopsakoBbIi HOMEP BbI3bIBHOW NaHENW.

Maponb: CucTemMHbIli Naposb 4718 BXoAa B HACTpoliku n WEB-uHTepdpeiic.

FpoMKOCTb: [POMKOCTb AVHaMVKa BbI3bIBHON NaHenu.

PaspeLu.: BbiGop paspeLleHnsi NoToKa KaMmepbl Bbi3bIBHO NaHesu.

© nNopckaska:
Homep 3maHna 1 napagHoro f0/MKHbI COOTBETCTBOBATL 3HAYEHWAM TOTO BHYTPEHHEIO MOHMTOPA, Ha
KOTOpbI ByaeT nocTynaTb BXOASLMIA BbI30B OT AaHHOW BbI3bIBHOW NaHenun. Ecnm y Bac HECKONBLKO
BbI3bIBHbIX MaHesel, KOTopble NMEKT OA4MH NIOTMYECKN agpec, Torga B nose «Ne»s He06xXoAMMOo
yKasaTtb 3HauyeHue 2, 3,4, 51 T.4., 40 9. Ecnn nornyeckas agpecaunsi Bbi3bIBHOW NaHeNn
COOTBETCTBYET afpecauun MoHMTOpa, a IP agpeca yCTpOCTB HAaXo4sATCA B O4HOM CErMEHTE CETU -
YCTPOIACTBa HanayT Apyr Apyra v Bbi30B OyAET NPOXOANTb KOPPEKTHO.

3.3 HacTpoliikn cetu

B 4aHHOI BKNajKe yCTaHaBNMBAKOTCSH OCHOBHbIE CETEBLIE NapaMeTpsbl.

KoHdomryprpoBaHue yepes rpadmyeckunii nHTepdeiic - 12
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Macka:
LLinto3:
DNS:
MS IP:
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Bkn

192.168.1.178
255.255.255.0
192.168.1.1
8.8.8.8
192.168.1.125

DHCP: BkntoyeHve/BbIK/IOUYEHWE pexXxunma nosiydeHmna ceTeBbiX HaCTPOEK aBTOMaTUYECKN.

IP: IP-agpec BbI3bIBHOI NaHesu.

© Apapec no ymonuanuio:

Mo ymonyaHuio Bbi3bIBHASA NaHeslb MOXET UMeTb cTaTuyeckuii IP-agpec 192.168.1.90 imb60

192.168.1.91

Macka: Macka nogcetu.
LLUno3: OCHOBHOIA L3,

DNS: Agpec DNS cepsepa.

MS IP: IP agpec MK nmbo cepeepa Ha kKOTopom ycTaHasnmeaeTca MO Management Software nnu Link.

3.4 HacTpolikn gocTyna

Mpn Nnepexofe B MEHIO HACTPOEK AOCTyna 0TO6pa3nTcs crepyrowmii uHtepdeiic:

KoHdomryprpoBaHue yepes rpacmyeckunii nHTepdeiic - 13
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Bpemsa | 3
OTKPbITUA

3apgepxka 0
OTKPbITUA:

NMuopt: 12
Maponb: 0000

Bpemsi OTKpbITUSA: Bpems, Ha KOTOPoe GyayT 3aMKHYTbI UM Pa30MKHYTbI KOHTaKTbl pesie NaHesnu.

3agepKKa OTKPbLITUA: Bpemsi, N0 UCTEUEHNM KOTOPOro, NPOM30AET 3amblKaHne UaN pa3MblKaHUe KOHTAKTOB
pene naHenu (3agepxka 4o OTKPbITUS).

NudpT: Homep aTaxa, Ha KOTOPOM yCTaHOBEHA NaHe b (MpY NCMoNb30BaHNM MOAYNA yNpaB/ieHUs IMTOM
EVRC-IP, onunMoHasIbHO).

Maponb: Maposb A58 OTKPbLITUS 3aMKa NPV NOMOLLM BBOAA KOAa OTKPLITWS Ha KnaBuaType naHenu. Ans
nepexoaa B PexumM BBoAA Naposist HE06X0AMMO HakaTb Knasully "#", BBECTV Naposib U NOBTOPHO HaXaTb
"#"'

(@ Kopg goctyna MOXeT 6biThb OT 1 10 8 3HAKOB

3.5 [lonosiHuTeNbHbIE HACTPOIKK

Mpn nepexoge B MEHID [0MN. HACTPOEK 0TOBpasnTCcs criedyrowwmii uHtTepeiic:
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KBapTtupa: Kapra:

[lepezarpys.:

3aBoacKue:

KBapTupa: Homep KBapTupbl, K KOTOPOIi HEO6X0AMMO NPUBSI3aTh KapTy AOCTyna.

© [o6aBneHue kapT yepes rpadmueckuii nHTepdelic:
BBeguTe HyXHblii HOMEpP KBapTMPbl U MOAHECUTE KapTy K 06nacTu cuntbiBaTens. MaHens n3gact
COOTBETCTBYIOLUIA 3BYKOBOIA CUIrHas1, NOATBEPXAALWMIA TO, YTO KapTa 3aperMcTpupoBaHa 1 Ha
aucnnee B none "Kaprta" oto6pasntca HoMep KapTbl.

Mepesarpys: MNepesarpy3ka BbI3bIBHOV NaHesnu. [1na nepesarpysku BbI3bIBHON NaHe M He06Xx04MmMo BBECTM
undppy "1" 1 HaxxaTb knaBuy "#" .

3aBogckue: COpoc HACTPOEK NaHenu K 3aBOACKUM ycTaHoBKaMm. [115 copoca HacTpoekK BbI3bIBHOM NaHenu
Heobxo4VMO BBECTU Lndpy "1" 1 HaxxmuTe Knasuwy "#" .

& BHumaHue:
O6paTnTe BHMMaHKe, YTo 13 NaMsaTX NaHenun npu cépoce GyayT yaaneHbl Bce KapTbl.

3.6 O cucreme

Mocne nepexoga B MeHi0 "O cucteme" otobpasnTcs creayowmii uHTepderic:
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FW:
ul:
IP:

MAC:

SIP:

AA-11 - AA-11

1.5.4 20170121

1.2.3 20161031 (std)
192.168.1.178
00:1F:D2:79:5B:F3
ERROR

B naHHOM OkHe oToGpaxaeTcs Tekyllee cocTossHme SIP nogktoveHns, Tekywmii IP agpec, MAC-agpec u

TekyLas BEPCUS NPOLLUMBKM.

KoHdomryprposaHue yepes rpacmyeckunii nHTepdeiic - 16



AA-11 - AA-11

4 KoHdourypupoBaHue yepes web nHTepgenc

« BX0o[A(see page 17)

o [1aBHaS(see page 18)

o CeTb(see page 19)

» BbI3blBHaAs NaHesIb(see page 20)

« KBapTupbl(see page 24)

o CKY/[l(see page 27)
« VpeHTnrkaTopbi(see page 29)
« [MpaBuna gocTyna(see page 31)

» [Nepeagpecalysi(see page 34)

o J1ONONHUTENBLHO(see page 36)

o Bbe30nacHOCTb(see page 38)

o Cucrtema(see page 39)

» JKypHaUuibl(see page 42)

4.1 Bxoa

[ns KoHburypmpoBaHns BbI3bIBHON NaHenun yaaneHHo Yyepe3 WEB-uHTepdeiic, He06xoaAMMO NOAKMHOUNTLCS K
Heli MHTepHeT-6pay3epom Ha [MK. MaHenb gomkHa 6biTb NOAKMNKYEHA B TOM Xe cermeHTe ceTn yto n MK ¢
KOTOPOro NnaHMpyeTcs Npou3BOANTb HACTPONKY.

B nHTEpHeT-6pay3epe, B CTPOKE BBOAA afpeca, He06X0AVMMOo BBECTM IP-afipec naHesnu, nocsie Yero NosiBuTCs
OKHO BBOJA VIMEHW Mo/b30BaTess 1 Naposis.

AAMUHUCTPATOP - UMEET MOJIHbIA AOCTYN KO BCEM HACTPOIKam naHesu.

MeHepKep - UMEET JOCTYN K HACTPOIKaM NaHesin, Ho emy orpaHuyeH goctyn Kk meHwo CKY/[. Takoi goctyn
NpefoCcTaBNsAETCA MOHTaXHbIM OpraHn3aunsam 1 yCTaHOBKA U HACTPOWMKN CUCTEMBI.

( 3HaueHus No yMONYaHMIoO:
ALMUHUCTpAaTOop:
admin:123456
MeHepnxep:
manager:1234

KoHdhmrypupoBsaHue yepes web nHtepdpeic - 17
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D bas|P o error

BeeguTe noruH un naponb

4.2 ['haBHasd

Mocne ycnewuHo aBTopusauum 0Tobpasntcs cnegyrownin nHtepdeic:
MHopmaLua 06 ycTponcTee
DpeiiMROpK Naynyep CepuiitHbiit HoMep

Pexm rubpuna BepcuAa rubpuaa YcTporcTeO

MHCbOpMaLI,I/IH O CETH
DHCP IP agpec Macka nogcetu

Anpec wnwoza DNS cepeep MAC agpec

dpelimBOpK: Bepcusi NPOLLMBKN.

NayHuep: Bepcusa nayH4yepa.

Pexxum ruopuga: TekyLmii pexmmM NoaKNYeHns rmopmnaHoro agantepa.
Bepcusa rué6puga: Bepcusi rubpuaHoro agantepa.

CepuiiHbliit Homep: CepuiiHblii HOMep YCTPOCTBA.

YctpoiicTBo: Mogenb ycTpoicTaa.

4.2.1 NHchbopmauus o cetu

DHCP: TekyLee cocTosiHue DHCP nogk/oyeHus.

KoHdomryprpoBaHue yepes web nHtepdeiic - 18
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IP agpec: TekyLmii IP agpec naHesnu.
Macka nogcetun: Macka nogcetu.

Agapec wno3a: Aapec 0CHOBHOTO LU/03a.
DNS cepsep: Aapec DNS cepepa.

MAC agpec: MAC agpec naHenu.

4.3 CeTb

i@ basIP < = A OFFLINE en 0

nasHan

Cems [J DHCF

.))

A BeizbigHas naxens i .

5 Pap— 192.168.0.50 192.168.0.1

9 cKya scka DNS
255.255.255.0 192.168.0.1

w flepeapecaums

e [OononHuTenbHo

B CooBuienua

o w MonbsoeaTenbcknit NTP COXPAHWUTL

9 yPHaMDI

G BesonacHocTs [ata/Bpems Ha ycTponcTee: 1970-01-02 05:35:35

i Cucrema

UTC+02:00 -

4.3.1 HacTpoWku cetun

DHCP: BkntoueHne/BbIKHOYEHWE peXunma nosiydeHmna ceTeBbiX HaACTPOEK aBTOMaTUYECKN.

IP: IP-agpec BbI3bIBHOI NaHesu.

© Agpec no ymonuanuio:
Mo ymonyaHuio BbI3bIBHASA NaHeslb MOXET UMETb cTaTudeckuii IP-agpec 192.168.1.90 imb60o
192.168.1.91.

Macka: Macka nogcetu.
LLnto3: OCHOBHOW LU/MHO3.

DNS: Agpec DNS cepBepa.

4.3.2 TMonb3oBaTtesnbCkuin NTP

KoHdhmrypupoBaHue yepes web nitepdeiic - 19
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Data/Bepmsa Ha ycTpoiicTBe: OToGpaxaeT TeKyLLyto AaTy U BPEMS Ha YCTPOIiCTBE.

MonbzoBaTensckuit NTP

[lata/epewms Ha ycTpoiicTae: 2020-01-31 13:38:51
NTR

ua.pool.ntp.org

UTC+03:00

NTP: Bk/toyeHue/BbIKHOYEHNE NCNOMb30BaHNA Mo/b3oBaTesibCkoro NTP cepsepa.
URL: lNone BBOAa afpeca nosb3osBaresibCkoro NTP cepsepa.

YacoBoii nosic: Bbibop yacoBoro nosica.

4.3.3 Cucrtema ynpasneHus

CucTema ynpaeneHus

WMcnonbzoeath cepeep BAS-IP Link
link.bas-ip.com 1234567890
0TNpaBAATL XYPHAaNbI Ha cepeep )TNpaBAATL CTATYC Ha Cepeep

Ncnonb3oBaTtb cepBep BAS-IP Link: BkitoueHne/Bbik/loueHWE NCNob30BaHUA MO Ana MOHUTOPUHIA U
ynpasneHust 4OMOOHHON cuctemoli Link.

URL: Agpec cepeepa ynpas/ieHus.

Maponb: MNapons goctyna.

OTnpaBﬂﬂTb XypHaJibl Ha cepBep: BkitoueHne/BbikIoHEHVE OoTnpaBKM XXypHas10B NaHe I Ha cepeep.

OTnpaBnATb cTaTyc Ha cepBep: BkoueHne/BbIK/IOUEHME OTNPABKM TEKYLLIEro cTaTyca NaHenu Ha cepsep.

4.4 BbI3blIBHaAd naHesb

HacTtpoliika agpeca

KoHdhmryprposaHue yepes web nHtepdeiic - 20
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HacTpolika agpeca

Pexum
MHoOroaBoHEHTCKMIA -

Pextim
Mo6anbHbIi -

WYHKUHWA De3 BBO[a HOMEpa NapaaHorac

Pexxum: Bbi6op pexrma paboTbl naHesnu.

@ WHudopmaumsa o paboTe pexmmoB
Mpwn BbIGOPE pexnma "TnodanbHbIA", 47151 BbI30Ba HY)XXHOTO MOHUTOpPa HEOOX0AMMO BBECTU 4

undppbl HoMepa 34aHuns, 2 uMdpbl HOMepa napagHoro, 2 Ludpbl HoMepa 3Taxa ¥ 2 LMdpbl HoMepa
KBapTupbl.

Mpwn BbIGOPE pexnma "MHOroa6oHEeHTCKUIA", A5 BbI30Ba HY>XHOTO MOHUTOpPA A0CTAaTO4YHO BBECTU 2
undpbl HoMepa aTaxa ¥ 2 UMdpbl HOMepa KBapTUpbI.

dPyHKUMA "Be3 BBoga Homepa napagHoro": [JocTynHa B r/106a/1l6HOM PeXUME BbI3bIBHOW NaHENN.
Heobxoguma Ansi Bbi3oBa MOHUTOpa 6e3 BBOAA HOMepa napagHoro.

() bes BBOAA HOMEpa NapagHOro
[nsa paboTbl 3TON PYHKLMKM Y BCEX MOHMTOPOB 3HAYEeHWe NapaaHoro HeobxoaMmMo yCTaHOBUTL 0.

3paHue: Homep 3gaHus.
MapagHoe: Homep napagHoro.

MopsapgkoBbIi HOMep: MopsAKOBbI HOMEP BbI3bIBHON NaHenu.
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(@ NopsagkoBas Hymepauusa naHenel
Ecnu y Bac HECKO/bKO BbI3bIBHbIX NaHeNei, KoTopble NMET OA4MH NIOTUYECKMA agpec, Torga B nose
"MopaaKoBbIA HOMepP" yKaxuTe 3HavyeHme 2, 3,4,5n 1.4., 40 9.

4.4.1 HacTtoukn SIP

nasHar -

Cetb

9)

BbI3bIBHAA NaHENb
Keaptupb!

CKyd sip:sip.bas-ip.com 2222

G e B ¢

Mepeappecauus

sip.bas-ip.com 222222

OononHUTENbHO

besonacHocTe UN IP
stun.l.google.com

e $ &

Cuctema

19302

Bkn/Bbikn: BkioyeHne/BblkntoveHne SIP pernctpauymm.

Mpokcu: MNMpokcu SIP cepBepa, KOTOPbIA MOXET ObiTb NPeACTaB/EH Kak IP aapecom, Tak U JIOMEHHbIM UMEHEM.

@ odopmar 3anucu:
Mepen agpecom NpoKcu 06s3aTeNbHO HY)XXHO YKa3sbiBaTb "sip:".

CepBep: Agpec SIP cepsepa.

@ odopmar 3anucu:
MoXeT 6bITb YKa3aH kak IP-aapecoM, Tak 1 JOMEHHbIM UMEHEM.

STUN IP: Agpec STUN cepsepa®.

@ nMpumep:
stun.l.google.com®.

STUN noprt: NopT STUN cepepa.

@ nMpumeuaHue:
[na STUN cepsepa Google ncnosnb3yeTtcs nopt 19302.

Monb3oBarenb: SIP HOMep.

4 https://ru.wikipedia.org/wiki/STUN
5 http://stun.l.google.com/
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@ nMpumep:
2222

Maponb: MNaponb ot SIP Homepa.

4.4.2 HacTpoliku Bbl30oBa

nasHar -
HacTpoWku BbI3OBa COXPAHUTH

Cetb

s Bbi3blBHaRA NaHenb KoHChepx e e
B KeapTipel T,
] CKYL

WS repeanpecauss sip100@192.168.1.82 1;2:2
o] [NononHuTenbHo

O sesonceroom ABTOBbI30B Nocne BBoAa N Undp

¥

Cucrema

KoHcbepx: Bk/oueHue/BbiknoveHe oyHKUUN BbI30Ba 3a4aHHOr0 HoMepa B CTpoke "Homep" npu HaxxaTum
KHOMKWN KOHCbepKa.

Homep: HanpaBneHue, Ha KOTOPoe GYAET COBEPLUATLCS BbI3OB NMPY HAXKATUM KHOMKM KOHChEPXA.

@ Ecnun (*)yHKLI,I/IFl He BKJ/1l04EHAa, BbISOB KOHCbEPXXa NMponcxogunT Nno BHYyTPEHHEMY MPOTOKO/Y. Ecn B
cncteme eCtb MOHUTOPBLI KOHCbEPXKa, BbISOB NOCTYNUT Ha OCHOBHOIW MOHUTOP. Ecnu oH He oTBevaer,
BbI30B 6y,qu nocnegoBaresibHO nNepexognTb Ha OCTa/lbHblE MOHUTOPLI B CUCTEME, EC/TN TaKOBbIe
NMEIOTCA.

MakcnmanbHoe BpemMsa AO03BOHa: BDEMEHHOIZ MHTEpPBasl, N0 NCTEYEHUN KOTOPOIO NMaHe/Ib aBTOMaTN4eCKn
3aBepwunt MCXO,CI'FILLI.I/II\/JI BbI30B, EC/IN HET OTBETA.

MakcumanbHoe pa3roBopa: BpemMeHHoI MHTEPBaUT, N0 UCTEYEHNN KOTOPOIO NaHe /b aBTOMATUYECKU
3aBEpLUNT UCXOASALLMIA pasroBop.

ABTOBbI30B nocsie BBoga N undp: PyHKLMA aBTOMATUHECKOIO HAabopa nocne BBoAa Undp, ykasaHHbIX B
cTpoke "Kon-Bo undp".

Kon-Bo uudpp: BbiGop KonmuecTea Ludip, N0 HAXKATUM KOTOPbIX MPOM30IAAET aBTOMATUYECKUIi BbI3OB C
naHenm.

4.4.3 HacTpoliku ycTponcTea
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HacTpoiiku ycTpoicTea

1280x7

20 ~ 102

user 1234abced

PaspelweHue Bugeo: Bbibop npeanouMtaeMoro paspeLueHns Buaeo.
Mpodunb gaHHbIX RTP: Bei6bop npeanoyntaeMoro npodonsisa AaHHbIX RTP.
YpoBeHb rpoMKOCTU: PeryninpoBka YpoBHS TPOMKOCTU AMHAMMKA NaHenu.
RTSP nonb3oBaTtesib: JIOrVH Ana foctyna K RTSP noToky naHenu.

RTSP naponsb: Napons ana gocrtyna K RTSP noToky naHesnu.

[atuuk npunmwkeHus: BkritoveHne/BoikntoveHme VK gatuuka npnbnmwkermus. MNpn o6Hapy>XeHUn OBKEHNS
Ha paccTosiHuK 50 CM NaHeslb aBTOMAaTUYECKN MOXET BKNIOUUTL NOACBETKY K1aBuaTypbl, AUCTIENR nin
OYHKLMIO pacrno3HaBaHus nuL,.

(® B 3aBMCUMOCTU OT annapaTHoi PeBKU3UM YCTPOIACTB, AATUNK NPUG/IMKEHNS MOXET OTCYTCTBOBATb B
creyoLwmx Mogensix MHOroaboHEHTCKMX BbI3bIBHbIX NaHenei: AA-07, AA-07MF, AA-07B, AA-07BVY,
AA-07BC. 3a fononHMTeNbHO nHopMmaumein obpaTnTech K Bawemy ANCTpubboTopy.

4.5 KBapTtupsl

B laHHOM MeHH0 0ToBpaaeTcsi CCOK KBapTump.

KBapTupa - nornyeckasi CyLLHOCTb, NPegHa3HauYeHHas 41 NPUBS3KM K Heli nAeHTUdMKaToOpPOoB, KOA0B
[oCcTyna n nepeagpecauuii. Takke KBapTMpbl UCNO/b3YHTCS B Ka4ecTBe 3anuceil TenedoHHOM KHUMM Ha
3KpaHe yCcTpolicTBa.
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Wcnonbaoeath TenehonHyo KHUrY

AA-11 - AA-11

COXPAHWUTb

KeapTupsl

HOBAA KBAPTHPA
Ajpec KBapTHp.l
1111

1-1-1-4

1-1-1-3

O 0o oo o

1117

Haasaume KBapTHDREI Kon-a0 wuTens

1114

Prodavan Albertovich

Miroslav Close

Anna Bopucosxa

¥ KonuyecTeo MAEHTADHKATOROR Kon-eo KOAOB AOCTYNS Ken-so

0 0 0
7 0 0
7 1] o
7 0 0

WUcnonb3oBaTb TenepOHHYIO KHUTY: BK/IoUeHVE/BLIK/TOUEHME UCNOMNb30BaHNS Te/Ie(OHHO KHUMM 1
BbI30Ba ee uepes [N1aBHbIi akpaH®.

@ NapameTp coxpaHAEeTCs NPy Pe3epBHOM KONMPOBaHWM 1 COPACLIBAETCS NPU YCTAHOBKE HACTPOEK Mo

YMOJTHaHUIO.

4.5.1 HoBasa kBapTupa

Mocne HaxaTus Ha KHoMKy "HoBas kBapTupa" oTobpasmnTcs cneayowmii nHTepdeiic:

3paHue:

Hogan keapTupa

3paHne

Napagroe
1

KeapTupa

1

Ha3asakne KsapTHpbl
KeapTupa MeTpoBbix

Kon-80 wuTenei

4

OTMEHA NOATBEPAUTL

6 https://wiki.bas-ip.com/aa07v4/ru_ru/glavnyj-ekran-2754641.html
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@ Howmep 3gaHus
0001-9999

MapagHoe:

® Homep napagHoro
00-99

Jtax:

@ Howmep ataxa
00-99

KesapTtupa:

@ Homep kBapTUpBLI
01-99
HasBaHue kBapTupbl: HassaHne kBapTupbl. Hanpumep, "Ksaptupa Netposbix”.
KonunuectBo xutenei: YCNOBHOE KONNYECTBO XUTENEN, KOTOPbIE MPOXMBAOT B 3TOWN KBApTMpE.

Mocne HaxaTusa Ha KHomky "MoarBepanTh" 0TOOpa3nTca caepyowas Tabnuua:
L

KeapTupsbl

{eapTHpa MeaHoEbIxX 1 0 0 BoikniouyeHo N |

B Tabnuue ykasaHbl cnegytoLpue cTon6ubl:
HasBaHue KBapTUpbI: HazsaHne KBapTMpbI.
KonnuecTBo XuTeneii: YCI0BHOE KOMMUYECTBO XWUTeNel B 9TOI KBapTHpe.

KonunuectBo I/IAEHTI/I(*)VIK&TOPOB: KonunyecTtso I/IAEHTM(*)I/IK&TODOB, KOTOpbIE BblaHbl AnA 37O KBapTupe.

NaeHTudrkaTopbl MOXHO cO3aaBaTh B MeHo "CKY/", Bknaaka "ViaeHTudmkatopb! ™.
b

KonuuecTBo KogoB gocTyna: KoimyecTBoO KOZOB [0CTyNa, KOTOpble BblAaHbl /15 3TON KBapTUpbI.
KonuuecTBo nepeagpecauuii: KonmyecTBo nepeagpecaumii, HAaCTPOEHHbIX A4/15 3TOW KBapTUpbI.

DelicTBus: PegaktupoBaHue 6o yaaneHne KBapTupsbl.

7 https://wiki.bas-ip.com/aa07v4/konfigurirovanie-cherez-web-interfejs/skud/identifikatory
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4.6 CKYQ

B 4aHHOM MeHH0 yKasbiBatoTcs 06LUMe napameTpbl yNpaB/IeHUs CUCTEMOI KOHTPO/IS JOCTyna, npasuia
[0CTyna U UAEHTUUKATOPDI.

OELLWE HACTPOMKM WIEHTMOMKATOPL MPABUNA OOCTYNA CBOBOAHLIA OOCTYM
Yn paBneHvwe AOCTYNoOMm
53524571

YnpaeneHue aamkamu

%)
L=

4.6.1 O6LMe HACTPOWKM

MacTtep-kapTa: Homep macTep-kapTbl.

Wcnonb3oBaTb 06LWMii KOA OTKPbITUA: BK/IloueHWe/BbIK/TIOUYEHME 1CMO/Ib30BaHUs O6LLETO Koga Asls
OTKPbITUS 3aMKa.

O6LWwuKii Kog OTKPbLITUA: BBOAMMbI HA KNaBuaType naHenu Ko A/1s OTKPbITUS 3aMKa.

@ Npwu ncnonb3oBaHUM MOAYNA YNPABIEHUS ABYMS 3aMKaMu SH-42, Npu BBOAE 06LLETO KOAA OTKPbITUSA
Ha naHenu, GyayT OTKPbIBATbCA 06a 3aMKa.

KoHdhurypuposaHue yepes web nHtepdeiic - 27



AA-11 - AA-11

@ Pernctpauyus KapT c NOMOLLbLIO MacTep-KapThbi:
Beeaute B nosne «MacTtep - kapta» undpy 0 U HOKMUTE KHOMKY «[TpUMEHNUTb».
[anee nogHecute HEOBXOOUMYIO 419 perncTpanmmn mactep-kapTy K 061acti cumTbiBatens naHenu -
0TObOpa3nTCsa TEKCTOBOE yBeAOMEHME Koy agMuHA'" 1 Npo3ByunT curHan «<6UIM» , koTopblit
O3HayaeT, YTo MacTep - KapTa YCneLwHo 3aperncTpmpoBaHa.
Mocne aToro K 06n1acTy cUNTbLIBATENSA NaHen NogHOCUTE NO oYepeamn KapTbl Nosb3oBartenen.
Mocne Kaxxaoi KapTbl NO/b30BaTesns 6yaeT 3Byyarb curHan «bIM», KOTOpbIA 03HAYaeT yCneLLHY
perncTpaumio NoAHECEHHON KapTbl. Takke Ha gucnsee naHesm otobpasmnTcs, YTo gobasieHa HoBast
KapTa.
Bpemsa mexay AoGaBfieHUEM KapT He A0/DKHO npeBbIwaTtb 10 CEKYHA.

4.6.2 YnpaBneHue 3aMKamMu

YnpaBneHue samMmKamu

Py o
P

OTKpbITL 3aMOK

3amok #1, 3amMOK #2

BpeMsi OTKpbITUS 3aMKa (CeK): Bpems, Ha KoTopoe GyayT 3aMKHYTbI UM Pa30MKHYTbI KOHTaKTbl pesie
naHenm.

3agepXKa nepepg, oTKpbITUEM: Bpemsi, 0 NCTeUeHUM KOTOPOro NPOoU30iaeT 3ambiKaHue Uan pasmbikaHue
KOHTAKTOB pesie naHenu (3aepxka A0 OTKPbITHS).

4.6.3 OTKpbITb 3aMOK

3amok #1, 3aMOK #2

OTKpbITb 3aMOK: PYHKLMS OTKPLITVSA BbIGPaHHOTO 3amka 13 WEB nHTepdpeiica naHenw.
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4.6.4 [ONONHUTENbHbIE HACTPOIKM

[JononHuTeNbHbIE HaCTpOﬁKM

Homep ataxa (ynpaBneHue nudptom): HoMep ataxa, Ha KOTOPOM YCTAHOB/IEHA BbI3bIBHAS NaHESb.

MapameTp HeO6X0AMUM A1 BbI30Ba MITA HA YKa3aHHbI 3TaX Npu NOAHECEHUN UaeHTUdMKaTOpa K
CUUTLIBATESIO NaHENV NpY NCMNosIb30BaHUK Moayss nndTa EVRC-IP.

PeXum oxpaHbl MOHUTOpa: OTK/IOYEHNE CUTHAIM3ALMN HA BHYTPEHHEM MOHUTOPE NpY NOAHECEHWUM KapThl,
KOoTOpasi NpuBsizaHa K JIOrM4eckoMy afpecy 3T0ro MOHUTOPA.

4.6.5 CepBepHOe ynpas/feHve A0CTyrnoM

CepeepHoe ynpasfeHne JOCTYNOM

BkntoueHo: BkoyeHne/BbIKHOYEHNE pexnma pa6OTbI naHesnu, Nnpn KOTOpoM KapTbl AOCTyNa 1
VI,CI,eHTI/qu)I/IKaTOpr He XpPaHATCA B NMNaMATU NaHeNnn n npn nogHeCeHnn TakoBOW K cynTbiBaTesO, NaHesb 6y,u,eT
oTnpaBnATb 3anpocC Ha CepBeEP N OXNAaTb OTBET - AaBaTb AOCTYN WU/IN HET.

(® TalimayT noslydeHnst OTBETA OT CepBepa COCTaB/IAET A0 15 CeKyHA, [0 NCTEUEHMIO 3TOT0 BPEMEHMN,
naHesb aBTOMaTMYeCKM 06GpaLLaeTcs K CBoeli 6a3e AaHHbIX ¥ NPegocTaBnsieT 6o He
npenocTasnseT foCTyn.

Mcnonb3oBaTtb NoJsib3oBaTe1bCKUii cepBep: BkntoyeHne/BbIKIOYEHME MCNO/Ib30BaHUSA
Nno/1b30BaTE/IbCKOIo cepeepa AJ14 ynpas/ieHUA NMNaHesbi.

Monb3oBaTenbCKMii cepeep: AQpec Nosb30BaTe/NbCKOro cepeepa. B kadecTse cepeepa MOXeT
ncnosnb3oBatbea cepsep Links,

4.6.6 NaeHTudomkaropsl

B gaHHOM MeHI0 oToGpaxaeTcsl Tabnuua naeHTdnMKkaTtopos 1 KOAOB AOCTYNa, A06aBAEHHbIX B MaMSTb
BbI3bIBHOI NaHesNu.

8 https://wiki.bas-ip.com/display/BASIPLINK/BAS-IP+Link
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OBLWME HACTPOAKM  WOEHTHOUKATOPHI MPABMNA OOCTYMA  CBOBOOHGLIA AOCTYN
HOBGIA WAEHTUOUKATOP

Kesaptwpa DHO enagenoua Twn enagenoua WN MOEHTURMKETOpE Homep ngeHTWOuCaTopa IrpEsMUEHIE COOKE OSFCTENR

1-1-1-2 WEAHOB HBAH Bnageney KapTa 1212m2 BECKOHEUHD

4.6.6.1 HoBblin ngeHTUdMKaTop

Mocne HaxaTna Ha KHOMKy "HoBbI naeHTudmkaTop" 0To6pasnTcsa cneayroLwmnin nHTepdelic:

Hoeblit ngesTudukatop

Homep kaapTups!

1-1-1-2( MieanoB)

DO enagenbya Twn 2nagensua
WBaHoB nBaH Bnapgeney

Tun ugenTHpUKaTopa Homep nexTudmkatopa

Kapta ~ 1212112

Mpaeuna foctyna

[ Orpannuenne cpoka fedcTeus

[0 Opanunuenme kon-Bo NpoxXofoE

OTMEHA MNOATBEPLUTL

Homep KBapTUpbI: BbiGOp KBAPTUPBI N3 CYLLECTBYIOLLErO Crcka KBapTup.
®PUNO Bnagenbua: [laHHble 0 BNajensle naeHtudukaropa.
Twun Bnagenbua: Boidop Tvna Bnagensua ngeHtudmnkaropa. JocTtynHel Tunbl "Bnageney” n "focts".

Tun ngeHTudukaTopa: Boibop Tvna naeHTUgmkaTopa.

® Tunbl naeHTMdUKaTOPOB:
JocTynHbl 3 TMNa naeHTUMKaTopos:
« Kapta - EM-Marin nnu Mifare kapta. B cocegHee none "Homep ngeHtncpmkaTopa" Heobxoanmo
BBECTW HOMEp naeHTndmKaTopa B AecATU4YHOM chopmare, 6e3 3anATbiX. 3a4acTyto Ko KapTbl
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yKasaH Ha camMoii kapTe /imbo B AECATUYHOM /MO0 B LUECTHaAUATMPUYHOM chopmare.
KanbKynisTop nepesoa 3 pas/inyHbIX CUCTEM CUMCIEHUS AOCTYNEH Mo cobike’,

« UKEY - UKEY ngeHtudukarop. B cocegHee none "Homep ngeHtudmkaropa" Heobxoanmo
BBECTM HOMEP ugeHTudrkaTopa B 4ecatuyHom copmare.

« Kop poctyna - kof 019 BBO4a Ha KniaBmaType naHesnu. B cocegHee none "Kog goctyna”
Heo6xo04MMo BeCTV LuchpoBoii Kog, 4MHOW He 6onee 30 CMMBOJIOB.

MNpaBuno goctyna: BbiGop npasuia gocTyna U3 CyLLEeCTBYHOLLETO CNCKa NpaBusl.
OrpaHuyeHune cpoka geicTeus: OrpaHnuyeHe cpoka AelicTBISA MAeHTUdIMKaTopa BO BPEMEHU.
OrpaHuyeHue Kos-Ba NPoxogoB: OrpaHnyeHne KOIMYecTBa NPOXoA0B A/1s MAEHTUdMKaTopa.

3amok #: Bbi6op OTKpbIBAEMOTO 3aMKa.

4.6.7 lNpaBuna goctyna

B faHHOM MEHI0 yCTaHaB/IMBAKOTCSA Npasusia JOCTYna, COrMacHo KOTOpbIM GyAeT ONpeaensThCs YPOBEHb
[lOCTyNa pas/IMyHbIX N0/b30BaTENEN N X NAEHTUMKATOPOB.

1E HACTPOWKL WAEHTHOUKATOPL NPABUNA NOCTYMA

8 BCTOBOE NpaBuno 2019-01-22 2019-01-23 P |

4.6.7.1 HoBoe npaswuno

Mocne HaxaTnsa Ha kHonky "HoBoe npaBunno" oTobpasuTcs cneayowmin nHtepdeiic:

9 https://www.binaryhexconverter.com/hex-to-decimal-converter
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M3MeHuTb Npaeuno goctyna

Ha3saHue
TecToBOE Npaenno

Bect mewb

Hauano Koweu
5 2019-01-22 %) 2019-01-23
MoBToOpATh
MoeTopATL
ExerogHo -

,E,."I WTENBHOCTD NOBTOPOB
beckoHeyHO -

OTMEHA MNOATBEPOWTE

HasBaHue: HasBaHue npasuna.

Becb aeHb: BktoueHne/BbIKNOYEHNE yKa3aHWUs BPEMEHHOIO NHTEpBaia ,D,eVICTBVIFI npasusa B CyTKax.

® Ecnun hyHKUMA BLIKMIOYEHA, NOMb30BATe b UMEET BO3MOXHOCTb yKa3aTb BPEMEHHON NHTepBas
[EeCTBUA AAaHHOTO NpaBuia.

OTMEHA NOATBERONTL

Hauano - KoHel: Bbi6op uHTepBasia AeiicTBMSA 4aHHOTO npasuia.
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aHBapb 2019

B

7 8
14 15

21 22

® =

OTMEHA

MoBTOpATL: YkasaHue KonmyecTsa NoBTOPOB AaHHOMO NpaBuia UCXOAS U3 Pas/iMUHbIX BPEMEHHbIX
YCNOBUiA. [JOCTYNHbIE ONUMN NPUBEAEHBI HUXE.

M3mMeHnTs Npaeuio goctyna

HazeaHue
TecToBoe NpaBuo

Bechb fieHb

Hawano Koxey
[ 2019-01-22 (5 2019-01-23
ExenHeBHO
ExeHepenbHo

Kampaple 2 Hepenu
ExemecayHo

ExerogHo
OTMEHA NOATBEPOWUTH

I " . _
-

AnutenbHOCTb NOBTOPOB: Bbl60p KOHEYHOro nepuoaa ,D,eVICTBMFI OaHHOro npasnna
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M3MeHuTbL Npaenno goctyna

o 20190122 = 20190123

ExerogHo -

JINUTeNbHOCTD NOBTODOB

beckoHeyHo
o OTMEHA MOATBERPOWTH

Mpw BIBOpE NnapameTtpa "beckoHevHO" NpaBu/io ByAeT gecTeoBarb Bcerga. Mpu Beibope napametpa "[o",
MOXHO yKa3aTb KOHEYHY0 AaTy AeCTBMSA JaHHOro npaBuia.

4.7 lepeagpecaund

[JaHHblii pasaen ncnonb3yercs A5 NoAMEHbI HOMEPOB CpeACTBamy NaHesn Npy Bbi30Bax, MOCTYNAKOLMX Ha
BHYTPEHHVE MOHUTOPbI, KOTla MOHUTOPA HET UM OH OTK/THOYEH, NGO HA NGO yKazaHHbIN SIP-HoMep.

HacTpoiku nepeaapecaumm

Bce BmecTe -

Quepeau nepeagpecalum

A TEP

4.7.1 HacTpoliku nepeagpecauymnm

Pexxum: Bbibop pexunma nepeagpecauun. Bce cpasy - BbI30B 6yAET COBepLUATLCA HAa BCe HOMepa
ofHOBpeMeHHO. Mo ouepeawm - BbI30B OyaeT coBepLuaTbCcs NocnefoBaresisHO C MHTEPBasioM B 20 CEKYH.

4.7.2 HoBasi nepeagpecauus
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Mocne HaxaTusi Ha KHomnKy "HoBas nepeagpecauuns” otobpasnTcs cneayowmnin MHTepgeiic:

PE,D,EKTMDDE!EHH e nepeagpecaludm

Sip:1@192.168.1.99 0
;|p_225:5@_5|[;b35|pcom O
[OBABUTL
JTMEHA MOATBEPIMUTH

Homep KkBapTupbIl: HoMep, HabMpaeMbIil Ha KaBuaType naHesnu.

Homep nepeagpecauuun: HanpasneHue, Ha KOTopoe ByAeT COBEPLLATLCA BbI30B NPU BBOAE
COOTBETCTBYIOLLIETO HOMepa Ha KnasuaTtype naHesin. MoXeT 6bITb UCMOMb30BaHO Kak [/19 3BOHKOB
BHYTpU CeTU Nno P2P, Tak 1 No npoTokosny SIP.

( dopmar sanucu gnsa P2P BbI3oBa
sip:1@192.168.1.99, rae 1 - XefaeMblid 419 0TOGPaXeHWs y Bbi3biIBaeMOro Homep, 192.168.1.99 - IP-
agpec Bbi3blBAEMOTO SIP K/IMeHTa (B C/lydae Mcnosib3oBaHms cohTdpoHa - IP-agpec ycTpoiicTea, Ha
KOTOPOM YCTaHOB/IEH COPTCOH).
BbI30B Ha TpyOKy SP-02:
sip:192.168.1.99, rae 192.168.1.99 - IP-agpec BbI3bIBAEMOI TPYOKM.

(@ dopmar 3anucu AN BLI30OBa NO NPOTOKONY SIP
sip:2255@sip.bas-ip.com, rge 2255 - SIP HoOmep BbI3bIBAEMOrO YCTPOWNCTBA, sip.bas-ip.com - agpec
SIP cepBepa, KOTOPbIA MOXET ObITb YKa3aH Kak |IP agpecom Tak U JOMEHHbIM UMEHEM.
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HacTpoika o6bsaBNeHUs

http://google.com

10

4.8.1 HacTpoWkn 06bABNEHMS
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COXPAHWUTL

Bk/1l0UEHO: BK/toUEHNE/BBIK/IOUEHNE peXVMA NoKasa pekiambl (HTTP-cTpaHuupsl 160 RTSP-NoToka) B

pexnme oXxnaaHus.

URL: URL oTo6paxaemoli HTTP-cTpaHuupl unm RTSP-noToka.

TaiimayT: TaimayT nokasa peknamsbl (10 - 300 MUHYT).

4.8.2 Cnncok RTSP noTokoB

q)yHKLI.I/Iﬂ npocmMoTpa A0NONHUTENbHBIX IP-Kamep BO BpeMs BbI30Ba (AO 4 I'IOTOKOB). q)yHKLI|I/IF| AOCTynHa AnA

MOHWTOPOB V4 1 MI06bIX APYrUX SIP yCTPOICTB C K1aBUaTypoil.

FnaeHan

Cnwucok RTSP notokoB

9)

Ceto

Bcero: 3

L Bbl3bIBHAR NaHENb

B KeapTpe! ?J}:LT: e

9 cKyql m-s’p://admmﬂ23456@192.168.1.75:8554/
2 Mepeagpecauus :

o LononHmuTenbHO r.1s-p://admm:123456@192.168.1.76‘8554/
e BezonacHoCTb .

U Cuerena ms’p://admmﬂ23456@192.168.1.77:8554/

© nMopckaska:

COXPAHUTb

Bo Bpems BbI30Ba BO3MOXHO MepekIoyaTbCa MeXay NoTokaMu Haxkatmem KiasuLl oT 1 40 5 B MEHI0
MOHMTOpa. Knasuwa 1" cooTBETCTBYET NOTOKY KaMepbl BbI3bIBHOI NaHenwu, knasmwu ot "2" go "'5" -
[0NonHNTENbLHO A06aBNeHHbIM NOTOKaM (Mepegaya ocyLecTBNseTca nocpeacTsom DTMF RFC2833).
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URL: Asipec RTSP-NoToka, 0To6paxaemoro npiu BbI30Be.

@ nMpumep:
rtsp://admin:123@192.168.1.189:8554/ch01

4.8.3 lNonb3oBaTenbckme yBegomMeHns

OKHO A/151 pefakTUpPoBaHKs Nosb30BaTe/IbCKMX YBEAOMIIEHNI NPU pa3fndHbIX AeicTBUsiX. Bo Bpems
aKTMBALMM Pa3/inyHbIX TPUITEPOB Bbi3blBHASA MaHeb 0TOOpaXKaeT Ha Aucniee TEKCT U NPourpbIBaeT
3BYyKOBOE CO06OLIeHNE. B AaHHOM MEHIO TEKCT 1 3BYKOBOW (halin AN Kaxaoro AencTBUsA MOXHO N3MEHUTb Ha
nonb3oBaTesnibCkune. Takke AOCTYMHA BO3MOXHOCTb M3MEHEHMWS TEKCTA, 0TOOPaKaeMOro Ha r1aBHOM 3KpaHe.

P —_
@baslP <« = B
L Monb3oBaTeNbCcKue yBeAOMNEHNUA

CeTe

9)

BoI3bIEHAR NaHEND TNpu HAXATUM KNABULL NaHENU Mpu KNB

Keaptupsl — &
pre O Brnrouet [0 Brnwouen

CKYL,

I I e

Mepeappecauns

[LlononHuTenbHo

[}
|~
|+

BE830NacHoCTL

- & &

Crerema TPy OTKPLITHM 3aMKa TpH BOSHUKHOBEHMM OLIMGKH

Bniouen

[o6po noxanoeats! Ownbka

U Roland-JV¥-2080-101-Bass-C2.wav [ Roland-JV-2080-101-Bass-C2.wav

[ ]
1]
|«

Mpw YpesBblYanHON CHTYaLUK

Mpu HaXaTUK KNaBuULL NaHesnn: 3ByK Npu HaxaTum KnasuLl naHenu.

TeKCcT coobLeHnA: TEKCT, 0TOOpaxaeMblii Ha r1aBHOM 3KpaHe naHenu. B 3To nosie MoXHO BECTH,
Hanprmep, HOMep KOHCbepXa A5 CBA3M NGO Ha3BaHME XMIO0ro KoMMekca.
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Boizor: Keaptupat#

KoHcbepx: 0000+

OTKpbITh: #+[laponb+#

OTmeHa: HasmuTe *

OTMEHA NOATBEPONTL

Mpwn oTKpbLITUM 3amKa: 3BYK 1 TEKCTOBOE co0bLieHNe "o6po noxanosarb" Npy NOCTYNJIEHUN Ha NaHesNb
curHana 06 OTKpbITUN 3aMKa.

Mpwn upesBblyaiiHOW cuTyaumn: 3ByK 1 TEKCTOBOE yBeAOMeHVe "TpeBora!" npy nepekoyeHnmn naHenu B
pexum YpesBblyaliHol cutyauun. lNMepeknioyeHne NpoucxoanT NporpaMmMHo Yepes BAS-IP Link n6o yepes
cTopoHHee O cpeacTBamu API.

(® B pexume upe3BbluaiiHOM CUTyaLMK TaKKe OTKPbIBAKOTCA 3aMKM, NOAK/HOYEHHbIE K NaHEesu.

Mpwn KMNB: 3Byk 1 TekcToBOE yBEeAOMNeHME "BbI30B" nNpu ncxogsaLem Bbi30Be, nocsie Habopa Homepa v o
OTBETa Ha BbI30B [PYroil CTOPOHOW.

Mpy BO3HMKHOBEHUM OWINGKN: 3BYK 1 TEKCTOBOE yBeAOM/IeHMe "Owun6kKa" npn BBoge
He3aperncTpMpoBaHHOrO HoMepa aboHeHTa, KoAa OTKPbITUSA 3aMKa U NOAHECEHUN HE3AaPEerncTpPUPOBaHHOIO
ngeHTudurkaropa.

& Ecnv kakaa nm6o n3 qoyHKLMIA BbiK/IloUeHa - 6yAeT UCMNosb30BaTbCsA CTaHJaPTHbI 3BYK 1
CTaHAapTHOEe TEKCTOBOE COOBLLEHME.

49 be3onacHoOCTb

B AaHHOM MeHI0 MOXHO M3MEHUTbL Naposib aAMUHUCTPATOPA U MeHemxKepa.
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YnpaeneHune naponamu

Administrator -

Crapbii

Maponb fonxeH BbiTb ByKseHHO-UMBDOELIM

HoBbin MopTBEpANTH

Maponb fonxeH BbiTb ByKseHHO-UMBDOELIM Maponb gonxeH BbiTb ByKseHHO-UMBDOELIM

AAMWHUCTPATOP - UMEET MOJIHbIA AOCTYN KO BCEM HACTPOIiKam naHesu.

MeHepxep - UMeeT JOCTYN K HACTpolikam naHenu, Ho emy orpaHudeH focTyn K MeHo CKY/[. O6bI4HO gocTtyn
K JaHHOMY aKKayHTY NpefoCTaBAseTCA MOHTaXHbIM OpraHn3aunsam /15 yCTaHOBKM U HACTPOMKN CUCTEMBI.

@ MeHemxep MOXET MEHATH TO/LKO Naposib MeHemKepa.
AIMUHUCTPATOP MOXET MEHSTbL Napo/ib MeHeAKepa 1 Naposib aAMUHMUCTpaTopa.

Crapblii naponb: Mone 4518 BBOAA TEKYLLEro naposnsi.

( 3HaueHue No ymonuaHuio:
Mo ymonuaHuio naposib agmMuHucTparopa - 123456.
Mo ymonuaHuio naposib MmeHegxepa - 1234.

HoBblii naponb: [None gns BBoga HOBOro Napossi.

MNoaTBepauTb: MNone ona NOATBEPXAEHUSI HOBOTO Napossi.

4.10 Cuctema

B faHHOM MEHI0 OCYLLIECTB/ISAETCH pe3epBHOE KOMMPOBaHNe 1 BOCCTAHOB/IEHNE HACTPOEK NaHenu,
06HoBNeHne MO, cMeHa A3blka U NporpaMMHas nepesarpyska.

HacTponku

4.10.1 HacTpoiku
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Bbi6epuTe dhaiin: Bbibop dhaiina koHdurypaumm naHenun u3 daiinosoin cuctemsi MK,

YcTaHOBUTDL HaCTpOﬁKM no ymosi4yaHuio: C6pOC BCeX HaCTpoeK BbI3bIBHOI NaHeNu K 3aBO4CKUM

yCTaHOBKaM.

CoxpaHuUTb BCe HacTpoliku: CoxpaHeHne 1 3KCNopPT KOHJINIypaLMoHHbIX halinos. B 3awumdposaHHOM
dhaiine cogepxarca HaCTPOIKN 0ToBpakeHNs TenedOHHON KHUMM, HACTPOIKN B3aMMOAENCTBUS C CEpPBEPOM
Link n nornyeckoro agpeca.

@baslP <« = ®w 0

nasHan

)

CeTb

BbisbigHan naHenb

Keaptupo!

cKkyn

ac e B

Mepeagpecauys

o]

LononHuTenbHo

)

HKypHanol

Ee£30MacHoCTs

Cuctema

- &

nasHan

9)

CeTb

Boi3blBHaA NaHenb

Kaaprupsi

CKYLL

O Q B o

Mepeaapecauns

&

LlononHuTensHo

©

JKypHanbi

BesonacHocTe

- %

Cucrema

VIMNopT gaHHbIX:

A3bIK yCTpOHCTBA

Russian -

Q6HoeneHue MO

ERROR

COXPAHWTL BCE HACTPORKK

(] BuiGepute dain NOATBEPOWTL

A3bIK yCTpOiACTBA

Russian -

BbIGOP chaiinia AaHHbIX A4/1 UMNOPTa HAaCTPOEK B NaHesb.
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© TMpu umnopTe gaHHbIX B NaHenb Bce AaHHble B Tabnuuax "Keaptupbl"”, "Mepeagpecaums”,
"NpeHTtudukatops!" 1 "Mpasuna goctyna" 6yayT yaaneHsl 1 3aMeHeHbl HOBbIMY faHHbIMKY 6e3
BO3MOXXHOCTV BOCCTAHOB/IEHNA CTapbIX AaHHbIX.

OKCNOPT AaHHbIX: SKCMOPT AaHHbIX 13 NaHesnu.

® Mpu akcnopTe AaHHbIX CO3AAETCA 3aLMLLEHHBIN ZIP-apX1B, KOTOPLI COAEPXUT B cebe JaHHbIe
Tabnuy "KBaptupsl", "aeHntudukaropsl”, "Mpasuna goctyna", "Mepeagpecauyusn”.

4.10.3 HA3bIK yCcTpoOiiCTBa

Bb160p s3bika ycTpoiicTea. Ha BbI60Op AOCTYNHbI: Pycckuii, AHIMACKNIA, YKpauHckuid, icnanckuii, MonbCkuii.

4.10.4 O6HoBneHue MO

Mcnonb3oBaTb NOMb30BaTe/1bCKUIA cepBep: Bk/ioueHne/BbIk/1H04EHME UCMNOMb30BaHUA
Nnosib30BaTe/IbCKOr0 cepBepa 06HOBEHMIA. VICNOAb3yeTCs B 3aKPbIThbIX CETSX AOMOGOHMMN.

Monb3oBatenbCckuii cepsep: Mone BBoga IP-agpeca nav AomMeHa Nosb30BaTe/lbCkoro cepeepa
0OHOBMEHWA.

Bbi6epuTe chaiin: Boibop dhaiina o6HoBneHus MO u3 gainosoii cuctemsl MK. Mocne Bbibopa gaina
Heob6X0AMMO HaxaTb Ha KHomMKy "O6HoBUTL M0O".

MNpoBepuTL 06HOBNEHME: [poBepKa Hannums o6HoBNneHus MO Ha cepBepe BAS-IP 160 Nonb30BaTe/Ib,CKOM
cepsepe.

OGHoBUTHL MO: Hauatb o6HOBNEHMKE TMO.

A BAXHO:
Mepep KaxabiM 06HOBNEHEM MO HeobXxoANMO co3faBaTb PE3EPBHYIO KONUIO HACTPOEK NaHesu.

(® OCco06eHHOCTN OGHOBNEHUA CUCTEMbI:
Mpu 06HOBNEHUN crUCTEMBI Yepe3 WEB nnv rpacdhmyecknii MHTepcheiic aBToMaTyeckn co3paeTcs
pes3epBHas KOMUsi BCEX NPUIOXKEHUIA YCTAHOB/IEHHbIX HA BbI3bIBHOM NaHesM, a TaKKe COXPaHSTCS
BCE KOHhMrypauuoHHble doaiinbl. Mpu Kaxxaom nocrieaytollem 06HOBMEHUN dhaiin pe3epBHO Konum
GyneT nepesanucaH.
CuctemMa co34a€eT pe3epBHYH0 KOMUIO BCEX HACTPOEK NaHesun, Naposiu, Nosib3oBaTe/lbCkme
yBeOMJIEHUS], HACTPOIiKKM SIP, HACTPOViKM 3aMKOB, HACTPOKY CETH, pexurMa PaboTbl NaHesU.

Mpw oTkaTe 0GHOBMEHUS [0 NPenbIaYLE BEPCUK B C/ly4ae HECOBMECTUMOCTM 6a3 JaHHbIX
TEKyLLME HACTPOIKN MOTYT GbITb aBTOMATUYECKU YAa/IEHbI U BOCCTAHOB/IEHbI 13 NPeablayLei
pe3epBHOIi Konuu.

Mpu oTkaTe 06HOBNEHUII PEKOMEHAYETCS COPOC YCTPONCTB A0 3aBOACKUX HACTPOEK.
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4.10.5 lNepe3arpyska

Mepesarpyka

MEPE3ArPY3WUThb YCTPOACTBO

AA-11 - AA-11

Mepesarpyska: [porpaMmmHasn nepesarpyska BbI3bIBHON NaHesnu.

4.11 )XypHasbl

MeH}0, B KOTOPOM OTOBPaXarTCsl BCe COObLITUSI, KOTOPbIE MPOUCXOAUN B NaHENN.

XypHan

w ODUNBTPLI

2019-02-11
14:5815
2019-02-21
13:46:40
2019-02-21
134342
2019-02-21
13:42:06
2019-02-21
13:42:01
2019-02-1
13:41:54
2019-02-21
12:41:41
2019-02-21
13:41:36
2019-02-21
1341216

Cuctema

Cucrema

LocTyn

LocTyn

[ocTyn

Doctyn

AocTyn

HocTyn

HocTyn

Cpearui

CpenHuia

Ebicoxkmin

Boicoknit

Ebicokmi

Bricokmni

Ebicokmni

Ericoxkmi

Cpearui

Bxoa B Bed-uHTepdenc

Bxoa 8 sef-uHTepdeic

HeganuaHoli nasHTUgHKETOp

HeWsBeCTHLIA HAEHTHDHKATOD

HenzgecTHOIA HABHTHDUKITOR

HewsBeCTHEIA WASHTHDHUKETOP

HenaBecTHbIA maeHTHHKaTCp

HewnzsecTHEIA naeHTHdHKaTOP

LLoCTYN paspeiles yaaneHHbM
CepeRpomM

CoBepueH ycnewHsli exon (admin) 8 8e0 wHTepdedc

Cosepuwen ycnewssii exon (admin) e sed nuTepdeic

Henone3osaH negannisoid MgesTndurkatop 8098544,
Bnageneu satanabbb

WCNonb3oBaH HEWIBBCTHRIA HABHTWDHKaTOD B098545

HENONb3I0asH HEWIBSCTHRIA nAsHTHDMKETOD BO9E543

WCNons30BaH HEMIBECTHEIN MOSHTHDMKETOD BOSES545

WEnonbaoBas HeM3BeCTHbIR naeHTHDMKaTop 80983545

Hcnone308aH HEW3BECTHEIA MAeHTHWDMKaTOp BOSES4S

OTKPBIT 38MOK 1 YSANEHHLEIM CEpBepoM

B AaHHOM pasgesnie MOXHO NPOV3BECTU (PUNLTPALMIO AaHHbIX B 3aBUCMMOCTM OT Bbi6paHHbIX CTON6LIOB C

pa36u1BKOi1 N0 3HAYEHUAM.

B cTpoke "Crton6Gew" fOCTYMHbI 3HAYEHUS:

« [puoputer
« Kareropus
+ HassaHwue
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FnaeHxan

=

te Bol3blEHaR NaHenb
B KeapTupst

/] cKyq,

w Mepeagpecauus
te [lononHuTensHO
£ KypHanbi

e BesonacHocTe

"] cucTema

Cetp

v OUNBTPBI
B or xQ A
CronGeu -
PasHo
Mpuoputet B
Kateropus MlproputeT
HaasaHue Cpeaui
20200213 oeryn Bbicokuit
224643 fees )
2020-02-13 - ¢ i
224327 Acenm Fean
20200213 Hoc Bhicokmi
2220119 e e

B cTpoke "Ycnosue" 4OCTYNHbI 3HAYEHUS:

« bonbue
o MeHbLle
« PaBHO

B0l & BEC-HHTEDEAC
HewnasecTHbii
MASHTUHKaTOP

3aMOK OTKpbIT
MAEHTUGMKATOPOM

HeuzeecTHoIA
MAEHTUDHKATOP

CoBepleH yeneluHblil 8xof (admin) 8 se6 uHTeppedic

MCNONb308aH HEUIBECTHBIA MASHTUGHKETOP 7965425

Mcnonbaosax BANUAHDIA MOSHTUOKUKETOR 7735783, Bnafenel |,
oTKPBIT 3aMoK 0

Wcnone3osaH HEMIBECTHDIA MASHTU(HKATOP 7965425

HH rnasHas

= Ceto

te Bbl3blEHER NaHEND
B KeapTupbl

9 cKyq,

w2 Mepeagpecaums
te [ononHuTensHo
9 KypHank

< Be3onacHocTs

i Cucrema

~ OUNBTPHI
(3 or X Ao
Cronge Yenoawe
MpuoputeT %
— bBonbuwe
R KaTeropus MeHble
2020-02-14
< Cucrema PasHo
15:03:.08
2020-02-13 Hoc Bblcokui
22:46:43 oenm e
2020-02-13 ¢ i
c
224327 Ao P
2020-02-13 - Bblcoku
222019 feemym e

HeuzeecTHoIR
MAEHTUDHKATOP

3amoK oTKpBIT
MASHTUPHKATOPOM

Heu3secTHbIA
upeHTUGMKETOP

CogeplueH ycrewHbii 8xoa (admin) & ee6 nHTeppeiic

Wcnone3oear HEMIBECTHbIA MABHTURMKATOP 7965425

Wcnonb3oBaH BanuAHbIA MAeHTMdKKATOp 7735783, Bnagenel’,
OTKPBIT 28MOK 1]

Wcnonb3osak HEW3BECTHbIA MAeHTUKKATOP 7965425

B cTpoke "3HaueHue" JOCTYMHbI pa3inyHbIe OMUMU B 3aBMCMMOCTU OT BbIOPAHHOrO cTonbua.

[nsa cton6ua "Mpuoputet":

« Huzknii

« KpUTnyHbIi
« CpepHwii

+ Bbicokuii
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FnaeHas

v OUNLTPLI
= Cete
& or X @ 4
L BbiablBHan naxens
B KeapTupbl GronGey e
MpuoputeT - PaBHO
9 cKkya,

+ e . O .
L Mepeappecauvs Hata/spems neE " -
te J10MONHUTENBHO 2020-02-14

Cncrema CpegHui
15.03.08
e Hyprane!
i) = 20200213 e [
S aeas ocTyn BICOKHIA
< 5e20NacHOCTE
20200213 n I -
. ocTyn epHmA
o CueTema 22:43:27 Y ?

[nsa ctonbua "Kareropua":

« YpesBblualiHasa cuTyaums
« Joctyn

« Cucrema

+ VHthopmaums

3Hauenne

—  Huzkuin
biTHe KpuUTHYHbIA

Bron & seGunTeppei  CPEAHWA

HemnzsecTHbIA
MAEHTUDHKETOP

Bbicokuit

3aMoK oTKpBIT
MASHTUGHKATOPOM

Wcnonb3oBaH BanuaHbIA MASHTUdKKATOP 7735783, Bnagenel’,
OTKPBIT 28MOK 1]

FnasHan

3HauskMe

— UpesBblvaiiHaa cUTYaLKA
GerTie Hoctyn

Bxop B Beb-uHTepdeit Cuctema

HeuzeecTHoIA
MAEHTUDHKATOP

WHbopmauma

3aMOK OTKPBIT
MASHTUDHKITOPOM

HeuasecTHoIR
MAEHTUGMKETOP

Wcnonb3oBaH BanuaHbIA MeHTMdKKATOp 7735783, Bnajenel’,
OTKPBIT 28MOK 1]

Wcnons3oeak HeW3BECTHLIA MaeHTUHKaTOp 7965425

v OUNETPEI
= Cets
& or X & o
. Bbi3bIBHER NaHEND = =
Bl Keaprpo Cronsey e
Kateropua ~ PaBHo
9 cKya
2 n -
2 Mepeagpecaums Nata/spema KaTeropus —
* [oNoNHKTENbHO 2020-02-14
Crnectema Cpeaxni
15:03:08
O KypHano!
o ® 2020-02-13 Hoc - .
22-46-43 ocTyn bICOKMIA
e bezonacHoCTb
2020-02-13 Hoctyn P
¥ Cuctema 224327 cTy pepy
2020-02-13 . B .
222019 Hoctyn bICOKMA
2020-0213 .
Narrun Rrirniui

[nsa cton6ua "Ha3sBaHue":

+ McxopAawmin BbizoB

« O6HoBneHne MO

« [locTyn 3anpeLyeH 13 Be6-nHTepdelica
« OBHapyXeHOo ABWXEHNEe

+ HeunsBecTHbIli ngeHTUdmKaTop

« Bxogsawmin BbI3oB

HeunzsecTHoIR

Mrnannanaak ueuanacTumia uneutuhuratnn 7OARATS
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XKypHan
v OUNBLTPLI
(3 or X3 Ao X
CTonGey Ycnosue Sraverne
Ha3paHue ~ PagHo v =
WcxopAuwmn eni3os
Nata/apema ero MpuopuTe e O6HoBneHKe MO
fgzn[;fé;” CHcTeMa CpeaHHit Bxon 8 seG-nitepged  LOCTYN 3anpelleH us Be6-untepdenca
2020-02-13 - HeusgecTHEIR OﬁHapyﬂ(euo [IBUKEHME
22°46:43 Aoetyn Belcorui WaeHTUKUKaTOp
2020-02-13 ; BaM0K OTHLIT HeuzsecTHblit naeHTUbMKaTOD
22°43:27 Aoctyn Cpeanmin WaeHTUhKUKaTOpOM
2020-02-13 i HeWIBeCTHRIR BXOAHLHMI’I BbI30B
222019 Aocryn Baicoi WABHTUDUKATOD -
2020-02-13 e - HeuszgecTHEIR " . 7085425
29:09:17 LocTyn BICOKHN uAsHTUGUKaTOp CNONL3I0EaH HEMZBECTHBIR MASHTUDMKATOD
2020-02-13 } ) ; ) ) ;
22:08:31 Cucrema CpepHui Bxoa e sef-nHTepdeiic CoBepleH ycnewHsii Bxoa (admin) & se6 nHTepdeiic
2020-02-13 1 — HeuagecTHEIR Wenon Hew HBlR HTHDHKTOP 7965425
220621 ocTyn bICOKHA WReHTMGWKATOD CONB30E3H HEMIBECTHBIN MOESHTHPUKETOD

. lEl,I'II/ITeJ'II:HOG OTKPbITME 3aMKa

« [ocTtyn 3anpeLleH yaaneHHbIM CeEpPBEPOM
+ HewratHoe cobbiTne

« HeBepHblii kog goctyna
« HeypauyHas nonbiTka BxoAa B Be6-mHTEpAIEiic
« [ocTyn paspelueH yganieHHbIM CeEpBEPOM
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XypHan

v OUNLTPLI

AA-11 - AA-11

& or X 19 no X
CTonOey YCnoswe 3Hauerne
HaspaHue ~ PaBHo -
JOnuTenbHoOE OTKPLITHE 3aMKa
it 2 e e JlocTyn 3anpelled YaanExHsIM CepEEpoM
ﬁzutguoiu CwcTema CpegHwii Bxoa s seG-untepped  HelWTaTHoe cobbiTue
2020-02-13 HenzsecTrbld =
i HesepHbii Ko gocTyna
22:46:43 Aocryn Boicokni WAeHTWHKUKATOD y
2020-02-13 Hoeryn CpeaHwi Samok oTKpbIT Heygauas nonbiTka BXofa B Be6-uHTepdeiic
22:43:27 ’ UASHTUPUKATOPOM
2020-02-13 Nocmym FEr— Henssectmoni JlocTyn paspelueH yaanéHHbIM cepeepomM
22:20:19 ° WABHTWHUKATOD
2020-02-13 B . HeuzsecTHbIA " ~ 7085425
220817 DocTyn BICOKHA WASHTHKATOD CNONLI0ESH HEMZBECTHLIA MOEHTHDHKETOD 79 2
2020-02-13 B _ _ _ _
220831 CucTeMa CpegHui Byof B BeG-UHTEpHEC CoBeplusH yerelH bl Bxof (admin) B 8e6 ueTepheic
2020-02-13 £ . HeuzsecTHbIA " ~ 7965425
29-06:21 Ooctyn DICOKHH HAEHT A HKATOP CNONb30BaH HEM3BECTHOIA MgeHTHdHKaTOp 2

« HewnsBecTHbI ngeHTUdUKaTOP NMLa

« JlocTyn paspeLlueH 13 Be6-nHTepdelica

+ 3amOoK OTKPbIT OTBETHbLIM YCTPONCTBOM

+ 3amoK OTKpPbIT NAeHTUMKaTOpOM

« JKCTpeHHoe cobbITue

+ 3amoK OTKpbIT KHOMKOI cBO6OAHOrO JocTyna
+ 3amMOoK OTKPbIT KHOMKOI BbIX04a

« BBegeH o6Lmin ko gocTtyna
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3Haverne

3aMOK OTKDBIT OTBETHBIM YCTPOHCTBOM
3aMOK OTKPbIT MAEHTHDMKATODOM
JKCTpeHHoe cobbiTHe

3aMOK OTKDbIT KHOMKOW CBOBOHOTO A0CTyNa
3aMOK OTKDBIT KHOMNKOM BbIX0Aa

BeepeH oblLUMiA Kog focTyna

AA-11 - AA-11

Wcnonk3ceaH HeM3BeCTHLIA ugeHTHdHKaTop 7965425

CoBepleH yenewHblit Bxoa (admin) B 8e0 uHTEDDEAC

Wcnonb3ceaH HeM3BeCTHLIA ugeHTHDHKaTop 7965425

Snaverne

3KCTPeHHOe coBbiTue

3aMoK OTKPbIT KHOMKOWR CBOBOAHOrD AOCTYNa

3aMOK OTKPBIT KHONKO#M BbIX0Aa

BeeneH obUIMii Ko AocTyna

3aMOK OTKPBIT UAEHTUUKETOPOM NULa

Bxop B BeG-uHTepdeic

WCnonL308aH HEM3BECTHDIA MOSHTH(HKaTOD 7965425

CosepweH ycnewxbli Bxoa (admin) B 8e0 wHTepdeic

KypHan
v QUNLTPLI
G or X @ o X
CtonGey Ycnoewe
Hassanwe - PaBsHo -
Nata/spema KaTeropua MpwopuTeT CobniTne
2020-02-14 - 3
150508 CucTema CpegHui Bxoa B BeG-uHTepgei
2020-02-13 & . HeuasecTHbIA
22:46:43 Hocryn Flcoran waeHTwdUKaTop
2020-02-13 I o _ 3aMOK OTKpPBIT
22:43:27 m PEAHAN WASHTUGUKETOPOM
2020-02-13 & . HenasecTHbIA
22:20:19 Hecryn slcoran waeHTWUKaTOp
2020-02-13 e . HeusgecTHBIA
22:00:17 Aoctym sicawmn WaeHTUGUKETOP
2020-0213 B ~
22:08:31 CucTema CpegHui Bxoa B BeG-uHTepdeic
2020-02-13 e . HeuasecTHBIA
22:06:21 Aoctym Flcowmn WAEHTHGHKETOP
» 3aMOK OTKpPbIT MAEHTUINKATOPOM Ninuua
+ Bxopg B Be6-nHTepdheiic
KypHan
v OUNLTPHI
(3 or X @ Mo %
CTonGey Ycnosne
Haspauue ~ PaBHo -
DNava/spema MpuopuTe! e
2020-02-14 - )
X
150308 Cuctema CpegHui Bxoa B BeG-uHTephem
2020-02-13 1 B i HeWaBeCcTHRIR
22:46:43 ocmym sicokui WaeHTUMKATOP
2020-02-13 a o ~ 3aMOK OTHPBIT
22:43:27 ocmyn PenHm HAGHTUBMKATOPOM
2020-02-13 o e i HeEMIBECTHEIR
22:20:19 ocTym sicokan naeHTUMKETOP
2020-02-13 o e i HeWIBECTHEIR
22:0917 ocTyn sicokmn HaeHTUHKATOP
2020-02-13 _ _
22-08:31 Cuctema CpegHui Bxoa B BeG-uHTepdeic
2020-02-13 e i HeWIBECTHEIR
22:06:21 Aoctyn sicokun naeHTUhUKaTOp

Vicnonb30BaH HEM3BECTHBIA MASHTHRUKATOD 7965425

B 3aBNCMMOCTU OT BblIOpPaHHbIX NApaMeTPOB MOXHO HACTPOUTL TMOGKOE 0TOBPaXEHME BbIBOAUMbIX JAaHHbLIX B
XypHaUie 1 Npou3BecTy OnepaTuBHbIN NOMCK MHGOPMaLN.
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5 YcTtaHoBKa 1 noaknyeHune

Ha ,U,aHHOﬁ CTpaHuue onmcaH npouecc yCtTaHOBKU 1 NOAK/THOYEHUA BbI3bIBHOI NaHesnun.

« MpoBepka KOMMNIEKTHOCTM NpoaykTall

« dnekTpuueckoe nogknoyeHnet

« MexaHunyeckunii MmoHTax*?

« MoaknueHne AoNoHUTENbHBLIX Mogy et

5.1 MNpoBepKa KOMMNIEKTHOCTY NPoAyKTa

Mepepn yCTaHOBKOW BbI3bIBHOW NaHENN 06513aT€/IbHO HY)XXHO NPOBEPUTL €€ KOMIMJIEKTHOCTb Y HA/IMYMe BCeX
KOMMOHEHTOB.

B KOMNEKT BbI3bIBHOI NaHeNu BXOoOuT:

BbI3blBHAS NaHe b lwr
KpoHLWTEH A5 BPE3HOI YCTAHOBKM 1wr
WHCTpYyKUWs No ycTaHoBKe 1wT
KomniekT NpoBOAOB C KOHHEKTOpPaMU A5 NOAKMI0UEHUS NUTaHWS, 3aMKa 1 1wT

[aon. moayne.
KoMnnekT 3arnyLlek Ana coemHeHui lwr

YCTaHOBOYHbIE BUHTbI C KNHOYOM 1wt

5.2 2SnekTpuyeckoe nogkKiyeHme

Mocne npoBepKn KOMMIEKTHOCTU yCTpOﬁCTBa MOXHO nepexoanTb K NOAK/TIYEHUIO.

[ns nofkAoUYeHns noHaao6mTcs:

« Ka6enb Ethernet UTP cat5 nnu Bbllle, NOAKMIOUEHHbIN K CETEBOMY KOMMYTaTOPY/MapLUpyTU3aTopy.

@ PekomeHaauuu No anuHe kabens
MakcumasibHas AiHa cermenTa kabens UTP CAT5 He o/mkHa npeBbiluaTth 100 MeTpos,
cornacHo ctaHgapTa IEEE 802.3%,

« Bnok nutaHua Ha +12 BonbT, 2 AMnepa.
« [omkHbl 6bITb NOABEAEHbI MPOBOAA 415 NOAK/OUEHNS 3aMKa U AONO/THUTENbHBLIX Moaynei
(onumoHasbHO).

10 https://wiki.bas-ip.com/pages/viewpage.action?pageld=2753851
11 https://wiki.bas-ip.com/pages/viewpage.action?pageld=2753852
12 https://wiki.bas-ip.com/pages/viewpage.action?pageld=2753854
13 https://wiki.bas-ip.com/pages/viewpage.action?pageld=2753853
14 https://habr.com/post/208202/
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AA-11 - AA-11

@ K BbI3bIBHOI NaHEN MOXHO NOAK/IIOUNTL I06bIe 3/1EKTPOMEXaHNYECKME NIMBO 31EKTPOMArHUTHbIE
3aMKM Y KOTOPbIX KOMMYTVPYEMbIii TOK He NpeBbIWaeT 5 AMnep.

Hwxe npencrasneHbl TUMOBbIE CXEMbl NOLKIHOYEHUA BCEX 3/IEMEHTOB K BbI3bIBHOW NaHesu:

1. Cxema nogknoveHmns 31eKTpPoMeXaHN4eckoro 3aMka ¢ UCnosib3oBaHneM 610ka 6ecnepeboiiHoro
nutanma UPS-DP/S.
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I

Bnok 6ecnepeboiHoro nutaHna UPS-DP/S
19 T I
§32:8 O W
g @ X isss | MO
:| D %3 §3 ¢35
3aMoK O w@ P38
g it 0 v & w N -3 3
' 523 : =
ti3E 2§ 880
= B 0~ * 2 w
O T 0
O —
f’ 5
&
JokanbHas 1 2 3 1 2 3 4 5
CeTb +12B |GND|Lock HO|HO|MNK MK |H3
MuTaHmne KoOHTakKTbl pene
Wiegand-26 RS485
1 2 3 4 1 2 3 4
+5B [GND| DO | D1 +12B|[GND85+H485-
- L @ ®—
KH. Bbixoga/daTuuk OB.

1 2. 3 4
Bbix.|GND|O.ex.|0.0B.

\ RERERERS ,

—® @ *—0—

] x
Z:)‘ < = 3 Mopaynb ynpasneHus
O O =
k: = 5 g [BYMS 3aMKaMu
SH-42
KHonMkKa OJaTunk (ONUMOHAaNbLHO)
BbIXOOa nsepu
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2. Cxema nogx/ioyeHns 3/1eKTPOMEXaHMYECKOro 3aMKa C UCMO/1b30BaHNEM BHELUHEro NCTOYHNKa
nnTaHnAa Onsa 3aMmka.

Bnok 6ecnepebonHoro nutaHna UPS-DP/S

T 5 E T
o SHHIS !
A EE:
@52 <
(| D il ™
e Plize : 2 2 O Bnok
i 0 0 & W N -5 3 nUTaHUs
47 D I =3 [y o8] = 49
$ 2 b X 3 ¢ P
3 T >3 GND
L s
O Foooosl O -ine
. N
. B
JlokanbHas 1 2 3 1 2 3 4 5
ceTb +12B |GND|Lock HO|HO|MNK MK |H3
MutaHne KoOHTakKTbl perne
Wiegand-26 RS485
1 2 3 4 1 2 3 4
+5B |GND| DO | D1 +12B|GND485+485-
—@ ® @ @ —
KH. Bbixoga/JaTtumk Og.
1 2 3 4
Beix.|GND\O.ex.|1.0B.
% | T T y,
—0—@ *—0—
1]
g s b § Moaynb ynpasneHus
I @) O o OBYMS 3aMKaMu
- =) == SH-42
KHoOnMkKa Hatumk (onuMoHansLHo)
BbIXOLa osepu
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3. Cxema noAknyeHns aN1eKTpoMarHMTHOro 3amMmka ¢ Mcnosnib3oBaHnem 6/10ka 6ecnepe6oﬁHoro nmnTaHna

UPS-DP/S.
19387 £ I
§iis; oo
| D|EF cof| (W 3aMok
) 23 L —)
; o Eog3p
(il l|ee
sl Plzis i = BHUMaHue:
? gé% 2 2 -; = T2 1 [ns KOPPEKTHOM PaBoTsi
o = % boox 9% g i 3M1EeKTPOMarHUTHOro
® 3 4 3aMKa, nepeknouaTens
O . Ha nnate UPS-DP/S,
@ Q} GB 65 E; EB O LOJIEH BbITb BbICTaBNEH B
nonoxexHue «H.3.»
@
7 %
JlokanbHas 1 2 3 1 2 3 i 5
CeTb +12B |GNDJ|Lock HO|HO|MK |T.K [H.3
NMuTaHne KoHTaKTbI pene
Wiegand-26 RS485
1 2 3 4 1 2 3 4
+5B |GND| DO | D1 +12B|GND485+H485-
—@ @ @ ®—
KH. Bbixoga/daTumnk aB.
1 2 3 4
Bbix.|GND|O.ex.|0.0B.
o ‘ T 3
—@ @ @ o —

g ¥
s 5| |5 ¢
O O
¢ O] |0 &
KHonka JaTtumk
BbIXOOa aBepu

Mopayib ynpaeneHus
OBYMSA 3aMKaMK

(onumoHanbHoO)

SH-42
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4. Cxema NOAK/TNYEHUA 3NNEKTPOMarHMTHOro 3amMka C NCnosib30BaHNEM BHELLHETO 6n10Ka nuTaHus.

—
R N werg] [@]ew O
adjustment N.O. @ | Contact
More - owany | Tremem 112V | (D
commckpe: 2 Ground | @
3. Lock a
Ay
O 4.COM (45 | )
o 5.N.C/N.O. @
@—9—@ 6. Unused. @
+12V Exit Output
button e?eifgnnewgtchamcal lock +
4 N
Local Area 1 2 3 1 2 3 4 5
Network +12V |GNDJ|Lock NO | NO |COMICOM|NC
Power Relay contacts
Wiegand-26 RS485
1 2 3 4 1 2 3 4
+5V |GND| DO | D1 +12V|GNDi485+485-
—@ @ @ @ —
Exit button/door sensor
1 2 3 4
Ext. (GND|GND| DS
\ ! )
—0O O @ @ —
C -
Ie) @]
B Q 2 2
g2 6| |6 3§
Exit 5 SH-42
Xi oOor sensor ;
optional
button (op )
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5.3 MexaHnyeckunin MoOHTaxX

Mepep, MOHTaXXOM BbI3bIBHOI MAHENN HY>XHO NpPeayCMOTPETL OTBEPCTME WK YINTyBNeHNE B CTEHE C
pasmepamy 190x314x51 MM (4151 BPE3HOTO MOHTaxKa) FabapuTHbIe pa3Mepbl KPOHLUTERHA (MOHTaXHOA
KOpo6ku) = 189x315x50 MM. Takke HE06X0AMMO NPeAyCMOTPETL NOABOA Kabens NuTaHus, oM. Moay/eit n
NNIOKas1bHOM CeTw.

Bbi3biBHasA naHesb

BHuMaHue:
OTBepCTNE B HUXKHEN
YaCTM KPOHLUTENHA
npegHa3HavyeHo ansg

CcNvBa nonasLuen Boabl, g

He 3akpblBanTe ero

cneumnanbHo. 0000 BUHTbI
Tak>xke HeoBXOAMMO 8888

BbIMOSIHNUTbL C/IMBHOWN 0000

eNnood BHU3Y HULLIN, g /)

KOTOPbIN BYAET CIYXKUTb L—7

0191 OTBOLA BOAbl HAPYXKY. | L —

KpoHwTenH

® CkauaTb yepTex KpoHLUTeliHa ANS BPe3HOM yCTaHOBKM'

@ PekomeHgauum no BbicoTe YCTAHOBKU:
YcTaHaB/MBaTth BbI3bIBHYIO NaHeb cneayet Ha y,qO6HOI7] Ansa Bac BbICOTE. OpI/IEHTI/IDOBOHHaH
BblCOTa YCTAHOBKWN 160-165 CM NO YPOBHIO Kamepbl.

5.4 MNopaknio4yeHne AONONHUTESbHbLIX MoAy e

Ko BceM MHOTOA60HEHTCKMM MaHEesIsIM MOXXHO MOAK/MI0UNTE C/edytoLime Moy u:

« Mogaynb ynpaBneHusi AByMs 3amkamu SH-42
« Mopaynb ynpasneHusi MM ToBbIM 060pyaoBaHuem EVRC-IP
« MynbTdyopMaTHbIA CUMTBIBATENb C NOALEPXKKON TexHoMorum UKEY BME-03

15https://wiki.bas-ip.com/download/attachments/15795939/AA-09_AA-11_AA-09B_AA-11B.pdf?
api=v2&modificationDate=1566298949652&version=1
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6 Vicnonb3oBaHue ycTpoucTea

+ Mob6unbHbIN AocTyn UKEY (see page 56)
. rlOfIyLleHVIe RTSP notoka c Kamepbl BbI3bIBHO MaHeNU(see page 63)

6.1 Mob6unbHbIN gocTyn UKEY

6.1.1 OnucaHue

Mo6unbHbIA gocTyn UKEY oT BAS-IP siBNsieTCA yHUBEPCA/IbHON TEXHOMOrMel A5 NoslydeHns goctyna B
noMeLleHne U Ha TEPPUTOPUNI0 06beKTa C BO3MOXHOCTBLIO MCNO/b30BaTh B O4HOM CUMTLIBATENE
OHOBPEMEHHO: KapTo4kn EM-Marin n MIFARE/WwundgopoBaHHble kapTbl MIFARE Plus/MIFARE Classic, MOBUbHBII
TenedoH (Bluetooth n NFC).

UKEY o6nagaeT cnegylowmumm npenmyectsamm:

« BO3MOXHOCTb MCNOMb30BaTb OAHOBPEMEHHO HECKO/ILKO CTaHAApTOB naeHTudukaunn: EM-Marin,
MIFARE, Bluetooth n NFC

« BO3MOXXHOCTb UCNOJ/Ib30BaTb MOOWU/bHbIM TEI'IE(*)OH B Ka4yecTBe I/I,D,EHTI/I(*)I/IKaTOpa

« perynvpyemasi 4asibHOCTb cpabaTtbiBaHNs MOGUNBLHOTO MAEHTMdIMKaTopa (Npy MCNosib30BaHNM
Bluetooth)

« HU3Koe 3HepronoTpebneHve

« CrneunasbHbIii a/ITopUTM WNGPOBAHUS AN MOGWU/IbHBIX MAEHTUIMKATOPOB U KapT MIFARE Plus

« BO3MOXHOCTb MPYMEHEHNS Ha M06bIX TUNax 06BLEKTOB

« BO3MOXHOCTb YCTAHOBKW MOGW/ILHOTO focTyna UKEY B paHee NpUMoGPETEHHbIE BbI3bIBHbIE MAHENMN

« yAo6CcTBO ANA No/b30BaTeNSs

6.1.2 MNpuHUMN paboTbl

NpeHTudmnkaums n oTKpbITUE 3aMKa BO3MOXHbI G1arogaps Hamumio B NaHe X BCTPOEHHOTo Moayns BME-03
C NoAAepXKoin Mo6ubHOro goctyna UKEY.

MynbTndopMaTHbIi Moaynb BME-03, KOTOPbIM MOTYT ObITb OCHALLIEHbI BCE BbI3bIBHbIE MaHeNn BAS-IP,y
KOTOPbIX €CTb BCTPOEHHbIN CHUTLIBATE b, MO3BOMSET NPOU3BOANTL UAEHTMMKALMIO NONb30BaTeNs no
TexHonorun UKEY ¢ ncnonb3oBaHWEM Pa3/iMuHbIX MAEHTUAINKATOPOB (KapTbl, Openoku, TenedioH) u
BbIMO/IHAET POJib YHUBEPCA/ILHOIO CYUThIBATENA A/19 CUCTEMbI KOHTPO/IA AOCTyna.

6.1.3 MoGWU/IbHbIN JOCTYN C NpunoxeHnem UKEY*

16 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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[nsa komdpopTHOIT paboTbl Nosib30BaTeneli ¢ Bbi3bIBHbIMK NaHensiMm BAS-IP, ocHaLLlEeHHbIMM
MY/IbTUGOPMATHBIMU CYUTbIBATENSAMMW, KOMNAHUS BAS-IP BbiNyCcT/1a HOBOE MOGW/IbHOE NpuioxeHne UKEY,
KOTopoe nocsie nosly4yeHnss MOGUNLHOTO NAeHTUdIMKaTopa NCNONb3yeTcs A8 OTKPbITUS ABEPE/BOPOT/
wnar6aymos.

[ns kaxaoii BbI3bIBHOV NaHesn, OCHaLLeHHOM MOAY/1eM CUUTbIBATENSA C NOAAEPXKKON MOBUIBHOTO AoCcTyna
UKEY, MOXeET 6bITb HACTpOEHa pasHas AasibHOCTb cpabaTtbiBaHUs MOOGWUILHOTO naeHTudmKaTopa, B
AnanasoHe OT 2 CaHTUMETPOB A0 10 MeTpoB. PaccTosiHne cpabaTtbiBaHUS 3aBUCUT HE TONbKO OT BbIGPaHHOro
pexuma, HO 1 OT TO/LWMHbI CTEH B NOMELLLEHNM, MOTOAHBIX YCNOBUIA (MPY pasMeLLeHUN NaHenn Ha yuue) u

Apyrux dhakTopos.
PeXxumbl pa6oThl (fasibHOCTbL) cpabaTbiBaHUA MOGU/ILHOIO uaeHTUUKaTopa:

« KacaHue (pacctosiHme cpabaTbiBaHuA [0 2 CM)
« [1Bepb (paccTosiHue cpabaTtbiBaHus 40 1 M)

« BopoTa/wnar6aym (perynmpyemoe pacctosiHie ot 0,5 M 0 10 M)

6.1.4 HacTpoiika B Tpy Kmka ¢ npunoxeHmem UKEY Cfg"

BO3MOXXHOCTU NPUSIOXKEHUA:

« HacTpoiika pexvmMa paboTbl kapT EM-Marin, MIFARE v BLE (Bluetooth Low energy) - BK/IO4EHNE 1
OTK/ItOUEHNE CTaHAAPTOB CUUTbIBAHMS

« YCTaHoBKa WnhpoBaHms ana ngeHtudomkaropa UKEY. 3To gacT BO3MOXHOCTb NpUBA3aTh
LWMdPOBaHHbIV KN4 naeHTudrkaropa K BblopaHHOMY CUATLIBATENIO

« BkntoveHve n OTK/I0YEHVE PeXNMOB WngpoBaHns s kapT MIFARE Classic n MIFARE Plus
« BkntoveHne gusepcudomkaumm anis kapT MIFARE Classic n MIFARE Plus

« HacTpoiika 3ByKOBOro NoATBEPXAEHNS NPY NOAHECEHUN MOBW/bHBIX UAEHTUMKATOPOB K
CUMTbIBATENIO B PEXMMAaX OXMUAAHUS U CUNTbIBAHUS

« YcTaHOBKa pexuma paboTbl: [1Bepb, KacaHne, BopoTta/LUnarbaym
« HacTpoiika ganbHOCTM pexuma paboTbl Npu Bbibope pexnma "BopoTa/llnarbaym"

« B cBA3Ke co cumTbiBaTesieMm TR-03, KOHJpUrypaTop No3Bo/IAET 3anmcbiBaTb KapTbl WndyposaHnsa MIFARE
Classic n MIFARE Plus

« BO3MOXHOCTb COXpaHeHusi chaiinia ¢ HacTporkamu A5 yKasaHHOro CUMTbiBaTesNs

+ BO3MOXHOCTb 3arpy3ku KOHpUrypaLMoHHoro gpaiina ¢ HacTpolikaMm 7151 BOCCTaHOB/IEHMSI
napameTpOB CUMTLIBATENA U AJ1s1 KONMMPOBAHUSI HACTPOEK B ApYrie CunTbiBaTeNu

17 https://wiki.bas-ip.com/display/BASIPCONFIGID/UKEY+Cfg

Vicnonb3oBaHue ycTpoictea - 57


https://wiki.bas-ip.com/display/BASIPCONFIGID/UKEY+Cfg
https://wiki.bas-ip.com/display/BASIPCONFIGID/UKEY+Cfg

AA-11 - AA-11

6.1.5 Cnoco6bl nosty4eHnss MOBUNBHOIo naeHTUdMKaTopa 1 KapT goctyna

OTckaHupoBaTb QR-KOA ¢ NoMoLbio NpunoxxeHus UKEY

Monb3oBaTtesib NOAAET 3asBKy Ha NprMobpeTeHne HeobXxoaAMMOro konnyectTsa QR-KOA0B aAMUHUCTPATOPY
CBOE 06CNyXMNBaOLLEN KOMMaHUK, N3 pacyeta oaMH QR-KoA = 0AHO MObGUIbLHOE YCTPOICTBO. Mocne

OH nony4vaet QR-KoA, B pacneyataHHOM BUAE UK B 3NIEKTPOHHOI dhopMme (no e-mail, Viber, Telegram v T.1.).
[anee ckaHUPYET NOYYEHHbIA KOA AU UMNOPTUPYET ero 13 ¢oainsioBol CUCTEMbI 1 TEM CaMbIM NosyvyaeT
MOOW/bHbIN MAEHTUdMKaTop.

[o Toro kak naeHTudgmkaTop, B Buge QR-koaa, BblAaH Nob30BaTesnto, OH 3an1cbiBaeTcs agMUHUCTPATOPOM
ynpas/soLLein komnaHum B nporpammMHoe ob6ecnedeHne Management Software. QR-Kof Hefb3s NOBTOPHO
NCMOosIb30BaTh Ha HECKO/IbKMX MOBUBbHLIX TenedoHax, OH NPUBSA3bLIBAETCS TOMLKO K OAHOMY MOBWU/IbHOMY
YCTPOWCTBY, UTO 06ecneymBaeT BbICOKUI YPOBEHb HAAEXHOCTU 1N 6E30MACHOCTU MOGU/IbHBIX
naeHTndrkaTopos. KonnposaHue n ayonupoBaHue naeHTndmkaTtopa HeBO3MOXHO.

C nomoubio cuutbiBartensi BAS-IP TR-03B

[ns Toro 4tTo6bl AAMUHUCTPATOP YNPAB/SIOLLEA KOMMNaHUM MOr € NomoLLbio TR-03B BblgaBaTb MOGW/bHbIE
NAEeHTUUKATOPbI UM 3anUCbIBaTb KapTbl AOCTYNa, NEPBOHAYa/IbHO HEOGX0AMMO YKa3aTb MacTep-KapTy,
KoTopasi B AasibHeliluem 6yaeT HyXHa Anst paboTbl cunTbiBaTe s, MacTep-kapTa ykasblBaeTcs npv nepBom
3anycke cunTbIBaTeNs.

CospgaHue MacTep-KapTbl:

CkayaTb 1 ycTaHOBUTb MOBU/IbHOE nNpunoxeHne UKEY Cfg;

MoaknunTb cunTbiBaTeslb TR-03B K UCTOYHUKY NTaHus +5B (USB);

3anyctutb npunoxexnue UKEY Cfgn HaxaTb Ha KHOMKY MOUcKa;

MpunoxXeHne HaNnQeT cunTbIBaTE b, HEOOXOAMMO 3aiTN B HACTPOIKN, MeHIO "ELle", Bknagka "CmeHa

MacTep-KapToukn";

MopgHecTun kapTy EM-Marin nnv MIFARE K cunTbiBaTenio;

6. CumTbiBaTe/lb MPOU3BELET 3aNMChb B KapTy C LUMPOBAHNEM, NOC/IE YEro OHa CTaHeT MacTep-KapToi
ONA AaHHOro cunThiBaTens;

7. Ons npogomkeHus paboTbl CO cUMTbIBaATENIEM HEOOXOAMMO NEPENOAKMOUNTLCSA K HEMY B NPUIOXKEHUN

UKEY Cfg.

PN

o

Bonee noapo6HO 03HAKOMUTLCS € PYHKLMSMM HACTOSIbHOTO CYUTLIBATE/ISI MOXHO M0 CChIJIKE.

Mocne Toro kak co3jaHa Mmactep-kapTa, aMUHUCTPATOP MOXET BblAaBaTb MOOUNbHbIE MAEHTUINKATOPDI, &
TakKke 3an1cbiBaTb LMGPOBaHHbIE KAUN B KapTbl MIFARE Plus.

MonyuyeHne MOOUbHBLIX NAEHTU(UKATOPOB C NOMOLbIO TR-03B:

1. CkauaTb W YCTaHOBUTL MOBU/ILHOE NpuioxeHne UKEY!E,
2. YcTtaHoBMTb 1 3anycTuTb Ha MK ¢ OC cemeitictBa Windows nporpammy Ans 3anmcu
naeHTndrkaTopos "BAS-IP USB Reader Server";

18 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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ﬁ Mactep ycranoskn Cepeep USB cunteisatens BAS-|P — >

Ycranoska npunoxiennna Cepeep USB cynTmieatenna BAS-TIP

MacTep YCTaHOEKH BEINONHAST YCTAHOBKY NpHnoseHna Cepsep LISE
CHMTEIEaTENA BAS-IP. 3TO MOMET Z8HATE HECKOMBKD MHHYT,

XoO YCTaHOBKM:

R,
Janyck cnysh

< Hazan Hdanee = OTHeHa

w

[MoAKNouNTbL CUNTLIBATENb K KOMMbIOTEPY;

MprNoXnTb MacTep KapTy K CYUTLIBATESIO;

5. MopgHecTn TenedoH K cunTbiBaTesto (NPOBEPLTE, UTOOLI ObIN BK/HOYEH Bluetooth) 1 BoliTu B
npunoxenue UKEY'®, nanee Haxatb KHOMKy "MonyunTs" v BbI6paTh "MonyunTh K4 oT BAS-IP TR-03";

6. CunTbiBaTENb NEpefacT MOGUbHLIN naeHTMdMKaTop B Bal TenedoH 1 B NPUIOXKEHNN NOSBUTCSA

Haanuce "Ball Koy rotos";

>

3anucb Mo6unbHbIX ngeHTunkatopos B NO Management Software:
1. C nomouwsto MO "BAS-IP USB Reader Server"

a. CkonupoBaTb MaeHTUMKaTop 13 nporpammbl "BAS-IP USB Reader Server";

19 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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P
/@ bas YTeHre 1 NoKanbHas Bbigada MOBMILHBIX NOEHTUNKATOPOR

A OCuncrvms 7965432, 798AFS, INERTN:
| Konnposate

© CoxpaHnTe

b. BHectu B 10 "Management Software", Ha BKnaaky "3anunce kapT B 6a3y", B CTPOKY BHU3Y
CTpPaHuULbl 1 HaXXaTb KHOMKY "[06aBnTb BPYUHYH";

Rerecss aupee (20070707070 <1 oo L ]

VraeTibykatap kapTel aocTyna MpueAzKa KapPT K 000PYACEAHHIC
00-73-8A-F8 0007-07-0 MHoroke. nanens

& Hacrpoiku
£ COM-nopr
B Cucrertioe

5 Tpesoshbie 3rbl
& Nonssosaren
o4 Déopuaceanve

D BHTPEHHUE MOHMTOpBI<<
B Briskierois naHem
il Kopamkue cosswena
3¢ Zanucs kapT & Gasy
K, Axrveaua kapr

B =] 3anucu codemui

W Coofiwenn Tpesor
5 Crcok. cootueni
74 Mpoxon 1o KapTar

B0 Kypran cretems

[]Britpars
[ Beispare.
e [ [o795As
Coxparure 3akpers
& > Mposepare. Npoeepims

c. BbibpaTtb 13 cnucka cnpaBa HeO6X04MMYO NaHesb;
d. HaxaTtb KHOMKY "CoxpaHuTb";
e. lMepeliTn B BKNaaky "AktmBauus kapt";

Vicnonb3oBaHue ycTpoictea - 60



AA-11 - AA-11

He NpouSBaAITE FuMkakst: NEpauM & MaMeHT paboTer obopyaomarusl

Crucor npuEAsaHHs KapT: 1 Crucok akTvBUpOBaHSN Kapr: 1
Cruicox ofopunosahss

1) 0005-01-0 Mroroke, nanens 1) 00-73 7-07-0 1)00-7984-F8  0007-07-07-07-0

2 0007-07-0 MHoroxe. narens

M, HacTporku
£ COM-nopr
B Cucrerioe

5 TpesosHble 30Hb!

&, Nonssoparen
% OSopuacearive
v £ BTDEHME MORHTODE <<
v Jl BerseisHele nanen
il KopoTkue coofueris
T8¢ 3anucs Kapr B fasy
&, Axrvsows kapr
B2 Janmem cofiemin
W Cootwenvs Tpesoru
5 Crvcok cootuenii

224 Mpawon no kagram
B0 Kypran cretems

AkTUBHPOBATE
o I

f. BblbpaTb HYXXHYI0 NaHesb;

g. Haxarb KHOMKy nepeHoca faHHbIX B NaMATb NaHenu;

h. Haxarb KHOMKy "AKTMBMpOBaThL";

i. lgeHTndmkaTop BHECEH B 6a3y U Tenepb Bbl MOXETE NO/Ib30BATbLCA MOOU/TbHLIM TENEOHOM
ANs1 OTKPLITUSA ABEPU, BOPOT, Wiarbayma.

2. Nwmes Ha pykax QR-kop,

a. OTKpbITb QR-KOA B N06OI Nporpamme Anasi NPOCMOTPa N306paXeHNA;

b. ckonupoBatb Wau nepenuncartb NocsegHne 6 3Ha4YeHul Koaa,;

c. [lo6aButb "00" nepen aTMM 3HAYEHNEM, YTO Obl NONYUNTb NOSHBIM KOA, KapTbl;

d. BHecTu nonyyeHHblin kog B MO "Management Software", Ha Bknaaky "3anvck kapT B 6a3y", B
CTPOKY BHU3Y CTPaHWLbl M HaXaTb KHOMKY "[,06aBUTb BPY4HYO";

Rorecsos aspec (20070707070 <1 oo L ]

VraeTiukatap kapTel aocTyna MpueAzKa KapPT K 060PYACEaHHIC
00-7380,F3 0007070 Mrorake. nawens

S Hactposiu
£# COM-nopr
B Cucremboe

5 TpesowHbie soHe!

&, Nonbsoparend

% Dfopuiopae

Dy BryTpErHIE MOHITOPLCC
Bl Buiskieroie naHem

il Kopameue coswera
¢ 3anvice kapt & Gasy

K, Axrisauna kapt

B 2| 3anuen codomui

W Coofuwenia Tpesoru

4 Crvcok cootuenii

224 Mpason no kapram
B0 Xupran cuerems!

[ Buitpars

[ Brtpare
e
CoxpanuTe 3akpere.
Q o Mposepare: MpaBepims

e. BbibpaTb 13 cnvcka cnpasa He06X04MMYIO NaHesb;
f. Haxarb kHonky "CoxpaHuTb";
g. MepeliTn B BKIagky "AkTuBauus kapt";
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He NpouSBaAITE FuMkakst: NEpauM & MaMeHT paboTer obopyaomarusl
Crucor npuEAsaHHs KapT: 1 Crucok akTvBUpOBaHSN Kapr: 1

Crucok 060punoBaHUs

1) 0005-01-0 Mroroke, nanens 1)00-73-84-F8  0007-07-07-07-0
2 0007-07-0 MHoroxe. narens

- e, HacTporka

4 COMnapr

B Cucrermoe

5 TpesosHble 30Hb!

&, Nonssoparen

S Déopuaceanie

v £ BTDEHME MORHTODE <<

v Jl BerseisHele nanen
il KopoTkue coofueris
T8¢ 3anucs Kapr B fasy
K, Axmsaua kapr

=] 3anuem cofbmui

W Cootwenvs Tpesoru

5 Crvcok cootuenii

224 Mpawon no kagram
B0 Kypran cretems

AkTUBHPOBATE
o I

Bbi6patb Hy)XXHyIO naHensb;

HaxaTtb KHOMKY nepeHoca AaHHbIX B NaMaTb NaHenu;

HaxaTtb kHomnky "AKTBMpoBaTh";

ViaeHTudmkaTop BHECEH B 6a3y 1 Tenepb Bbl MOXETE M0/1b30BaTbCA MOOUIbHLIM TeNletPOHOM
ANs1 OTKPLITUSA ABEPU, BOPOT, Wiarbayma.

N -7

MonyuyeHue wudpoBaHHbIX KapT MIFARE Plus ¢ nomouybio TR-03B n 3aHeceHue ux B MO "Management
Software":

1.

N~ WD

10.

11.

YCTaHOBUTb U 3aMyCTUTb HA KOMMNbIOTEPE NPOorpaMmmy Aas sanucu naeHtudmkaropos "BAS-IP USB
Reader Server";

MogknounTb cunTbiBaTeNb TR-03B K KOMMbIOTEPY;

CkauaTb 1 ycTaHOBUTb MOBUIbHOE npunoxeHne UKEY Cfg;

MpMNoXnTb MacTep KapTy K CUNTLIBATEN!O;

3anyctntb npunoxexHve UKEY Cfg n HaxkaTb Ha MOWCK;

MpunoxeHne NoaKMUNTCA K TR-03B 11 CUMTAET €ro HaCTpPOIiKu;

B HacTpolikax NpuioxeHus BolopaTb onuuio "Bbigava WndpoBaHHbIX KapT";

MogHeCcTV HOBYHO KapTy K CUMTbIBATESNHO, MPON3BEAETCH 3anvCh LLUMGIPOBAHHOIO K/lova B KapTy, nocsie
yero cunTbiBaTe b U3LACT 3BYKOBOW CUTHAT;

Takxke Baw naeHTndrkaTop KapTbl 0TO6pasnTCs B nporpamme "BAS-IP USB Reader Server", ero
HeobxoAMMo ckonupoBaTb U BHecTH B MO "Management Software" gna Tpebyemoli Bbi3bIBHOW NaHenu;
NaoeHTndomkaTop BHeceH B 6a3y 1 Tenepb Bbl MOXETE MONb30BATLCA KapTOi /18 OTKPbITUS 4BEPU,
BOpOT, Wiarbayma;

Mony4yeHHble Taknm 06pa3omM kapTbl MIFARE Plus, Takke Kak 1 naeHtudumkaropsl B UKEY, HEBO3MOXHO
B3/10MaTb WU/I1 CKOMNPOBATb.

Mony4yeHne 0OGbIYHBLIX KApT gOCcTyna ¢ nomowbio TR-03B 1 3aHeceHue ux B MO "Management
Software":
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1. YcTaHOBWUTb M 3amnyCTUTb Ha KOMMbIOTEPE Nporpammy A5 3anucu naeHtudgurkaropos "BAS-IP USB
Reader Server";

2. MMoaknounTb cYNTLIBATENb K KOMMbIOTEPY;

3. MopgHecTn No ovepean HeobxooUMOE KOMMYECTBO KapT K CUUTLIBATENIO (KOSIMYECTBO NOAHOCUMbIX
KapT He orpaHn4yeHo);

4, Bce ngeHTuUdmkaTopbl kapT oTobpassaTcs B nporpamme "BAS-IP USB Reader Server", nx Heo6xoanmo
ckonupoBaTtb 1 BHecTn B O "Management Software" gnsa TpeGyeMoii BbI3bIBHON NaHenu;

5. NaeHTudmkaTopbl BHeCeHbI B 6a3y 1 Tenepb Bbl MOXETE N0b30BaTLCA KapTaMu /19 OTKPbITUA
ABepu, BOPOT, Wiaréayma.

6.2 onydyeHune RTSP noToka ¢ Kamepbl BbI3bIBHOWN NaHen

[nsa nonyyeHns RTSP noToka ¢ kaMepbl BbI3bIBHOW NaHeNN B CUCTEMY BUAEOHAOMIOAEHNA HEOOX0AMMO B
CTpOKe fob6aBneHns kamepbl nponucarh rtsp://user:1234abcd@192.168.1.16:8554/ch01, rge user- 3TO J10TWH,
1234abcd - naponb gnsa goctyna Ha WEB-nHTepgoeiic, 192.168.1.16 - IP agpec naHesnu, 8554 - NOpT AocTyna K
kamepe, ch01 - HoMep KaHana.
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