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OcHoBbI ynpassieHnAa ceTbio

1.1 KaKk uameHuTtb ucnonb3yembiii ana ynpasneHus IP-agpec
KOMMYyTaTopa 4YT06bl NONYYUTb J0CTYN UMEHHO K HEMY, a He K gpyromy
KommyTaTopy

Ha cneaytowem npumepe NoKasaHo, Kak aAMUHUCTPATOP MOXKeT ¢ nomolubto Web-
nHTepdeinca meHAaTb IP-agpeca KOMMYTaTOPOB A1 TOro, YTO6bl NOAYYUTb AOCTYN K
KOHKPETHOMY YCTPOMCTBY €CM B CeTUM eCTb ABa KOMMYTaTopa C OAWHAKOBbIM IP-
agpecom 192.168.1.1.

PC Switch-2 Switch-1
IP:192.168.1.100 Default IP: 192.168.1.1 Default IP: 192.168.1.1

P

Unntoctpauma 1 Y AByX KOMMYTAaTOPOB OA4UH U TOT }Ke IP-agpec no ymonyaHuio

s

‘QJ MpumeyaHue:

Bce ceTeBble IP-agpeca 1 macku NoAceTU OTHOCATCA TO/IbKO K 3TOMY MPMMepY, NO3TOMY A/14 BaLlel
CeTM UX HY>KHO 3aMeHUTb Ha COOTBETCTBYIOWME peanbHble IP-agpeca n macku noacetn. B stom
npumepe Ucnoab3yeTtcs KommyTaTop XGS4600-32 (Bepcua mukponporpammbl: V4.50).

1.1.1 Hactpoiika KoH$purypauum kKommyraTtopa 2 (Switch-2)

1 Pa3opBuTe coegmnHeHne mexay KommyTtatopamum Switch-1 un Switch-2.
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2 3apaiite y MK IP-agpec B TOM noAcCeTH, K KOTOPOM OTHOCATCA
KOMMYTaTOpbl.

Hanpumep, Tak MK Ha3HavaeTca IP-agpec 192.168.1.100.
Internet Protocol Version 4 (Tt CP/'IPV4) Properties M

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192 .168 . 1 . 100
Subnet mask: 255 ,255.255. 0
Default gateway:

Obtain DNS server address automatically
@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[T validate settings upon exit

[ OK ][ Cancel ]

3 3anyctute 6paysep (IE, Chrome, Safari, Firefox n 1.n.). BeeguTte B ero

agpecHoi cTpoke http://192.168.1.1 (IP-agpec ynpasneHua Mo

YMOJIYaHWUIO).

BeeguTe “username: admin; password: 1234” n wenkHute Log In.
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Authentication Required

http://192.168.1.1 requires a username and password.

Your connection to this site is not private.

User Name:

Password:

Log In Cancel

m

4 Ha oTkpbiBliencs web-cTpanuue nepenante Menu > Basic Setting > IP

Setup > IP Configuration. Bseaute npegnoututenbHblt |IP-agpec,

Hanpumep, 192.168.1.2, 1 3atem wenkHMTe Add.

IP Interface

IP Address

DHCP Client
® Stotic IP Address
IP Address
IP SubnetMask  [255.25

VvID [1

[ca | Concel

5 3aHoBO 3aMpguTe B cuctemy no Hosomy IP-agpecy 192.168.1.2. Mocne

BXOZa B CUCTEMY LLENKHUTE NMUKTOrpammy Save ANA COXpaHeHUs HOBOM

KOHbMIrypaymm.

@ Save @ Status @ Logout Help
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1.1.2 NpoBepbTe HOBYIO KOHPUrypauuio

www.zyxel.com

1 3anagute c nomoulbo web-uHtepdeiica n nepenante Menu > Basic

Setting > IP Setup > IP Configuration. Y6eguteco, uyto B none IP-

agpeca ctomt 192.168.1.2.

I

Static

IP Confiquration
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1.2 Kak HacTpouTb UMA YCTPOMCTBA A4/1I9 KOMMYTaTOPa YTO6bl NONYYUTD
AOCTYN K HEMY, a He K ApYyroMmy KOMMyTaTopy

Ha cneaytowem npumepe NokasaHo, Kak aAMUHUCTPATOP MOXKeT ¢ nomoubto Web-
nHTepdenca N3SMEHUTb MMA YCTPOMCTBA Y KOMMYTATOpa A/1A TOro, YTobbl NOJYyYUTb
AOCTYyN K KOHKPEeTHOMY yCcTpoicTBy. B aTom npumepe MK yepes ceTb NOAKAOYEH K
KommyTaTopy Switch-1. Mo ymonyaHuio mmsa yctpoiictea (System Name) — 310
Ha3BaHWem mogenu (B saHHoOM npumepe XGS4600).

PC Switch-1
IP:192.168.1.100 Default IP: 192.168.1.1
Hostname: XGS44600

[ = EEEH R

Unnoctpauma 2 MameHeHUe MMEHM YCTPOICTBA Y KOMMYyTaTopa

v

¥ [pumevaHue:

Ls

Bce ceTeBble IP-agpeca v Macku NoACETU OTHOCATCA TO/IbKO K 3STOMY NpUMepy, NOSTOMY A/1A Ballei
CeTU UX HY)KHO 3aMeHUTb Ha COOTBETCTBYIOLWME peanbHble IP-aapeca n macku noacetu. B atom
npumepe ncnonbayetcs Kommytatop XGS4600-32 (Bepcusa mukponporpammsi: V4.50).
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1.2.1 Hactpoitka KoHdurypaumum Kommytaropa Switch-1
1 Ortkpoitte web-nntepdeic n nepenante 8 Menu > Basic Setting >
General Setup. M3meHuTe System Name (Switch-1 B gaHHOM npumepe) u

wenkHute Apply.

System Name Switch-1

Location

Contoct Person’s Nome

2 LUWenkHuTe “Save” 4tTobbl COXPAHUTL KOHOUTYpPaLMIO.

@ Refresh @ Save @ Status @ Logout @ Help

It
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1.2.2 MpoBepbTe HOBYIO KOHPUrypauuio
OTkpolite web-nHTepdenc n nepengnte Ha CTpaHULY C MHPOpmMmaLmen
0 KommyTatope. B none System Name [0/KHO CTOATb HOBOE MMA

KoMmyTaTopa (B AaHHOM cnyyae Switch-1).

System Name

Product Model

10/218



ZYXEL

1.3 KaK HacTpouTb CMHXPOHMU3ALUIO YAaCOB KOMMYTATOpa C cepBepom
NTP

B cnepgyowem npumepe MOKa3aHO, KaK agMUHUCTPATOP MOMKET HaCcTpPouUTb
CUHXPOHM3AUMIO BHYTPEHHUX YHAaCOB KOMMYTATOpa C CEpBEPOM TOYHOro BpemeHn NTP.
B satom npumepe [K 4yepe3 ceTb nogkntoveH K Kommytatopy, a KommyTtaTtop
NoOAKNOYEH K MmexceTeBomy w3y USG.

NTP Server
IP:216.239.35.12

N
Internet

= R

PC Switch UsG
IP:192.168.1.100 VLANT, IP:192.168.1.2 LAN IP:192.168.1.1

Unnoctpauma 3 HacTpoiika cMHXpoHM3aL MM YacoB KOMMyTaTopa ¢ cepsepom NTP

Y]

\Q‘ MpumeyaHme:

Bce ceTeBble IP-aapeca n macku noaceTy OTHOCATCA TO/IbKO K 3TOMY Npumepy, No3Tomy ANnA
BaLLel CeTU UX HYKHO 3aMEeHUTb Ha COOTBETCTBYIOLLME peasibHble IP-aapeca n macku noacetu. B
3TOM NpuMepe Ucnonb3yeTca KommyTaTop XGS4600-32 (Bepcusa mukponporpammsl: V4.50). B
KayecTtBe cepBepa NTP ncnonbsyeT 6ecnnaTHbIi OTKPbITbIN cepBep google NTP (216.239.35.12).
BMECTO HEro Bbl MOXKET MCNO0/1b30BaTb APYron A0CTynHbIM Anda Bac cepsep NTP. [Jna HeEKOToOpbIX
Mmoaeneit KOMMYTaTOpPoB UHTEPdENC HACTPOMKM MapLLIPYTM3aLLUN MOXKET HEMHOIO OT/INYATLCA OT
NMOKa3aHHOro B 3TOM Npumepe.
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1.3.1 Hactpoitka KoHdUrypaumMm KommyTtaTopa

www.zyxel.com

1 OrtKkponte web-nHtepdeiic u nepengmute 8 Menu > Basic Setting > IP

Setup > IP Configuration. Beegute B none default Gateway IP-agpec USG:

192.168.1.1. 3atem wenkHute “Apply”.

Default Gateway

Default Management

192.168.1.1

® In-band & Out-of-band

IP Status

2 Neperiante B Menu > Basic Setting > General Setup. B “Use Time

Server when Bootup” noctasbTe NTP(RFC-1305) 1 3agante “Time Server

IP Address”. B aTom npumepe ucnonb3yeTca HecnnaTHbIM OTKPbITbIN

cepsep google NTP (216.239.35.12). YKaxu1Te Ball 4acoOBOW NOSAC B none

“Time Zone” v 3atem wenkHute “Apply”.

Use Time Server when Bootup
Time Server IP Address
Current Time

New Time [hh:mm:ss}

Current Date

New Date (yyyy-mm-dd)
Time Zone

Dayilight Saving Time

Start Date

End Date

NTP(RFC-1305) v |
1216.239.35.12 |
00 |:[34 |:[29 |uTC

oo |:[a4 |:[29 |

2016 |-o1_|-Jo1 |
2016 |-{o1 |-|o1

| UTC+03800 ¥

[ Sunday v | of

It will take 60 seconds if fime server is unreachable.

v | of | January

[January v

ot | 0:00

v| ot [0:00

v

v

3 LUlenkHuTte Save ansa coxpaHeHUs KOHUrypauum.

It

@~

©:

@

®- O

Help
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1.3.2 NMpoBepKa NPaBU/IbHOCTU HACTPOIMKMN HaCOB KOMMYTaTOpa
1 Nepenante B Menu > Basic Setting > General Setup. 3HauyeHus Current
Time u Current Date [OMKHbI COOTBETCTBOBATb BalleMy MECTHOMY
BpemeHu. Ecam Current Time He cOOTBETCTBYET MECTHOMY BPEMEHM, TO

wenkHute “Refresh”.

Use Time Server when Bootup NTP (RFC-1305) v
Time Server IP Address 216.2239.35.12
[ current Time 14 |:[18 |:[a4 |utc+os:00 |
New Time [hh:mm:ss) 14 |:|18 |:|44
[ Current Date 12017 |-log |-|20 | |
New Date (yyyy-mm-dd) 2017 |-[06 |-|20
Time Zone UTC+0800 v|
Daylight Saving Time
Start Date First v Sunday v | of VJcmucry v|at[0:00 v
End Date First v | |sunday v | of [January | ot [0:00 |

It will take 60 seconds if ime server is unreachable.

@-~fr~ @c— @~ @1 @—'e;z

2 Monpobyite noctaButb None B “User Time Server when Bootup” 1 uepes
HECKONbKO CeKyHA, obpaTHO nomeHsiTe 310 none Ha NTP(RFC-1305).

Bpems Ha yacax byaeT CMHXPOHM3MPOBAHO C TEKYLLMM BPEMEHEM.
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Use Time Server when Bootup None v

Time Server IP Address 216.239.35.12 |
Current Time 14 |18 |:]4s |urceos:00 |

New Time (hh:mm:ss) 14 |:]18 |:|45 |

Current Date 2017 |-[os |-[20
New Date [yyyy-mm-dd] 2017 |-|os |-
Time Zone UTC+0800 ¥

It will take 60 seconds if ime server is unreachable.

Apply | Cancel

Daylight Saving Time (]
Stort Date lFirst v |Sundc:y v I of |January ¥ | ot |0:OO v
End Dote First v || sunday v | of [January  v|at (000 ¥

It will take 60 seconds if ime server is unreachable.

Use Time Server when Bootup NTP{RFC-1305)

Time Server P Address .12
|Cunenf Time 14 |:[15 |:[18 [urcros:00 I

New Time {hh:mm:ss) 14 |:[19 |:[18

Current Date 2017 |-l06 |-|20

New Daote fyyyy-mm-dd) 2017 |-j06 |-

Time Zone UTC+0800 v

Daylight Saving Time (]

Start Date First v | |Sundoy v | of |Jcnuory v|at|0:00 ¥
End Date First v | [Sunday Y |of [January Y| ot [0:00 ¥
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1.3.3 Nouemy He paboTaeT CUHXPOHM3ALMA YAacOB KOMMYyTaTopa?

1 Bo3MOKHO, Y KOMMyTaTOpa HeT aoctyna K cepsepy NTP. BbinonHute
cnegylolyo npoueaypy ANA NPOBEpPKM AocTynHocTu cepBepa NTP.
MNepergnTte 8 Menu > Management > Diagnostic. Bbibepute IPv4 B none
in-band n Beeaute IP-agpec cepsepa NTP (216.239.35.12) B8 none IP

Address. WLenkHute “Ping”.

Resolving 216.239.35.12.., 216.239.35.12
sent rcvdrafe rit avg mdev mox min reply from
1 1 100 10 0] 0 10 10 216.23%9.35.12
2 2100 10 10 0 10 10 216.239.35.12
3 3100 10 10 0 10 10 216.239.35.12
4
® Pv4 in-band v
IPvé |- b
Ping Test l IP Address/Host Name 216.239.35.12 l m
Source IP Address
Count 3
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1.4 KaK HacTpouTb cepBep Ha COXpaHeHUe pe3epBHO KONUM XKypHana

cobbiTU Ha cepBepe SYSLOG
B satom npunmepe 06'bﬂCHF|€TCH, KaK MOXHO HAaCTPOUTb KOMMYTATOP Ha NepecbiNky

Syslog Server

KOMWU XKypHana cobbiTuit cucTembl Ha yaasieHHbIN cepBep syslog.
IP:192.168.1.200

Switch-1
IP:192.168.1.1

PC-1
IP:192.168.1.100

=

Mnnoctpauma 4 ABTOMaTMUECKan 3arpysKa XKypHasa cobbiTuii Ha

cepeep

’

‘I
Q MpumeyaHue:
CeTU UX HYXHO 3aMeHUTb Ha COOTBETCTBYIOLWMe peanbHble IP-agpeca n macku nogcetn. B atom

Bce ceTeBble IP-agpeca M mackM NoACETU OTHOCATCA TO/IbKO K 3TOMY MPMMepY, NO3TOMY A1 Ballein
npumepe Ucnoab3yetcs KommyTaTop XGS4600-32 (Bepcua muKkponporpammel: V4.50).

1.4.1 HacTtpoiika KoHpurypauum kommyTtatopa Switch-1
1 Ortkponte web-uHTtepderic n neperigute 8 Menu > Management > Syslog

Setup > Syslog Server Setup. lNocTtaBbTe rasoyky B Activate 4yTOObI
BKNOUMTL cepBep syslog server u Beeaute IP-agpec sToro cepsepa (B
AaHHOM npumepe 192.168.1.200). Bbibepute npeanovymTaemMblii ypoBEHb
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Log Level (B saHHOM npumepe Level 0-7). Yem wupe ananasoH, To 6onblie

nHbopmaumm byaeT 3anmcbiBaTbCs B XKypHan. LenkHute “Add”.

Syslog Server Setup

Active )
Server Address 192.168.1.200
UDP Port

Log Leve!

s

]
Q MpumevaHune:
Log Level onpenensaeT, KaKkoro ypoBHA Ba*KHOCTM cobbITUA ByayT duKcnposaTbea Ha

cepBepe Syslog. BaxKHOCTb cobbITMIA MOKeT 6bITb: Emergency (0), Alert (1), Critical (2),

Error (3), Warning (4), Notice (5), Informational (6), and Debug (7).

2 Ha 370l XKe cTpaHMLE HYKHO NOCTaBUTb rasIodKy B nose activate HanpoTus
Syslog 1 HanpoTnB NpeanoYMTaEMbIX TUMOB pPerncTpaunm cobbitnii logging

n 3aTeM WenkHyTb “Apply”.

Syslog

System v local use O ¥ |
Interface L4 local use 0 ¥
Switch 4 localuse 0 ¥
AAA L4 Iocéi useO v |
¥ | localuse 0 ¥
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3 LUlenkHuTe Save AnA COXpaHEHUsA KOHPUrypauuu.

0 Refresh @ Save @ Status @ Logout Help

1.4.2 NpoBepKa NPaBUIbHOCTU HAaCTPOMUKKU

1 Ortkntounte n cHoBa noakntounte MK PC-1 K KOMMmyTaTOpY.

2 Cepsep Syslog AomkeH Nony4yntb OT KOMMYTaTOpa *KYpPHan cobbiTuii ¢
TaKUMU 3aNnUCAMMWN.
R Thpdsd by Ph.Jounin S e P YR

Current Directory IC:\app\T ftpdE4 | Browse I

Server interfaces I_92.1 £8.1.200 Realtek RTL8168C(P)/8111C(P) Family PCI-E L] Show Dir |
Thtp Server | Thp Clier[t Syslog sewerll Log viewer

text | from | date |7
<134> Jan 01 02:54:47 XG54600 authentication: Console user admin login -~ 192.168.1.1 12/06 18:21:53.786
<1355 Jan U1 02:55:22 K5 4600 interface: Port 1 ink down 192.168.1.1 12/06 18:22:29.097
<135> Jan 01 02:55:27 XGS4600 interface: Port 1 link up 192.168.1.1 12/06 18:22:33.498

Clear | Copy

About | Settings Help |

3 Take MOXHO nposeputb nanky directory (B8 AaHHOM npumepe
“C:\app\Tftpd64”) utobbl YybeamTbca, 4TO Ha cepsBepe Syslog cospaH

TEKCTOBbIN daiin syslog.

| ] EUPL-EN
& tfitpd32
2 | thpd32
B thpd6d
§¥ uninstall
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cepBep Syslog?
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1.4.3 MNoyemy He NONYYAETCA HACTPOUTb NEPECLINIKY }KypPHana cobbiTMi Ha

1 Ecam kommyTatop Switch-1 n cepBep Syslog HaxoasTcs B pasHbIX NOACETAX,

TO HYXHO HacTpouTb W03 No ymonyaHuio default gateway Tak, utobbl

Switch-1 n Syslog mornn obmeHnBaTbCA AaHHbIMWN.

2 Yb6eautecb, 4To y KommyTaTopa Switch-1 n cepsepa Syslog cosnagatoT

HOMepa NopTa, NCNOJIb3yemMoro gnAa cepsuca. (I'Io YMOJIHaHUIO ANA CeEPBUCA

Syslog Ha Switch-1 ncnonbsyetcs nopt 514)

Syslog Server Setup

Active v

Server Addres 192.168.1.200
UDP Port 514 l

Log Leve Level0-7 ¥
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1.5 KaK HacTpouTb KOMMYTATOp TaK, YTO6bl MOXXHO 6bl/10 Cpasy
MAEHTUGULUPOBATDL YCTPOMUCTBA, HANPAMYIO NOAK/OUYEHHbDIE K ero
nopty

B 3ToM npumepe 06bACHAETCA, KaK HACTPOUTb KOMMYTATOP Tak, YTOBbl MOXHO 6bl/10

NErko MAeHTUOUUMPOBATb YCTPOMCTBO WAWU CErMEHT CEeTW, MOAKAIOYEHHbIE K ero
nopTy.

PC Switch-1 Switch-2
IP:192.168.1.100 IP:192.168.1.1 m
- e
= Port3
AP

Unnoctpauma 5 Hactpoitka umeHu nopta KommyTtaTopa

s

|
Q MpumeyaHue:

Bce ceTeBble IP-agpeca n macku NOACETU OTHOCATCA TOJIBKO K 3TOMY NpUMepy, NO3TOMY /1A Ballei
CETU UX HYXXHO 3aMeHUTb Ha COOTBETCTBYIOLLME peanbHble IP-agpeca M mackm noacetn. B atom
npumepe ncnosbayetcs Kommytatop XGS4600-32 (Bepcus mukponporpammsi: V4.50).
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1.5.1 Hactpoitka KoHpurypauum KommyTtatopa Switch-1
1 Otkpointe Web-uHtepoelic n nepeiigute 8 Menu > Basic Setting > Port
Setup. HanpoTus MmeHM KaxAoro nopta BBegMTEe MMA NOAKAOYEHHOTO K
Hemy ycTpolicTBa, Hanpumep, Switch2 HanpotmB noprta port 2 u AP

HanpoTus nopTa port 3. LLenkHute “Apply”.

(] ‘ > 10G / Full Duplex v & 0 v| [peer ',| sfo_plus v
1 @ | 10/100/1000M | Auto-1000M v] ov]| [Peer ]
2 @ [switch-2 | 10/100/1000M [Auto-1000M 2 [ov] [Peer |
3 @ |ap____ | 10/100/1000M [Auto-1000M v : [ov] [Peer v]

2 LUlenkHuTte Save ansa coxpaHeHUs KOHUrypauum.

@ Refresh @ Save @ Status @ Logout @ Help

M
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1.5.2 MpoBepKa npaBUIbHOCTU KOHPUTypaLUm
1 Nepeignte 8 Menu > Maintenance > Port Status. B kosioHKe Name f0/1KHbl

CTOATb BBEAEHHbIE BaMWN MMEHaA.

Utilization

1 1000M/F FORWARDING Discbled 3180 7509 0 30.299 2.238
2 F Disabled 699 3636 0 0.168 0.

3 1000M/F NARDING Disabled 250 404 0 0.168 0.0
4 Down P Disabled 3140 756 0 0.0 0.

S Down S Disabled o} ¢} 0 0.0
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1.6 KaK nonyuutb guarHocTuuecKyro MHpopmaumio

B 3Tom npumepe o06bACHAETCA, Kak C MNomowbio web-uHTepdeinca noayyuuTb
AuarHoctmyeckyto nHbopmaumto. AnarHoctnyeckana nHoopmauma Diagnostic Info —
3To Habop KypHanoB, Kyga 3aHOCUTCA Nofe3Has WHPOpPMaAUMA, BKIOYaA
uHpopmaumto o cucteme System Information, wuctoputo uncnonb3oBaHKUA
LueHTpanbHoro npoueccopa CPU utilization history, *KypHanbl cobbITUiA cucTEMbI U
oTyeTbl 06 oTnagke. C MNomollbio 3TOM WMHOOPMALMM MOXNKHO aHaANM3MPOBATb
npobnembl B paboTe KOMMyTaTOpa U CETU.

PC Switch-1
[P:192.168.1.100 Default IP: 192.168.1.1

L -

Unnoctpauua 6 MonyyeHue AnMarHocTMUeckoii UHpopmauum ¢ nomolubio web-
uHTepdeica

\I s

Q MpumevaHue:

Bce ceTeBble IP-agpeca 1 macku nofceTn OTHOCATCA TO/IbKO K 3TOMY NpMMepy, NO3TOMY A1A Ballein
CeTM MX HYXKHO 3aMeHUTb Ha COOTBETCTBYIOLWME peanbHble IP-agpeca M macku nogcetn. B stom
npumepe Ucnosab3yeTtcs KommyTaTop XGS4600-32 (Bepcusa mukponporpammel: V4.50).

23/218



ZYXEL

www.zyxel.com

1.6.1 NonyyeHme gnarHocTnyeckoi MHpopmauum c nomoulbio web-
uHTepdemca

1 OTtkpoiTe web-uHTepdeinc n nepenagmnte 8 Menu > Management >

Maintenance > Tech-Support > Click Here. LLlenkHute kHonky Download

Hanpotus All. TakKe MOXKHO Bbl6pPaTb AMArHOCTUYECKYD MHOOPMaUMIO

onpeaeneHHoro TMna, Hanpumep, Crash nav ROM.

Memory section

Crash Download

Mbuf

1.6.2 MNpoBepKa pe3ynbTaToB

1 OTKpoMTE NONYYEHHbIA TEKCTOBbIMA $alin ¢ AMAarHoCTUYECKON MHbOPMaLLUK

(B maHHOM npumepe ANA NpocmoTpa 3Toro ¢aina Mcnosb3yercs

TeKcToBbIN pegakTop Notepad++.)

File

Edit Search View Encoding Language Settings Tools Macro Run Plugins Window ?

cHEHB 3B shihie| a2 BE|ISHIEREHE S| EENH G

[~ techSupport_alllog 3 I

4

Time : 8:38:24 ========== show system-information

Product Model : XG54600-32
System Name : XGS54600
System Mode : Standalone

System Contact
System Location
System up Time
Ethernet Address

B 8:38:24 (2f761e ticks)

: 42:73:74:20:55:56

Bootbase Version : V1.00 | 02/21/2016

ZyNOS F/W Version : V4.50(ABBH.0)b3 | 04/18/2017
Config Boot Image i &

Current Boot Image : 1

Current Configuration HE b

RomRasSize : 8825622

================= msclock :31104300 [ ]

-

<

Normal text file

length:1,134,963 lines:10,036 Ln:1 Col:1 Sel:0|0 Unix (LF)

UTF-8 INS

24/218



ZYXEL

1.7 KaKk U3MeHUTb Napo/ib aAMUHUCTPATOPA MO YMOJAYAHUIO

B sTom npumepe NOKas3aHO, KaK MOXKHO M3MEHWUTb Mapo/b aAMMHUCTPaTopa Mo
YMONYAHUIO, UCNOb3yEMbIN ANA yNpaB/ieHUA KOMMYTaTOpom. Mbl HacTOATENbHO
pekomeHgyem npoAenatb 3Ty Mpoueaypy, MOCKO/bKY MCNO/b30BaHWE Mapona
aAAMUHUCTPATOPA MO YMOJIYAHUIO CO343AET PUCK HEaBTOPU3OBAHHOIO AOCTyna K
CpeAacTBaM ynpasaeHUa KOMMYTaTOPOM.

PC Switch-1
[P:192.168.1.100 Default IP: 192.168.1.1

—
L : = EEEEEEEE
=

Unntoctpauma 7 UameHeHMe Napona agMUHUCTPATOpPaA NO YMONYAHUIO

s

‘Q’ MpumeyaHue:

Bce ceTeBble IP-agpeca M Macku NOACETU OTHOCATCA TOIbKO K 3TOMY NPUMepY, NO3TOMY A/1A Ballei
CeTM UX HYXXHO 3aMeHMUTb Ha COOTBETCTBYloWMe peasbHble IP-agpeca n mackn noacetu. B atom
npumepe ncnonbayercs Kommytatop XGS4600-32 (Bepcus mukponporpammsi: V4.50).

1.7.1 UsmeHeHMe napona agMUHUCTPATOpPa NO YMOJTHAHUIO
1 Otkpoitte web-nntepodeiic n nepengmte 8 Menu > Management > Access
Control > Logins > Click Here. Beeaute HoBbIMt 1 cTapbiii napoab (Old

Password n New Password), 3atem wenkHute “Apply”.

Access Confrol
Administrator

Old Password vene
New Password sesse
Retype to confirm cesae
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2 Mocne wenyka no “Apply” B okHe bpay3epa noaBUTCA Takoe cooblieHune

UIN aHa/l0rM4yHoe.

Plecse close the browser before using the new password.

1.7.2 MNpoBepKa pe3ynbTaToB USMEHEHUA NapoNA aAMUHUCTPATOPA

1 3akpoute web-uHTtepdeiic n 3angute B cuctemy cHosa no CTAPOMY
naponto. CHoBa oTKpoeTca okHo “Authentication Required”.

Authentication Required

http://192.168.1.1 requires a username and password.

Your connection to this site is not private.

User Name:

Password:

Log In Cancel
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2 BseauTe HOBbIA Napoab ANs BXOAa B cMCTeMy. Tenepb Bbl CHOBA CMOXeTe

OTKpbITb Web-nHTepdeinc kommyTtaTtopa Switch-1.

1.8 KaK co3aartb «6enbiit CNMCOK» ANA YAANEHHOrO yrnpaB/ieHUA YTobbl
npeAoTBPaTUTb HEAaBTOPU30BaAHHbINM JOCTYN

B aTomM npumepe NokasaHO, Kak MOMKHO CO34aTb «6enblii CMMCOK» XOCT-yCTPOMNCTB
yTObbI NPEAOTBPATUTL AOCTYN K KOMMYTAaTOPY C HEAaBTOPM30BAHHbIX YCTPOMCTB UK
noacetei. Mo atomy 6Genomy cnucky nposepsAtTcs |IP-agpeca xocToB M TUMbI
CEPBUCOB, C MOMOLLBIO KOTOPbIX OHW MbITAOTCA NOMYYUTb AOCTYNM K KOMMYTaTopy
(Hanpumep, Telnet, FTP, HTTP.....).

PC-1
IP:192.168.10.100
AdministratorPC Switch |
IP:192.168.1.100 VLAN 1, Default [P: 192.168.1.1
VLAN 10, IP 192.168.10.1 7
— — SRR "

[

PC-2
IP:192.168.10.200

Nnnoctpauma 8 CospgaHue «6enoro cnucka» ans yaaneHHoro ynpasaeHus
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Y]

Q MpumeyaHme:

Bce ceTeBble IP-agpeca M MacKM NOACETU OTHOCATCA TO/IbKO K 3TOMY NPUMEpPY, NO3TOMY A/1A BalleW
CeTU UX HYXKHO 3aMeHWUTb Ha COOTBETCTBYIOLWME peasbHble IP-agpeca n macku noacetun. B atom
npumepe ucnosb3yetca KommyTtaTop XGS4600-32 (Bepcua mukponporpammel: V4.50).

28/218




ZYXEL

1.8.1 Co3paHue «b6enoro cnucka» ana yaaneHHoro ynpaBaeHus
1 OtkponTe web-untepdeiic n nepengmte 8 Menu > Management > Access
Control > Remote Management > Click Here c MK agmuHuctpaTtopa
AdministratorPC. 3agalite AnanasoH IP-agpecos n paspeLlleHHble UM TUMbI

CepBMCOB AR AOCTyNa K KommyTaTopy. 3atem wenkHute “Apply”.

Access Control
Secured Client Setup

1 v 192.168.10.100 192.168.10.120 L4 v L4 v v v

2 L4 192.168.1.100 192.168.1.100 L4 v v L4 v L4 L4

3 0.0.0.0 0.0.0.0

4 0.0.0.0 0.0.0.0

5 0.0.0.0 0.0.0.0

é 0.0.0.0 0.0.0.0

7 0.0.0.0 0.0.0.0

8 0.0.0.0 0.0.0.0

9 0.0.0.0 0.0.0.0

10 0.0.0.0 0.0.0.0

1 0.0.0.0 0.0.0.0

12 0.0.0.0 0.0.0.0

13 0.0.0.0 0.0.0.0

14 0.0.0.0 0.0.0.0

15 0.0.0.0 0.0.0.0

16 0.0.0.0 0.0.0.0

1.8.2 lNpoBepKa pe3ynbraTtos
1 B stom npumepe 6bin 3agaH auanasoH IP-agpecos: 192.168.10.100 -
192.168.10.120, ¢ KOTOpbIX paspeleH A4OCTyN K KOMMYTaTopy A/1A BCex
npotokonos KPOME HTTP. [ostomy ecnam wucnonvsosaTtb [IK PC-1
(192.168.10.100) ana poctyna K kommytatopy no HTTP, To KommyTtatop
cbpocut coeamnHeHMe, HO ecnu NOMbITaTbCA NOAYYUTb AOCTYN K web-
nHtepdeicy no HTTPS (sBectn https://192.168.10.1), To PC-1 cmoskeT

NOAKNIOYUTLCA K KOMMYTaTOpY.
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-]

This site can't be reached

192.168.10.1 refused to connect.

2 T[K PC-2 (192.168.10.200) HeT B 6enom cnucke, NOSTOMY OH He MOXKeT
Nnoay4YnTb AOCTyn K IP-aapecy ynpaB/ieHUss KOMMYTaTOPOM M KOMMYTaTop

He oTBeyYaeT Ha ping ¢ aTtoro K.

-]

This site can't be reached

192.168.10.1 refused to connect.

3 CNKAdministratorPC MOHO NOAY4YNTb AOCTYN K KOMMYTAaTOPY C MOMOLLbIO

noboro Tmna cepBuUCa.

8.1.3 OwmnbKu npm co3gaHmnmn «b6enoro cnucka»
1 Ecamno owmnbke oamH 1 TOT e IP-aapec gBaxabl BHECEH B 6€Nblil CNUCOK,
TO npasuaa ana oboumx 3anucer B cnMcke ob6beaMHANTCA (nornyeckoe
Unn).
B atom npumepe IP-agpec 192.168.10.120 gBaxKabl BHECEH B CMTUCOK U B
pesynbTaTe ANf Hero paspeLueH A40CTyN K KOMMYTaTopy C UCNO/Ib30BaHNEM

JIOBOr0O 13 cepsucos.
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Access Control
Secured Client Setup

1 @ 19216800000 | [i921680000]| [ @ ® © @ @ @ @

g 192168.10020]| 15216800020 | | @ © @

3 @ [0000 | loo.00 | "W . T B B W @

4 0.0.0.0 0000 . @ —

2 EcnamagmuHucTpatop 3abbin nam notepan 6enblii cnucok IP-agpecos, To oH
He CMOXET NOoNYYMTb AOCTYN K KOMMyTaTopy. B aTom cnayyae nocmoTpeTb
6enblit CMUCOK MOXHO TOJIbKO C MomolLblo KoHconn Console, BbiBeas
NCNonb3yemyto KoOHpUrypaumto.

XGS46004#

Building contiguration...

Current configuration:

no remote-management 1 service telnet ftp snmp ssh
vlan 1
name 1
normal ""
fixed 1-32
forbidden ""
untagged 1-32
ip address 192.168.1.1 255.255.255.0
exit
interface route-domain 192.168.1.1/24
exit
|kemote-management 1 start-addr 192.168.1.100 end-addr 192.168.1.200 service http icmp https"

]

Q MpumeyaHume:

Ecav KommyTaTop He nopapepykusaetr Console, TO HY)KHO BOCCTAaHOBWUTb €ro 3aBOACKME
HaCTPOMKK MO YMONHaHMIO KaK 3TOMY ONMcaHo B PyKoBOACTBE NO/Ib30BaTeNA 3TOW MoAenu
KoMmyTaTopa.
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HacTpoiika napameTpoB 10KaZIbHOM ceTU

2.1 KaK HacTpouTb KOMMYTaATOp UYTOObI M301MPOBATb TPAPUK PasHbIX
OTAEN0B C NOMOLbIO VLAN

B sTom npumepe MNOKa3aHO, Kak HACTPOUTb KOMMYTATOp AAA u3onaumm Tpadwuka
pa3Hbix oTgenos. Mpu mcnonbsoBaHum Static VLAN xocTbl moryT obmeHuBaTbCA
AAHHbIMM TONIbKO €C/IN OHU HaxoAsaTCcA B ogHOMN U To ke VLAN.

VIANIO i L VLANTO
PC-1 i AdministratorPC L PC3
IP:192.168.10.101 | IP:192.168.1.105 L IP:192.168.10.103

Port 2 Switch-1 Switch-2 Port 4
............................... VLANT, IP:192.168.1.1 VLANT, IP:192.168.12 | ...
Py 1 =
IP:192.168.20.102 : i IP:192.168.20.104
VLAN20 i VIAN20 |

Unnoctpaumna 9 Hacrtpoiika VLAN ana nsonauum tpadpurka pasHbix
oTaenos

Q MpumeyaHue:
Bce ceTeBble IP-agpeca M MacKM NOACETU OTHOCATCA TO/IbKO K 3TOMY NPUMEPY, NO3TOMY A/1A BalleW

CeTU UX HYXKHO 3aMeHMUTb Ha COOTBETCTBYOWMe peanbHble |IP-agpeca n macku nogcetu. B atom
npumepe Mcnonbayetcs Kommytatop XGS4600-32 (Bepcus mukponporpammsl: V4.50).

2.1.1 HactpoiKa KoH$urypaumum Kommytatopa Switch-1
1 C MK AdministratorPC HacTtpoiite VLAN 1 Ha kommyTaTope Switch-1: Port

1 1 2 Kak 06bI4HbIN nopT Normal (4To6b1 VLAN 1 He TpaHCcAMpoBana nakeTbl
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Ha nopTbl 1 u 2). OTKpoliTe web-uHTEepdenc u nepengute 8 Menu >

Advanced Application > VLAN > VLAN Configuration > Static VLAN Setup

> VID > 1. Bbibepute nopt 1, 2 kKak Normal. LLenkHute “Add”.

ACTIVE
Neme

VLAN Group ID
VLAN Type

Asscciation VLAN List

Nermal

Normal

Normal
Normal

Normal

VLAN Configuration

® Normal

Private o
ormal v U4
Fixed orbidden T
Fixed oroidden T
Fixed Forbidden Tx
Fixed Foroidde: Tx
Fixed Forbidde:! T

2 CIK AdministratorPC cosgaiite VLAN 10 Ha Switch-1: OTkpolite web-

nHtepdeic n nepengmte 8 Menu > Advanced Application > VLAN > VLAN

Configuration > Static VLAN Setup. MNMocTasbTe rasnouky B “ACTIVE”.

Beegute nmsa supTyanbHoi cetn Name n naeHtudukatop VLAN Group

ID=10. BoibepuTte nopTbl 1 1 5 Kak Fixed v y6epute ranouky B Tx Tagging

(Untagged) ons nopta 1 1 noctaBbTe rasoyky B Tx Tagging (Tagged) ana

nopta 5. LLlenkHute “Apply”.
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T Siafic VAN | VIAN Confiquration
ACTIVE v
Nome IVLANT0
VLAN Group ID 10
® Nor |
VLAN Type s
Private v

Association VLAN List

Normal ¥ ¥ Tx Togging
! Norml Forcidden
2 ® Nermal ) Fixed Forbidden ¥l Tx Tegging
3 ® Normal ) Fixed ) Forbidden ¥ Tx Tagging
4 ® Normal Fixed Forbidden ¥ Tx Togging
: Norml Forbicden

3 C NK AdministratorPC co3gante VLAN 20 Ha Switch-1: Otkpoitte web-
nHtepdeic n nepengnte 8 Menu > Advanced Application > VLAN > VLAN
Configuration > Static VLAN Setup. lMoctasbTte ranouky B “ACTIVE”.
Beegute umsa BupTtyanbHol cetu Name un naeHtneumkatop VLAN Group
ID=20. Bbibepute nopTbl 2 U 5 Kak Fixed n ybepute ranouky B Tx Tagging
(oH cTtaHeT Untagged) ana nopta 2 1 noctaBbTe rasoyky B Tx Tagging (oH

ctaHeT Tagged) gns nopta 5. LWenkHute “Apply”.

T Sohe VAN | VIAN Configuraion
ACTIVE v
Nome [VLAN20
VLAN Group ID |20 |
® Nermal
VLAN Type il
Private v

Association VLAN List

Normal v ¥l Tx Tagging
1 ® Normal Fixed Forbidden W Tx Tagging
3 ® Normal Fixed Forbidden ¥ Tx Tegging
4 ® Normal Fixed Foroidden W Tx Tagging
5

Normal Forbidden ¥ Tx Togging
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4 Hactpoiika PVID B Switch-1: Mepeiiante 8 Menu > Advanced Application
> VLAN > VLAN Configuration > VLAN Port Setup. 3agalite gna nopra port
1 PVID=10 (VLAN 10) 1 gns port 2 PVID=20 (VLAN 20).

oo
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2.1.2 HactpoiKa KoHdurypauum Kommytatopa Switch-2
1 C MK AdministratorPC HacTpoiTe VLAN 1 Ha Switch-2: noptbl Port 3, 4
HacTpoiiTe Kak Normal port (4To6bl VLAN 1 He TpaHCAMpOBana NakeTbl Ha
noptbl port 3 un 4). OTKkpoiTe web-uHTepdeiic n nepenante 8 Menu >
Advanced Application > VLAN > VLAN Configuration > Static VLAN Setup

> VID > 1. Bbibepute noptbl port 3, 4 kKak Normal. LLlenkHute “Add”.

@ 0

6 3

)
)

“«

<

.
b

3

AERERE!
Q Q Q Q Q

.
]

@

e
.

@
0O 0 Qo o Q

.
b

3

2 C MK AdministratorPC cosgante VLAN 10 Ha kommyTtatope Switch-2.
OTtkponte web-uHTtepderic n nepengmte 8 Menu > Advanced Application
> VLAN > VLAN Configuration > Static VLAN Setup. [MocTaBbTe rafiouKky B
“ACTIVE”. BBeante ums snptyanoHoi cetn Name n ngeHtndpurkatop VLAN
Group ID=10. BbibepuTe nopTbl port 3, 5 Kak Fixed v ybepute ranouky B Tx
Tagging (Untagged) ana nopta port 3 1 noctaBbTe ranoyky B check Tx

Tagging (tagged) ans nopta port 5. LlenkHute “Apply”.
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ACTIVE
Nome

VLAN Group ID

VLAN Type

Association VLAN List

Qg 22 4a 29
(3 (33|13
8 8 @ 8 &

¢ ¢¢d g

Q

Q
@ o
5

-]

5

Q Q Q Q Q
Q Q
i
s

g o ¢ o o

Q
@
5

VLAN Configuration

¥ Tx Tegging
¥ Tx Tegging
¢ Tx Togaing

¥ Tx Togging

3 Cnomoupto MK AdministratorPC cosgainte VLAN 20 in Switch-2. Otkpoiite

web-nHTepdeic n nepeiigmute 8 Menu > Advanced Application > VLAN >

VLAN Configuration > Static VLAN Setup. lNocTasbTe ranouky B “ACTIVE”.

Beegute uma BupTyanbHoi cet Name u naeHtnoumkatop VLAN Group

ID=20. BbibepuTe nopTbl port 4, 5 kak Fixed, ybepute ranouky B Tx Tagging

(Untagged) ans nopTta port 4 n noctasbTe rasoyky B Tx Tagging (tagged)

ans nopta port 5. WenkHute “Apply”.

ACTIVE
Name

VLAN Group ID
VLAN Type

Association VLAN List

b W N -

® Normal
® Normal
® Normal
Normal
Neormal

]

[VLAN20

B |
® Normal

Private v

Normal K
Fixed Ferbidden
Fixed Forbidden
Fixed Forbidden
® Fixed Foroidden
® Fixed Foroidden

VLAN Configuration

Tx Tegging
Tx Tegging

Tx Tagging

COINCYIRCINCS

Tx Tegging

Tx Tagging

) Tx Tegging
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4 Hactpoitte PVID Ha kommyTtaTope Switch-2: Mepeinante 8 Menu >
Advanced Application > VLAN > VLAN Configuration > VLAN Port Setup.
3apaiite ana nopta port 3 PVID=10 (VLAN 10) n ana nopta port 4 PVID=20.

2.1.3 NpoBepKa NpPaBUIbHOCTU HAaCTPOMUKU
1 ping gonxeH npoxoauTtbca mexay asyms MK, Haxogawmmmca s ogHon VLAN.
Ot PC-1 ping ycnewHo goxoaut go PC-3, Ho ping oT PC-1 He goxoguT go PC-

2.
C:\Users\User>ping 192.168.168.183 -t

Pinging 192.168.168.183 with 32 bytes of data:

Reply from 192.168.10.163: bytes=32 time{ims TTL=128
Reply from 192.168.108.103: bytes=32 time<ims TTL=128
Reply from 192.168.10.1603: bytes=32 time{ims TTL=128

C:\Users\User>ping 192.168.20.162

Pinging 192.168.20.182 with 32 hytes of data:
transmit failed. General failure.
transmit failed. General failure.
transmit failed. General failure.
transmit failed. General failure.
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2 Ot PC-2 ping ycnewHo goxoaut ao PC-4, Ho ping oT PC-2 He
poxoant po PC-3.
C:\Users\User>ping 192.168.20.1604 -t

Pinging 192.168.268.184 with 32 bhytes of data:

Reply from 192.168.20.104: bhytes=32 time{ims TTL=128
Reply from 192.168.20.104: hytes=32 time{ims TTL=128
Reply from 192.168.20.104: bytes=32 time<ims TTL=128

:\Users\User>ping 192.168.10.163

inging 192.168.108.1083 with 32 bytes of data:
ING: transmit failed. General failure.
ING: transmit failed. General failure.
ING: transmit failed. General failure.
ING: transmit failed. General failure.

2.2 Kak HacTpouTb KOMMyTaTopa ANA MapLUpyTU3aLUKN TpaduKa mexay
asymsa VLAN

VLAN un3onupyet mexagy coboit gomeHbl broadcast, noatomy gns obmeHa Tpadpukom
Mexay pasHbiMu VLAN HY}KHO HAaCTPOUTb Ha KOMMYTATOPE ero MapLpyTU3aLmio Kak
NMOKa3aHo B 3TOM npumepe.

AdministratorPC
IP:192.168.1.100

i 7// .
" i Switch :

PC-1 VLAN 1, IP: 192.168.1.1 PC-2
IP:192.168.10.100 | VLANIO,IP:192.168.10.1 i |p.192148.20.100
i VLAN20,IP:192.168.20.1
VLAN 10 VLAN 20

Unntoctpauma 10 Hactpoiika KommyTaTopa AN1A MapLUPYTU3aLumn
Tpaduka mexagy asyma VLAN
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Y]

\Q‘ MpumeyaHme:

Bce ceTeBble IP-agpeca M MackM NOACETU OTHOCATCA TO/IBKO K 3TOMY NpUMeEpY, NO3TOMY A/1A Ballein
CeTU UX HYXKHO 3aMeHUTb Ha COOTBETCTBYHOLWME peanbHble IP-agpeca n mackm nogcetn. B satom
npumepe ucnosb3yetca KommyTtaTop XGS4600-32 (Bepcua MuKkponporpammsl: V4.50).
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2.2.1 HactpoiKa KoHdpurypauyumu VLAN 10
1 C MK AdministratorPC cosgaiite VLAN 10. OTkpoiTe web-mHTepdenc m
nepengute 8 Menu > Advanced Application > VLAN > VLAN Configuration
> Static VLAN Setup. [lMoctaBbTe ranouyky B ACTIVE. BBegute ums
BMUpTyanbHou cetn Name u naeHtnomkatop VLAN Group ID=10. Bbibepute
nopt port 1 kak Fixed n ybepute ranoyky B Tx Tagging (Untagged).
LUenkHute “Apply”.

VLAN Configuration
ACTIVE v
Name VLANI10O
VLAN Group ID 10
® Normal
VLAN Type
rivate v
Association VLAN List
v
Nermal Forbidden
2 ® Normal Foroidden
3 ® Normal ixed Forbidden
4 ® Normal Fixed Ferbidden
5 ® Normal =d Foroidden

2 [epenaute B Menu > Advanced Application > VLAN > VLAN Configuration
> VLAN Port Setup. Hactpownte PVID. 3apante gna nopta port 1 PVID=10
(VLAN 10). WenkHuTe “Apply”.

x Al v
2 20 Al v
3 Al v
4 Al v
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3 Cospavite ctatuyeckuit IP-agpec gns kommytaTtopa B in VLAN 10 (4T06bI OH
6b1n wno3om B VLAN 10): Neperante 8 Menu > Basic Setting > IP Setup >
IP Configuration > IP Interface. Hactpoiite ctatnyeckuin IP-agpec:

192.168.10.1 ana kommyTtaTopa B VLAN 10. LenkHute “Add”.

IP Interface

IP Address DH

2.2.2 HactpoWka KoHdurypauum VLAN 20
1 Cospgaiite VLAN 20. BbinonHute Te ke warn. lMNepengnte 8 Menu >
Advanced Application > VLAN > VLAN Configuration > Static VLAN Setup.
MocTasbTe ranoyky B ACTIVE. Beegute uma BupTyanbHoi cetm Name u
naeHTnomkatop VLAN Group ID=20. Bbibepute nopt port 2 Kak Fixed u
ybepute ranouky B Tx Tagging (Untagged). LLenkHute “Apply”.
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VLAN Configuration

ACTIVE v
Name VLAN20
VLAN Group ID 20
VLAN Type ® Normal
Private v
Asscciation VLAN List
Normal v
1 ® Normal Forbidden
2 Normal Forbidden
® Normal Fixed Forbidden
4 ® Normal Fixed Forbidden
5 ® Normal Fixed Forbidden

2 epeiaute 8 Menu > Advanced Application > VLAN > VLAN
Configuration > VLAN Port Setup. Hactpoiite PVID. 3agaiite ana nopta
port 2 PVID=20 (VLAN 20). WWienkHuTe “Apply”.

Al v

1 1U Al v
2 20 Al v
] Al v

4 1 Al v

3 Cospavite ctatnyeckui IP-agpec gna kommyTtatopa B VLAN 20 (agpec ana
wnto3a 8 VLAN 20). Mepenante 8 Menu > Basic Setting > IP Setup > IP
Configuration > IP Interface. Hactpolite ctatnyeckuit IP-agpec:

192.168.20.1 ana kommyTatopa B VLAN 20. LLlenkHuTte “Add”.
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IP Interface

IP Address ) DHCP Client

® Stotic IP Address

IP Addiress 1192.168.20.1

IP Subnet Mask  |255.255.255.0

VID |20 [

2.2.3 HactpouTe wnio3 Ha PC-1 u PC-2

1 Hactpoiite wnto3 Ha PC-1 kak 192.168.10.1 (Cratuyeckuin IP-agpec ana

kommyTaTopa B VLAN 10).

Internet Protocol Version 4 (TCP/IPv4) Properties m
— O — . i

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(@) Use the following IP address:

IP address: 192 . 168 . 10 . 100
Subnet mask: 255 ,255.255. O
I_D_efaultgateway: I I 192 .168 . 10 . 1 l

Obtain DNS server address automatically

@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server: : : o

[T validate settings upon exit PR
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2 Hactpounte w3 Ha PC-2 kak 192.168.20.1 (Ctatuuyeckuin IP-agpec ana

kommyTaTopa B8 VLAN 20).
Internet Protocol Version 4 (TCP/IPv4) Properties @ld_hj

General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Obtain an IP address automatically

@) Use the following IP address:

IP address: 192 . 168 . 20 . 100

Subnet mask: 255 .255.255. 0

l Default gateway: 192 .168 . 20 . 1
Obtain DNS server address automatically

@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

["] validate settings upon exit A ]

I OK H Cancel ]

2.2.4 NposBepbTe pe3ynbrar

1 Ping ot PC-1 poxogAat go PC-2.
C:\Users\User>ping 192.168.20.160

Pinging 192.168.20.10808 with 32 bhytes of data:

Reply from 192.168.208.1008: bytes=32 time<{ims TTL=128
Reply from 192.168.20.1008: hytes=32 time<{ims TTL=128
Reply from 192.168.20.1008: hytes=32 time<{ims TTL=128

Reply from 192.168.20.1008: hytes=32 time{ims TTL=128

Ping statistics for 192.168.20.108:

Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = @Oms, Average = Bms
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2.2.5 Nouemy 310 He paboTtaer
1Y PC-1 Het poctyna K PC-2:
a. Ybeautecb, yto PC-1 1 PC-2 HaxoaaTca B pa3HbIX NOACETSAX.
b. Yb6eautecn, uTo W03 No ymonyaHuio PC-1 n PC-2 cooTBeTcTByOT IP-
nHTepdency KommyTaTopa B cooTseTcTByOWwMX VLAN.
c. Ybeautecb, YTO HET NONUTUK MapLUPYTU3ALMKN, B KOTOPbIX NOACETb
PC-1 wnnan PC-2 aBnaetcA Kputepumem IP-agpeca nonayyatens

(destination IP criteria).
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2.3 Kak HacTpouTb KOMMYTaTOp Ha npeaocTtasneHue cepsuca DHCP gna
VLAN

B aToM npumepe NoKasaHO HACTPOMKa KOHOUIypaLmMm KOMMYyTaTopa Ha BblaesieHue
AnHamnuyecknx IP-agpecos xoctam B Kaxkgon VLAN.

i VLAN 10
i PC-1
i Network: 192.168.10.0 AdministratorPC
i Netmask: 255.255.255.0 IP: 192.168.1.100
Gateway: 192.168.10.1

— — -,\7‘--

7 ~
Eal Port 24
groseessastesasnassasnessasnasssananaesd Por'f 2
' f Switch
VLANT, IP:192.168.1.1

, s | VLAN 10, IP: 192.168.10.1
pCio i DHCP Pool size: 10, IPrange: 192.168.10.11-192.168.10.20
Network: 192.168.20.0 VLAN 20, IP: 192.168.20.1
i Netmask:255.255.255.0 § DHCP Pool size: 10, IP range: 192.168.20.11-192.168.20.20
Gateway: 192.168.20.1
: VLAN 20 :

Unnoctpauma 11 MpepocrasneHme cepsmuca DHCP B pasHbix VLAN

\ll

\Q‘ MpumevaHue:

Bce ceTeBble IP-agpeca 1 MacKM NOACETU OTHOCATCA TO/IbKO K STOMY NPUMepy, NOSTOMY ANA BaLlei
CeTU UX HY)KHO 3aMeHMUTb Ha COOTBETCTBYOLWME peanbHble |IP-agpeca n macku noacetu. B atom
npumepe ncnosbayetcs Kommytatop XGS4600-32 (Bepcusi Mukponporpammsi: V4.50).

ToNbKO KOMMYTaTOPbl TPeTbero ypoBHsA (L3) moryT BbinonHATL GyHKUMIO cepBepa DHCP (3o
mozenn KommytaTopos cepuit 3700, 4500 n 4600)
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2.3.1 Hactpoika VLAN 10

1 C nomowpbto MK AdministratorPC cospante VLAN 10. OTkponTe web-
uHtepdenc n nepengmte 8 Menu > Advanced Application > VLAN > VLAN
Configuration > Static VLAN Setup. MNocTasbTe ranoyky B ACTIVE. Beeagute
uma BupTyanbHoit cetm Name u umaeHtudumkatop VLAN Group ID=10.
Bbibepute nopt 1 Kak Fixed n y6epute ranouky B Tx Tagging (Untagged).
LUenkHute “Apply”.

VLAN Configuration
ACTIVE v
Name VLANI1O
VLAN Group ID 10
® Normal
VLAN Type
rivate v
Association VLAN List
v
Normal Forbidden
2 ® Normal Forbidden
3 ® Normal Fixed Forbidden
4 ® Normal Fixed Forbidden
S ® Normal Fixed Forbidden

2 [epeiiaute 8 Menu > Advanced Application > VLAN > VLAN
Configuration > VLAN Port Setup. 3agaiite PVID. 3againte ans nopta port
1 3HauyeHue PVID=10 (VLAN 10). WWenkHute “Apply”.

IP Interface

0

IP Address DHC ient

® Static IP Address

IP Address 192.168.10.1
IP Subnet Mask 255.255.255.0
viD I 10 I
=3
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3 Cospaiite ctatnyeckuit IP-agpec gna kommytatopa B VLAN 10 (IP-agpec
ans cepsepa DHCP B VLAN 10): Mepeiante B8 Menu > Basic Setting > IP

Setup > IP Configuration > IP Interface. Hactpoiite ctatuyeckuin IP-agpec

Static IP Address: 192.168.10.1 gna kommyTtatopa 8 VLAN 10. LLenkHute
”Add”.

IP Interface

|IP Agdress D

—_— P
(D % o

ient

i
C
® Static IP Address

|IP Address

0

N |-
n |~
[S R S

| O
n | o

N | =

fo | =
w N
o | O
.U‘ |2
(@)

IP Subnet Mask

VID | 10 |
Fhca ] Concet
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2.3.2 HactpoWka KoHdurypauum VLAN 20
1 Cospgaiite VLAN 20. BoinonHUTe aHanormyHyto npoueaypy. Nepengute 8
Menu > Advanced Application > VLAN > VLAN Configuration > Static
VLAN Setup. NocTasbTe ranoyky 8 ACTIVE. BBegute uma BUPTyabHOM
cetn Name n ngentndpurkatop VLAN Group ID=20. BbibepuTte nopT 2 KakK

Fixed n y6epuTte ranouky B Tx Tagging (Untagged). LenkHute “Apply”.

Al Y

0 Al v

2 2 ALY
« A '
4 Al Y

2 [epeiiaute 8 Menu > Advanced Application > VLAN > VLAN
Configuration > VLAN Port Setup. 3apainte PVID. 3apante ansa nopTta port
2 3HayeHue PVID=20 (VLAN 20). LLienkHute “Apply”.

Al v

r
4. I
o lo

Al v

EN
i
-«
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3 Cospgamite cTaTueckui IP-agpec Static IP Address gna kommyTtaTtopa 8 VLAN
20 (aTo IP-appec cepsepa DHCP B VLAN 20): Nepenante 8 Menu > Basic
Setting > IP Setup > IP Configuration > IP Interface. 3agaitte ctaTnyeckumi
IP-agpec Static IP Address: 192.168.20.1 gna kommyTtaTtopa B VLAN 20.
LWenkHute “Add”.

Internet Protocol Wersion 3 (T CP AP VA Propaerties ! T | e——

You can get IFP Settings assigned asutomatcally if vyour mnetuwork supports
this capability . Otherwise., yvyou mneesd to ask your metwork administrator
for the sppropriate IFP settngs-

Obtmin =n IFP address asutomatoaiiy

= Use the followwing IFP address:
I address:

Subnet mask: =2ss . 255 . 255 . o

v oarawra - 1 [ 2== . 2= _

Obtomin DMNS =

= Us= the follo

Tl validate s=etongs upon =3t [ e ——————— ]

L o< Bl P e— ] I

2.3.3 HactpoiKa KoHdurypaumm Kommyrtatopa u MK
1 HactpouTte cepsep DHCP B VLAN 10: MNepeiigmte 8 Menu > IP Application >
DHCP > DHCPv4 > Click Here > VLAN. Hactpoiite VID (VLAN ana PC-1) u
DHCP Status Kak Server. Client IP Pool Starting Address — 310 nepsbliii IP-
aApec, KOTOPbIA KOMMYTaToOp HasHauyuT KameHTtam DHCP. Size of Client IP
Pool — 310 mMmaKkcMmanbHoe uucno IP-agpecoB, KOTOpble MOMET
npeaocTaBUTb KOMMyTaTOp. 3agaiiTe gna wntosa IP-agpec KommyTaTopa B

VLAN 10 (192.168.10.1). LLienkHuTe “Add”.
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ViD 10
DHCP Stotus =S
Relay
Server
Chent IP Pool Starting Address 192.168.10.11
Size of Client IP Pool 0
IP Subnet Mask 12565.255.255.0
Default Gateway 192.168.10.1
Primary DNS Server ‘O.’J.0.0
Secondory DNS Server 0.0.0.0
Lease Time 2 infee 1
Days Hours |00 ¥ |Minutes| 00 ¥
Relay
Remote DHCP Server | 0.0.0.0
Remote DHCP Server 2 0.0.0.0
Remote DHCP Server 3 0.0.0.0
Source Address 0.0.0.0
Option 82 Profile v
“Q’ MpumeyaHume:
B sTom npumepe pasmep nyna pool size paseH 10, a HayanbHbIN IP-agpec 192.168.10.11,
nostomy cepsep DHCP MmoKeT HasHauyaTb AMHaMMYyecKue ajpeca B AuanasoHe OT
192.168.10.11 po 192.168.10.20.

2 HacrtpowTe cepsep DHCP B VLAN 20: Meperaute 8 Menu > IP Application >
DHCP > DHCPv4 > Click Here > VLAN. Hactpoiite VID (VLAN agnsa PC-2) u
DHCP Status kak Server. Client IP Pool Starting Address — aTo nepsbliit IP-
aApec, KOTOPbIM KOMMYTAaTOP Ha3HauyMT KnneHTam DHCP. Pasmep nyna IP-
aapecoB KnaneHTos Size of Client IP Pool — 310 makcumanbHoe yucio |P-
aflpecoB, KOTOpble MOXeT MNpefocTaBUTb KommyTaTop. 3ajante Ana
wno3a IP-agpec KommyTtatopa B VLAN 10 (192.168.20.1). lllenkHute
“Add”.
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VLAN Setting Stafus Port
| VID 20
DHCP Status ot
& Relay
Server
Client IP Pool Starting Address 192.168.20.11
Size of Client IP Pool 10 \
IP Subnet Mask 255.255.255.0
Default Gateway 192.168.20.1
Primary DNS Server 0.0.0.0 ‘
Secondary DNS Server :0.0.0.0 ‘
Lease Time . infs — —
‘ ) Days D Hours I_C)O_'| I‘Ainufesi_f_)_QL!
Relay
‘ Remote DHCP Server | 0.0.0.0
Remote DHCP Server 2 0.0.0.0
Remote DHCP Server 3 0.0.0.0
Source Address 0.0.0.0
Option 82 Profile | v |

s
Q MpumeyaHune:

B atom npumepe pasmep nyna 10 agpecos v nepsbit IP-agpec 192.168.20.11, nostomy
DHCP moeT Ha3Ha4aTb agpeca ot 192.168.20.11 n go 192.168.20.20.
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3 Hactponte PC-1 n PC-2 uytob6bl OHWM paboTann Kak KaneHTbl DHCP. [Ona Hy»KHO

HacTpouTb IPv4 Ha “Obtain an IP Address automatically”.

Internet Protocol Yersion 4 (TCP/IPv4) Properties

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, vou need to ask your network administrator

for the appropriate IP settings.

{* Obtain an IP address automatically

—{" Use the following IP address:

IP address; l

Subret masks I

Default gateway: I

(% Dbtain DNS server address automatically:

" Use the following DNS server addresses:

Preferred DS seryver; I

&lternate DNS server; I

[~ Yalidate settings upon exit Advanced... '
| OK I Cancel |

2.3.4 NpoBepKa pe3ynbTaTos
1 Yto6bl npoBeputb, PC-1 moxkeT nonyuutb IP-agpec oT KommyTaTtopa,

HY»XHO BBEeCTM B KOMaHaHon cTpoke “ipconfig”. PC-1 nonyuut IP-agpec 8

AnanasoHe 192.168.10.11-192.168.10.20 v agpec wnto3a 192.168.10.1.

54/218



ZYXEL

E¥ Administrator: C:\Windows\system32\cmd.exe pll E=BHOE X

C:\Users\User>ipconfig

Wlindows IP Configuration

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . . . . . . . : Media disconnected
Connection—specific DNS Suffix :

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix s

1Pv4 Addr e s e e S s :1192.168.16.11
Subnet Ma SEzaoa s :1255.255.255.08
Default Gateway . . . . . . . . . =.192.168.168.1

2 YT06blI npoBeputb, PC-2 moxeT nonyuntb IP-agpec oT KommyTaTopa,
HY)KHO BBECTU B KOmaHaHoM ctpoke “ipconfig”. PC-2 nonyuunt IP-agpec B

AnanasoHe 192.168.20.11-192.168.20.20 1 agpec wnto3a 192.168.20.1.
BN Administrator: C:\Windows\system32\cmd.exe . IEE-_@

C:\Users\User>ipconfiyg -

Jindows IP Configuration

Ethernet adapter Bluetooth Network Connection:

Media State . . * Media disconnected

Connection~speéiiié ﬁNé éuéfix.

[Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =

IPu4 Addre RN e e R e er e e e A e s RO e o 1 1
Subnet Mas almr it mrilmn e e e e e s e e L e Ll
Default Gateway . . . . . . . . . =1192.168.20.1

2.3.5 Nouemy 310 He paboTtaeT
1 Ecnu HeKkoTOpble YCTPOMCTBA HE MOTYT NOAYYUTb AMHaMMYecKnin IP-agpec ot
cepBepa DHCP, To nonpobyiiTte yBennuntb pasmep nyna IP-agpecoB KANeHToB
Size of Client Pool.
2 Ecan Bbl x0TUTe npocmaTpuBaTth caiiTbl B MHTepHeTe no ux URL uam nmeHu

AOMEHA, TO HY»KHO HacTpouTb DNS Server.
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VID 20
DHCP Status S
rRelay
Server
Client IP Pool Starting Address 192.168.20.11
Size of Client IP Poo 20
IP Subnet Mask 255.255.255.0
Default Gateway 192.168.20.1
Primary DNS Server 0.0.0.0
Secondary DNS Server 0.0.0.0
Lease Tims R lndente
Days Hours| 00 ¥ | Minutes| 00 ¥
Relay
Remoie DHCP Server | 0.0.0.0
Remote DHCP Server 2 0.0.0.0
Remote DHCP Server 3 0.0.0.0
Source Address 0.0.0.0
Option 82 Profile ) 4

2.4 Kak HacTpouTb KommyTtaTtop Ha TpaHcaauuio VLAN knmeHTa B
VLAN cepBuc-nposainaepa

VLAN Mapping — 310 mexaHu3m TpaHcaauum VLAN KnaneHTa B
VLAN cepsuc-npoBangepa (Translated-VLAN). MaKeTbl, KOTOPblE NPUXOAAT Ha NOPT,
b6yayT nepecbinatbea B Translated VLAN Ha ocHoBe ID nopTa v ID-naeHtuduKkaTopa

VLAN, KOTOpbIi1 yKa3aH B NaKeTe.

VLAN Mapping no3BonaseT pa3aennTb TPAadUK pasHbIX KIMEHTOB, KOTOPble
nMcnonb3yoT oaHy 1 Ty e VLAN B ogHOM ceTu. B cnegytowem npumepe KomnaHumn A
n B ucnonb3ayiot oaHy 1 Ty ke VLAN 10. Koraa KomnaHusa A sends nocbinaet Tpaduk B
ceTb NpoBanaepa, TO OH MOXET NepPechblNaTbCA YePE3 KOMMYTATOP A4pa KOMMNaHMK B,

noTomy 4to obe KomnaHuu ucnosbayiot VLAN 10.
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Company A
Edge Switch

o o D —
" B
/ Core Switch
—@ VLAN=100

Company B Edge Switch

Ecnn HactpouTtb VLAN Mapping Ha KOMMyTaTopax rpaHuLbl CETU, TO OHW bByayT
TpaHcanposatb VLAN KnmMeHTOB KomnaHuu A n B B pasHble cooTeeTcTByowme VLAN,
noatomy TpaduK He ByaeT MaATM Mexay KomnaHuAamu A 1 B, Tak OHM HaxoaATCA B

pasHbix VLAN nocne sbinonHeHmaA TpaHcaaumm VLAN Ha KommyTaTopax rpaHuLbl

ceTn.

Company A
Edge Switch

I @ VLAN=100
===
/ . Core Switch
VLAN=100

Company B Edge Switch Company A VLAN 100 <-> VLAN 1001
Company B: VLAN 100 <-> VLAN 1002

B cnepgytowem npmumepe noKasaHo, KaK HAaCTPOUTb KOMMYTaToOp Ha TpaHcaauuto VLAN.

= VLAN 100 <-> VLAN 1001
PVID=100 Port 9 , Port 9 FVID=1001
R LR e L o
Port1 Port1 Port 26 Port 1
Edge Switch-1 Core Switch Edge Switch-1 192.168.1.200

192.168.1.100

‘Q’ MpumeyaHue:
B aTom npumepe KommyTaTopbl rpaHMubl ceTn — 310 ABa GS2210, a KommyTaTop A4pa CeTU — OAWNH

XGS4600.
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2.4.1 HactpoWKa KoOHPUrypauum KommyTaTopa agapa cetu
1 Ortkpoitte web-nntepdeitc, nepenante 8 Menu > Advanced Application

> VLAN Mapping. MNoctasbTe rano4yky 8 ACTIVE 4To6bl BKNOUMTL NOPT

port 1.
VLAN Mapping VLAN Mapping Configure
Active v

S kWO

2 [eperiaute B Menu > Advanced Application > VLAN Mapping >
Configure. MocTtasbTe ranoyky B ACTIVE n BBeaute Name. Hactpoiite nopt
Port 81, VID 8 100 1 Translated VID B 1001. Ha3HauybTe npmopuTeT Priority

value paBHbim 3 (onumaA) u wenkHute “Apply”.

VLAN Mapping Configure VLAN Mapping
Active L4
Name Cc_VID100_P3
Port
VID 100
Translated VID 1001
Prionty 3V

m Cancel

3 Mepeiaute 8 Menu > Advanced Application > VLAN > VLAN
Configuration > Static VLAN Setup. NocTasbTe ranouky B ACTIVE,
Beeante nmsa smuptyanbHoi cetn Name n ngeHtneumkatop VLAN Group

ID= kak 1001. Bbibepute nopt 1, 26 Kak Fixed u wenkHute “Apply”.
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Stafic VLAN VLAN Configuration
ACTIVE v
Noame

VLAN Group ID

VLAN Tyoe
Private v
Associction VLAN List

Jormal Y ¥ Tx Tagging
I 1 Normal ® Fixed Forbidden ¥ Tx Tagging I
2 ® Normal Fixed Foroidden ¥ Tx Tegging
3 ® Normal Fixed Foroidden ¥ Tx Tegging
4 ® Normal Fixed Feroidden ¥ TxTcgging
H ® Normal Fixed Forbidden ¥ Tx Tegging
6 ® Normal Fixed Foroidden ¥ TxTagging
7 ® Normal Fixed Forbidden ¥ Tx Tagging
2 ® Normal Fixed Forbidden ¥l Tx Tagging
24 ® Normal Fixed Forbidden ¥ TxTogging
25 ® Normal Fixed Forbidden ¥ Tx Tegging

L2 Normal ® Fixed Foroidden | TxTcaging |

27 ® Normal Fixed Forbidden ¥l Tx Tagging
28 ® Normal Fixed Ferbidden ¥ Tx Tagging
29 ® Normal Fixed Forbidden ¥ Tx Tegging
20 ® Normal Fixed Foroidden ) TxTegging
21 ® Normal Fixed Foroidden ¥l Tx Tegging
32 ® Normal Fixed Forbidden ¥ TxTagging

\ll

‘QI MpumeyaHue:

CospawTe Static VLAN Tonbko ana Translated VLAN, u Hactpolite oba
nopTta Kak uneHbl Translated VLAN. B npoTMBHOM C/ly4aeT MakeTbl OT
Translated VLAN, KoTopble npuxogsT Ha nopT port 26, HE 6yaer

nepecbliaTbcA Ha nopT port 1.

2.4.2 HactpoiiKa KOHPUrypaLmMm KOMMyTaTopa rpaHuULbl CeTu

1 Hactpoiite kommyTtaTtop Customer Switch-1: OTkpointe web-nHTepdeic
KommyTaTopa. MNepengute 8 Menu > Advanced Application > VLAN > VLAN

Configuration > Static VLAN Setup. MNoctasbTe ranouky 8 ACTIVE,
Beegute mma suptyanoHoit ceth Name un naeHtnoumkatop VLAN
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Group ID= as 100. Bbibepute nopt 1 as Fixed n ybepute ranoyky B
Tx Tagging (Untagged). Bbibepute nopt 9 Kak Fixed n wenkHute

IlAppIy" i

[ SlolicVIAN VIAN Configurofion

sl 3 5 o & 3 & o
Q Q Q Q Q Q Q Q 0

2 Hactpoitka Customer Switch-1: Mepengute 8 Menu > Advanced Application
> VLAN > VLAN Configuration > VLAN Port Setup. Hactpoiite port 1 PVID=

Kak 100 (VLAN 100) v wenkHute “Apply”.
VLAN Configuration

GVRP

Al

Al

(=]
C

Al

< «|[ <« <l «

3 Hactpoika Customer Switch-2: MNepeiiaute 8 Menu > Advanced
Application > VLAN > VLAN Configuration > Static VLAN Setup. [MNocTtasbTe
ranoyky B ACTIVE, seegnte Name n VLAN Group ID= as 1001. Bbibepute
nopt 1 kak Fixed n y6epute ranouky B Tx Tagging (Untagged). Bbibepute

nopt 9 Kak Fixed n wenkHute “Apply”.
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a A VLAN Configuration
ACTIVE 7]
Name VLAN 1001
VLAN Group ID 1001

Port Control Tagging
& Normal v | @ 1 Tagging

| ) Normal ® Fixeg O Foroidden & Tx Tagging |
2 ® Normal O Fixed ) Foroidden Tx Tagging
3 ® Normal O Fixed ) Foroidden @ 1= Tagging
4 ® Normal & Fixed ' Foroidden 7] Tx Tagging
S ® Normal ) Fixed O Foroidden ¥ Tx Tegging
6 ® Normal O Fixed © Forbidden ¥ TxTagging
7 @® Normal O Fixed ) Foroidden @ TxTagging
8 ® Normal © Fixed ) Foroidden @ TxTagging

[ 2 © Normal ® Fixed ) Foroidden ¥ Tx Tcgging]
10 ® Normal © Fixed © Foroidden 7] Tx Tagging

4 Hactpoiika Customer Switch-2: Mepeiiante 8 Menu > Advanced Application
> VLAN > VLAN Configuration > VLAN Port Setup. Hactpolite port 1 PVID=
Kak 1001 (VLAN 1001) u wenkHute “Apply”.

VLAN Port Setling

VLAN Configuration

Ingress Check PVID GVRP Accepfable Frame Type VLAN Trunking Isolafion

. @ | @ Al v O O
1 @ 1001 a All v @ O
2 @ 1 @ All v (] @
3 ] 1 ] All v @ o
4 @ 1 (] All v (] (]
3 O 1 @ [al vl © =]

2.4.3 Test the Results

1 Ot PC-1 ping poxopAat go PC-2.
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C:\>ping 192.168.1.200

. 1€
168

59l

2 ¢

o 0o 0o

o

Ping statistics for 192.168.1.2

Packets: Sent = 4, Received

§Approximate round trip times in
1 Maximum =

2 Hactpoite Mirroring ans nposepku 3HadyeHut VLAN ID/Priority B
nakeTax, KOTopble NPUXOAAT Ha NopT port 1 KommyTaTopa Aapa cetu
4yTObbI Y6E4UTHCA, YTO 3TO 3HAYEHNE COBMNAAAET C UCXOLHBIM
(VLAN=100/Priority=0). OTkpoiite Web-uHtepodeiic n nepeingute B
Menu > Advanced Application > Mirroring. MocTaBbTe rasouKky B
“Active”. HactpoiTe Monitor port Kak port 2, KoTopblit byaeT
MCNoab30BaTbCA A1 MOHUTOPWHIa TpadmMKa U NOCTaBbTE rasIoYKy B
nopte-noay4yatene (B AaHHoOM npumepe port 1). B Direction Bbibepute

“Both” n wenkHute “Apply”.

| !{mg)‘»x? | | RMirror

Active v

Monitor Port 2

W M

o

3 Coeaunute gpyroii MK c noptom port 2 KommyTtaTopa agpa cetu. OTKpounTe

wireshark gna MOHUTOPUHIA NAKETOB M HacTponTe GUNbTP Ha “icmp”.
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[ Jiemp

No. Time Source Destination Protocol Length Ser Sy Info

i 10 2019-11-29 14:22:42.868199 192.168.1.100 1192.168.1.200 ICMP 78 Echo (ping) request :

o 13 2019-11-29 14:22:42.868908 192.168.1.200 192.168.1.100 ICMP 78 Echo (ping) reply
18 2019-11-29 14:22:43.869101192.168.1.100 192.168.1.200 ICMP 78 Echo (ping) request
19 2019-11-29 14:22:43.869397 192.168.1.200 192.168.1.100 IcMP 78 Echo (ping) reply
23 2019-11-29 14:22:44.871108 192.168.1.100 192.168.1.200 IcMp 78 Echo (ping) request
24 2019-11-29 14:22:44.871432 192.168.1.200 192.168.1.100 IcMP 78 Echo (ping) reply
28 2019-11-29 14:22:45.873120 192.168.1.100 192.168.1.200 ICMP 78 Echo (ping) request

- 29 2019-11-29 14:22:45.873521 192.168.1.200 192.168.1.100 ICMP 78 Echo (ping) reply

802.1Q Virtual LAN

P

Frame 10: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface @
> Ethernet II, Src: WistronI 3@:0e:b8 (3c:97:0e:30:0e:b8), Dst: Inventec_27:04:93 (00:1e:33:27:04:93)
DEI: o,| ID: 100
Internet Protocol Version 4, Src: 192.168.1.100, Dst: 192.168.1.200
Internet Control Message Protocol

4 Hactpoitte Mirroring ana nposepku 3HaveHuit VLAN ID/Priority B nakerax,

KoTopble nayT oT nopTta port 26 KOMMyTaTopa A4pPa YTObObI yoeanTbes, YTo

Y HUX OyaeT TPaHCAMPOBAHHbIE 3HAYEHUA

(VLAN=1001/Priority=3).

Mepengute B Menu > Advanced Application > Mirroring. CbpocbTe ranouky

B port 1 1 nocrtasbTe rasoyky B port 26. Boibepute B Direction “Both” u

wenkHute “Apply”.
| Minoring |

Active

Monitor Port

S VI S

o

i8]

RMirror
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5 CoeguHute pgpyrov MK K nopty port 2 KommyTtatopa agpa. OTKpolite

wireshark gna MOHUTOpPUWHra NakeToB U HacTponTe PuUabTP Ha “icmp”.

[ iomp

No. Time Source Destination Protocol Length Se Sy Info

= 11 2019-11-29 14:31:57.853356 192.168.1.100 192.168.1.200 IcHP 78 Echo (ping) request

\ 14 2019-11-29 14:31:57.853673 192.168.1.200 192.168.1.100 ICHP 78 Echo (ping) reply

m 16 2019-11-29 14:31:58.054182[192.168.1.100 192.168.1.200 ICMP 78  Echo (ping) request

W :31:58.054606 192.168.1.200 192.168.1.100 ICMP 78 Echo (ping) reply
19 2019-11-29 14:31:59.055558 192.168.1.100 192.168.1.200 IcMP 78 Echo (ping) request
20 2019-11-29 14:31:59.055908 192.168.1.200 192.168.1.100 IcHP 78 Echo (ping) reply
22 2019-11-29 14:32:00.058421 192.168.1.100 192.168.1.200 IcHP 78 Echo (ping) request
23 2019-11-29 14:32:00.058888 192.168.1.200 192.168.1.100 IcHP 78 Echo (ping) reply

1001

> Frame 16: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface @

» Ethernet II, Src: WistronI_30:0e:b8 (3c:97:0e:30:0e:b8), Dst: Inventec_27:04:93 (00:1e:33:27:04:93)
» 802.1Q Virtual LAN,[PRI: 3] DeI: 0,[Ti
> Internet Protocol Version 4, Src: 192.168.1.100, Dst: 192.168.1.200
> Internet Control Message Protocol
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yny‘-II.LIEHMe HaAeXXHOCTU cetn

3.1 Kak HacTpouTb CTEK KOMMYTaTOpOB ANA obecneueHna BbICOKOWN A0CTYNHOCTH
cepsepa

B atom npumepe gna obecnevyeHma BbICOKOM AOCTYNHOCTU cepBepa A4,Ba
KommyTaTopa Switch-1 1 Switch-2 06begmMHsAOTCA B CTEK 1 paboTaloT Kak o4uH
NIOrNYecKnin KommyTaTtop. Ecan ogmH M3 STMX KOMMYTATOPOB BbIMAET M3 CTPOA, TO Y
KNMEHTOB COXPaHUTCA AOCTyN K cepsepy. MNepes HaCTPOMKOM KOMMYTAaTOPOB HY»KHO
OTCOEANHUTb UX OT CETU YTOObI HE BO3HMK «LUTOPM» LUMPOKOBELLLATE/IbHOM
paccbliku broadcast storm.

Stacked System

Switch-1 (Master)
XGS4600-32

VLAN 1, IP: 192.168.1.10

Switch-3
GS2210-48HP
VLANT, IP:192.168.1.30

Port 32

Server
VLANT, IP:192.168.1.40

Port 32

7 Switch-2 (Backup)
i XGS4600-32

PC VLAN 1, IP: 192.168.1.20

VLAN 1, [P:192.168.1.100 :

Mnnoctpauma 12 HacTpoiika cTeKa KOMMYTaTOpOB

s

\Q‘ MpumeyaHue:

Bce ceTeBble IP-agpeca 1 Macku NoACceTU OTHOCATCA TO/IbKO K 3STOMY npumepy. VX Hy»KHO 3aMeHUTb
Ha peasibHble IP-agpeca n Macku noaceTu Ballelt ceTu. B atom npumepe ncnonbsyetcs XGS4600-32
(Firmware Version: V4.50) n GS2210-48HP (Firmware Version: V4.30).

3.1.1 Hactpoika kommyTtaTopoB Switch-1 u Switch-2 gna noctpoeHus creka
1 Hactpoiite Switch-1: OTkpointe web-uHtepdeic n nepengmute 8 Menu >

Basic Setting > Stacking > Configuration. Beegute Homep npuoputeta B
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none System Priority («mactepom» cTeKka bygeTr TOT KommyTtaTop, Y
KOTOPOro Bbille NpuoputeT) M wenkHute “Apply”. MocTaBbTe rasiouKky B

none “Active” n wenkHute “Apply”. KommyTtatop Switch-1 nepesarpysurca.

Stacking Configuration Stacking Status
Active

Force Master Mode

System Priority

‘Q’ MpumeyaHme:
B aTOM Npumepe mMbl HazHaYMAM KomMyTaTopy Switch-1 6onee BbICOKMIA
npuopuTeT, Yem KommyTaTopy Switch-2, nostomy Mactepom byaet Switch-1.

2 Hactpounte Switch-2: Otkpoiite web-nntepdeitc n nepenante 8 Menu >
Basic Setting > Stacking > Configuration. Beeaute Homep npuopuTeTta B
none System Priority («MacTepom» cTeka 6yaeT TOT KoMMmyTaTop, VY
KOTOPOro Bbille NpuopuTeT) U wenkHute “Apply”. MocTaBbTe rasiouKky B

“Active” n wenkHute “Apply”. Switch-2 nepesarpysutca.

Stacking Configuration Stacking Status
Active

Force Master Mode

V)
2

System Priority 132
(& (Ctrh) ~

3 CoeanHute Switch-1 u Switch-2 yepes nopt 32 ucnonb3ysa TpaHcusep
10Gigabit.
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\'l
Q MpumeyaHume:

O6bl4yHO NocneHMeE ABa MOPTa KOMMYTATOPA PE3EPBUPYIOTCA A1A CTEKMPOBAHUA.
B kommyTaTope XGS460032 310 nopTbl 31 1 32 (y gpyrux mogenem atTm nopTbl A1s
CTEKMPOBAHMA YKa3aHbl B PYKOBOACTBE MNO/b30BATENSA).

4 Tenepb Switch-1 wn Switch-2 o6bveanHeHbl B cTeK. B uHAWKaTOpe

cTekupoBaHua Stack ID Ha nepeaHel NaHeNn y HUX AOKHO cToAaTb “1” u
”2”,

5 CoxpaHute KOHOUrypaumto.
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3.1.2 Hactpoiike Link Aggregation B KommyTaTope, KOTOpPbIiA BXOAUT B CTEK
1 MoakntouMTeCh K KOMMYTaATOPY, KOTOPbIN BXOAUT B cTeK. OTKponTe web-
nHtepdenc n nepengmte Menu > Advanced Application > Link
Aggregation > Link Aggregation Setting. AkTnsupyite T1 n T2. Bbibepute
SLOT 1 1 Ha3HaubTe Group ana nopTos port 1/1 1 1/2 cooTBETCTBEHHO
Kak T1 n T2. WenkHute “Apply”. Boibepute SLOT 2 n HasHaubTe Group

Ana noptos 2/1 n 2/2 cooTBeTCTBEHHO Kak T1 u T2. LenkHute “Apply”.

Link Aggregatfion Sefting Status LACP
Tl v src-dst-mac v
12 L4 src-dst-mac ¥
12 J src-dst-mac ¥
74 sre-dst-mac v
SLOT1 v
11 Tl v
1/2 T2 v
1/3 None v
1/4 None v
SLOT2 v
2/1 T1 v
2/2 T2 v
2/3 None ¥
2/4 None ¥

2 T[eperiaute B Menu > Advanced Application > Link Aggregation > Link
Aggregation Setting >LACP. MocTtasbTe rasnouKky B none “Active”, a Takxe ana

TinT2.
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Link Aggregation Seiting

Link Aggregation Conirol Protocol

Acfive
System Priorify 65535

3.1.3 Hactpo#ukKa Link Aggregation B Switch-3
1 nMeperignte 8 Menu > Advanced Application > Link Aggregation > Link
Aggregation Setting. NocTtasbTe ranouky 8 ACTIVE gns T1 u Bbibepute port 1 n 2
Kak Group T1. WenkHute “Apply”.

Link Aggregatfion Selting Status LACP
Group ID
Tl

src-dst-mac v

12 O
T2 @ src-dst-mac ¥
T4 ] src-dst-mac v

1
2
3 None ¥
4

2 [eperigute B Menu > Advanced Application > Link Aggregation > Link
Aggregation Setting >LACP. MocTaBbTe ranouky B “Active” HanpoTtus T1.

WenkHute “Apply”.

Link Aggregation Conirol Protocol Link Aggregation Setting

Active
System Priority
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3.1.4 MNpoBepKa

1 Hactpoiite Link Aggegation mexay asyms ceteBbiMn Kaptamu (NIC) cepsepa u

www.zyxel.com

coeauHuUTe 3TU NOPTbI K mopTam port 1/2 n 2/2 KommyTaTopa B CTEKeE.

2 3anyctute ping c¢ MK Ha cepsep (192.168.1.40). Mocne HECKONbKUX ping
nonpobynte BbIKAOYMTL Switch-1 (Master down). CHayana ping BblgacT
HEeCKO/IbKO pa3 coobueHne “timed out” M 3aTem cHOBa Ha4YyHYT MPUXOAUTb

OTBETbl OT CepBepa, YTO O3HAYaeT, YyTo pe3epBHbI KommyTaTop Switch-2

(Backup) cTtan HoBbim MacTtepom.

C:\Users\User>ping 192.168.1.40 -t

Pinging 192.168.1.460
-168.
-.168.
-168.
.168.
.168.
.168.
-168.
.168.
.168.
-168.
-.168.
-168.
-168.
-.168.
.168.
-168.
-.168.
-168.
-.168.

Reply
Reply
Reply
Reply
Reply
Reply
Reply

Reply from 192.168.

from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from

192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192
192

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

with 32 bhytes of data:

10 H
.40:
1 H
.40:
.46:
.40:
.40:
.40:
.40:
-.40:
.40:
-.40:
.40:
.40:
.40:
.40:
.40:
.40:
.46:

.40:
.408:
.40:

bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
bytes=32
hytes=32
bytes=32

hytes=32
bytes=32
hytes=32

time=4ms
time<{ims
time=2ms
time=28ms
time=9ms
time=9ms
time=9ms
time=9ms
time=9ms
time=9ms
time=20ms
time<{ims
time<{ims
time<ims
time<{ims
time=9ms
time=9ms
time<ims
time=9ms

time=21ms
time<{ims
time<{ims

TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254
TTL=254

TTL=254
TTL=254
TTL=254
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3.1.5 NMouyemy He nonyyaerca 06bLEeAUHUTD KOMMYTATOPbI B CTEK
1 O6blMHO [NA CTEeKMPOBAHWMA UCMONbL3YHOTCA Noc/iegHMe fABa nopTa
KommyTaTtopa. Ecnm ana ctekmpoBaHuMA MCNonb3oBaTb Apyrue NopTbl, TO

KOMMYTATOPbl HE CMOTYT pa6OTaTb B CTEKe.

2 lepen TecTMpoBaHMemM 06A3aTeNIbHO COXpaHMTE KOHQUrypauuto MHaye
BaM He yJacTca ee BOCCTAaHOBMTb NoOc/ie nepesarpyskM M Hago byaer

3aHOBO HacTpouTb Link Aggregation.
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3.2 Kak HacTpoutb RSTP B Tononoruum ring

B aTom npumepe nokasaHo Kak HacTpouTb RSTP (Rapid Spanning Tree Protocol) B Tononoruu ring
1A pe3epBUPOBAHUA CETEBbIX COeANHEHUN.

Switch-1 (Root Bridge)
192.168.1.1
Default priority: 4096

= AR

= ;ﬁZH{'}]H‘I‘I‘]%H:"

Switch-2 Port2 Port2 Switch-3
192.168.1.2 192.168.1.3
Default priority: 20480 Default priority: 32768

Unnoctpaumua 13 Hactpoiika RSTP B Tononoruu ring

.
\Q‘ MpumeyaHune:

Bce ceTeBble IP-agpeca n macku NoAceTn OTHOCATCA TO/IbKO K 3TOMY NpUMepy, NO3TOMY A1 Ballein
CeTM WX HYXXHO 3aMeHWTb Ha COOTBETCTBYIOLWME peanbHble IP-agpeca M macku nogcetn. B atom
npumepe ucnoab3yetcs KommyTtaTop XGS4600-32 (Bepcusa muKkponporpammbl: V4.50).

3.2.1 HacTtpoiKa KoHUrypaumMm KommyTtaTopa
1 Y6egutecb, 4To HeT coeamHeHunsa mexay Switch-2 n Switch-3 nHaue go

3aBeplueHma HacTonKkm RSTP B ceT 06pasyroTca HEHYKHble NeTAN.

2 Hactpounte Switch-1: Otkpoiite web-untepdeiic. lMepeiriaute B8 Menu >
Advanced Application > Spanning Tree Protocol > Configuration. Y6eaurteco,
yto B Spanning Tree Configuration BbibpaHa Rapid Spanning Tree. Ecau HeT, TO

BbibepuTe ee u wenkHute “Apply”.
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Spanning Tree Configuration Status

|’ Rapid Spanning Tr-ael

Spaonning Tree Mode Multiole Rapid Spanning Tree

Multiole Spanning Tree

3 HactpownTe Switch-1: OTkpoiite web-uHTtepoelic. NMepengmte 8 Menu > Advanced
Application > Spanning Tree Protocol > RSTP. MocTaBbTe ranoyky B “Active”.

HasHaubTe Bridge Priority = 4096. AkTuBupyinTe nopThl port 1, 2. WenkHute

IlApply".
Status

Active v

Bridge Priority 4096 v

Hello Time 2 |[Seconds

MAX Age 20 |Seconds

Forwarding Delay 15 |Seconds
1 v 128 4
2 v 128 4
3 '] 28 4
4 128 4

4 Hactpoite Switch-2: OtkpoitTe web-uHTepoeic. MNepengnte 8 Menu >
Advanced Application > Spanning Tree Protocol > Configuration. Y6eaurteco,
yto B Spanning Tree Configuration BbibpaHa Rapid Spanning Tree. Ecan HeT, TO

BbibepuTe ee n wenkHute “Apply”.

5 Hactponte Switch-2: OTkponte web-uHtepdeiic. MNeperiagute 8 Menu >
Advanced Application > Spanning Tree Protocol > RSTP. ocTaBbTe ranoyKky B
“Active”. HasHaubTe Bridge Priority = 20480. AKkTuBupylTe nopTbl port 1, 2.

LWenkHute “Apply”.
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Status

Active
Bridge Priority
Hello Time
MAX Age 20
Forwarding Delay 15 |Second

1 128 4

2 28 4

3 28 4

4 128 K

6 Hactponte Switch-3: Otkpoiite web-untepdeiic. lMepeiriaute 8 Menu >
Advanced Application > Spanning Tree Protocol > Configuration. Y6eaurteco,
yto B Spanning Tree Configuration Bbi6paHa Rapid Spanning Tree. Ecau HeT, TO

BblbepuTe ee 1 WwenkHute “Apply”.

7 Hacrtpoitte Switch-3: Otkpoitte web-uHTepdeinc. Mepengute B8 Menu >
Advanced Application > Spanning Tree Protocol > RSTP. MocTaBbTe rasoyky B
“Active”. HasHaubTe Bridge Priority = 32768. AkTnBMpyinTe noptbl 1, 2.

WenkHute “Apply”.
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Status

Active
Bridge Priority
Hello Time
MAX Age
Forwarding Delay 1 5 |Seconds

] v T ; 128 4

2 = 3'4'

3 128 | 4

4 128 | 4

8 HakoHeu, coegnHuTe KommyTtatopbl Switch-2 n Switch-3.

3.2.2 [poBepKa pe3ynbTaTos
1 TposepbTe cocTtoaHne KommyTaTopa Switch-1: Meperigute 8 Menu >
Advanced Application > Spanning Tree Protocol. MaeHTudumkaTopsl Root
Bridge ID n Our Bridge ID gonHbl coBnagaTb. ITO 03HavaeT, 4yto Switchl B
Root Bridge. MopTbl port 1 1 2 gonxHbl 6bITb B cocToAaHMM FORWARDING,

a nx ponu Port Role - Designated Ports.

Spanning Tree Protocol: RSTP

Bridge
Bridge ID

Helio Time {second) 2 2

Max Age (second) 20 20

Forwarding Delay (second) 15 15

Cost to Bridge 0

Port ID (0X0000

Topology Changed Times 7

Time Since Last Change 0:00:28
1 FORWARDING Designated 1000-42737 4205554 0x8001 0 Forwarding
2 |FORWARDING Designated 1000-42737 4205556 0x8002 0 Forwarding

75/218



ZY XEL

2 [lpoBepbTe cocTosaHMe KommyTaTopa Switch-2: lepeiante 8 Menu >
Advanced Application > Spanning Tree Protocol. MpoBepbTe cocTosHUe
noptoB KommyTaTopa Switch-2. Port 1 pomkeH 6biTb Root Port B
coctossHun FORWARDING, a port 2 - Designated Port Takxe B COCTOAHUU

FORWARDING.

Configuration RSTP MRSTP MSTP

Spanning Tree Protocol: RSTP

Bridge Root

Bridge ID 1000-427374205556

Hello Time {second) 2 2

Mox Age (second] 20 20
Forwarding Delay (second) 15 15
Cost to Bridge 4

Port ID 0X8001

Topology Chonged Times 10

Time Since Last Chonge 0:00:09

3 T[posepbTe cocToAHWE KommyTaTopa Switch-3: Mepelianute 8 Menu >
Advanced Application > Spanning Tree Protocol. MpoBepbTe cocTosHUe
noptoB KommyTtaTopa Switch-3. Port 1 poskeH 6biITb Root Port B
coctoaHnn FORWARDING, a Port 2 - Alternate Port B cocTtosHuU

DISCARDING.

Configuration RSIP MRSIP MSTP

Spanning Tree Protocol: RSTP

Bridge Root

(o]
&
w
Q
a

Bridge ID 1000-427374205556

Hello Time {second)

M @

Max Age (second) 20 0
Forwarding Delay {second) 15 S
Cost to Bridge <

Port ID 0X8001

Topology Chenged Times

Time Since Last Chonge 0:05:15
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3.2.3 NMouyemy 370 He paboTaer

1 Ecam Root Bridge okasanca He TOT KOMMYyTaTop, KOTOPbIA Bam

HYeH:

a. Hy)kHO ymeHbLWNTb NpmropuTeT Spanning Tree 3TOro ycTpoMCTBa.

b. Hy»xHO yBennuunTb npuoputeT Spanning Tree gpyroro ycTpoincTea.
KommyTtatop ¢ CAMbIM HU3KUM npuoputetom 6yaet Root Bridge. Ecam
npuopuTeTbl Y ABYX KOMMYTATOpPOB coBnagatoT, To Root Bridge 6yaer

kommyTtatop ¢ HAMMEHBLUUM MAC-agpecom.

2 Ecnv y Bac HeT A0CTyna K ynpaBieHUI0 KOMMYTaTOPOM U CBETOANOAbI €70
MOPTOB MOCTOAHHO MWralOT, TO HYXXHO pa3opBaTb TOMONOTUIO ring,
pasopBaB nwboe aybaupylollee coeavHeHWe ANA  BOCCTaHOB/AEHUA
[0CTyna K ynpasneHuto. Takasa CMTyauMa 4acTo BO3HMKAET A0 TOro, Kak
Spanning Tree cKoHdUrypnpoBaHa Ha YCTPOMCTBAX WUAM NP OWNOKax B

KoHdurypaumm Spanning Tree.
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3.3 Kak Hactpoutb VRRP 4yTt06bI NpeaocTtaBuTb XocTam pe3epBUPOBaHHbIN W03

3ToT npumep OO6BACHAET, KaK HacTpouTb pe3epBMpoBaHMe wato3a redundancy.
Mpotokon Virtual Router Redundancy Protocol (VRRP) no3sonsetr ABym LAO3am
Mcnonb3oBaTb OAMH U TOT e IP-agpec n B cnyyae BbIXO4a U3 CTPOA OAHOMO M3 3TUX
wnto308 NHTepHET no-npexxHemy byaeT A0CTyneH 13 N0KaAbHOW CeTw.

Local Network
Network 192.168.1.0
Netmask 255.255.255.0

Gateway 1921681254 | Coweway-A

VLAN 1 IP192.168.1.252 USG-A
VLAN 10 IP 192.168.10.1 LAN IP 192.168.10.2

L2 Switch

Gateway-B
VLAN 1 P 192.168.1.253 USG-B
VLAN 20 IP 192.168.20.1 LAN IP 192.168.20.2

Mnnoctpauua 14 [Ba wnto3a ucnonb3ytotr VRRP B ogHoi LAN

\ll

‘Ql MpumevaHue:

Bce ceteBble IP-agpeca n macku noaceTn OTHOCATCA TOJIbKO K 3TOMY NpuMepy.
MX HYXXHO 3aMeHUTb Ha peanbHble IP-agpeca 1 Macku NoAceTH Ballel ceTu.
VRRP noaaepunsatoT TO/IbKO KOMMYTaTOpbl cepunit GS/XGS/XS3700 n XGS4600.

KommyTtaTopom L2 Switch moskeT 6b1Tb 10601 KommyTaTop Zyxel, ncnonbayowmii KoHoUrypaumto
MO YMONYAHUIO.

B sTom mpumepe ans gocrtyna K MHTEpPHETY MCMONb3YIOTCA KaHanbl ABYX PasHbiX NpoBaigepos

Internet Service Provider (ISP).

NHTepdeitc nonb3osatens (Ul) B aTom npumepe oTHOCATCA K KommyTaTopy XGS4600.

3.3.1 Hactpoiika wnio3a Gateway-A

1 OtkpoiTe web-nHtepdeic wnosa Gateway-A.
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2 T[epenaute B Advance Application > VLAN > VLAN Configuration > Static VLAN
Setup. Co3gaiite/oTpegaktupyiite VLAN 4yTo6bl ToNbKo nopT Port 23 6bin fixed

port. LLlenkHuTe Add.

[ SwficviaN ] VLAN Confiquration
ACTIVE 4]
Nome 1

VLAN Group ID L

® Normal
VLAN Type

Private | v

Association VLAN List

21 Normal Fixed ® Forbidden Tx Tagging
22 Nermal Fixed Forbidden J Tx Tagging
23 Nermal Fixea Forbidden & Tx Tagging
24 O Normal ) Fixed ) Forbidden Tx Tagging
25 Normal Fixed Forbidden Tx Tagging

3 Mepeiiaute B Advance Application > VLAN > VLAN Configuration > Static VLAN
Setup. Co3paiite/oTpenaktupyiite VLAN ytob6bl ToNbKO nopT Port 24 6bin fixed

port. LLlenkHuTte Add.

[ Staficvian ] VLAN Configuration

ACTIVE v

Name (10

VLAN Group ID 10

@® Normal
VLAN Type :
Private | 2l

Association VLAN List
21 ) Nermal _) Fixed Forbidden @ Tx Tagging
22 ) Normal ! Fixed Forbidden | Tx Tagging
23 ) Normal ! Fixed Forbidden [ Tx Tagaing
24 & Normal ) Fixed Forbidden | Tx Tagging
25 ~ Normal Fixed Forbidden [ Tx Tegging

4 T[epengute B Advance Application > VLAN > VLAN Configuration > VLAN Port
Setup. Hactpolite port 24 Ha PVID 10. LLlenkHuTe Apply.
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21 O h | O [ Al v 0 O
22 O :1 | @ [Al v O O
23 & 1 \ (] ;AI v (] (]
24 5] 10 \ = AI v & (]
25 O i] :‘ O (;M B @ 0

5 nMepeiauTe B Basic Setting > IP Setup. 3agaiite IP-agpec ana VLAN 1. LLlenkHute

Add v BbinonHUTE Ty e onepaumto gna VLAN 10.

IP Interface
| IP Address © DHCP Client

@ Stotic IP Address
IP Address 192.16

ra
o
o | o
[
w
ra

IP Subnet Mask 25

VID L

o
[
(<]

)
[
o
(=]

IP Interface
|IP Address O DHCP Ciient
@ Static IP Address
IP Address [192168.00 |
P Subnet Mask  |255.265.255.0 |
VID 1o | |

6 Mepeiigute B Basic Setting > IP Setup. Hactpointe w3 In-band Default

Gateway. LLenkHute Apply.

IP Configurafion IP Status
Default Gateway jl?:_?;s_fo_z '
| Default Management @® |n-band &) Out-of-band

7 Nepeingute B IP Application > VRRP > Configuration. Bkniounte VRRP ans cetu

“192.168.1.252/24”. Y6eautech, uto npuopuTeT priority - “200”. LenkHute Add.
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Active 4

Name VLANI
Network 192.168.1.252/24 v |
Virtual Router ID 1v 7
Advertisement Interval 1

Preempt Mcde v

Priority 200

Uplink Gateway 192.168.10.2
Response Ping v

Primary Virtual IP 192.168.1.254
Secondary Virtual IP 0.0.0.0

3.3.2 Hactpoiika wanio3a Gateway-B

1 Ortkpoitte web-nHtepdeitc wntosa Gateway-B.

2 epeiaute B Advance Application > VLAN > VLAN Configuration > Static
VLAN Setup. Co3paiite/otpeaaktupyite VLAN 4tobbl ToNbKO NopT Port 23
6b1n fixed port. WenkHute Add.
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[ staficvian ] VLAN Confiquration
ACTIVE vl
Name 1
VLAN Group ID 1
@ N |
VLAN Type e .
O Private | v |
| Association VLAN List
21 - Normal - Fixed ® Forbidden ) 7x Tagging
22 < Normal - Fixed ) Forbidden I Tx Tagging
23 2 Normal ! Fixed - Forbidden J Tx Tagging
24 < Normal - Fixed ® Forbidden J Tx Tagging
25 - Normal ) Fixed ® Forbidden ) Tx Tagaing

3 Mepeirgute B Advance Application > VLAN > VLAN Configuration > Static
VLAN Setup. Co3paiite/otpeaaktupyite VLAN ytobbl ToNbKO nopT Port 24
6bin fixed port. WenkHuTte Add.

[ sorcum VIAN Confguoton
ACTIVE v
Name 20
VLAN Group ID 20
® Normal
VLAN Type it -
O Private v |
Association VLAN List
21 ) Nermal ) Fixed ® Forbidden L Tx Tegging
22 ) Normal ) Fixed @® Forpbidden [J 1x Tagging
23 ) Normal ) Fixed ! Forbidden 2 Tx Tagging
24 O Normal ® Fixed O Forbidden [ 1x Tagging
25 ) Neormal ) Fixed ® Forbidden [ Tx Tagging

4 Mepengute B Advance Application > VLAN > VLAN Configuration > VLAN
Port Setup. Hactpotite port 24 Ha PVID 20. WenkHute Apply.

21 O 1 | @ [Al v O O
22 (] 1 | @ [ Al v | ] O
23 = E o '7A| v | E O
24 o if_)o—_\ O %-AI v O O
25 O h ‘ @ [Al v| O O
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5 epeiaute B Basic Setting > IP Setup. 3apante IP-agpec gnsa VLAN 1.

LenkHuTe Add 1 BbinonHUTe Ty *Ke onepaumnio gnsa VLAN 20.

IP Interface
| IP Address O DHCP Client
'®) Sictic IP Address
IP Address 192.168.1.253 |
P SubnetMask  [255.265.255.0 |
VID L \
IP Interface
| IP Address O DHCP Ciient
® Static IP Address
IP Address 192168200 |
IPSubnetMask  [255.255.255.0 |
vID 20 |

6 Mepeiigute B Basic Setting > IP Setup. Hactpoite wnwo3 no ymonyanuwo Default
Gateway. LLlenkHuTe Apply.

IP Configurafion 1P Status
Default Gateway 11'9721 68.20.2 }
Default Mancgement @® |n-band & Qut-of-band

7 Nepenigute B IP Application > VRRP > Configuration. Bkntounte VRRP ana
cetn “192.168.1.252/24”. lenkHuTe Add.

83/218



ZYXEL

Active 2

Name VLANT |
Network 192.168.1.253/24 v |
Virtual Router ID 17|
Advertisement Interval l__:l
Preempt Mcde [

Priority 100

Uplink Gateway 192.168.20.2
Response Ping 2

Primary Virtual IP 192.168.1.254
Secondary Virtual IP 0.0.0.0

(4] Concal] Cloar

3.3.3 MpoBepKa pe3yabTaToB HACTPOMKKU

1 VY6eautecb, uyto wnw3 Gateway-A - 310 Master VRRP Router.

Nepeigute B IP Application > VRRP. VR Status gomxkeH 6biTb Master.

VRRP Siatus

Network
192.168.1.252/24

Configuration
Uplink Status

Index

2 VYb6eautecb, yto w/o3bl Gateway-B is the Backup VRRP Router.

Nepenaute B IP Application > VRRP. VR Status gomkeH 6biTb Backup.

VRRP Status Configuration

index Network VRID VR Status Uplink Status
1 192.168.1.253/24 1 Backup Alive
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3 VYb6eautecb, 4yTo wWnto3bl Gateway-A and Gateway-B 3anmcaHbl Kak
default route (MapwpyT no ymonyaHuto) B Tabanue Maintenance >

Routing Table cooTtseTcTBYtOWMX USG.

4 HacTpoliTe XOCT co cTaTudeckum |P-agpecom. C xocTa [OONXKHbI
A0XOANTb ping Ha BUPTyanbHbIN IP-agpec 192.168.1.254.

:\Windows\system32>ping 192.168.1.254

inging 192.168.1.254 with 32 bytes of data:

eply from 192.168.1.254: bytes=32 time<{ims TTL=254
eply from 192.168.1.254: bytes=32 time<{ims TTL=254
eply from 192.168.1.254: hytes=32 time<{ims TTL=254

eply from 192.168.1.254: hytes=32 time<{ims TTL=254

ing statistics for 192.168.1.254:

Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss).
pproximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Oms, Average = Bms

5 OtcoeanHute nopt port 23 unum port 24 wnro3a Gateway-A. C xoctos
OO/KHbI NO-NPEXHeMy NPOXOAUTb ping Ha BUPTyanbHbIK IP-agpec

192.168.1.254.
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3.3.4 Nouemy 3710 He paboTtaer

1 Ecnm y xocToB HeT focTyna K MHTepHeTy Koraa w3 Gateway-A oTKAOYEH

OT CeTU, TO HY>XHO NpPOoBEpPUTb:

a. IP-nnTepodeiicbl xocToB 1 WAto3a Gateway-B oTHocATcA K ogHOM

noacetn un VLAN.
b. MoakntoueHne nopta port 23 nau port 24 wntosa Gateway-B.

c. LWnwo3 Gateway-B asnaetca default route ans USG-B.
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3.4 KaK HacTpouUTb KOHTPO/Ib NONOCbI NPONYCKaHUA 418 OrPaHUYEeHUA CKOPOCTH

BXOAALLEro Uaun ucxogauwero Tpadpuka

B sToM npumepe 06bACHAETCA, KaK HAaCTPOUTb KOHTPO/Ib NOOCHI NPOMNYCKaHUA ANA
OrpaHUYeHUA CKOPOCTM BXOAALLero u/unmn ucxogsawero tpaduka. B stom npumepe
Mcnonb3yoTca ABa KomnbtoTepa: kaneHT FTP Client (PC) n cepsep FTP Server
(FTPServer). PC moxeT 3arpys<atb ¢annbl c/Ha FTP Server.

PC Switch FTPServer
IP:192.168.1.100 IP:192.168.1.1 IP:192.168.1.200

Unnoctpauma 15 HacTpoiika KOHTPO/Ib NON0CbI MPONYCKaHUA 4151 OFPaHUYEHUA CKOPOCTU
TpaduKa

\l #

Q MpumevaHue:

Bce ceTeBble IP-agpeca M Macku NoACeTU OTHOCATCA TO/IbKO K 3TOMY NpUMepy, NO3TOMY A1 Ballewn
CeTU MX HYXHO 3aMeHUTb Ha COOTBETCTBYlOLWME peanbHble IP-agpeca n macku nogcetun. B atom
npumepe ncnonbayercs Kommytatop XGS4600-32 (Bepcus mukponporpammsi: V4.50).

3.4.1 Hactpo#Ka KoHpUrypauum KommyrtaTtopa
1 OTkponTe web-uHTepdeic. NMepenante 8 Menu > Advanced Application >
Bandwidth Control. MocTtasbTe rasouky B “Active”. BBeaute ckopocTb B
Ingress Rate (PC Upload rate) = 10240 kbps v Egress Rate (PC Download
rate) = 20480 kbps. Takke Hago nocTaBUTb ranoyky B “Active” gns nopra.

WenkHute “Apply”.
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Bandwidth Conirol

‘ Active » o

\ E 1 wos [ [0240 | [ps [ [20480 ] |kops

1 kbps ()]

3.4.2 MNpoBepKa pe3ynbTaTtos
1 Monpobyiite 3arpy3utb dain ¢ PC Ha FTP Server. CkopocTb nepegayv AonXKHa

6bITb 0K0N0 1.2 MB/s (uamn 10240 Mb/s).

Server/Local file Directi... Remote file Size Priority  Status

B test@192.168.1.200
/[TestFile.avi 83.1MB Normal Transferring

D:\Test\TestFile.avi -5
00:00:14 elapsed  00:00:58 left 213% 18,612,224 byte{ (1.2 MB/s)]

2 [onpobyiite 3arpy3uTb ¢ann ¢ FTP Server Ha PC. CKopocTb nepegayn A0/KHa

6bITb 0K0N0 2.4 MB/s (or 20480 Mb/s).

Size Priority  Status

Server/Local file Directi... Remote file
B test@192.168.1.200
DA\ Test\TestFile.avi <<--  [TestFile.avi 34GB Normal Transferring

00:23:37 left 71,762,000 bytes|(2.4 MB/s

00:00:28 elapsed
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3.5 Kak Hactpoutb ACL gna orpaHnyeHna ckopoctu Tpadpuka IP

NHorpa TpebyeTca BBECTM OrpaHUYeHUs CKOpoCcTM ana otaenbHbix VLAN nokanbHOM
ceTtun, Hanpumep, ecan B kKomnaHum VLAN 10 npegHasHayeHa gna nepcoHana, a VLAN
20 - pna rocten, To orpaHnyme ckopocTb B VLAN 20, mbl o6ecneuymm 60/blue Noaochl
nponyckaHua ana nonb3osateneit 8 VLAN 10. B sTom npumepe noKasblBaeTcs, Kak
HacTpouTb ACL Ha orpaHunyeHmne ckopocth Tpadmka VLAN. [1na npoBepKM pe3ynbTaTos

3TOM HACTPOMKM HYKHO CPAaBHUTb CKOPOCTU BXoAALero/ncxogauero Tpaduka 8 VLAN
10 n VLAN 20.

PC-1
VLAN 10
IP:192.168.10.100

Switch-1 Switch-2
GS2210-48HP XGS4400-32
| VLANT, [IP:192.168.1.1 VLAN 1, IP:192.168.1.2
e |7 VLANIQ,IP:192.168.10.1 VLAN 10, IP: 192.168.10.2 FTPServer
—7 VLAN 20, IP: 192.168.20.1 VLAN 20, IP: 192.168.20.2 IP: 192.168.1.100
PC-2
VLAN 20

IP:192.168.20.100

Unnoctpauma 16 Hactpoiika ACL gna orpaHuyeHus Tpaduka VLAN

s

\Q‘ MpumevaHue:

Bce ceTeBble IP-agpeca n Macku NoAceTn OTHOCATCA TO/IbKO K 9TOMY npumepy. VX Hy>KHO 3aMeHUTb
Ha peasibHble IP-agpeca n MacKu noaceTu Ballel ceTn. B atom npumepe ncnonbsyetcs XGS4600-32
(Firmware Version: V4.50) n GS2210-48HP (Firmware Version: V4.30).
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3.5.1 Hactpowka VLAN 1 mapwpytusaumm Tpaduka Route Traffic
1 Hactpoiite napametpbl VLAN (VLAN 10 u VLAN 20) Ha KommyTaTopax
Switchl un Switch-2 (Cm. 2.1 KakK HacTpouTb KOMMYTaTop Ha M30AALMUI0

TpaduKa mexay otaenamm).
2 Hactpointe mapuwpyTtusaumto Tpaduka route traffic Ha Switch-1 n Switch-2

(cm. 2.2 Kak HacTpouTb KOMMYTATOP HA MapLIPYTU3aLUIO TpaduKa uepes

VLAN)

90/218



ZYXEL

3.5.2 Hactpoiika Classifier

www.zyxel.com

1 Hacrtpoute Classifier Ha kKommyTaTope Switch-2: MNepeigute 8 Menu >
Advanced Application > Classifier > Classifier Configuration. Hactpoite
yeTblpe 4 Classifier (no gBa Classifier gna tpaduka download u upload B
VALN 10 u B VLAN 20)

~,

|

Q MpumeyaHue:
Ecaun Tpaduk cootsetctyet Classifier, To ACL npMeHAET K HEMY COOTBETCTBYIOLLEE
npasuno Policy Rule.

Hactpoitka Classifier ana tpapuka download 8 VLAN 10: nocTtaBbTe ranoyky B

“Active” n BBeaute nma B nosie Name. Hactpoiite Layer 3 > Destination Kak

192.168.10.0/24 (370 o3HauaerT, yto nony4yatens 8 VLAN 10) n Source Kak 92.168.1.

100/32 (310 03HauaerT, 4Tto oTnpasuTens - FTPServer). Haxxmute “Add”.

Active
Name

Weight

v
DLIO

|32767

Classifier Status Classifier Global Setting

Layer 3

® Any
IP Pocket Length d
To
IPv4
DSCP
IPvé
® Any
Precedence <
® Any
ToS 2
® (Al v
IP Protocol
Others
o | Al v
IPvé Next Hecder —
Others
IP Address /

Source i 2
Address Prefix

vaye IP Address /
:
Address Prefix

Bytes

® Any

® Any

Estoblish Only
{Dec)
Establish Only

{Dec)

[192.168.1.100 /32

[192.168.10.1 /24 |
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3 Hactpouka Classifier ana tpadpuka upload 8 VLAN 10: MocTaBbTe rasiouKy B
“Active” n Beegute nma B none Name. Hactpoiite Layer 3 > Destination
Kak 192.168.1.100/32 (310 03HayvaeT, 4To nosyyatens FTPServer) u Source

Kak 192.168.10.0/24 (310 03HavaeT, 4To UCTOYHMK B VLAN 10). Haxkmure

“" ”
Add”.
Classifier Configuration Classifier Status Classifier Global Setting
Active v
Name UL1O
Weight 32767
® Any
IPv4 L
DSCP
® An
IPv
® Ay
Precedence -
Layer 3 Tos ® Any
oS
L All v tablish Only
IPrsas Al Establish Only
Others [Dec
® | All v | L Establish Only
|IPvé Next Header
Others [Dec
IP Address /
= |l192.168.10.1 o5 ]
>' |l192.168.1.100 /a2 |

4 Hactpolika Classifier gna tpadpuka download 8 VLAN 20: nocTaBbTe ranouKy
B “Active” n sBeauTte umsa B nosne Name. Hactpoite Layer 3 > Destination
Kak 192.168.20.0/24 (310 o3HauaeT, yto noaydartensb VLAN 20) n Source Kak
192.168.1.100/32 (3Tt0 03HauaeT, 4To MUCTOYHWUK FTPServer). Haxmure

llAddH'

5 Hactpoitka Classifier gnsa Tpadumka upload B VLAN 20: nocTaBbTe rasiouKky B
“Active” n BBeauTe nms B none Name. Hactpointe Layer 3 > Destination
Kak 192.168.1.100/32 (310 03HayvaeT, 4To nosyyatens FTPServer) n Source
Kak 192.168.20.0/24 (310 o3HauaeT, YTo UcToYHMK VLAN 20). Haxkmute

llAdd"'
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3.5.3 Hactpoiika the ACL (npasuno nonutuku Policy Rule)
1 Hactpotika Policy Rule Ha Switch-2: B pasgene 3.5.2 mbl co3ganu yeTbipe
Classifier. YTo6bl HaliTM ux B OKHe Policy Rule nepengute B Menu >

Advanced Application > Policy Rule.

2 [na Policy Rule Tpadumka download 8 VLAN 10: MocTaBbTe rajsouKky B
“Active” n Beeante nma B none Name. Bbibepute Classifier pna Tpaduka
download B VLAN 10 (DL10). HacTtpoiTe aeictema npm COOTBETCTBUMN STOMY
Classifier: Bandwidth Metering=40960 kbps. Bkatouute Metering u
HacTpoiiTe geincrene Out-of-profile action (oHo 6yaeT BbINOAHATLCA ecnu
CKOPOCTb 6onbLUe Nosockl NponyckaHusa) Ha “Drop the packet” (Switch-2
byaeT otbpacbiBaTb TpadmMK, KOTOPbLIM NPEBbIWAET NOAOCY NPONYCKaHuA).

Haxxkmute “Add”.

Active
Neme PolicyDL10
DL1O
JL20
Clossifier|s) uL10
UL20
Genera Metering
Bandwidth 40940 kbos
Egress Por! Out-of-Profile DSCP
Parcmeters
Priorty ov
DSCP
TOS ov
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atching frame previously marked for droppin
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oint fizld in the frame

O
C

o

[{]

il 0 o @

|
1]
@

QR =
m
.

]
3
o
0
!
>
o
c
“
2
3
3
Q
(ﬁ
Q
o
Q
(o]
s}
[$]
5
0

3

4

5

Ons Policy Rule Tpaduka upload 8 VLAN 10: MocTaBbTe rasnoyky B “Active”
n Beegute ums B none Name. Boibepute Classifier ana tpadumka upload B
VLAN 10 (UP10). HacTtpoiite aeicteua npu cootsetcteum atomy Classifier:
Bandwidth Metering=20480 kbps. Bkniounte Metering n HacTponTte

aenictene Out-of-profile action Ha “Drop the packet”. Haxkmute “Add”.

Ona Policy Rule tpaduka download 8 VLAN 20: lMocTaBbTe rasoyky B
“Active” n Beeante nma B none Name. Boibepute Classifier ansa Tpaduka
download B8 VLAN 20 (DP20). HacTtpoitTe aeicTBuMAa npu COOTBETCTBUM
atomy Classifier: Bandwidth Metering=20480 kbps. Bknatounte Metering n
HacTponTe aerictene Out-of-profile action Ha “Drop the packet”. Haxkmute

llAddH'

DOns Policy Rule Tpaduka upload B VLAN 20: MocTaBbTe rasoyky B “Active”
n BeeanTe nmsa B none Name. Boibepute Classifier gna tpadmka download

B8 VLAN 20 (UP20). HacTpoiiTe aencreuns npm cootsetcTaum atomy Classifier:
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Bandwidth Metering=10240 kbps. Bkntounte Metering n HacTponTte
aenictene Out-of-profile action Ha “Drop the packet”. Haxkmute “Add”.
3.5.4 NposepkKa pe3ynbTaToB
1 Mepenante 8 Menu > Advanced Application > Classifier. [poBepbTe 3HaueHne
“Count”. Ecnn Ttpaduk cootsetctByeT classifier, To Match Count gns atoro

classifier byaeT yBenmMumMBaTbcs Npu Kaxkgom obHOBEHUM Web-CTpaHULbI.

Classifier Configuration Classifier Status Classifier Global Setfing
Active v
Nome IDL_10
Weight 132767
Log
Classifier Status Classifier Configuration
1 Yes 32767 DL_10 10 SrclP = 192.168.1.150/32; DestIP = 192.168.10.0/24; count;

2 3arpy3utb Ha PC-1 ¢aiin ¢ FTP Server. CKOpocCTb nepeaadun AaHHbIX A0/KHA
6bITb 0K0M0 5 MB/s (nan 40960 Mb/s).

Server/Local file Directi... Remote file Size Priority  Status
W test@192.168.1.100
D:\Test\TestFile.avi <<--  [TestFile.avi 87.1 MB_Normal Transferring

00:00:15 elapsed ~ 00:00:03 left [ EEESEI | 73.086,956 bytes[5.0 MB/s)

3 3arpy3utb ¢ PC-1 ¢daiin Ha FTP Server. CKopocTb nepeaaymn AaHHbIX A0/KHa
6bITb 0K0ONO 2.6 MB/s (uamn 20480 Mb/s).

Server/Local file Directi... Remote file Size Priority  Status
B test@192.168.1.100
D:\Test\TestFile.avi <<--  [TestFile.avi 3.6 GB_Normal Transferring
00:00:21 elapsed ~ 00:23:21left | 15% | 56,150,564 bytes{ Ez.s MBZsiI

4 3arpy3utb Ha PC-2 ¢ann c FTP Server. CKopocCTb nepeaayn AaHHbIX A0/KHa

6bITb OK0N0 2.6 MB/s (unn 20480 Mb/s).
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Server/Local file Directi... Remote file Size Priority  Status
B test@192.168.1.100
D:\Test\TestFile.avi -->>  [TestFile.avi 87.1 MB Normal Transferring
00:00:15 elapsed ~ 00:00:20lt [ 4% | 39583744 byted(26 MB/9)|

5 3arpysntb ¢ PC-2 ¢aiin Ha FTP Server. CKopocTb nepefayn AaHHbIX A0MKHA

6bITb 0K0N0 1.2 MB/s (unn 10240 Mb/s).

Server/Local file Directi.. Remote file Size Priority  Status
B test@192.168.1.100
D:\Test\TestFile.avi -->>  [TestFile.avi 87.1 MB Normal Transferring
00:00:11 elapsed ~ 00:00:59left [l 17.1% | 14,942,208 byte
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3.5.5 Nouemy 310 He paboTtaer
1 Mpu HacTtpomnke Classifier HagoO y4MTbIBAaTb OTMPABUTENA WM MNOAy4YaTens
TpadumKa. B aTom npumepe mbl HacTpomnm otnpaButens Kak VLAN 10
(192.168.10.0/24) npu 3arpyske daitna Ha Server, HO He 3aganu
nony4yatens (Server IP: 192.168.1.150). B pe3ynbTate CKOpoCTb TpaduKa
6ynet orpaHuyeHa korga PC ByaeT nbiTaTbcA nocnatb TpPaduk Apyrum

xoctam u3 VLAN 10.
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3.6 Kak BHegputb VRRP ¢ HecKonbKumu nHtepdpencamm mapLipytusaumm m
HA-pro, ucnonb3aya kommytatop Zyxel KopnopaTMBHOro Knacca

B npeablgyuie rnase mbl pacckasann o VRRP 1 npusen npumep ero HacTpomKu
ONA pe3epBMPOBAHMUA, HO 3TOT MPUMEP OTHOCMACA K KOMMAHWKM, Y KOTOPOM ABa
NHTepHeT-npoBalaepa (ISP). O4HaKO y HEKOTOPbIX KOMMAHWI TONbKO OAMH ISP 1 oanH
W03, MOAKMOYEHHbI K npoBangepy, noatomy npu cboe B paboTte waw3a wman
nospexaeHnn Kabensa, coeguHAOLWEro 3TOT LW/A3 C MNPOBAaWAEPOM, KOMNAHMA
notepaeT Aoctyn K MHTepHeTy. YTo6bl M36€eXKaTb 3STOM CUTYaL MM HYXKHO UCMONb30BaTb
ABa W33 U ANAa pesepBupoBaHMa KombuHmposaTtb VRRP ¢ HA-pro.

P1 P8 P8 P1
VLAN1: 192.168.1.252 alailic) Bl ——----——= 1 VLANI: 192.168.1.25]
GW: 192.168.1.1 P3 | USG310-1 UsG310-2| P3 GW:192.168.1.1
VR-IP: 192.168.1.254 Master Backup VR-IP: 192.168.1.254
VRRP priority: 100 VRRP priority: 200
Switch 1 Switch 2
P27‘AAcﬂer Backup | P27
VLAN10:192.168.102 E=F=FECEN @& SR EEE VLAN10: 192.168.10.1
VR-IP: 192.168.10.254 P26 P26 VR-IP: 192.168.10.254
VLAN100: 192.168.100.2 VLAN100: 192.168.100.1
VR-IP: 192.168.100.254 P P2 VR-IP: 192.168.100.254
VRRP uplink: 192.168.1.1 = R - VRRP uplink: 192.168.1.1
VRRP priority: 100 P10 P11 VRRP priority: 200
‘ 1 =
VLAN100: 192.168.100.111 ‘ _ VLAN10: 192.168.10.111
GW:192.168.100.254 - T GW:192.168.10.254

B aTo# TOnonornmn o6bIyHO TpaduK NepeaaeTcs Kak NoKasaHo Ha Uanoctpaumm 1, Ho
ecnu Bo3HUKHeT npobnema B USG310-1 (Master) nunu y coegmuenms link 1 unm 2, Toy
KommyTaTopa Switch-1 (Master) He byaeT aoctyna K UHTepHeTy. B aTol cutyauum ana
pe3epBUpOBaHUA caeayeT Ucnonb3oBaTb KombuHauuio VRRP u Device HA-Pro.
USG310-2 (Backup) n Switch-2 (Backup) ctaHyT paboTaTb Kak Master 1 yepes HUX Bce
XOCTbl 6yAyT noakntoueHbl K UHTepHeTy (cm. MantocTpauuto 2).
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-

VLANI
P8 P1
VLANI: 192.168.1.252 HA-PrO =~ p———Titooss ] VLANI: 192.168.1.251
GW: 192.168.1.1 P3| USG310-1 T GW: 192.168.1.1
VR-IP: 192.168.1.254 Aﬁmsfer Beickup VR-IP: 192.168.1.254
VRRP priority: 100 VRRP priority: 200
Switch 1 Switch 2
P27 | Master Backup | P27

VLANI10: 192.168.10.2 &

VR-IP: 192.168.10.254 P26
VLAN100: 192.168.100.2

VR-IP: 192.168.100.254

VRRP uplink: 192.168.1.1

VRRP priority: 100

VLANI10 + VLANT00

==

N

P11

] VLANT10: 192.168.10.1
P26 VR-IP: 192.168.10.254
VLANI100: 192.168.100.1
VR-IP: 192.168.100.254
VRRP uplink: 192.168.1.1
VRRP priority: 200

VLANI100: 192.168.100.111
GW:192.168.100.254

Unntoctpauma 1

VLAN10: 192.168.10.111
GW:192.168.10.254

f
VLANI \
P8 P8 P1
VLANT: 192.168.1.252 ﬂ: HécPio B --------== 1 VLANI:192.168.1.251
GW: 192.168.1.1 P3 | USG310-1 UsG310-2| P3 GW:192.168.1.1
VR-IP: 192.168.1.254 Init Master VR-IP: 192.168.1.254
VRRP priority: 100 VRRP priority: 200
Switch 1 Switch 2
P27 | Init Master | P27

VLANT10: 192.168.10.2
VR-IP: 192.168.10.254 P26
VLAN100: 192.168.100.2

VR-IP: 192.168.100.254

VRRP uplink: 192.168.1.1

VRRP priority: 100

VLANI10 ~ VLANT00

+ VLANI10: 192.168.10.1
P26 VR-IP: 192.168.10.254
VLANT100: 192.168.100.1
VR-IP: 192.168.100.254
VRRP uplink: 192.168.1.1
VRRP priority: 200

VLAN100: 192.168.100.111
GW:192.168.100.254

Unnoctpauna 2

VLANI10: 192.168.10.111
GW:192.168.10.254

Q MpumeyaHue:

Bce ceteBble IP-agpeca M MacKM NOACETN OTHOCATCA TO/IbKO K 3STOMY MpUMepy.

MX HY»KHO 3aMeHUTb Ha peasibHble IP-agpeca n Macku NoAceTH BalLei ceTu.
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3.6.1 HactpoWka KoHduUrypauum

KommytaTop L3 Switch:

1. OtkpouTte web-nntepdeiic switch-1 (Master)

www.zyxel.com

2. Mepenaute B Advanced Application > VLAN > VLAN Configuration >Static

VLAN Setup

3. CosgauTte VLAN 10 n VLAN 100 gnsa xocTtos.

VLAN 10:

VLAN Configuration

ACTIVE v

Nome PC_Port11

VLAN Group ID 10

VLAN Type = Hovmel

Private v

Association VLAN List
24 ® Normal Fixed Foroidden | Tx Tagging
25 ® Normal Fixed Forbidden ¥l Tx Tagging
26 Nermal ® Fixed Forbidden ¥l Tx Tagging
27 Normal ® Fixed Forbidden ¥l Tx Tagging
28 ® Normal Fixed Foroidden ¥} Tx Tagging
29 ® Normal Fixeo Foroidden ¥ Tx Togging
20 ® Normal Fixed Forbidden ¥ Tx Tagging
3l ® Normal Fixed Foroidden | Tx Tagging
32 ® Normal Fixed Forbidden ¥l Tx Tegging
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VLAN 100:
[ SlaficVIAN | VLAN Configuration
ACTIVE ¥
Nome PC_Port10 i
VLAN Group ID IE
VLAN Type = bl
Private | v
Association VLAN List .
24 ® Normal ) Fixed ) Foroidden ¥ TxTegging
25 ® Normal | Fixed ! Forbidden ¥ Tx Togging
26 Nermal ® Fixed ! Forbidden ! Tx Tagging
27 Normal ® Fixed ! Forbidden ¥ Tx Tagging
28 ® Normal ) Fixed ) Forbidden ¥ Tx Tegging
2 ® Normal ! Fixed ) Forbidden ¥ Tx Tegging
20 ® Normal ! Fixed ! Forbidden | Tx Tagging
31 ® Normal ! Fixed ! Forbidden ¥ Tx Tagging
32 ® Normal ) Fixed ) Forbidden ¥ Tx Tegging

4. MNepengute K Basic Setting > IP Setup > IP Configuration

5. Hacrtpowte IP-uHtepdeic 8 VLAN 1 ana uplink.

IP Interface

IP Address

) DHCP Clent

Stotic IP Address

IP Address 192.168.1.251
5

IP Subnet Mask 2

i

I Add I Cancel

6. Hactpowte IP-uHTepdeic 8 VLAN 10 1 VLAN 100 ana xocTos.

VLAN 10:
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IP Interface
|IP Address DHCP Cihent
®) Stotic IP Address
IP Address 192.168.10.1
IP Subnet Mask |255.255.255.0
VID (10
[Aae] concel
VLAN 100:
IP Interface
IP Address ) DHCP Chent
® Static IP Address
IP Address 192.168.100.1
IP Subnet Mask 255.255.255.0
VID 1100 |

[Ada] Cone

7. HactpoiTe wnto3 no ymonyaHuto IP default gateway ana nutepdeiica VLAN 1.

IP Configurafion IP Status

Default Gateway 192.168.1.1

Default Mancgement ® In-band W Qut-of-band

=

8. Mepengute B IP Application > VRRP > Configuration

9. Hactpoite VRRP Ha Bcex uHTepdencax VLAN. “Response Ping” asnsetca onuuein, HO ecam

Response Ring He BK/IOYEH, TO Bbl CMOXKETe NOoCblaTb ping Ha BUPTyanbHbIN IP-agpec.

VLAN 1:
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Active

Nome

Network

Virtual Router ID

Advertisement Interval 1

Preempt Mode 7‘!‘

Priority QCE

Uplink Gateway 192.i68.1.1 '
Response Ping v

Primary Virtual IP 175727.7]768.1 .254
Secondary Virtual IP i92.l 68.1.253

VLAN 10:

Active v

Name VLANIO |
Network I°2107;1C)71}27A v
Virtual Router ID v ’
Advertisement Interval 1 "

Preempt Mode v

Priority 200 |

Uplink Goteway Vl 92.1;38.1 7
Response Ping ‘é ——

Primary Virtual IP 192.168.10.254
Secondary Virtual IP 1192.168.10.253 |

I Add l Cancel

VLAN 100:
Active o
Name \ 1
Network T°2] 66;15(7];.217/}‘2;17'
Virtual Router ID | R
Advertissment Interval 71
Preempt Mode @
Priority 200 |
Uplink Gateway 192.168.1.1 |
Response Ping 2
Primary Virtual IP 192.168.100.254
Secondary Virtual IP 192.168.100.253

[ Ad | Concel | Clor

10. OTkpoiTe web-uHTepderic kommyTtatopa Switch-2 (Backup).
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11. Nepenaunte B Advanced Application > VLAN > VLAN Configuration >Static VLAN Setup

12. Cospgaiite VLAN 10 1 VLAN 100 ans xocTosB.

VLAN 10:
VLAN Configuration

ACTIVE v

Nome VLANI1O

VLAN Group ID 10

VLAN Type S Hormal

Private v

Association VLAN List
24 ® Normal Fixed Foroidden ¢l Tx Tagging
25 ® Normal Fixed Foroidden ¥l Tx Tagging
26 Norma ®) Fixeg Foroidden ¥ Tx Tegging
27 ormal ® Fixed Forbidden ¥ Tx Tagging
28 ® Normal Fixed Foroidden ¢l Tx Tagging
29 ® Normal Fixed Foroidden ¥ Tx Tagging
30 ® Normal Fixed Foroidden ¥} Tx Togging
31 ® Normal Fixeg Forbidden ¥ TxTagging
32 ® Normal Fixed Foroidden ¢l Tx Tagging

| s | Concel | Geor|

VLAN 100:

T Sorcwan | VIAN Confoaton

ACTIVE 4

Name VLAN100

VLAN Group ID 100

® Normal
VLAN Type
Private X,

Association VLAN List
24 ® Normal Forbidden ¥l Tx Togging
25 ® Nermal Foroidden ¥ Tx Tegging
26 Normal Foroidden ¥ Tx Tagging
27 Normal Foroidden ¥ Tx Togging
28 ® Normal Fixed Foroidden ¢! Tx Tegging
29 ® Normal Fixed Forbidden ¥ TxTegging
20 ® Normal Foroidden ¥l Tx Togging
3] ® Normal Fixed Foroidden ¥ Tx Togging
32 ® Normal Fixeo Forbidden ¥l Tx Togging

I AddI Cancel

13. MNepeiianTe B Basic Settings > IP Setup > IP Configuration
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14. Hactpotiite IP-untepdeiic 8 VLAN 1 gna uplink.

VLAN 1:

IP Interface

IP Address ) DHCP Ciient

® Static IP Address
IP Acdress 192.168.1.252

IP Subnet Mask {255.255.255.0

VID 1

=

15. HactpowuTe IP-untepoetic 8 VLAN 10 n VLAN 100 gna xocTos.

VLAN 10:
IP Interface
IP Address ) DHCP Client
® Stctic IP Address
IP Acdress [192.168.10.2
IP Subnet Mask |255.255.255.0
VID (10
I Add | Cancel
VLAN 100:
IP Interface
IP Address DHCP Client
® Static IP Address
IP Address 192.168.100.2
IP Subnet Mask 255.255.255.0
VID 1100
I Add | Cancel

16. HactpouTe w03 no ymondanuio IP default gateway Ha VLAN 1 gns anauvHka.
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P Satus
Default Gateway [152.168.1.1 |
Default Mancgement ® |n-band Qut-of-bang
Apply

17. Nepenaunte B IP Application > VRRP > Configuration

18. Hactpoiite VRRP Ha Bcex mHTepodeiicax VLAN. “Response Ping” aBnaeTtcs onuunen, HO ecnu

Response Ring He BK/IIOYEH, TO Bbl CMOXETE NOCbINATh Ping Ha BUPTyanbHbIN IP-aapec.

VLAN 1:
Active v
Nome Backup
Network 717972&678.71 252/24 } £
Virtual Router ID v '
Advertissment Interval :i ‘
Preempt Mode 73(‘
Priority 100 |
Uplink Gateway 192.168.1.1
Response Ping v
Primary Virtual IP 192.168.1.254
Secondary Virtual IP 192.168.1.253

VLAN 10:
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Active 4

Nome @oc<up

Network [192.168.10.2/24 7 |

Virtual Router ID Tv| .

Advertisement Interval ;1 7

Preempt Mode ! a

Priority rC?

Uplink Goteway 192.168.1.1

Response Ping v

Primary Virtual IP 192.168.10.254

Secondary Virtual IP 192.168.10.253 |
Cancel

VLAN 100:
Active a
Nome 38054&0 i
Network I 1792170817002/24 v |
Virtual Router ID ‘-1 v
Advertissment Interval ‘I ‘
Preemot Mode ‘!’7
Priority 100 |
Uplink Gateway 192168001 |
Response Ping I
Primeary Virtual IP 192.168.100.254
Secondary Virtual IP I 92.1 68.100.253:
[ 7] Concel]

KommyTaTop L2 switch:
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1. Otkpovite web-uHTepdeinc kKommyTtaTopa layer 2 switch.
2. NMepengute B Advanced Application > VLAN > VLAN Configuration >Static VLAN Setup.

3. HactpouTte VLAN 10 1 VLAN 100 gna xocTtos.

VLAN 10:

[ swcwian VLAN Configuration|
ACTIVE v
Name VLAN10
VLAN Group ID 10
VLAN Type ® Normal
Private v
Association VLAN List

Port Control Tagging

» Normal v ¥/ Tx Tagging
1 Normal  Fied | Forbidden I Tx Taggi
2 Normal ® Fixed | Forbidden

3 ® Normal Fixed Forbidden ¥/ Tx Tagging
4 ® Normal Fixed Forbidden ¥ Tx Tagging
5 ® Normal ) Fixed Forbidden ¥ Tx Tagging
6 ® Normal Fixed Forbidden ¥/ Tx Tagging
7 ® Normal Fixed Forbidden ¥/ Tx Tagging
8 ® Normal Fixed Forbidden ¥ Tx Tagging
9 ® Normal ) Fixed Forbidden ¥ Tx Tagging
10 ® Normal Fixed Forbidden ¥/ Tx Tagging
" Normal | ® Fixed Forbidden 0 1x Taggingl

[Crsa] cancel ][ clear | ‘

| swtcvian ] VLAN Configuration
ACTIVE v
Name VLAN100
VLAN Group ID 100
® Normal
VLAN Type i
Private v

Association VLAN List

Port Control Tagging

x Normal v ¥/ Tx Tagging
) Normal Forbidden ¥ Tx Tagging
2 Normal Forbidden ¥ Tx Tagging
3 ® Normal Fixed Forbidden ¥ Tx Tagging
4 ® Normal Fixed Forbidden ¥| Tx Tagging
5 ® Normal Fixed Forbidden ¥ Tx Tagging
6 ® Normal Fixed Forbidden ¥ Tx Tagging
) ® Normal Fixed Forbidden ¥ Tx Tagging
8 ® Normal Fixed Forbidden ¥| Tx Tagging
9 ® Normal Fixed Forbidden ¥/ Tx Tagging

10 Normal | ® Fixed Forbidden Tx Tagging

| Cancel || Clear | ‘

4. MNepeigute B Basic Setting > IP Setup > IP Configuration
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5. HactpouTe IP-nntepoeric gna VLAN 10 nVLAN 100

VLAN 10:
IP Interface
IP Address DHCP Client
® Static IP Address
IP Address 1792A1§8.10.10
IP Subnet Mask 2552552550
\VID 10
Gancel
VLAN 100:
IP Interface
IP Address ) DHCP Client
@' Static IP Address
IP Address .1927.168.100,107
IP Subnet Mask 2552552550
VID 100
| Add || Cancel |

6. Mepenante B Advanced Application > VLAN > VLAN Configuration> Static

VLAN Setup
7. Beegute VLAN 1 4yT0o6bl OTKAOUYMTL VLAN.
VIiD Active Name VLAN Type Association VLAN List
Yes VLAN1 Normal
10 Yes VLAN10 Normal
100 Yes VLAN100 Normal

| Delete || Cancel |

8. Yb6epwute ranouky B none “Active” ytobbl Bkntoumtb VLAN 1, 3aTem wenkHute Add.
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_ VLAN Configuration
ACTIVE
Name VLAN1
VLAN Group ID 1
VLAN Type ® Normal

Private i
Association VLAN List

[T Add || cancel | [ clear |

9. MepenauTe B Advanced Application > VLAN > VLAN Configuration> VLAN
Port Setting

10. Hactpotiite PVID Ha nopTax port 10 n 11

VLAN Port Setting VLAN Configuration
GVRP <
Port Igﬁ;s(s PVID GVRP  Acceptable Frame Type VLAN Trunking  Isolation

. (Al v =

1 1 Al v :

2 1 Al v O

3 1 Al v

4 1 A v

5 1 All v

6 1 Al v O

7 1 7 Al v

8 1 lan v

9 ! All v :

10 100 Al v O

11 = Al v

12 LAl v

13 1 All v

LWnio3 Gateway:
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1. Otkpoite Web-nntepoeiic USG310-1 (Master).

2. [Mepeiaute B Configuration > Device HA > Device HA Pro

3. Hactpoite device HA-pro Ha USG310-1, Active/Passive device management IP n naponb
MOXHO MEHATb B 3aBMCMMOCTU OT Balmnx HacTpoek. LenkHute “Apply & switch to Device HA

pro“, 3atem wenkHute Apply.

General Settings

Serial Number of Licensed Device for License Synchronization: 5142122570056

Active Device Mancgement |P: 1.1.1.1

Passive Device Mancgement IP: 1.1.1.2

Subnet Mask: 255.255.255.0

Password: sessesnae

Retype to Confirm: sesessense

Heartbeat Interval: 2 secends (1-10)
Hearibeat Lost Tolerance: 2 (1-10)

Monitor Interface

Available Interfaces Monitor Interface
=== Object === === Object ===
ge2 =5 gel
ged ge3d
ged
geé
ge7

Failover Detection

[¥] Enable Failover When Interface Failure (Option)

Enable Failover When Device Service Fails [Option)

4. MMepenaute B Configuration > Device HA > General.

5. Bkntouunte Device HA B General Settings.
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= SambgUEn $ Troubleshooting
General Settings Walkthrough
I@ Enable Device HAl
Device HA Mode: Device HA Pro (Switch to Device HA page)
Apply Reset

6. OtkpoitTe web-uHtepdeiic USG310-2 (Backup).

7. Nepengute B Configuration > Device HA > General.

8. Bkntouute Device HA B General Settings.

;—z EAnRgUERon @ Troubleshooting
General Settings Walkthrough
I@ Enable Device HAl
Device HA Mode: Device HA Pro (Swiich to Device HA page)
Apply Reset

9. Nepengute B Configuration > Routing > Static Route

192.168.10.0/24.

10. Hactpoiite mapuwpyT routing path ana nonyyatens destination 192.168.100.0/24 w
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192.168.10.0/24

./ IPv4 Stafic Route Sefting

Destinction IP:
Subnet Mask:
@ Gateway IP
© Interface

Mesric:

192.168.10.0
256.255.255.0
192.168.1.254

192.168.100.0/24
F
.1 IPv4 Stafic Route Setling

Destination IP:
Subnet Mask:
©® Gateway P
O Interface

Metric:

192.168.100.0
255.255.255.0
192.168.1.254

oK

Cancel

e ]

www.zyxel.com

SN
Q MpumeyaHme:

Mogkntoyatb K USG HY)XHO TONbKO KOrga Bbl 3aBepliuTe BCH HACTPOMKY
KOHUrypauum, Haye HaCTPOMKM He ByayT NONHOCTbIO CUHXPOHMU3MPOBAHDI.
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3.6.2 NpoBepKa
KommyTtatop L3 Switch (VRRP):

1. OrtkpounTte web-nntepodeiic Switch-1 (Master).

2. Nepengute B IP Application > VRRP, Ha cneaytoweit naactpaumMm nokasaHo, 4to VRRP

paboTaeT, NOTOMy 4TO Y KOMMyTaTopa switch-1 ecTb focTyn K IP-uHTepdelicy wantosa.

VRRP Siatus Configuration
192.168.100.1/24 ] Master Alive
2 192.168.10.1/24 ] Maoster Alive
3 192.168.1.251/24 1 Master Alive

3. OtKkpoitTe web-untepdelic Switch-2 (Backup).

4. [Mepengute 8 IP Application > VRRP,

5. Ha cneayrouwent nnnoctpauma VRRP ycnewHo paboTtaert. B status BbiBoguTcs “Init” notomy yto

USG310-2 Bce ewe B cocToAHUM in backup, noaTomy wnto3 HeaoCcTyneH.

Configuration

3
@)

()

M @ @
Q O
Q Q

] Init
1 Init

W M

W)

Q
O

s

Q Mpumeuanue: “Init” VR status means that the gateway is not reachable.

Gateway (Device HA-Pro):
1. OtkpounTte web-nnHtepdeiic USG310-1 (Master).
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2. MepenauTte B Configuration > Device HA, cneaytowan MANOCTPALMA OTHOCUTCSA K YCMeLIHOM

HacTpoiKe Device HA Pro.

Active Device Status

Health Status SN MAC Sync Status
On 5142035530025 ACOEFF85219B nfa
Page |1 Show |50 |w | items Displaying 1 - 1 of
Passive Device Status
Health Status S/N MAC = Sync Status
On S1421L35530247 ACOEFF85219B Success
Page |1 Show |50 |w | items Displaying 1-1 of 1
View Log

Active Device

Tue Apr 30 035:26:37 2019 Enter Active mode

Passive Device

Tue Apr 30 05:46:43 2019 Entfer Passive mode
Tue Apr 30 05:46:52 2019 $tart to synchronize with active device|
Tue Apr 30 05:4%:39 2019 Svnchroni_ze complete

Y

route”.

Ql MpumevaHune:

1. Y106kl USG nepecbinan TpadpumK 06paTHO Ha XOCT OH A0/KeH b6bITb HACTPOEH Ha “Static

2. [Ona scex xoctos (MK) wanto3 no ymonuanuto default gateway gonxkeH 6bITb HaCTPOEH C
VRRP primary

3.6.3 Nouemy 3710 He paboraer?

1. Y kommyTtaTopa B VRRP uplink gateway aonxeH ctoatb IP-agpec USG.

2. HyxHo 3apatb VLAN member ana kommyTatopa downlink switch.

3.7 KaK HacTpouTb KOMMYTaTOp 4YTOObI NaKeTbl WaK no TyHHent Tunnel Layer 2
Protocol uepes cetb nposaiigepa

KommyTtaTtopbl Zyxel nogaeprkmBatoT TexHonoruto Layer-2 Protocol Tunneling (L2PT),

NO3BONAOWYH MaKETAM Ha

rpaHnUe CcCetTn nepenaBatb MNaKeTbl YEpPE3 CeTb

nposangepa no TyHHento tunnel layer-2 protocol. 3To MmoXKeT NoHaZobUTLCA ecan y
3aKa34yMKa KOMMYTaTOPbl YCTAHOB/IEHbI Ha Pa3HbIX NAOWAAKAX, U Nnepeaaya AaHHbIX

MEeXAYy HUM NOET Yepes ceTb NpoBaiaepa.
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B 3TOM cnyyae 3aKaszumMK MOXKET BHEAPUTb B CBOMX CETAX HE3aBUCMMOE pelueHue layer
2 protocol, Hanpumep, eauHbIA HE33aBUCUMbIM AOMEH spanning tree domain ans
CBOMWX CeTel B CeTM NpoBangepa.

Edge Switch-2

Customer device Customer device

Koraa KommyTtaTop rpaHuubl cetn Edge switch-1 nonyyaer naketsl Layer-2 protocol,
OH MX MWHKancyampyeT wun Bmecto MAC-agpeca noayyatena 3anucbiBaet
onpegeneHHbln MAC-agpec. Bce KommyTaTopbl BHYTPM CETM npoBanaepa
06pabaTtbiBalOT 3TU WMHKAMNCY/IMPOBaHHbIE MaKeTbl KaK MaKeTbl C AaHHbIMU U
nepecbiNaT UX Ha Apyryto cTopoHy. Korga KommyTtaTop rpaHumubl cetn Edge switch-2
NOJIy4aeT 3TU MHKAMNCYAMPOBAHHbIE NaKeTbl, TO OH U3BJEKAET UX BOCCTAHABANBAET UX
nepsoHavYanbHbin MAC-agpec nosyyatens M 3aTtem MNePEecbiIaeT UX KOMMYTaTopy
nosy4vaTento.

KaAablit NOpT KoMMyTaTopa rpaHuubl cetn edge switch moxeT paboTaTb B ABYX pexnumax:

- Access Port: B nopTtax ingress KommyTaTop edge npoBaigepa, NOAKNAOYEHHbIX K
KOMMYyTaTOpy 3aKa3uMKa, BXxogsume nakeTol layer 2 protocol MHKancynvpytoTtca un
nepecbiNalTca NopTam TyHHens.

- Tunnel Port: B nopTax egress kKommyTatop edge npoBaliaepa, NOAKJOYEHHbIX K
KOMMYTaTOpy 3aKa34uMKa, Bxogaime naketobl layer 2 protocol nssnekatorca un

rnepecblaloTcA Ha NopT access port.

Ha cnepytowem npmmepe noKasaHo, Kak HaCTPOUTb KOMMYTATOP Ha NEPECHISIKY NaKeToB
no TyHHesno STP yepes ceTb NpoBanaepa.

Port 10

Port 10  Port 26 Port 26

- [====]=a]
Customer Switch-A

Edge Swite Customer Switch-B
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s

\Q‘ MpumeyaHme:

B atom npumepe asa XGS4600 — 3To KommyTaTopsbl edge, a gBa GS2210 — KOMMYTATOPbI
3aKa3umKa.

3.7.1 HactpoWka KoHdpurypauum KommyTtatopa Edge
1 Hactpoute Edge Switch-1: OTkpoiite web-uHTepdelic. NMepengnte B
Advanced Application > Layer 2 Protocol Tunneling. MocTtasbTe ranouky B “Active”
u 3agante “Destination MAC Address”.

Layer 2 Protocol Tunnel

Aoy
\C
AcTive v

Destination MAC Address 01:80:c2:11:22:33

W NN -

-~

Y

T
Q MpumeyaHue:

Destination MAC Address mokeT 6b1Tb MAC-agpecom unicast nam multicast.
1. Ecau unicast MAC-agpec: ybeautecn, 4to Takoro MAC-agpeca HET B

Tabanue MAC-agpecoB KOMMYTaTOpPOB CETU NpoBaiaepa.

2. Ecan multicast MAC-agpec: ybeanTtecs, 4to Takoro MAC-agpeca HE
ncnonb3yeTca ANA onpeaeneHHoro NnpoTokona, Hanpumep, STP u VTP.

\Il

\Q MpumeyaHue:

Bce kommyTaTopbl edge ceTy npoBaitaepa A0/KHbl UCNONb30BaTb OAUH U TOT
e MAC-agpec Ana MHKancyaauuu.
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2 HactpownTte Edge Switch-1: Ha Toi1 ke cTpaHWLLe NOCTaBbTE ra/iouKy B
“" 7 ~ “" ” “" ” ~
STP” n HacTpoiiTe “Mode” Ha “Access” ana nopta 26, KOTOPbI
NOAKNIOYEH K KOMMYTATOPY 3aKa3umKa.
3 HactpouTte Edge Switch-1: Ha Toi1 ke cTpaHuue HacTtpoiTe “Mode” Ha
“Tunnel” ana nopTa 28, KOTOPbIM NOAKAOYEH K APYTOMY KOMMYTATOpPY

edge B ceTu npoBanaepa, u wenkHute “Apply”.
Layer 2 Protocol Tunnel
Active v

Destination MAC Address 01:80:c2:11:22:33

0 Q0

Wow NN
(=]

(O8]
N | =

s

\Q‘ MpumeyaHue:

Cepsucbl L2PT HyXHO aKTMBMpPOBaATb ONA MOAAEPXKMBAEMbIX MPOTOKONOB
TONbKO ANA NOPTOB access port.

4 Hactpolite Edge Switch-2: Otkpoiite web-nntepdeiic. Nepengure B
Advanced Application > Layer 2 Protocol Tunneling. Aktusupyite Layer
2 Protocol Tunnel n HacTpoiiTe “Destination MAC Address”.
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Active v

Destination MAC Address 01:80:c2:11:22:33

W N -

< A -

s

\Q‘ MpumeyaHune:
Destination MAC Address moxkeT 6biTb MAC-agpecom unicast nam multicast.

1. Ecau unicast MAC-aapec: ybeautecn, uto Takoro MAC-agpeca HET B
Tabnvue MAC-agpecoB KOMMYTAaTOPOB CETU NpOBalAepa.
2. Ecan multicast MAC-agpec: ybeanTtecs, uto Takoro MAC-agpeca HE

MCNoNb3yeTca ANA onpeaeneHHoro NpoToKoa, Hanpumep, STP n VTP.

s

‘Ql MpumevaHue:

Bce kommyTaTopbl edge ceTu npoBangepa A0MKHbI UCNOb30BaTb OAUH U TOT
e MAC-agpec Ana MHKancyaauum.

5 Setup Edge Switch-2: On the same page. Activate STP and set mode as
“Access” on port 26 which connects to the customer switch.

6 Hactpoite Edge Switch-2: Ha Toi1 ke cTpaHuue HacTpoiTe “Mode” Ha
“Tunnel” gna nopta 28, KOTOPbIA NOAK/IOYEH K APYrOMY KOMMYTaTOPY

edge B ceTu npoBanaepa, u wenkHute “Apply”.
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Active o4

Destination MAC Address C)] :80:c2:11:22:33
- Access ¥
] Access ¥
2 'Access v
3 Access ¥
4 Access ¥
- ez
25 Access ¥
26 Access ¥
27 Access ¥
28 |Tunnel v
29 Access ¥
20 Access ¥
31 Access ¥
32 Access ¥

s

Q MpumevaHue:

Cepsucobl L2PT HYXXHO aKTMBMPOBATb AAA NOAAEPHKMBAEMbIX MPOTOKONOB
TONbKO ANA NOPTOB access port.

3.7.2 HactpoiiKa KOHPpUrypaLumum KommytaTopa 3aKasumKa

1 Hactporite Customer Switch-A: Otkporite Web-uHtepdeiic. Mepennante
8 Menu > Advanced Application > Spanning Tree Protocol >
Configuration. Y6egutecn, 4to B Spanning Tree Configuration BbibpaHo
Rapid Spanning Tree. Ecin HeT, BbibepuTe 1 WenkHuTe “Apply”.

Spanning Tree Configuration Status

l' Rapid Spanning Treel

Spanning Tree Mode Multiple Rapid Spanning Tree

Multiole Spanning Tree
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\Il

\Q MpumeyaHue:

HeobasatenbHo BKAto4aTb STP  Ha KOMMYyTaTOpax MOTOMY OHW  TOJIbKO
nepeHanpasnAtoT naketbl STP no TyHHeno.

2 HactpouTte Customer Switch-A: OTkpoiTte web-uHTepdeic. NMepenante
B Menu > Advanced Application > Spanning Tree Protocol > RSTP.
MoctaBbTe ranoyky B “Active” m HactpoiTe Bridge Priority = 4096.

AKktuBupyite nopt port 10 n wenkHute “Apply”.

Rapid Spanning Tree Protocol Status
Active v
Bridge Priority 4096 Vv
Hello Time 2 Seconds
MAX Age 20 |Second

(&)}
w
1]
(0]
(o]
= |
Q
7

Forwearding Delay

1 28 4

2 128 4

3 128 4

4 28 4
128 4

6 128 -

7 128 -

&) 128 4

? 28 4

[ 10 7 | 128 4

Cancel

3 Hactpounte Customer Switch-B: OTkpoiite Web-nHtepdeitc. NMepengute

8 Menu > Advanced Application > Spanning Tree Protocol >
Configuration. Yb6eautechb, 4to Spanning Tree

Configuration - ato Rapid Spanning Tree. Ecan HeT, BbibepuTe 310 ”

wenkHute “Apply”.
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Spanning Tree Configuration Status

I‘Q‘ Rapid Spanning Treel
Spanning Tree Mode O Multiple Rapid Spanning Tree

5] Multiple Spanning Tree

4 Hactpoiika Customer Switch-B: OTkpoiite web-untepodeliic. MNepeiaute

B8 Menu > Advanced Application > Spanning Tree Protocol > RSTP.

MocTaBbTe ranoyky B “Active”. AkTnusmnpyinte nopt port 10 n wenkHute “Apply”.

Rapid Spanning Tree Protocol Status
e
Bridge Priority | 32768 v |

|

\ Hello Time ‘i Seconds
l MAX Age [E Seconds
| i

Forwarding Delay

Seconds

128
128
128
128
128
128
128
128
& = = 128
128

||

)1

[

oooooo oy
SIOICIOIC I

V0N RN

P EY EY R R RN RO B N

o
3]

3.7.3 NpoBepKa pe3yNbTaToB HAaCTPOUKHU
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1 posepbte coctosHue Customer Switch-A: MNepeiigute 8 Menu >
Advanced Application > Spanning Tree Protocol. Root Bridge ID n Our
Bridge ID ponHbl coBnaaatb. 910 o3HavaeT, 4To Customer Switch-A —
310 Root Bridge. Port 10 gonkeH 6biTb B coctoasHun FORWARDING, a
ero Port Role nomkHa 6biTb Designated Ports.

Spanning Tree Protocol: RSTP

Bridge

Bridge ID

Hello Time {second) 2

Maox Age (second) 20
Forwarding Delay (second) 15
Cost 1o Bridge 0
Port ID 0X0000
Topology Changed Times
Time Since Last Change

|‘c FORWARDING :es‘g«c-edl 1000-00e4cb7=f5c0 0x800c 0 Forwarding

2 [posepbte coctoAHne Customer Switch-B: MMepeiiante 8 Menu >
Advanced Application > Spanning Tree Protocol. [MposepbTe
coctoaHuMe nopTta B Customer Switch-A. Port 10 gonxeH 6biTb Root
Port B coctoaHnn FORWARDING.

Spanning Tree Protocol: RSTP

Bridge

Bridge ID
Hello Time {second) 2
Maox Age (second]) 20
Forwarding Delay (second) 15
Cost to Bridge 4

Port ID (0X800a
Topclogy Chenged Times

Time Since Last Change

[ 10 FORWARDING Root l 1000-a0e4cb7ef500 0x800a 0 Forwardin,

5]

a
3
©

3.7.4 Nouyemy 310 He paboTaer?

1 Y6eautecn, 4to Bbl 3a4aaM oAUH U TOT e destination MAC address

ansa Layer-2 Protocol Tunneling Ha Bcex KommyTaTopax edge. B
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NPOTUBHOM Chy4Yae WHKaAMNCy/MpPoOBaHHbIE MNaKeTbl He 6yp,yT

pacno3HaHbl NPU UX Nepecbinke MexXay KommyTaTopamu edge.

PassepTtbiBaHue cetu IPTV

4.1 BeegeHue B IGMP

Ona npoektnposaHuA cetu IPTV Ba)KHO 3HaTb 3 BaHble KoHuenuun Zyxel IGMP
(Internet Group Management Protocol) u IGMP Snooping.

4.1.1 Yto Takoe General Queries u Group Specific Queries?
General Query: querier nocbinaeTr coobuweHna query KameHtTam multicast yTobbl
BbIACHWTb, M3 KaKMX rpynn multicast ceiyac ecTb B CETU aKTMBHbIE YNEHbI.

Group Specific Query: Korga kaveHT nokuaaet rpynny multicast u nocbinaet
coobuieHue leave group, To querier nocblnaeT 3To coobueHne query Ytobbl
BbISCHWUTb, €CTb /11 3TOW rPynnbl APYrne akTUBHbIE YNeHbl, MOAKAOUYEHHbIE K MOPTY
downlink.

4.1.2 Yto Takoe IGMP Snooping Querier Mode?
Ectb 3 pexxuma Querier Mode: Auto, Fixed n Edge.

Fixed: KommyTaTop BCcerga ucnosb3yeT 3TOT NOPT Kak nopt IGMP query port. 9T0T pexum
HY*KHO BblOpaTb Npu NogKAOYeHUM K NopTy cepBepa IGMP multicast server.

Edge: KommyTaTop He MOXKeT MCNob30BaTb 3TOT NOPT Kak IGMP query port 1y Hero

He 6yaeT 3anncK, 0 TOM, YTO K 3TOMY NOPTY NOAKAYEH MapLpyTm3aTop IGMP router.
KommyTaTop He nepecbinaeT Ha 3ToT nopT IGMP join nnn naketol leave packet.

Auto: MNopT paboTaeT Kak Fixed Korga nonyyaet 3anpoc IGMP query, a ecnn Takue
3anpocbl He NPUXOAAT B TeYeHMe 3a4aHHOIo BpeMeHu, To paboTaeT Kak nopt Edge.

4.1.3 B yem pasHuua mexay IGMP Snooping fast/normal/immediate leave?

Fast leave:

B pexnme fast leave kommyTaTop nocbinaet coobuweHne IGMP Group-Specific Query
(GSQ) cpasy nonyyeHuna coobuweHunsa IGMP leave message OT XxOcTa, NOAKNHOUYEHHOTO K
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3ToMy MopTy. ITO onpeaenseT, AO/KHbI N ApyrMe NOAKNOYEHHbIE K 3TOM MOPTY
XOCTbl OCTaBaTbCA B onpegeneHHoM rpynne multicast. 1o yckopaeT npouecc leave.
Normal leave:

B pexxume normal leave mode kommyTaTop npu nonyyeHum coobueHma IGMP leave
message OT XOCTa, NOAK/JIYEHHOrO K MOPTY, NepeHanpasndeT 37O coobuieHue
MapuwpyTmnsaTopy multicast router. MapuwpytmusaTtop multicast router nocbinaet
coobueHne IGMP Group-Specific Query (GSQ) uTobbl onpeaennTb, LONKHbI K
Apyrve noAKNtoYeHHble K 3TOM MOPTY XOCTbl OCTaBaTbCA B OMpeAesieHHOW rpynne
multicast. KommyTtatop nepecblnaeT coobuieHMe query message BCEM XOCTaM,
NOAKNOYEHHbIM K NOPTY, U XaeT ot4eToB IGMP OT Xx0cTOB 4TOObI O6HOBUTL TabAULY
forwarding table.

Immediate leave:

Ecnv BbIGpaTh 3Ty oNuuio, TO KOMMyTaTOp yoepeT aTOT NOpT M3 AepesBa multicast tree
KaK TO/IbKO MOPT nonyymt coobuieHne IGMP leave message. 9Ty onuuio cnegyet
NCNO/Ib30BaTb TONLKO €C/N K 3TOMY NOPTY NOAK/OYEH TO/IbKO OAMH XOCT.

4.2 Kak HacTtpouTb IGMP routing gna KnmeHTtoB multicast B pasHbix LAN

B aTom npmmepe nokasaHo, Kak HacTpouTb IGMP routing B KommyTaTope Zyxel Layer
3. OTa HacTpolika TpebyeTca ecam KaneHTbl multicast n cepep streaming HaxoaaTca
8 pa3sHbix LAN nan VLAN.
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VLAN 10 VLAN 20

Switch-1 (IGMP Snooping) Switch-2 (IGMP Router)
PC (Client) GS2210-48HP XGS54600-32 MediaServer
VLAN 10 VLAN 10, IP: 192.168.10.2 VLAN 10, IP: 192.168.10.1 VLAN 20
IP:192.168.10.100 VLAN 20, IP: 192.168.20.1 IP:192.168.20.150

Unnoctpauma 17 Hactpoiika IGMP routing gna kameHtoB multicast B

pa3Hbix VLAN

‘Ql MpumevaHune:

Bce ceTeBble IP-agpeca 1 macku NoACceTU OTHOCATCA TO/IbKO K STOMY npumepy. MX Hy»KHO 3aMeHUTb
Ha peanbHble IP-agpeca n Macku noaceT Bawel ceTu. B atom npumepe ucnonbsyetca XGS4600-32
(Firmware Version: V4.50) n GS2210-48HP (Firmware Version: V4.30).

4.2.1 HacTpoiiKka KoHpuUrypaumm kommyrtatopa Switch-1
1 Hactpoiite VLAN 10 Ha Switch-1. (Cm. 2.1 KaK HacTpoutb KOMMyTaTOp ANA

usonAauum TpadpuKka mexxay pasHbiMmu oTaenamm).

2 HactpoiTe IGMP Snooping: OTKpoinTe web-uHTepdeinc u nepengurte B
Menu > Advanced Application > Multicast > IPv4 Multicast > IGMP

Snooping. MocTaBbTe ranoyky B nose the “Active” u Bbibepute 8 Unknown
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Multicast Frame Drop. Bbibepute nopt port 5 Kak Fixed. LlenkHute

llApplyll
IPv4 Mulficast Status  IGMP Snooping VLAN IGMP Filtering Profile

IGMP Snooping

IGMP Filtering
Unknown Multicast Frame

Reserved Multicast Group

® 4000
® [4000
® |4000
4000

® 4000

[ O R N
O

200
200

200

200
200

200

200

o|loololo

Default
Default
Default
Default
Default

Default

Autc v
Auto ¥

Auto v

Autc v

4.2.2 HacTpoiiKa KoHurypaumm kommyrtatopa Switch-2

1 Hacrtpounte VLAN 10 n VLAN 20 Ha Switch-2. (Cm. 2.1 Kak HacTpouTb

KOMMYTaTOp ANA U30nAUUK TpaduKa MeXKAY pasHbIMU OTAeNaMM).

2 Hactponte IP-agpec Ha KommyTtaTope ana VLAN 10 m VLAN 20 KakK

nokasaHo Ha uantoctpaumn. Cm. 1.1 Kak U3SMeHUTb Ucnonb3yembin ana

ynpasnenusa IP-agpec KommyTtaTopa 4YTo6bl NONYYUTb AOCTYN K HEMY, a

He K 4pyromy KOMMyTaTopy.
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3 HactpouTte IGMP Routing: OTKpoiTe web-uHTepdeiic n nepenamte 8 Menu
> IP Application > IGMP. MNocTaBbTe ranoyky B nosne “Active” n sbibepute
VLAN 10 n VLAN 20 kak IGMP-v2. Bbibepute “Unknown Multicast Frame”

Kak “Drop”. WenkHute “Apply”.

Active
Unknown Multicast Frame Flooding

Nene v

1 192.168.1.1/24 None v |
2 192.148.10.1/24 IGMP-v2 ¥
3 192.169.20.1/24 IGMP-v2 ¥

4.2.3 NpoBepKa pe3ynbTatoB
1 3anyctute noToK Ha cepBepe MediaServer ucnonbsya Multicast IP address 239.1.1.2.
2 CPCotnpasbTe coobuieHne IGMP join message ans 239.1.1.2.

3 [Mepenaute B Menu > Advanced Application > Multicast > IPv4 Multicast. PC,

NOAKNOYEHHbIN K nopTy port 10, BcTynuT B rpynny Multicast Group239.1.1.2.

IPv4 Mulficast Stalus Mulficast Setup IGMP Snooping
1 10 224.0.0.251
2 10 22400.252
3 [?C 239.1.1.2 |
4 10 239.255.255.250
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4.2.4 Nouemy 3710 He paboTaer
1 [nA npaBunbHOM MapwpyTmsaunm notoka IGMP VLAN kommyTtaTopa Switch-
2 (IGMP Router) ponxkHa cogepatb Kak MediaServer (VLAN 20), Tak n PC
(Client) (VLAN 10). Ecnn KAMEHT He noJsiydaeT MOTOK, TO NpoBepbTe

KOHUrypaumio VLAN.
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4.3 Kak HacTtpouTtb IGMP Snooping ana knmeHToB multicast B ogHoit LAN

B aTom npmvmepe noKasaHo, Kak HacTpouTb IGMP Snooping Korga KaneHTbl multicast
n cepsepbl steaming HaxopAaTca B ogHoi VLAN. Koraa MediaServer seget multicast-
TPaHCNALMIO NOTOKA, TO KOMMYTaTop € nomoubto IGMP snooping moxeT y3HaTb O
rpynnax multicast 6e3 py4yHOro KOHOUrypuMpoBaHUA KaXKAOrO0 KOMMyTaTopa. IToT
MexXaHM3M npegoTeBpallaeT nepesadym ¢ KOMMyTaTopa NOTOKOB Mmulticast yepes Te
nopTbl, rae HeT YneHos rpynn multicast.

T e T
i [

I Port 1 Port 2 l

: PC (Client) i Switch MediaServer

: VLAN 10 P XGS4600-32 L VLANI0 ;
i IP:192.168.10.100 i VLANI10, IP:192.168.10.1: IP:192.148.10.150

Mnnoctpauma 18 Hacrpoiika IGMP Snooping ana KnueHTos multicast B ogHoi
LAN

‘s
Q MpumevaHue:

Bce ceTeBble IP-agpeca 1 Macku NoACETU OTHOCATCA TO/IbKO K STOMY NPUMepY, MO3TOMY A5 Ballen
CeTU UX HY)KHO 3aMeHUTb Ha COOTBETCTBYIOLWME peanbHble IP-agpeca n macku nozcetu. B atom
npumepe ncnonbayercs Kommytatop XGS4600-32 (Bepcus mukponporpammsi: V4.50).

4.3.1 HacTpoiika KoHpuUrypauum kKommytatopa
1 Hactpoiite VLAN 10 Ha kKommyTtaTtope. (Cm. 2.1 Kak Hactpoutb

KOMMYTaTop ANA U3onauum Tpadpuka mexay pasHbimu otTgenamm).

2 HactpoiTe IGMP Snooping: OTKpoinTe web-uHTepdeinc u nepengurte B

Menu > Advanced Application > Multicast > IPv4 Multicast > IGMP
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Snooping. MNocTaBbTe rasnoyky B none “Active” n Bblbepute Unknown

Multicast Frame as Drop. MocTtaBbTe ranoyky B Querier. LenkHuTe

“« A p p Iyn .
Active
3 Querier
IGMP Snooping
Host Timeout 260
802.1p Priority ‘No-Change ¥
IGMP Filtering Active [
Unknown Muliicost Frame Flooding
Reserved Multicast Group ® Flooding Drop

4.3.2 NpoBepKa pe3yanbTatoB

1 3anyctute notoK Ha MediaServer, ucnonbsya using Multicast IP address 239.1.1.1.

2 CPCotnpasbTe coobuieHne IGMP join message Ha 239.1.1.1.

3 T[Mepenaute B Menu > Advanced Application > Multicast > IPv4 Multicast. PC,

NOAKNOUYEHHbIN K NopTy port 2, Bctynuna B rpynny Multicast Group- 239.1.1.1.

1Pv4 Mulficast Status Multicast Setup IGMP Snooping

1 10 1 2240.0.251

2 10 1 224.0.0.252

3 10 1 239.255.255.250

4 10 2 2240.0.251

5 10 2 224.00.252

3 | 10 2 239.1.1.

7 10 2 239.255.255.250
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CeTteBasa 6e30nacHOCTb

5.1 Kak HacTpouTb 6€30MacHOCTb NOPTA HA OrpaHMUYEHUE YMUCIA NOAKNAIOUYEHHDbIX K

NopTy YCTPOIACTB

B aTom npumepe noKasaHo, Kak HacTpouTb H6e30MacHOCTb MopTa Ha OrpaHu4YeHue
yncna NOAKNOYEHHbIX K NOPTY YCTPOMCTB. Ha npaKTUKe C MOMOLLbIO 3TOM HaCTPOMKM
MOXHO OrPaHUYNTb YNCNO NOAKAOYEHHbIX K CEpBepY No/sib3oBaTeNen.

PC-1
VLAN 1
IP:192.168.1.100
MAC: 00:€0:4c:00:00:03 Server
f y VLAN 1
/ IP:192.168.1.150
—
: Port | g ) : Port 3 = Port1 B=
= Port 2
[ Switch-2 Switch-1
| - GS2210-48HP XGS4600-32
// VLAN 1, IP: 192.168.1.2 VLAN 1, IP:192.168.1.1
MAC: f0:de:f1:91:74:18
PC-2
VLAN 1
IP:192.168.1.200

Unnoctpauyma 19 Hacrpoiika 6e3onacHOCTU NOPTOB 418 OrpaHUYeHUa Yucna

NOAKNIOYEHHbIX YCTPOMUCTB

Y]

‘Q MpumeyaHue:

Bce ceTeBble IP-agpeca 1 Macku NoACceTU OTHOCATCA TO/IbKO K 3STOMY npumepy. VX Hy»KHO 3aMeHUTb
Ha peanbHble IP-agpeca n Mackun noaceTy Bawwen ceTu. B atom npumepe ucnonbsyetca XGS4600-32
(Firmware Version: V4.50) n GS2210-48HP (Firmware Version: V4.30).

5.1.1 Hactpoiika KoH$purypaumm Switch-1

1 Otkpoitte Web-untepdeiic u nepeiiante 8 Menu > Advanced Application >
Port Security. lMocTaBbTe rano4yky HanpoTMe nopTta port 3 u 3agaiTe

“Limited Number of Learned MAC Address” B 2.
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Port Security

Activ

It
l

)
S 8NN
(]

‘Qlﬂpwmeanme

Mo ymonuyaHuio kommyTaTop Zyxel nocbinaet naketbl Link Layer Discovery Protocol (LLDP)
C 3aflaHHOM nepuoguyHocTblo. Eciv KommyTtatop Switch-2 He noaaeprkmsaet LLDP nany
Hero oTK/toYeHa nogaepkka LLDP, To 3HauyeHue Limited Number of Learned MAC Address
6yaeT yCTaHOB/IEHO PaBHbIM 1, B NPOTUBHOM C/lyyae 2.

5.1.2 NposepKa pe3ynbTatoB Result

1 Ot PC-1 po cepBepa NpoxoaAaT ping.
:\Users\User>ping 192.168.1.158

inging 192.168.1.1508 with 32 bytes of data:

eply from 192.168.1.158: bhytes=32 time=766ms TTL=128
eply from 192.168.1.150: bhytes=32 time<ims TTL=128
eply from 192.168.1.158: bytes=32 time<{ims TTL=128
eply from 192.168.1.158: bytes=32 time<{ims TTL=128

ing statistics for 192.168.1.156:
Packets: Sent = 4, Received = 4, Lost = 8 (B% loss>.

191ims

pproximate round trip times in milli-seconds:
Minimum = @Bms, Maximum = 766ms, Average =

2 [logcoeaunute PC-2 K nopty port 2.
3 Ot PC-2 He poxoaAT ping oo cepsepa.
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C:\Users\User>ping 192.168.1.150

Pinging 192.168.1.150 with 32 hytes of data:

Reply from 192.168.1.200: Destination host unreachable.
Reply from 192.168.1.200: Destination host unreachable.
Reply from 192.168.1.200: Destination host unreachable.
Reply from 192.168.1.200: Destination host unreachable.

Ping statistics for 192.168.1.1568:
Packets: Sent = 4, Received = 4, Lost = 8 (Bx loss>.

4 OtKkpoiite web-nHtepdeinc Switch-1. Neperigute 8 Menu > Management >
MAC Table > Search. B Tabavue MAC Address Table gonxHbl 6biTb MAC-

agpeca PC-1 (u Switch-2), Ho oTcyTcTBoBaTb MAC-agpec PC-2.

5.1.3 Nouemy 310 He paboTtaer

1

MAC-agpec KommyTaTopa Switch-2 gonskeH 6biTb B Tabanue MAC address
table kommyTatopa Switch-1, nosTomy Hy»HO yuntbiBaTb MAC-agpec
KommyTaTopa Switch-2 npu 3agaHmm napametpa Limited Number of Learned
MAC Address.
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5.2 Kak ckoHpurypuposatb MAC filter ana 610KMpOBKU HEHYKHOro TpaduKa

B aTom npumepe ob6bACHAETCA, Kak HacTpouTb dnnbTp MAC-agpecos ans 6J0KMPOBKU
HexenatenbHoro Tpaduka. Kommytatop Switch-1 610KMpyeT nakeTbl, KOTopble
NPMXo4AT OT onpeAeNieHHOro YCTPOMCTBA UM MAYT Ha ONpeaeneHHoe YCTPOMCTBO.

PC-1

VLAN1

IP:192.168.1.100

MAC: 00-1E-33-27-04-93

|
Server Switch-1 Switch-2 I
VLAN 1 XGS4600-32 GS2210-48HP e
IP:192.168.1.150 VLANT, IP:192.168.1.1 VLAN 1, IP: 192.168.1.2 //
PC-2
VLAN 1
IP:192.168.1.200

MAC: 00-23-54-2E-98-B9

Unnoctpaumna 20 Hacrpoiika punbtpa MAC-agpecoB gnsa 610KMpoBKU
He)KenatenbHOro TpaduKa

s

\Q‘ MpumeyaHue:

Bce ceTesble IP-agpeca 1 mackun noaceT OTHOCATCA TONbKO K 3TOMY Npumepy. X HY>KHO 3aMeHUTb
Ha peasibHble IP-agpeca n Mmacku noaceTu Ballel ceTn. B atom npumepe ncnonbsyetcs XGS4600-32
(Firmware Version: V4.50) n GS2210-48HP (Firmware Version: V4.30).

5.2.1 Hactpo#ka KoHdurypauum Kommytatopa Switch-1
1 Otkpoitte Web-untepdeiic u nepeinante 8 Menu > Advanced Application >
Filtering. MocTtasbTe ranouky B none “Active” n 3apavite uma dunbtpa
Name. Bbibepute B none Action “Discard source”. Beegute MAC-aapec,

KOTOPbIN HYXHO 3abnoknposatb 1 VID. LLlenkHuTte “Add”.
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\Q‘ﬂpwmeanme
Ucnonb3yinte Discard source uTobbl 6/10KMpOBaTb TpaduK OT yCTpPOMCTBA C
3agaHHbIM MAC-agpecom.
Ucnonb3yinte Discard destination 4Tobbl 610KMpOBaTL TPadUK, KOTOPbIA UAET K
YCTPOMCTBY C 3agaHHbIM MAC-agpecom.

5.2.2 NpoBepKa pe3ynbratos

1 Ping ot PC-1 (ero MAC-aapec 00:1E:33:27:04:93) He aoxoaAaT Ao cepsepa Server.
C:\Users\User>ping 192.168.1.1506

Pinging 192.168.1.158 with 32 bytes of data:

Reply from 192.168.1.100: Destination host unreachable.
Reply from 192.168.1.1808: Destination host unreachabhle.
Reply from 192.168.1.100: Destination host unreachable.

Reply from 192.168.1.16808: Destination host unreachahbhle.

Ping statistics for 192.168.1.1508:
Packets: Sent = 4, Received = 4, Lost = 8 (8% loss).

2 Ot PC-2 ping goxonat oo cepsepa Server.
C:\Users\User>ping 192.168.1.150

Pinging 192.168.1.158 with 32 hytes of data:
192.168.1.208: Destination host unreachable.
192.168.1.2008: Destination host unreachable.

Reply from 192.168.1.208: Destination host unreachabhle.
Reply from 192.168.1.200: Destination host unreachable.

Ping statistics for 192.168.1.156:
Packets: Sent = 4, Received = 4, Lost = B8 (Bx loss).
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5.2.3 NMouyemy 310 He paboTaer
1 3apaHHbIi Ha Switch-1 MAC-agpec gna 610KMPOBKKU TpadUrKa fONKEH ObITb

TaKoW e, Kak MAC-agpecy PC-1.
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5.3 Kak HacTpouTb KommyTaTop anA 610KMpPoBKKU CKaHMpoBaHuA IP-agpecoB

B atom npumepe ¢ nomouubto Anti-ARP Scan 6/10kMpytoTCca NONbITKM CKaHMpoBaTh IP-aapeca
YCTPOMCTB B I0OKasIbHOM ceTu. ARP Scanning — 3To MexaHM3M CKaHMPOBaHMA, NP KOTOPOM 3a

KOpPOTKOEe BpemA Hanpasasetca MHoro 3anpocos ARP request ona nepenonHeHua BcCero

pomeHa broadcast domain.

Local Network
: Network  192.168.1.0
: Netmask 255.255.255.0

: Host-A

—— @

2 [ VLAN 1 1P 192.168.1.2 LAN IP 192.168.1.1

Unnoctpauyma 21 IP Scanning from Wired and Wireless Devices

‘s
-

Q MpumeyaHue:

Bce ceTeBble IP-afpeca 1 MackM NoAceTU OTHOCATCA TO/IbKO K 3TOMY NpUMepy.
B aTom npumepe Touka goctyna Access Point ncnonbayert 3HavyeHMa no ymondaHuto Radio n SSID
Profile.

“Zenmap” — 3To yTMAMTa ANs CKaHUpoBaHMA IP-agpecos.

NHTepdeiic nonb3osatens (Ul) B 3Tom npumepe oTHOCUTCA K KOmMmyTaTopy cepum XGS4600.
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5.3.1 HacTtpoiiKka KoHdUrypaumm KommyrtaTopa

1 Otkpointe Web-nHtepdeinc kommyTtatopa.

2 Nepeiaute B Advance Application > Anti-Arpscan > Configure. lNocTaBbTe
ranoyky B ACTIVE n 3agante gna nopta uplink port (port 24) coctoaHue

“Trusted”. WLenkHute Apply.

Anfi-Arpscan Configure Status
Active 4
Port Threshold (100 |pps
Hest Threshold (10 ‘ folel]
21 |Untrusted v
22 Untrusted v
23 |Untrusted v
24 [Trusted v |
25 Untrusted v

-Optional (onuus)-

3 Nepenaute B Advance Application > Errdisable > Errdisable Recovery.

MocTaBbTe rasnouky B ACTIVE u B nosne anti-arpscan. LLlenkHute Apply.

Exdisable
Active 4
» i i
loopguard J féOC-
ARP O 1300
BPDU ] {300
IGMP o 1300
anti-arpscan L4 1300 ‘
bpduguard & {300
zuld (&) {300

139/218



www.zyxel.com

ZYXEL

5.3.2 NpoBepKa pe3ynbTaTos

1 3arpysute u uHctanampyite naket IP Scanning Ha Host-A n Host-C.

2 CoeauHute Host-A n Host-B uepes 6ecnpoBogHyo TOYKY 40CTyNa.

3 3anyctute Ha Host-A ckaHmpoBaHue IP-agpecos ot 192.168.1.1 o 192.168.1.20.

Zenmap - o i

Scan Tools Profile Help

Target: | 192.168.1.1-20 v | Profile: | Intensescan v!| |Scan Cancel
Command: |nmap -T4-A -v 192.168.1.1-20
Hosts Services Nmap Output | Ports / Hosts | Topology | Host Details | Scans
0S 4 Host - Details
Filter Hosts

4 Y Host-A Tenepb He byaeT goctyna K USG.
:\Windows\system32>ping 192.168.1.1

inging 192.168.1.1 with 32 bhytes of
equest timed out.
equest timed out.

eply from 192.168.1.30: Destination host unreachable.
eply from 192.168.1.30: Destination host unreachable.

ing statistics for 192.168.1.1:
Packets: Sent = 4, Received = 2, Lost = 2 (58% loss>.

5 OrtKkpoiite Web-nntepoeiic kommyTaTtopa. MNepenante 8 Advance Application > Anti-

Arpscan > Host Status. Jna Host-A cocTtoaHue aomkHo 6biTb “Err-Disable”.
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Filtered host

1 192.168.1.30 74:d4:35:f4:4bde 1 1 Err-Disable

A
Q MpumevaHue:

Ecaun ckoHdurypuposaHo Errdisable Recovery, To 3anucek o Host-A cHoBa noasuTCA no
ucrteyeHuto nHtepeana Errdisable Recovery Interval, nocne yero y Host-A cHoBa byaet
poctyn K USG.

6 Y Host-B no-npexxHemy gonxkeH 6bITb goctyn K USG.
7 Noacoegmunte Host-C K KommyTaTopy.

8 Host-C posxkeH 6bIcTpO NpocKkaHMpoBaThb IP-agpeca o1 192.168.1.1 no 192.168.1.100.

e Zenmap =

Scan Tools Profile Help

Target: | 192.168.1.1-100 \v| Profile: | Quick scan lv| [scan| Cancel

Command: | nmap -T4 -F 192.168.1.1-100 |

| Hosts | Sewvices | | Nmap Output | Ports/Hosts | Topology | Host Details | Scans|
05 4 Host ~ | nmap-T4-F192.168.1.1-101 \v| £ |Details|
®  192.168.1.1 32768/tcp unknown filenet-tms ~
49152/tcp unknown unknown
1 192.168.1.2 49153/tcp unknown unknown
W 192.168.1.30 49154/tcp unknown unknown

49155/tcp unknown unknown
49156/tcp unknown unknown
49157/tcp unknown unknown

Nmap done: 181 IP addresses (3 hosts up) scanned in
2.88 seconds

Filter Hosts

9 VY Host-C tenepb HeT goctyna K USG.

Flted hos

ndex  Hoetl HAC
IRIN  Thokdikbde | | Fnsobke
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10 Otkponte Web-nntepdeiic kommytatopa. Nepengute B Advance Application > Anti-

Arpscan. Tenepb y nopta Port gonkHo 6biTb coctosiHue Err-disabled.

Host Status Trust Host Confiqure

Anti-Arpscan is enabled

w M

N
0O 0 0 0 0O

\l U

Y [pumevaHue:
Ecnun ckoHdurypuposaHo Errdisable Recovery, To coctosiHue nopta Port 2 nsmeHutcs
Ha forwarding no ucteyeHuto uHTepsana Errdisable Recovery Interval, nocne yero y
Host-C cHoBa 6ygeT aoctyn K USG.

5.3.3 Nouemy 310 He paboTtaer?

1 Ecnm nocne BKAtoueHua Anti-Arpscan HeT AOCTyna K cepBepam Wau
JIOKanbHOMY W03y, ybeamtecb, uto “untrusted” crtout TOoNbKO AN
NMopTOB, KOTOPbIN HANPAMYIO NOAKAOYEHbI K XOCTaM MM TOUYKe AOCTyna.
MopTbl, MOAKNIOYEHHbIE K CEpBEPaAM W NOKa/IbHOMY LW/O3Y, AOJIMKHbI

6bITb “trusted”.

2 Ecnn y XOCTOB, MOAK/IOYEHHbIX K TOYeK [AOCTyna, HeT AJoctyna K
JIOKaNIbHOMY LWW03Y, TO HYXHO yb6eamuTbCA, YTO COCTOAHME MOPTa TOYKM

[0CTyna nameHeHo Ha err-disable B Advance Application > Anti-Arpscan.
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Ecnu aTtoT nopT B err-disable, To nonpobyiite yBennuntb 3HavyeHue B Port

Threshold in Advance Application > AntiArpscan > Configure.

Anfi-Arpscan Configure Status
Active v
Port Threshold 200

Host Threshold

5.4 Kak HacTpoutb KommyTtaTtop u cepsep RADIUS ana aoctyna K ceTm € NOMOLLbIO

ayreHTMdUKaumm 802.1x Port Authentication

B aTOM Npmvmepe NoKasaHo, Kak HAaCTPOMUTb KOMMYTATOP Ha NpeaoCTaB/eHMe JOCTyNna
MallMHam ¢ gencteyowmmn user credentials. C nomoubto ayteHTUPUKaumm 802.1x
Port obecneumBaeTcs AOCTyNnam K CETEBbIM pecypcamM OpraHuM3auMum TONbKO ANA
aBTOPU30BaHHbIX NO/Ib30BaTENEMN.

i Local Network
: Network 192.168.1.0

i Netmask 255.255.255.0 | USG
5 ; LAN IP 192.168.1.1
== e 11 esses |
User-A _

[ | RADIUS-Server
User-B —— IP 192.168.1.100

- i Switch
[ I|I VLAN 1 IP 192.168.1.2 '

Private-Server
IP 192.168.1.200

Unnioctpauma 22 AyteHTudukauma 802.1x Port Authentication o6ecneunsaer
AOCTYN ANA aBTOPU30BaHHbIX NONb30BaTenei

s

'

Q MpumeyaHme:
Bce ceTeBble IP-agpeca  MacKu NOACETM OTHOCATCA TObKO K 3TOMY NpumMepy. X HY»KHO 3aMeHUTb
Ha peanbHble IP-agpeca M Macku noacetn Bawen cetu. [na ayTeHTUOUKALMM B 3TOM npumepe
ncnosbsyetca cepsep FreeRADIUS, paboTtatowmin nog ynpasaeHnem Ubuntu.

NHTepodelic nonb3osaTtens (Ul) B 3Tom npumepe OTHOCUTCA K KomMyTaTopy cepumn XGS4600.
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5.4.1 HacTpoiiKa KoHdUrypaumm KommyTtaTopa

1 Otkpointe Web-nHtepdeinc kommyTtatopa.
2 Nepeiiaute B Advance Application > AAA > RADIUS Server Setup.
HactpoiTe IP-agpec cepsepa RADIUS u shared secret. LLlenkHuTe Apply.

RADIUS Server Setup AAA
Avuthenticafion Server
Mods index-priority ¥
Timeout 130 seconds
1 192.168.1.100 1812 zyxel1234
2 0.0.0.0 ‘ hsi2 |
SN

\Q MpumeyaHune:

shared secret gonxeH coOTBETCTBOBaTb CEKPETy Bawemy MpoduIlo KaneHTa must
cepsepa RADIUS.

3 Mepeitaute 8 Advance Application > Port Authentication > 802.1x.
MoctasbTe ranoyky B none 802.1x Active n anAa Bcex NopToB, K KOTOPbIM
NOAKNIOYEHbI YCTPOMCTBA. He cTaBbTe ranoyky Ansa NopToB, K KOTOPbIM

noakntoveHbl USG, RADIUS-Server nau Private-Server.

I 802.1x Port Authenfication Guest Vian
Active 4
v on v
1 2 onv 3400 | 40 30 130
2 2 on v 13600 | 60 30 30
2 v 2 on v 3600 40 30 30
4 v 2 on v 2600 40 30 30
5 2 on v 3600 40 30 30
20 2 on v 3600 l60 30 30
3l 2 on v 3600 40 30 30
32 2 on v 3600 | |60 30 130
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5.4.2 HacTtpoWika koHdurypauunm cepsepa RADIUS
1 Ortpeaaktupyiite npodunsb knmeHta B /etc/freeradius/clients.conf,

coxpaHuTte ¢ain u BbinguTe.

client 192.168.1.2 {
secret = zyxell234

shortname = Suitch
nastype = other

\l s

Q Mpumeyvanue:

IP-aapec KnAMeHTa 1 ero secret AONKHbI COOTBETCTBOBATL management IP v shared secret
KoMmyTaTopa.

2 [lobasbTe cneaytowme npodpuam nonb3osateneit 8 /etc/freeradius/users,

coxpaHuTte ¢ain u BbinguTe.

ser-A Cleartext-Password := “zyxeluserA"
Service-Type = Administrative-User

ser-B Cleartext-Password := “zyxeluserB"

Service-Type = Administrative-User

3 Nepesanyctute cepsuc FreeRADIUS

oot@dhcppcb8:/etc/freeradiustt stop freeradius
top: Unknouwn instance:
o0t@dhcppcb8:etc/freeradiustt start freeradius

reeradius start/rumming, process 8800
oot@dhcppcb8:/etc/freeradiusH
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5.4.3 NpoBepKa pe3ynbTaTtoB

1 Mposepbte goctyn ana User-A, User-B u ycTpolictea Guest.

2 Ecnusbl ucnonbsyete Windows, LenkHUTe KHOMKy Start button v B okHe noucka

BBEAMTE services.msc.

3 B okHe Services Hanaute cepsuc Wired AutoConfig. Ero ctatyc gonxeH bbiTb

“Started”.

o Services

T e W —— | — o] ) [

File Action View Help

e | BEo= HE >80 n

1, Services (Local) | o
Wired AutoConfig Name Description Status Startup Type  *
. C@ Windows Time Maintains d... Started Manual
Stop the service S .
Restart the service 4 Windows Update Enables the.. Started Automatic (D...
i WinHTTP Web Pr...  WinHTTP ... Manual
£l Wired AutoConfig The Wired ...  Started Manual
Descrioti
escription: o) = T
The Wired AutoConfig (DOT3SVC) :; WLAN AutoCenfig  The WMNS... Started Automatic
service is responsible for performing WMI Performance... Provides pe... Manual
IEEE 802.1X authentication on 4 Workstation Creates and... Started Automatic -\
< ] 3
Extended /(Standard/ |l

4 |llenkHnTe NpaBoOM KHOMKOM Mo ceTeBOMY aganTepy u Bbibepute Properties.
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5 LlenkHute BKNagKy Authentication n noctasbTe ranouky Hanpotus “Enable IEEE
802.1X authentication”. B none network authentication method gonxHo ctoaTb

Microsoft: Protected EAP (PEAP)

& Local Area Connection Properties ﬂ

Networking | Authentication | Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

[V| Enable |IEEE 802.1X authentication

Choose a network authentication method:

(Microsoft: Protected EAP (PEAP) v [ Setings |

Remember my credentials for this connection each
time I'm logged on

Fallback to unauthorized network access

Additional Settings...

Cox ) (o

6 LlenkHute Additional Settings, Bbibepute Specify authentication mode u

3aganTe User authentication.

~
Advanced settings x|

802, 1X settings

V| Spedify authentication mode
[User authentication VJ [ Save credentials

Delete credentials For all users

[~]Enable single sign on for this network

@) Perform immediately before user logon
Perform immediately after user logon

Maximum delay {seconds) 10
| Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

Coc ) [ome
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7 MNopgkntounte ycTpoicteo User-A K KommyTtatopy. Ona User-A noasutcs

BcnsbiBaowee coobuieHne “Additional information is needed to connect to

this network.”

-

ALk Additional information is needed to connect to this network % %
“®. (lick to provide additional information.

8 Bseaute wumA nosnb3oBatena username (User-A) u naponb password
(zyxeluserA), cooTBeTCcTBYyIOWME HACTPOMKamM npoduasa nonb3oBaTena Ha

RADIUS-Server.
Windows Security . . &

Network Authentication
Please enter user credentials

e

! O?*] ‘ Cancel

9 VYcrpoiictsa, ucnonbayoume User-A n User-B, moryt obmeHnBaTbCcA AaHHbIMU C

USG u Private-Server.
10 MopcoegmHute yctpoinctBo User-A K kommyTtatopy. Ans User-A noasutca

BcnabiBatowee coobuieHmne “Additional information is needed to connect to

this network.”
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11 BseguTe username (Guest) 1 cnyyaliHbim o6pa3om nogobpaHHbIM Naposb.

Windows Security

]

Network Authentication
Please enter user credentials

i

oK

ﬁH Cancel |

12 Yctpoinctea, mucnonbsywowme Guest credentials, He cmoryt obmeHuBaTbCA

AaHHbIMKM ¢ USG u Private-Server.

5.4.4 Nouemy 3710 He paboTaer?

1 Ecnm KommyTaTop He MpefocCTaBAseT AOCTyNn MNOAb30BaTeENsM C

KOppeKTHbIMK credentials, TO 3TO MOKeT 6biTb BbI3BAaHO C/eAyHOLLMMM

npobnemamu:

a. B mmeHM nonb3oBatend M naposie yduTbiBaeTCA pPerncrp 6yKB.

Y6eputech, 4To Bbl HabMpaeTe Ux B MPaBUIbHOM perncrpe.

b. Cepsep RADIUS HeHaaexHbI. Ping A0/1XKHbI BCE BpeMsA NPOoXoAuTb OT

KommyTaTopa K cepsepy RADIUS. MpoBepbTe HACTPOMKKM ceTeBOro

coeAUHEHNA mexay KommytaTtopom u cepsepom RADIUS.

c. Y kommyTatopa u cepsepa RADIUS pasHbiit shared secret.
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5.5 Kak HacTpoutb KommyTaTop 4T06bI HEABTOPU3OBaAHHbIE
noab3oBaTeNu NoAKAUYaNUCb K roctresoi VLAN

B aTom npumepe MNOKasaHO, KaK HAcTPOUTb KOMMYTaTOp 4TOObl HanpasBAsaTb B
rocteByto VKAN nonb3oBaTtesieid, KOTopble He npowan ayteHTudukaymo 802.1x port
nmMbo y HUX UCTEK CPOK aelcTeuA credential. Ha npaKTuUKe 3To 03HaAYaeT, YToO rocTu
yepes USG moryT BbIiTK B IHTEPHET, HO Y HUX HET JOCTyna K cepBepy Private-Server,
a nonb3oBaTenn ¢ Aencteyowmmm credential moryT noayumtb AOCTYn TOAbKO K
Private-Server.

Local Network

Network  192.168.1.0 UsG
Netmask 255.255.255.0 VLAN1 IP192.168.100.1
P30 g
Y 11 sssas ]
User-A i
" RADIUS-S
| P2 P31 ! -oerver
User-B > e ——+———— IP192.168.1.100
2 Switch
VLAN1 IP192.168.1.2 T -
Ml rivate-Server
®/ [ m P32~ | 1P192.168.1.200
Guest - =

Guest Network (VLAN 100)
Network  192.168.100.0
Netmask 255.255.255.0

Mnnoctpauma 23 HacTpoiika KOHGUrypauum KommytaTopa ANA TOro, YTobbl

HeaBTOPM30BaHHbIEe NOJ/Ib30BaTeNN NOAKAOYANUCh K roctesoii VLAN

]

‘Ql MpumeyaHume:

Bce ceTeBble IP-agpeca v Macku NoACETU OTHOCATCA TONIbKO K 3STOMY NpUMepY, NOSTOMY A/1A Ballei
CeTU UX HYXHO 3aMeHUTb Ha COOTBETCTBYHOLWME peanbHble IP-agpeca n macku noacetn. B atom
npumepe ncnosnbayetcs Kommytatop XGS4600-32 (Bepcus mukponporpammsi: V4.50).
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5.5.1 Hactpoika ayreHTupumkayum 802.1x Port Authentication Ha KommyTaTope
1 Hactpotiite 802.1x ana Bcex nonb3osatenen. He BkatoyvaiTe Port
Authentication Ha nopTax, K KoTopbim noakntoveHbl USG, RADIUS-Serve, 1
PrivateServer. O HacTpolike Port Authentication cm. 5.4 Kak HacTtpouTb
KommyTtatop u cepsep RADIUS pgna poctyna K cetTM € NOMOLLbIO

ayreHTMduKauum 802.1x Port Authentication.

5.5.2 Hactpowka VLAN for gna VLAN
1 Hactpoute Ha KommyTaTope VLAN ans Guest VLAN (VLAN 100). VLAN 100:
3apainte fixed port: 1, 2, 3, 30; untagged port: 1, 2, 3, 30; forbidden port:
31, 32; port 30: pvid=100. VLAN 1: 3agaiite forbidden port: 30. O nsonayumm
VLAN 1 1 100 cm. 2.1 Kak HacTpouUTb KOMMYTaTOp 4YTOb6bI M30AMPOBaTb

TpaduK pasHbIX oTaenoB ¢ nomouwbio VLAN.

5.5.3 Hactpoika Guest VLAN ansa Failed Authentication (owmn6ku ayreHTUPUrKauum)
1 Nepengute 8 Menu > Advanced Application > Port Authentication > 802.1x
> Guest Vlan. Aktusupyiite Guest Vlan Ha port 1-3 n Beegute ana guest

Vlan 3HayeHue 100. Haxkmute “Apply”.

802.1x
Mult-Hos v
100 Multi-Host v
00 Multi-Host Y

100 A Aot
uo MUITI-HOS £

5.5.4 Hactpoika RadiusServer
1 Ortpegaktupyiite npodunb KnneHta B [etc/freeradius/clients.conf. Bouiigute c
coxpaHeHnem danna.

151/218



ZYXEL

client 192.168.1.1 £
secret = thisisasecret

shortname = Switch
nastype = other

\'l
Q MpumeyaHme:

IP-aapec KNMeHTa 1 ero secret AONKHbI COOTBETCTBOBATL Management IP v shared secret
KOmMMyTaTopa.

2 [ob6asbTe cneaytoume npodunm KnneHtos B /etc/freeradius/users.

BoianTe ¢ coxpaHeHmnem daiina.

user Cleartest—Password userli234"Y

Service-Type = Administrative-User

3 epesanyctute cepsuc FreeRADIUS.

root@dhcppcb8:/etc/freeradiusit stop freeradius
stop: Unknown instance:

rootPdhcppcb8:/etc/freeradiusit start freeradius
freeradius start/running, process 8860

5.5.5 Hactpoika napametpos User-A, User-B u Guest

1 Hangute B okHe Services cepsuc Wired AutoConfig. Ero ctatyc gomkeH bbiTb

“Started”.
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T}, Services | G— ;._-‘1_*'
File Action View Help

e B Doz Bm >enw

;. Services (Local) o

Wired AutoConfig Name Description Status Startup Type  *
. £ Windows Time Maintains d... Started Manual
Stop the service % .
RéEatthe conice 4 Windows Update Enables the.. Started Automatic (D...
Qg; WinHTTP Web Pr...  WinHTTP i... Manual
e i £l Wired AutoConfig TheWired ...  Started Manual
escription: 7 5 2
The Wired AutoConfig (DOT3SVC) :; WLAN AutoConfig The YVLANS... Started Automatic
service is responsible for performing WMI Performance... Provides pe... Manual
IEEE 802.1X authentication on 4, Workstation Creates and... Started Automatic

< n |

Extended /(Standard/

2 LlenkHuTe npaBoi KHOMKOM MO ceTeBOMy ajanTtepy U Bbibepute Properties.
LenkHnte BKAaaky Authentication tab v noctasbTe rasnouky B “Enable IEEE
802.1X authentication”. B network authentication method ponHo cToATH

“Microsoft: Protected EAP (PEAP)”.

U Local Area Connection?operties ﬁl

Authentication | Sharing

Select this option to provide authenticated network access for
this Ethemet adapter.

[
Choose a network authentication method:
|Microsoft: Protected EAP (PEAF) v| [ settngs |

[~] Remember my credentials for this connection each
time I'm logged on

Fallback to unauthorized network access

Additional Settings...

ok J[ Cancd |

3 LUWenkHute Additional Settings, Bbibepute Specify authentication mode u

3aganTe User authentication.
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g
Advanced settings @I

802. 1X settings |

|{User authentication vl [ Save credentials J
1

Delete credentials for all users

[T]Enable single sign on for this network

@) Perform immediately before user logon

Perform immediately after user logon

10
Allow additional dialogs to be displayed during single
sign on

This ne

and usel

parate virtual LANs for machine

[ ok ][ cancel |

5.5.6 lNMposBepKa pe3ynbraTosB
1 OrtcoegnHute u cHoBa noacoeamHute PC K kommyTtatopy. Ha PC noasutca
BcnabiBatowee coobuieHme “Additional information is needed to connect to this

network.”

ALk Additional information is needed to connect to this network * %
“®. Click to provide additional information.
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2 BseauTe uma nonb3osatena username (User-A) n naponb password (zyxeluserA),

COOTBETCTBYOLLME HACTpOMKam npoduns nonbsosatens RADIUS-Server.

il

Windows Security

ot

Network Authentication
Please enter user credentials

e

[ OK _l ‘ Cancel

3 Y yctpoucts, ncnonbsytowmx credential nonb3osareneit User-A n User-B, ectb

poctyn K Private-Server.

4 T[opgkntounte ycrporctBo User-A K KommyTaTopy. Ha User-A nosBsutca

Bcn/biBatowee coobuieHne “Additional information is needed to connect to this

network.”

5 Bsegute wumaA nosnb3osBaTens username (Guest) M cayyarHbiIM  06pasom
BbIOPAHHbIN Naponb.

6 VY ycTtpoicTts, ucnonab3yowmx Guest credentials, He 6ygetr goctyna K Private-

Server, Ho byaeT goctyn K USG.
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7 TMposepbTe Tabanyy MAC-aapecoB KOMMyTaTopa. YCTPOMCTBA C HENPaBUAbHbIMM

credentials, 6yayT HasHaveHbl B VLAN 100. (Menu > Management > MAC Table

> Search)

1 00:1e:33:27:04:93 10 3 Dynamic
2 20:6c:8a:39:fe:a? I 12 Dynamic
3 3c:97:0:30:0e:08 1 12 Dynamic
4 42:73:74:20:55:56 CPU Static
5 42:73:74:20:55:56 100 CPU Static

4 60:31:97:71:6d:18 1 12 Dynamic
7 60:31:97:71:6d:21 I 12 Dynamic
8 74:d4:35:f4:6b:4e I 12 Dynamic
g 84:e1:18:95:08:e4 1 12 Dynamic
10 a0:8c:fd:1c:c0:bl I 12 Dynamic
1 bB:ec:03:0f.cf:9f 1 12 Dynamic
12 12 Dynamic
13 fO0:de:f1:91:74:f8 100 1 Dynamic
14 fo:3f:db:39:64:80 1 12 Dynamic
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5.5.7 Nouemy 310 He paboTtaet
1 Ecnv Ha PC npu nogKAtOYEHUM K KOMMYTATOpPY He BbIBOAMTCA BCMJ/IbIBatoLLLEe coobueHne
ayTeHTUdMKaumm:
a. lNocmoTpuTe, NnpoxoauT M ¢ KommyTatopa Switch ping Ha Radius-Server..
b. LlenkHute npaBol KHOMKOM ceTeBoli agantep U Bbibepute Properties >
Authentication > Additional settings. Y6epute ranouky B “Validate server

certificate”.

Protected EAP Properties Rad X

When connecting:
["|validate server certificate: I

O

[7] Baltimore CyberTrust Root

| Class 3 Public Primary Certification Authority
Deutsche Telekom Root CA 2

| DigiCert Assured ID Root CA

| DigiCert Global Root CA

m| »

[ DigiCert High Assurance EV Root CA -
< 1 »

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) VI [ Configure...

[¥] Enable Fast Reconnect

|| Enforce Network Access Protection

[| Disconnect if server does not present cryptobinding TLV
[7] Enable Identity Privacy

]

2 Ecam Hactponkm shared secret kommytatopa M PC HE cosnapatoT, TO

ayTeHTUPMKALUA 3aBEPLUMTCA OLLIMOKON.

3 Ecan ayteHTUdMKALMA yCcnewHo BbINOAHEHa, Ho ¢ PC He npoxoasT ping Ha
cepBep, TO HYXKHO NpoBepuTb KoHoUrypaumo 801.1X Port Authentication.

HE BkntoyanTe ayteHTUPUKaumio ana nopta uplink (port 2, 3 n 12).
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4 Ecnumy yctpoucts B Guest VLAN HeT goctyna K USG, To ybeguTech, YTo B
KOMMyTaTope co3gaHa u HacTpoeHa Guest VLAN B Advance Application >

VLAN > VLAN Configuration > Static VLAN Setup.
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5.6 Kak HacTpoutb KommyTatop u cepsep RADIUS ana npeaocraBneHmsa goctyna K
cetu no MAC-agpecy yCTpOMUCTBa

B aTOM npumepe NoKasaHo, KaK HAaCTPOUTb KOHPUTYpPaLUIO KOMMYTaTopa TakK, 4Tobbl gocTyn Hbin
TONbKO Y MaLMH c onpegeneHHbimmn MAC-agpecamu. C nomowbio MAC Authentication moxHoO
pa3peLwmnTb A0CTYN K BHYTPEHHMM pecypcam KOMMNaHWN TONbKO ANA NPUHASNEXaLMX en
YCTPOWMCTB.

Local Network
Network  192.168.1.0 Access
Netmask 255.255.255.0 Ports uUsG
; LAN IP 192.168.1.1
PC-A .
MAC 00:0C:29:AA:AAAA /__*'E',
PC-B = RADIUS-Server
MAC 00:0C:29:BB:BB:BB > 'E', — IP 192.168.1.100
Switch

VLAN 1 P 192.168.1.2 Private-Server
b IP 192.168.1.200

PC-Guest [ -
MAC 00:00:00:11:11:11 G_:'E',f

Unnoctpauma 24 802.1x Port Authentication o6ecneunBaer gocryn gns
ABTOPU30BaHHbIX YCTPOWUCTB

\ll

Q MpumevaHmne:
Bce ceTesble IP-agpeca n Macku NOACETM OTHOCATCA TO/IbKO K 3TOMY Npumepy. X HY>KHO 3aMeHUTb

Ha peanbHble IP-agpeca M Macku MOACETM Ballei ceTu. B 3Tom npumepe ANs ayTeHTUdMKauum

ncnonbsyetca cepsep FreeRADIUS, yctaHoBNeHHbIM Ha cepsepe Ubuntu.

NHTepdeiic nonb3osatens (Ul) B 3Tom npumepe oTHOCUMTCA K KOMmyTaTopy cepumn XGS4600.

5.6.1 Hactpoiika KoH$puUrypaumm KommyTraTtopa

1 Otkponte Web-nHtepdeinc kommyTtatopa.
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2 epeinaute B Advance Application > AAA > RADIUS Server Setup.
HactpownTe IP-agpec cepsepa RADIUS n 3agaitTe shared secret. LLlenkHute

Apply.
Port Avthentication Guest Vian

Acfive 4

3600 60 30 O
3600 60 30 30
3600

3600 60 30

t
VNN EE

NN N |
)
3 (|3
LRI NI R RIERIE]

3
3600 60 30 3

s

‘Q’ MpumeyaHme:

shared secret foneH cooTBeTCTBOBATL secret npoduns KaneHTa Ha cepsepe RADIUS.

3 TMepenaute B Advance Application > Port Authentication > MAC
Authentication. MocTtasbTe ranoyky B none MAC Authentication Active, a
TaKXe ANA MopToB, WCMONAb3yeMblX ANA goctyna. Ybepute ranouky B
ACTIVE gnsa noptoB, KoTopble nogkntodeHbl K USG, RADIUS-Server nan

Private-Server.
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Port Authentication

Password Zvxel

Timeout

C
SN NSRS

5.6.2 Hactpoika RADIUS-Server

1 Ortpeaaktupyiite npoouns KaneHta B [etc/freeradius/clients.conf.

BoianTe ¢ coxpaHeHmnem daiina.

client 192.168.1.2 {
secret = zyxell234

shortname = Suwitch
nastype = other
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\'l
Q MpumevaHue:

Y KnveHTa IP-aapec u ceKpeTt A0/IXKHbl COOTBETCTBOBATbL mManagement IP u shared secret
KomMmyTaTopa.

2 [ob6asbTe cneaytolwme npoduan nonbsosartenein s [/etc/freeradius/users.
Mma nonb3osaTens Username HyxHO BBecTM B ¢opmate <Name

Prefix><MAC Address of your device>. BbiiigmTe c coxpaHeHnem daiina.

Access01-00-0C-29-AA-AA-AA Cleartext-Passuord

Access01-00-0C-29-BB-BB-BB Cleartext-Passuword

3 Mepesanyctute cepsuc FreeRADIUS.

5.6.3 MNpoBepkKa pe3ynbraTtos
1 Togkniounte K KommyTtaTopy PC-A, PC-B n PC-Guest.

2 Y PC-Au PC-B pomkeH 6bITb gocTtyn K USG u Private-Server.

3 VY PC-Guest gomxeH otcyTcTBoBaTb goctyn K USG u Private-Server.
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5.6.4 Nouemy 3710 He pabortaer?

1 Ecnm KommyTaTop He npeaocTaBAseT A40CTyNn aBTOPM30BAHHbIM
YyCTPOMCTBAM:

a. B npodune nonbsosatena Ha RADIUS-Server HyXHO
ucnonb3zoBatb MAC-agpec ycTpolictea B 16-puyHom dopmate €
3arnaBHbIMK ByKBaMM, pasaeneHHbiMu Tupe (-) BMecTo
ABoeToumnn ().

b. Y HeKoTopbIX KOMMNbIOTEPOB, HanpMmep, HOyTOYKOB, MOXeT
6b1Tb ABa MAC-aapeca (LAN n Wireless). YoeauTech, 4to B
npodune nonb3osatena RADIUS Server ucnonbayeTtca

npasunbHbIi MAC-agpec.

2 Ecnv KommyTaTop He NpeAocTaBAAeT AOCTYN aBTOPM30BAHHbIM
YCTPOICTBAM NOCAE UCMPABIEHNA ero KOHPUrypaumm nam
KoHourypauum RADIUS-Server, To NogoKANTE HECKONIbKO MUHYT U
CHOBA MONbITAUTECH NOAYYUTb AOCTYN (MO YMONYAHUIO TaMayT

NOBTOPHOM ayTeHTUdMKaumm yctpoiictea no MAC-agpecy 300 ceKyHa).
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5.7 Kak HacTpouTtb KommyTaTtop gaa npegorepaweHmna ARP spoofing

B aTom npumepe 06bACHAETCA, KaK HACTPOUTb KOMMYTATOP ANA 3aWMTbl OT CETEBbIX
aTak ARP Spoofing, B KOTOpbIX 310yMbILIAEHHMK Ucnonb3yeT IP-agpec ogHoro ms
OCHOBHbIX KOMMNOHEHTOB CeTU (Hanpumep, cepeepa nau wWnto3a). ARP Spoofing
NPUBOAMUT K OTKa3y B 06CNyKMBaHMUM MK NepexBaTy nepesaBaeMoi No ceTu
nHpopmaumn. dyHkuma ARP Inspection n3 IP Source Guard 3acTaBnseT Bcex
KNMEHTOB, NOAKNOYEHHbIX K NOpTaM KoMMyTaTopa, Mcnonb3osaTk IP-agpeca,
NoJly4eHHble OT Ha3Ha4YeHHoro cepsepa DHCP.

Local Network i
Network 192.168.1.0 Access
Netmask 255.255.255.0 PO'TTS

7 ; ‘F;!ﬁ
,-/
Switch USG (DHCP Server)
Qv VLAN 1 1P 192.168.1.2 LAN 1P 192.168.1.1
= g T
Attacker
IP 192.168.1.1

Unntoctpauma 25 3noymbilWneHHUK Ucnonb3yet ana ataku IP-agpec USG

\l s
Q MpumevaHue:
Bce ceTesble IP-agpeca n mackn NOACETU OTHOCATCA TONIbKO K 3TOMY nNpumepy. VX HY>KHO 3aMeHUTb

Ha peanbHble IP-agpeca M Macku noaceTw Bawewn cetn. UHTepdelicbl N0ab30BaTeNA OTHOCATCA K
KommyTaTopy XGS4600.
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5.7.1 HacTpoiiKa KoHdUrypaumum KommyrtaTopa

1 Otkpointe Web-nHtepdeinc kommyTtatopa.

2 Hactpownte DHCP Snooping (cm. 5.6.1).

g

Q’ MpumevaHue:
HyHo BkAtounTb DHCP Snooping ao Hactpoiku ARP Inspection.

3 Nepeigute B Advance Application > IP Source Guard > IPv4 Source Guard

Setup > ARP Inspection > Configure. MNoctasbTe ranouky B ACTIVE yTo6bI

rno6anbHoO BKAOUMUTL ARP Inspection.

ARP Inspection Configure ARP Inspection Port VLAN

Active L4

4 [epengute B8 Advance Application > IP Source Guard > IPv4 Source Guard

Setup > ARP Inspection > Configure > Port. 3agalite Bce nopTbl,
ncnosab3yemble 44 A0CTYNa, KaKk untrusted, a NOpTbl, K KOTOPbIM NOAKAIOYEH

USG nnu apyrme KOMNOHEHTbI CeTH, Kak trusted. LenkHute Apply.

ARP Inspection Port Configure Configure
» Untrusted v

] Untrusted v 15 1

2 ‘qn’rfusfreq v (15 1

3 Untrusted v 115 I

4 |Untrusted v 15 ]

5 JnT'usfec’ \ 15 1

30 Trusted v 15 1

31 Trusted v 15 1

32 Trusted v 15 ‘ (1
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5 T[epeiiaute 8 Advance Application > IP Source Guard > IPv4 Source Guard
Setup > ARP Inspection > Configure > VLAN. Beegute Start VID un End VID. B

3TOM AunanasoH PVID gomkHbl nonacTb NOpPTbl, UICNOJSIb3yeMble ANA AOCTyna.

LWenkHute Apply.
ARP Inspection VLAN Configure Configure
VLAN Stort VID |1 ' End VID |5 ‘

6 Mocne BBoAa AuanasoHa VID Huxe poskeH 6biTb BbiBeaeH cnucok VID.

Bbibepute Yes ans VLAN nopToB, ucnosnblyembie gna goctyna. LLlenkHute

Apply.
: No ¥ |None v |
1 Yes ¥ |Deny v
2 No v jDeny v |
3 No ¥ | Deny v
- No v [Deny v
S No v 7zeny v |
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5.7.2 NposBepKa pe3ynbTaTosB
1 MoakntounTe YCTPOMCTBO, KOTOPOMY AMHaMMYEcKM HasHadaetcs |P-
agpec, K NOpTy KoOMmyTaTopa, MCMOAb3yemMoro gaa [ocTtyna. Y atoro

yCTponcTBa Ao/1KeH bbiTb goctyn K USG.

2 Korpga vyctpoictBo noayumut |IP-agpec oTKponTte web-nHTepdeinc
KommyTaTopa. Mepeiante 8 Advance Application > IP Source Guard >
IPv4 Source. B tabauue IP Source Guard Table gonkHa noaBuTbCA 3aNnch

06 ycTpoicTse.

IP Source Guard IPSG Static Binding DHCP Snooping ARP Inspection

20:6c:80:39:fe:a? 192.168.1.30 2d23h5%m40s dhcp-snooping

3 [loakntoumTte gpyroe yCTPOMCTBO, Y KOTOPOro crtatnyeckuin IP-agpec, K
OAHOMY M3 MOPTOB KOMMYTATOpa, MCNONb3yeMbIX ANA AO0CTYNa. B aTom
npumepe  YCTPOMCTBO  MblTaeTcA  uMcnonb3oBatb IP-agpec  USG
“192.168.1.1”. KommyTaTop He AaeT 3TOMY YCTPOMCTBY AOCTYN K APYrUM

yCTpOMCcTBaM.

5.7.3 Nouemy 310 He paboTtaer?
1 Ecanm y ycTpoiCTB B NOKaNbHOW ceTu HeT goctyna K USG, T cHayana MOXKHO

npoBepuTb HacTpoliku DHCP Snooping Ha KommyTaTope.

167/218



www.zyxel.com

ZYXEL

2 Ecnmn DHCP Snooping npaBUAbHO HACTPOEH, HO Y YCTPOMCTB B /IOKa/IbHOM CETU No-
npexHemy HeT goctyna K USG, TO Hago noaoxpaaTb HECKONbKO MUHYT U CHOBA
nposeputb goctyn K USG. ARP Inspection nocbinaetr MAC-agpec ycTpoincTtea B
Tabnuuy filter table. Bpema onaaHve NOBTOPHOrO NOAKAOYEHUA onpeaenaeTca

3HaYeHuMeM B KonoHKe “Expiry (sec)” column.

IPv4 SG VLAN Siatus log Status Configure

284 MAC+VLAN

Dciee

3 HekoTopble ycTpoicTBa He MOryT nonyydutb goctyn K USG no chegyowmm

NpUYMHaM:

a. MopT, KoTOpbI NogKatoveH K USG, He aBnsaeTca trusted.

b. HekoTopble KNMeHTbI B ceTU He 06HOBMAM cBoM HacTpoinkmn DHCP nocne nepesarpysku
KOMMYyTaTopa.

c. WcuepnaH nyn IP-agpecos cepsepa DHCP.

5.8 Kak HacTpouTb KOMMmyTaTOp ANA 3aWMUTbl OT noaaenbHbix cepsepos DHCP

B sTOM Nnpumepe NoKa3aHo, KaK Ha0 HACTPOUTb KOMMYTATOP AA 3aALUNTbI OT CETEBbIX
aTak, nNpu KOTOPbIX 3/0YMbIW/IEHHUKM MOCbIIAOT  KAWMEHTaM noaAesibHasn
KoHourypauyma IP. DHCP Snooping 6aokupyeT HacTpoitkn DHCP, KoTopble npuxoaat
oT nopTa untrusted. O6bI4HO NopTbl untrusted — 3TO NOPTbI, K KOTOPbLIM MNOAKAOYEHDI
oducHble MK nam obuiegoctynHbie po3eTku Ethernet.
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................................................... ry

Local Network
i Network  192.168.1.0 Access
i Netmask 255.255.255.0 PO_fTS

Mreeecessecsseessneessescannesansesnnsesnnasanaanannt Switch UsG (DHCP Sewer)
VLAN 1 IP 192.168.1.2 LAN 1P 192.168.1.1
i v

Unnoctpauma 26 MoapennvHbit cepsep DHCP, nogKntoueHHbI yepes

He3aluleHHble NoPTbl, UCNnosib3yemble gnAa Aocryna

s

|
Q MpumeyaHme:
Bce ceTeBble IP-agpeca 1 Mmacku NoaceTv OTHOCATCA TOIbKO K 3TOMY Npumepy. MX HyXKHO 3aMeHUTb

Ha peasibHble IP-agpeca n Macku NOACETU BALLEN CETU.

Bce nHTepodeiicbl nonb3osatens (Ul) B 3Tom npumepe OTHOCATCA K KomMmyTaTopy cepumn XGS4600.

5.8.1 HacTpoiiKa KoH$Urypaumm KommyrtaTopa

1 Otkpoitte Web-nHtepdenc kommyTtatopa.

2 [epenaute 8 Advance Application > VLAN > VLAN
Configuration > Static VLAN Setup. B 3Ttom npumepe Becb Tpaduk,
KOTOpPbI MAET Yepes NopTbl, UCNONb3yeMble ANA AOCTYNa, NepecbliaeTca
B8 VLAN 1. VLAN 1 gonxHa bbiTb fixed 1 untagged gna Bcex Mcnosibayembix

Ana goctyna noptos. LLenkHuTte Add.
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I VLAN Confi umﬁonl
ACTIVE )
Name 1
VLAN Group ID 1
®
VLAN Type = Nermal
O Private v
Association YLAN List
]

Tagging

™ T Tagging
1 O Normal ® Fixed © Forbidden [ Tx Tagging
2 © Normal ® Fixed © Forbidden [ 1% Tagging
3 © Normal ® Fixed © Forbidden O Tx Tagging
4 © Normal ® Fixed © Forbidden [ Tx Tagging
5 O Normal ® Fixed © Forbidden [ Tx Tagaing
31 @ Normal ® Fixed @ Forbidden £ 1x Togging
32 ) Normal ® Fixed © Forbidden O Tegging

3 Mepergute B Advance Application > VLAN > VLAN Configuration > VLAN

Port Setup. Hactpoiite Bce ncnonbsyembie gna Aoctyna nopta Ha PVID 1.

LWenkHuTe Apply.
Port  Ingress Check PVID GVRP Accepfable frame Type VLAN Trunking Isolafion

” (] 1 O All v ] O

1 o 1 o o o

2 CR o o =
3 [~ 1 = All v (] (]

4 (] 1 @ All v (] (]

5 (] 1 (] All v (5] (]

4 Tlepenante B Advance Application > IP Source Guard > IPv4 Source
Guard Setup > DHCP Snooping > Configure. MNoctasbTe ranoyky 8 ACTIVE
nog, DHCP Snooping Configure. LLenkHute Apply.

DHCP Snooping Conﬁg_ure 7 DHCP Snooping Port VLAN

Active

® Discble

DHCP Vian
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5 T[epeiiaute B Advance Application > IP Source Guard > IPv4 Source
Guard Setup > DHCP Snooping > Configure > Port. Hactpolite Bce nopThl,
ucnosblyemble AAA A0OCTyna, Kak untrusted, a nopTtbl, K KoTopom

nogkntoueH USG nam gpyrme KOMMNOHEHTbI CETU, AOJ/IXKHbI bbITb trusted.

LUlenkHuTe Apply.
DHCP Snooping Port Configure Conﬁgur¢

| Untrusted v |

=

1 | Untrusted v |

2 ‘;n'r'rusrfedr v | |O
3 Untrusted v | D
4 | Untrusted v 0
5 |Untrusted v O
30 |Untrusted v | o
31 Untrusted v O
32 (Trusted v o

Apply | Cancel

6 Mepengnte B Advance Application > IP Source Guard > IPv4 Source
Guard Setup > DHCP Snooping > Configure > VLAN. Beeaute Start VID n
End VID. B 3TOT pAuWanasoH [Ao0/kHbl nonagaTe PVID nopTos,

ncnonblyemolx ana goctyna. LWenkHute Apply.
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DHCP Snooping VLAN Configure Configure Port
Show VLAN Start VID |1 End VID 5
Apply

7 nMocne BBoAa AauwanasoHa VID Huxke 6yaet BbiBeaeH cnucok VID.

BblbepuTe Yes ana VLAN nopTos, MCnosib3yemblx A4na goctyna. LLenkHure

Apply.
No v i v
1 Yes ¥ i v
2 No v ¥
3 No v v
4 No v | [ v
5 No v | v

5.8.2 lNposepka pe3ynbratos

1 MoakntoumTe nogaenbHbii Rogue-DHCP K ogHOMY M3 MCNOAb3yeMbIX A1A A0CTyna
nopToB.

B LAN interface cospante cheaytouwmin nyn DHCP Pool:
Starting IP Address :172.16.1.10
End IP Address :172.16.1.20

2 MNopgknounte KnneHtol DHCP K apyrMm noptam, MCNOAb3yembiM ANA A0CTyna.

KnneHTtbl 4oMXKHbI NoNyYaTb TONbKO Te IP-agpeca, KoTopble npegoctasnaeT USG.
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5.8.3 Nouemy 3T0 He paboraer?

1 Ecau knneHTtbl DHCP, noakntoyeHHble K He3alMLLEHHbIM NopTam AAa A0CTyna,

ncnonb3ytot IP-agpeca ot Rogue-DHCP:

a. Ybeautecb, UTO BCe 3TU NOPTbI HAaCTPOEHbI Kak untrusted B Advance
Application > IP Source Guard > IPv4 Source Guard Setup > DHCP

Snooping > Configure > Port.

b. Mposepbte PVID nopta, K KOTOpomy noakntoveH KanmeHT DHCP.
Y6eautecb, uto DHCP snooping BkatoueH ansa stoi VLAN B Advance
Application > IP Source Guard > IPv4 Source Guard Setup > DHCP
Snooping > Configure > VLAN.

2 Ecnmn knneHTbl DHCP, noaKkntoYeHHble K He3alWMLLEHHbIM NopTaM Ana A0CTyna,

He MoryT nony4uTb IP-agpeca ot HacToAwero cepsepa DHCP:

a. Ybeautecb, YTO NOPT, K KOTOPOMY MOAKNKOYMEH HACTOALLMI cepBep
DHCP, onpepneneH Kak trusted B Advance Application > IP Source
Guard > IPv4 Source Guard Setup > DHCP Snooping > Configure >
Port.

b. Ecnu ucnonbsyetcsa Tononorus Ring, To o6a pesepBupoBaHHbIX NopTa
OOMKHbI 6bITb onpeaeneHbl Kak trusted B Advance Application > IP
Source Guard > IPv4 Source Guard Setup > DHCP Snooping >

Configure > Port.

5.9 Kak HacTpouTb IPSG static binding ana gposepeHHbix (trusted) ceTeBbix
ycTpoiicTB
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B sToM NnpuMepe NoKaszaHo, KaK HaCTPOUTb KOMMYTaTop YTObbI paspelwnTb
YCTPOMCTBY, KOTOPOE MCMNOb3yeT aAMUHUCTPATOP, UCMOJIb30BATb CTaTUYECKUM IP-
agpec Ha nopTe A0CTyna Aarke npu BKAoYeHHoM ARP Inspection. 3To Hy»KHO Ans
pacwMpeHna BOSMOMXKHOCTEN YCTPOMCTBA, MCMOIb3YEeMOro a4MUHUCTPATOPOM, B TOM
yucse nperumyLLecTBe HaCTPOEHHbIX ANA CeTU NOAUTUK, OPUEHTUPOBAHHbIX Ha IP-
agpeca. MNpu aTom gpyrue ycTpoincTea byayT Mcnonb3oBaTb TONbKO IP-agpeca,
npegocrasndemble HacToAwmMm cepsepom DHCP.

Local Network i
i Network  192.168.1.0 i Access
i Netmask  255.255.255.0 ; Ports

7 ==
H 7 : .
VLAN 1 [P 192.168.1.2 LAN [P 192.168.1.1
= (%]
Admin-PC '
IP 192.168.1.10
MAC 00:0C:29:AA:AAAA

Unnoctpauma 27 Y ycTpoMUCTBA, UCNO/Ib3YyEeMOro agMUHUCTPATOPOM U NOAK/IIOYEHHOro

K NOPTY AOCTyNa, CTaTU4HbIN IP-agpec

Y]

Q MpumeyaHue:
Bce ceTeBble IP-aapeca n Mackun noaceTv OTHOCATCA TOIbKO K 3TOMY Npumepy. VX HyXKHO 3amMeHUTb

Ha peasibHble IP-agpeca 1 Macku noacetu Baweit cetu. Bee nHtepdericsl nonbzosatens (Ul) B aTom

npumepe OTHOCATCA K KoMMyTaTopy cepum XGS4600.
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5.9.1 Hactpo#Kka KoHpuUrypauum KommyrtaTtopa

1 Otkpointe Web-nHtepdeinc kommyTtatopa.

2 Hactpovite ARP Inspection (cm. pasgen 5.7.1).

‘Ql MpumevaHue:
[na ncnonb3oBaHua Static Binding Hy»Ho BKAtounTb DHCP Snooping u ARP Inspection.

3 Mepeiaute B Advance Application > IP Source Guard > IPv4 Source Guard Setup >
Static Binding. Cosgalite 3anucb Static Binding ¢ MAC- u IP-agpecom Baliero
ycTpoicTea. Beeaute VLAN 1 Homep nopTta A5 YCTPOMCTBA, KOTOPOMY paspelleH

aoctyn 6e3 orpaHnyenuni. LenkHmnte Add.

Static Binding
MAC Address 00:0c:29:aa:ca:ac
|P Address 92.168.1.10
VLAN
Port

[dd | Concel | Cleor

5.9.2 lNposepka pe3ynbratos
1 nNepeiante B Advance Application > IP Source Guard. 3anucb ¢ MAC- u

IP-agpecom Ballero ycTpomcTBa AoKHa bbiTb B Tabamue IP Source Guard

Table Address co 3HauyeHuamun “Static” B Type u “Infinity” B Lease.
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IP Source Guard IPSG Static Binding DHCP Snooping ARP Inspection
] 00:0c:2%:ca:ca:ac 192.168.1.10 infinity static 1

2 HactpowTe Baw Admin-PC co ctatuyeckum IP-agpecom. B atom npumepe
Mbl ucnonb3lyem IP-agpec “192.168.1.10”. Noakntoumte Admin-PC K
nobomy ncnonblyemomy gas goctyna nopty. Y storo PC gonkeH bbiTb

poctyn K USG.

3 HacrtpouTe apyroii MK c aTum ctatnyeckum IP-agpecom “192.168.1.10". Y
apyroro MK He gonxKHo 6bITb AocTyna K USG u3-3a HecoBnageHmna MAC-

agpeca.

5.10 Kak HacTpouTb ACL Ha 610KMPOBKY HeXKenatenbHoro Tpaduka

B aTom npumepe nokasaHo, Kak HacTpouTb ACL Ha 6/10KMPOBKY HeXenatesbHoro Tpaduka.
MoKHOo 3aaaBaTb pasHble KpUTepun 610KMPOBKU. B aaHHOM npumepe ACL 610KupyeT gocTyn K
cepsepy gna ogHoro xocrta 8 VLAN 10.
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VLAN 10

PC-1
IP:192.168.10.100

B\

...................................... .

Port 1 Port 3

..................................... for’r? Switch —
XGS4600-32
f r— VLAN 1, IP:192.168.1.1 Server
- VLAN 10, IP: 192.168.10.1 VLAN 1
4 VLAN 20, IP: 192.168.20.1 IP:192.168.1.150

PC-2
IP:192.168.20.100

VLAN 20

Unnoctpauma 21 Hacrtpoiika ACL Ha 610KMPOBKY HerKenaTtenbHOro Tpaduka

Q MpumeyaHue:

Bce ceTeBble IP-agpeca 1 macku nofceTn OTHOCATCA TO/IbKO K 3TOMY NpuUMmepy, MO3TOMY ANA Ballen
CeTU UX HY>KHO 3aMeHUTb Ha COOTBETCTBYIOLWME peanbHble IP-agpeca n macku nogcetn. B stom
npumepe Ucnoab3yeTtcs KommyTtaTop XGS4600-32 (Bepcua mukponporpammbl: V4.50).

5.10.1 Hactpoiika VLAN u Route Traffic

1 Hacrtpounte napametpbl VLAN (VLAN 10 n VLAN 20) Ha KommyTaTope (cm.
pasgen: 2.1 Kak HacTpouTb KOommyTaTop 4TO6bl M30/1MpoOBaTh TpaduK

pa3HbIx oTaenos c nomouw,bio VLAN).

177/218




www.zyxel.com

ZYXEL

2 Hactpounte Ha KommyTaTope uHTepdelicbl VLAN IP (cm. pasgen: 2.2 Kak
HacTPOUTb KOMMYyTaTOpa ANA MapLupyTusauuu Tpadpuka mexay ABYyMA

VLAN)
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5.10.2 Hacrpoiika Classifier

1 Hactpoiika Classifier: MNepenante 8 Menu > Advanced Application >
Classifier > Classifier Configuration. Hactpoiite Classifier anas VLAN 20.

s

‘Q' MpumevaHue:
MoapobHee o ACL cm. 3.5 Kak HacTpouTb ACL Ans orpaHM4YeHUa cKopoctu Tpaduka IP.

2 Classifier pna VLAN 20: MNocTtaBbTe ranoyky B nosne “Active” n seegnte nma
ana Classifier. Hactpoiite Layer 2 > VLAN Kak 20 u Layer 3 > Destination

Kak 192.168.1.150/32. Haxkmute “Add”.

Classifier Configuration Classifier Status Classifier Global Setting
Active
Nome VLAN20
Weight 32767
VLAN ny
:
VLAN
® An
Inner VLAN =Y
® Any
Priority é.r 4
v
Priority 0
& A
Inner Pricrity i
[0 v
Layer 2 1
® | All v
Ethernet Type .
Others [Hex)
® Any
Source MAC Address MAC
/Mask |
) Any
Destinction MAC Address MAC
/Mask
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DSCP

Layer 3 ToS

Precedence

IP Protocol
IPvé Next Header

Source

® Any
IP Packet Length o) D T E Bytes

IPv4 ol =4

IPvé . IA'“’—I

® Any

. 'Any

- |

®© [ All v ‘»iEsfcbiish Only

Qo O;*hers‘ J{Dec}

@® | Al v | O Estabiish Only

o Oihers‘ !!Dec','
IP Address / | | ‘
Address Prefix /
IP Address / I
yieaies M [TTRTTERED l7la2 |
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5.10.3 HactpoiKka npasuna noautukm Policy Rule
1 Hactpoiite Policy Rule: MNepeinante 8 Menu > Advanced Application >
Policy Rule. Policy Rule ans VLAN 20: noctaBbTe rasoyky B “Active” n
BBeguTe umsa npasuna B Policy Rule Name. BoibepuTe Classifier 8 VLAN 20
(VLAN20). HacTpoitte geicrteua npu cootsetctamm atomy Classifier:
Action > Forwarding > Discard the packet. Haxxmute “Add”.

Active

Name Policy VLAN20
[vianzo =

Clessifier(s)

Forwerding

Ne change

I ® Discard the pocket I

Dec not drop the matching frame previously marked for dropping
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5.10.4 NposepKa pe3ynbTaTtos

1 ping PC-1 goxoaAat no cepsepa Server.
C:\Users\User>ping 192.168.1.150

Pinging 192.168.1.150 with 32 hytes of data:

Reply from 192.168.1.20808: Destination host unreachable.
Reply from 192.168.1.2080: Destination host unreachable.
Reply from 192.168.1.2008: Destination host unreachable.
Reply from 192.168.1.280: Destination host unreachable.

Ping statistics for 192.168.1.150:
Packets: Sent = 4, Received = 4, Lost = @ (Bx loss),

2 W3-3a HacTpoek ACL c PC-2 (VLAN 20) ping He goxoasT Ao cepsepa Server.

:\Users\User>ping 192.168.1.150

inging 192.168.1.1508 with 32 bhytes of data:
equest timed out.
equest timed out.

equest timed out.
equest timed out.

ing statistics for 192.168.1.150:
Packets: Sent = 4, Received = B, Lost = 4 {(180x loss).
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5.10.5 NMouyemy 3To He paboTaeT
1 Mpwu HacTpolike Classifier Hy»KHO NPaBWIbHO 334aTb agpeca OTNPaABUTENA U
nonydatensa Tpaduka. Hanpumep, ecnm co3gatb policy rule Tonbko ana
source VLAN 20, Ho He ana destination IP (Server IP: 192.168.1.150), 10
KommyTaTop 6yaeTt 6,10KkmMpoBaTh Becb Tpaduk ot VLAN 20 He3aBUCMMO OT

€ro nony4yartena.

2 Tepeiiante B Menu > Advanced Application > Classifier. MocrasbTte
rasiouky B “Count”. Ecnm Tpaduk cootsetcrtyeT classifier, To Match Count

y aToro classifier gonxkeH ysennumsaTbca Npu Kaxkaom obHoBAEHMN web-

CTpaHuUUbI.
Classifier Status Classifier Global Sefting
Active v
Nome VLAN20
Weight 32767
Log
Count
Clossfe Confiauration
1 Yes 32767  VLAN20 4 vian 20; DestlP = 152.168.1.150/32; count;
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5.11 Kak ¢ nomouwbto ACL 3epKanupoBaTtb TpadpuK, COOTBETCTBYHOLLUMN
onpeaeneHHOMy Kputeputo

®PyHKuMA port mirroring aybampyet TpaduK Ha NOPT MOHUTOPMHIA ANA €r0 KOHTPONA
6e3 BHeceHMA AONONAHUTENbHON 3a4epKKM. OHA NpUMeHseTcA ANA ANArHOCTUKU U
ONA YCUNEHUA KOHTPOA TpaduKa.

B HEKOTOpPbIX CUTYaUMA NOPT MOHUTOPMHIA MOXKET NOYYaTb PA3INYHbIV TpaduK ecnm
OCHOBHOW MopT — 3To nopT up/down link mexay ycTpolicTBamu, HanpuMmep, Kak B
NMOKa3aHHOW Ha c/ieaytowein MAMCTPaUUM CUTYaLUN:

¢

PS

P2

— [

D_ R -D.
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B aTom npumepe K KOMMYTaTOPy NOAKAKOUYEHDbI Apyre KommyTtaTopbl U K.
PC 1 ncnonb3syetca gna moHuTopuHra tpaduka mexgy PC2 n MHTepHeTOM.

O6blyHO port 1 HacTpamBaeTca KaK NMopT MOHUTOPWHra monitor port, a nopt port 9
6yaeT 3epKanmMpoBaHHbIM NOPTOM B 060MX HanpaBaeHUAX.

Active v

Monitor Port

J

> | 3 3

w M

I~
3

(9]
3

~I

0 o

| o

Mpu Takom NoaxoAe 3epKanmpyeTtca 601bLIOK NOTOK NAKETOB NOCKO/bKY Yepes nopT
port 9 kKommyTaTtopa switch 1 naet arpermpoBaHHbI TpaduK B MHTEPHET U NO3TOMY

3epPKaNMpPOBaHHbIN TpadUK TPYAHO KnaccupmuumposaTb.

B onucaHHOM HMXKe npoueaype HacTpaneaeTca GUAbTP 3ePKAINPOBAHHbIX NAKETOB C
nomoubto ACL 1 B pe3ysibTaTe MOHUTOPUHT BbIMOAHAETCA TONbKO ANA TpaduKa,

COOTBETCTBYIOLLErO ONpeaeneHHOMY KpUTepUio.

\'l

‘Ql MpumevaHue:

Bce ceteBble IP-agpeca M MacKM NOACETH OTHOCATCA TO/IbKO K 3TOMY NpUMepy, NO3TOMY A1A BaLlel

CETU UX HYXKHO 3aMEHUTb Ha COOTBETCTBYIOLWME peanbHble IP-agpeca n mackm nogceTu.

5.11.1 Hactpoika ACL

1 OTKpoiiTe web-uHTepdeiic KommytaTopa Switch-1.

2 MNepengute B Advanced Application > Mirroring.
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AKTUBUPYMTE NopT port 1 n Ha3HaybTe ero Monitor Port.

Active v
Monitor Port 1

.
3
&
0]
w
@
<

3
&
1]
w
@

«

3
L
1]
w
@

«

3
.
]
©
73

«

3

[ SR )
=
0]
w
@
“

3
93
[
o |lv
@ || @
-

~ o

3
Y
]
w
@

-

J

. -] -
Qo Q0 W wQ ‘((_% ©Q Q1O Q [Q
[
©
@
-«

ﬂ
1]
@
@

«

o0

~0
3
s
(1]
“
@
«

o
3
o
[
©
)
«

3 MNepeigute B Advanced Application > Classifier > Classifier
Configuration > Classifier Global Setting.

IH

HacTtpoite Match Order Kak “manual”, noctasbTe ranoyky B “Logging” n

wenkHute Apply.

Classifier Configuration

Match Order I.

Laoung Interval 3600 |Second(s)
4 Advanced Application > Classifier > Classifier Configuration.

MocTaBbTe ranouky B “Source IP” n 3apante Weight 32767.
MocTaBbTe ranouky B “Log” u “Count”.
B Source IP Beegute IP-agpec PC 2 IP, 3apaiTe Address Prefix “32” n 3atem

wenkHuTe “Add” pnsa cospaHuA.
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Classifier Conﬁg}uoﬁon
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Classifier Status Classifier Global Setfing

Add | Cancel | Clear

Active
Nome Eource 1P
Weight |le2767
Log
Count
Time Range
®
Port D2y
o] |
Ingress Port =
Trunk 9. 5
o] |
®
e et
® Any
Priority Priority 2
©
Eth Ty ® A d
ernet Type 2
Others|  |(Hex
Layer 2
®© Any
Source MAC Address © mMmAC
/Mask
® Any
Destination MAC Address O MAC
/Mask
® Any
1Pv4 X
@
psce [ ]
- ® Any
of |
- Any
Precedence 2
of ]
®
Tos o id
Layer 3 ©
® v| E
e © Estcblish Only
) Others - [Dec)
® v @
IPvé Next Header Elotmh
O othes|  |Dec)
IP Address / =
Source PR (/AN | |7
. IP Address /
Destination - | |/|
Source Socket Number ® Ary
© T
ewers : [ e[ ]
Destination Socket Number Any
© To
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5 Advanced Application > Classifier > Classifier Configuration.

MocTtasbTe ranoyky B Activate gna Name “Destination IP” n Weight 32766.

MocTtasbTe ranoyku B “Log” & “Count”.

B Destination IP address BBegute IP-agpec PC 2, 3agaiTe Address Prefix

“32” n 3aTem wenkHnte “Add” gna cosganus.

Active -V
Nome IDeS'inoﬁon IP J
Weight 22766 |
Log v
Count 2
Time Range [None v
Port
Ingress Port
Trunk
VLAN
Priority

Ethernet Type

Layer 2

Source

Destination

DsSCP

Layer 3

IP Protocol

IPvé Next Hecder

Source

Destination

Source
Layer 4

Destination

o Any
® Any
V'_AI‘ i L Ap‘y
® An
Priority i
ov
. A“‘ )\ 4
Others {Hex)
L ‘A“,-vy
MAC Address MAC
Mask
® Any
MAC Address MAC
/Mask
. Apv ,
IPv4 2
® Any
IPvé el
® Any
L) Any
® | All v Establish Only
QOthers [Dec}
® Al v Establish Only
Others [Dec)

IP Address /

Address Prefo

=

IP Address / '70 129 )
.

® Any
Socket Number

To
o gty Any
Socket Number
To

[ A | Cancel | Gior

Classifier Status Classifier Global Setting
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6 Advanced Application > Policy Rule.

MocTtaBbTe ranoyky B Activate gna Name “Mirror”.

www.zyxel.com

BbibepuTte gns classifiers kak “Source IP”, Tak n “Destination IP”.

MocTaBbTe rasoyky B “Send the packet to the mirror port” gna Outgoing

Action n wenkHute “Add” gna cosganus.

Active v
Nome Mirror i
SourcelP Bz
DestinationIP
Clossifier]s) "
Genera
VEANID 1 Bondwidth
Parameters
Egress Port 1
Priority ov
Forwarding
® No change
Discard the pocket
Priority
® No change
Action et the packet's 802.1p priority

(o]
5
©

end the packet to the mirror port ]

end the packet fo the egress port

e
o dld
»w wluld v

— O
e
3
I
o
Q
[¢]
=
a
1/
<
E=s
T

[ Add | Cancel | Cieor]

5.11.2 MposepKa pe3ynbTaTos

1 Nepenaute B Advanced Application > Classifier.

Rate Limit

0 kbops

CyetunKk match count gns obowux classifier ponxkeH yBenmumBaTbcs Noka

PC 2 obmeHunBaeTca TpadmMKom ¢ MHTEPHETOM.
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Go to
Classifier Status Classifier Configuration
Index Aclive Weight Name  Match Count Rule
| 1 Yes 32767 Source IP SrclP = 192.168.1.50/32; count; log;
j 2 Yes 32766 Destingtion IP DestlP = 192.168.1.50/32; count; log;

2 Wcnonb3soBaHue Wireshark ans nepexsata naketos K PC1.

B Tabnunuy 6yanet 3epKanmpoBaHHbIN Tpaduk PC2.

Source Destination Protocol Length YID Info

192.168.1.50 192.168.1.1 ICMP 74 Echo (ping) request
192.168.1.50 192.168.1.147 ICMP 74 Echo (ping) request
192.168.1.50 192.168.1.147 ICMP 74 Echo (ping) request
192.168.1.147 192.168.1.50 ICMP 74 Echo (ping) reply
192.168.1.147 192.168.1.50 ICMP 74 Echo (ping) reply
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5.11.3 NMouemy 310 He paboTaet

1 B Advanced Application > Policy Rule, B none Outgoing Action ctout “Send the
packet to the mirror port”.
mirror port 3gecb o3HayaeT [Monitor Port] Ho HE [Mirrored Port] 8 Advanced
Application > Mirroring.

ctiv

-

]

Monitor Port | O

3

=

3

=

W N
3
=
w |w v v

3

= || =

N
3
w

>
3

<
7
wlo o |v|loea|v|o

3
w | »
-

=

[

3
-

w
@

3
=
2
«

3
w0 |
[Z IR
-

C

3
Q Q0 [Q Q[0 QK QK [Q 0
@ | ®|D (E @ @D |d |d

~

5.12 Kak pasgenutb Tpaduk c nomouwbio L2 Port Isolation

YacTo TpebyeTtca pa3genutb B ceTr TpaduK pasHbiX KAUEHTOB U YCTPOMCTB.

Camblit npoctoii cnocob wu3onaumm TpaduKka — 3TO0 co3gaHue pasHbix VLAN ans
pasgeneHua nokanbHom cetn LAN Ha pasHble gomeHbl broadcast.
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VLAN 10

VLAN 20

VLAN 30

OpHaKOo B HEKOTOPbIX CUTYaLMAX TpebyeTcAa M301MpoBaTb TPAadUK KANMEHTOB, KOTOPbIE
OTHOCATCA K oAHoM noacetu wmnu VLAN, Hanpumep, B CETU OTE€AM FOCTU MOTYT
ncnonb3oBaTb ogHYy noacetb M VLAN ana goctyna K UHTepHeTy, HO mexay coboi oHm

He moryT obmeHuBaTbCA TpadpuKom.

VLAN 30

VLAN 30

VLAN 30

B KommyTaTopax Zyxel KopnopaTMBHOro Knacca ucnonbsyetca o¢yHKuua “Port
Isolation”, koTopaa Bbi3biBaeTca 4yepe3 Advanced Application -> VLAN -> VLAN
Configuration -> VLAN Port Setup w pasgender TpaduK Mexay nopTamm,

oTHocAWMMMCA K ogHol VLAN.

192/218



www.zyxel.com

ZYXEL

P10

P10

Uma Ycrpoicreo | VLAN | IP-agpec Macka noacetu
Gateway USG310 1 192.168.1.254 255.255.255.0
Switch A GS2210-8 1 192.168.1.1 255.255.255.0
Switch B GS2210-8 1 192.168.1.2 255.255.255.0
Switch C GS2210-8 1 192.168.1.3 255.255.255.0
Client A PC 1 192.168.1.101 255.255.255.0
Client B PC 1 192.168.1.102 255.255.255.0
Client C PC 1 192.168.1.103 255.255.255.0
Client D PC 1 192.168.1.104 255.255.255.0

B aTom CUeHapwun, BBATOM U3 PpeaZibHOIo NPOEKTa, BCE K/IMEHTCKNE MK HaxopATCcA B 0,£|,H0171

noacetn n VLAN.

MN3onauma L2 port isolation Ha KommyTaTopax NO3BO/IAET:

1. Ob6ecneuntb goctyn K NHTepHeTy ana scex MMK.

2. bnokupoBky Tpaduka mexay MK.

Jdanee onucaHa npoueaypa BHegpeHWA U30NAUMWM NOPTOB L2 ¢ nomowbio Tpex
KommyTaTtopos GS2210-8.
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s

Q MpumeyaHume:
Bce ceTeBble IP-agpeca U MacKu NOACETU OTHOCATCA TO/IbKO K 3TOMY NpUMepY, MO3TOMY A/ Bawwel

CETM UX HY)KHO 3aMEHWUTb HA COOTBETCTBYIOLLME peanbHble IP-agpeca  macku nogceTu.
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5.12.1 HactpoiKa KoHUrypaumm KommyraTtopa

1 Ortkpoite web-uHTepdenc kommyrtatopa Switch C.

2 [epenaute B Advance Application > VLAN > VLAN Configuration >
VLAN Port Setup

MocTaBbTe rasoyKy HanpoTuBs B Isolation ana noptos port 1 m 2.

VLAN Configuration
GVRP
Al v
1 Al v v
2 Al v v
3 Al v
4 Al \ 4
S Al v
6 Al v
7 Al X
8 Al v
7 Al v
0 Al v

L
\Q‘ MpumeyaHue:

Ecan K kommyTaTopy switch B noaKk1t04eHO HECKO/IbKO KAMEHTOB, TO €70 HYKHO HAacTpPaMBaTb TOYHO
TaK)Ke, Kak KommyTaTop Switch C. B AaHHOM ciyyae K KommyTaTopy switch B noaKatoueH ToNbKo
OAMH K/IMEHT, NO3TOMY TaKasd HAacTPOMKA He HY»KHa.

3 OtKpoiiTe web-nHtepdenc kommyTtaTopa Switch A.

4 T[epenaunte B Advance Application > VLAN > VLAN Configuration > VLAN Port
Setup

MocTasbTe ranoyky B port Isolation HanpoTus nopTtos 1, 7 1 8.
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5.12.2 MposepKa pe3ynbTaTtosB

VLAN Configuration

1 Client D moxeT nocblnaTb ping Ha WA3 U Yy HEro ectb A0CTyn K

UHTepHeTy.

oximate
Minimom

A PPIOX inate
Mininum
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2 Y Client D HeT gocTyna K kaneHTtam Client A, B n C.

101 with 2
L1.104: D

5.12.3 Nouemy 310 He paboTaer

1 L2 port isolation paboTtaeT ana otaenbHbIX NOPTOB, HO He AnAa VLAN,
NMO3TOMY €C/I1 NOPTbl HACTPOEHbDI KaK M30/IMPOBAHHbIE MeXKAy coboM,

OHW He MOoryT obMeHnBaTbCA TpadMKOM AarKe eciv oHM B ogHon VLAN.
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BHeapeHue VOIP

6.1 Kak Hactpoutb VLAN pnsa IP-tenedpoHa ¢ nomouwbto LLDP-MED

B aTom npumepe nokasaHo, Kak ¢ nomoubto LLDP-MED Hactpoutb VLAN ID gna IP-
TenedpoHoB. Jllobo IP-TenedoH, NOAKNOYEHHbI K KOMMYTaTopy, OyaeT HazHayeH B
onpegeneHHyto VLAN B 3aBUCMMOCTM OT NOPTa KOMMyTaTopa. [anee mbl pacckaxem
0 gpyrmnx cnocobax nepecblkn Tpaduka VOIP B onpeaeneHHyto (ronocosyto) VLAN. C
nomoubto VOIP agMUHUCTPATOPbI MOTYT NPUCBOUTbL MOBbIWEHHbIM NPpUopUTeT
ro0coBomy TpaduKy ecnm ceTb NeperpyeHa ANa rapaHTUM BbICOKOrO KavyecTsa
coeIMHEHUA ANA rapaHTMM BbICOKOro KayecTBa TenedoHHol cesasm no VOIP.

VLAN 100
Port 1
Switch
g XGS4600-32
IP Phone VLAN 1, IP: 192.168.1.1
IP:192.168.100.100 VLAN 100, IP: 192.168.100.1

Unnoctpauma 23 UcnonbsoBaHue LLDP-MED pna Hactpoiiku VLAN gns
IP-tenedoHa

s

‘QJ MpumeyaHue:

Bce ceTeBble IP-agpeca M macku nofceTn OTHOCATCA TO/IbKO K 3TOMY NpMMmepy, NO3TOMY ANA Ballein
CeTM MX HYXKHO 3aMeHUTb Ha COOTBETCTBYIOLWME peanbHble IP-agpeca M macku nogcetn. B stom
npumepe Ucnoab3yeTtcs KommyTtaTop XGS4600-32 (Bepcua mukponporpammbl: V4.50).
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6.1.1 Hactpoiika VLAN gns IP-tenedoHa
1 Hactporite VLAN 100 Ha kommyTaTope Switch (cm. 2.1 Kak HactpouTb

KOMMYTaTop 4T06bl M301MPOBaTb TPAaPUK Pa3HbIX OTAENOB C MOMOLLbIO

VLAN). VLAN 100 co3pgaetcs ana IP-tenedoHa.

6.1.2 HacTtpoika KoHpUrypauum KommyrtaTtopa
1 OrtKkpointe web-uHTepdeic n nepeiante 8 Menu > Advanced Application
> LLDP > LLDP Configuration. [ina LLDP configuration B Active gonxHa

CTOATb ra/104Ka.

LLDP Configurafion LLDP Basic TLV Setting Orq-specific TLV Setting

Active

Transmit Interval 30 seconds
Transmit Hold 4 times
Transmit Delay 2 seconds

Reinitialize Delay seconds

2 Ortkpoitte Web-uHTtepdeiic n neperigmute 8 Menu > Advanced Application
> LLDP > LLDP-MED Configuration. MNocTasbTe rasnouky B “Network Policy”

ansa port 1 (310 NopT, K KOTOpOoMy nokAtoUeH IP-tenedoH).

woe

W -
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3 OrtKpoiite web-uHTepdeinc n nepenante 8 Menu > Advanced Application
> LLDP > LLDP-MED Network Policy. Beegute Homep nopta 1 B none port
n seeaute Homep VLAN, K KoTopon byaeTt nogkntodeH IP-tenedpoH (VLAN
100), a B none DSCP ocTtaBbTe “0”. 3aTem Ha3HaybTe npuopuTet Priority.

WenkHuTe “Add”.

LLDP-MED Neiwork Policy LLDP
Application Type '-,igi;e v |
Tag togged v
VLAN |]OQ
DSCP 0
Priority 7v
o | Conel
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6.1.3 Nposepka pe3ynbratos the Result
1 MNepengnte 8 Menu > Management > MAC Table > Search. MocmoTpute Tabnmuy

MAC-agpecos. Y IP-tenedoHa MAC-agpec gonkeH 6biTb B VLAN 100.

00:15:45:93:31:54 ] i Dynamic

1

2 L00:15:45:93:81:54 10 | Dynamic
3 00:1e:33:27:04:93 16 Dynamic
4 42:73:74:20:55:56 1 CPU Static
5 42:73:74:20:55:56 10 CPU Static

2 OTtKpoliite web-untepoeiic u nepeiigute 8 Menu > Management >

Diagnostic > Ping test. [poBepbTe, 4TO C KOMMYyTaTOpa ping AoxoaaT ao IP-

TenedpoHa.
® |Pv4 - v |
D IPvé - v] 1
Ping Test IP Address/Host Name  |[192.168.100.100 | E3
Source IP Address ‘7 ‘
Count 5
Diagnostic

jResoIviﬂ.g 192.168.100.100... 192.168.100.100

sent rcvdrate it avg mdev max min reply from
1 1100 0 0 0 0 0 192.168.100.100
2 2100 0 0 0 0 0 192.168.100.100
3 3100 0 o) 0 0 0 192.168.100.100
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6.1.4 NMouyemy 310 He paboTaer
1 Ecam MAC-agpec IP-tenedoHa He yaanocb HasHaumTb B VLAN 100, To
nposepbTe, NnoaaepxmsaeT au IP-tenedpoH LLDPMED. Ha kommyTaTope

[O/IXKeH bbITb BKAtoYeH LLDP-MED.

2 ocKonbKy IP-tenepoHy HasHayeH VLAN ID ¢ nomowbio GyHKUUM
Network Policy B LLDP-MED, To ronocoBoit TpaduKk oT KOMMyTaTopa
AOJI}KEH MMETb Tar, cooTBeTcTBYoWMM IP-TenedoHy. Port 1 8 VLAN 100 Ha
KOMMyTaTope Ao/1KeH 6biTb tagged out (rasiouka B TX tagging) utobbl ping

OT KOMMYyTaTopa Aoxoaunn Ao IP-tenedoHa.

3 MocKonbky IP-tenedoHy HasHauyeH VLAN ID ¢ nomoubto GyHKLUK
Network Policy 8 LLDP-MED, To Hy»kHO ybeauTbca, uto IP-TenedoH

noaaepxnsaet LLDP-MED u y Hero BkatoyeH LLDP-MED.
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6.2 Kak HacTpouTb KommyTaTop 4To6bl M30AMpoBaTb Tpaduk VOIP ot
TpadpuKa AaHHbIX

B aToM npumepe noKasaHo, Kak c nomolbto Voice VLAN MOXKHO oTaennTb Tpaduk
ronocosom Tpadumk untagged VOIP ot TpaduKa gaHHbIX untagged data. B otanume ot
TpaAnUMOHHbIX NnpuaoxeHnn VOIP ¢pyHkuma Voice VLAN otgensaet Tpadumk VOIP u
TPadUK AAHHBIX KaK TONIbKO TpadUK AOXOAUT A0 KOMMYTATOPA., T.€. ApPXMTEKTYpa
VLAN HaumnHaeT paboTaTb Ha KOMMYTATOpPE, a He Ha camom |P-TenedoHe.

VLAN 100
= R~
Switch
: IPPhone XGS4600-32
i IP:192.168.100.100 VLANT, IP:192.168.1.1
i MAC: cc:5d:4e:64:de:77 VLAN 100, IP: 192.168.100.1

Unnoctpauua 24 Hactpoiika Voice VLAN ans pasgeneHus tpadpuka VOIP ot

TpadmKa AaHHbIX

s

‘QI MpumevaHue:

Bce ceTeBble IP-agpeca n MacKkun NOACETU OTHOCATCA TO/IbKO K STOMY NPUMepy, MO3TOMY ANA BaLlein
CeTU UX HYXHO 3aMeHUTb Ha COOTBETCTBYlOWMe peanbHble IP-agpeca n macku nogcetn. B atom
npumepe ncnonbayercs Kommytatop XGS4600-32 (Bepcus mukponporpammsi: V4.50).
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6.2.1 Hactpoika VLAN 100 ansa IP-tene¢poHa
1 Hactpoiite VLAN 100 Ha kKommyTaTope (cm. 2.1 Kak HacTpoutb KOMMyTaTop
4yTo6bl M301MpPOBaTb TPAPUK PasHbIX oTAenos ¢ nomouwbio VLAN). VLAN

100 co3paHa Kak Voice VLAN ans IP-tenedoHa.
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6.2.2 Hactpouka Voice VLAN
1 Ortkpounte web-untepderic n nepengmute 8 Menu > Advanced Application >
VLAN > VLAN Configuration > Voice VLAN Setup. Beeagute Homep Voice VLAN
(8 ;aHHOM npumepe 310 VLAN 100). LenkHute “Apply”.

Voice VLAN Selup VLAN Configuration
Voice VLAN Global Setup

Discble

Voice VLAN
|

Priority 5v

2 Hactpounte OUI Setup: OTKponTe web-nHTepdeinc n nepenante 8 Menu >
Advanced Application > VLAN > VLAN Configuration > Voice VLAN Setup.
HactpoiTte agpec OUL. (moxHo BBectM MAC-agpec.) B gaHHOM npumepe
aT0 cc:5d:4e:64:de:77. Hactpoiite macky OUI Kak ff:ff:ff:00:00:00.
LWenkHuTe “Add”.

Voice VLAN OUI Setup

OUl cddress cc:5d:4e:64:de:77

OUl mask ff:ff:ff:00:00:00

Description ZYXEL IP Phone
=

\I 7
Q MpumeyaHue:
B pesynbTaTe 3TUX HAaCTPOeK KommyTaTop byaeT HanpasnsaTe B Voice VLAN Tpaduk oT Bcex

YCTPOMCTB, y KoTopbix MAC-agpec ot cc:5d:4e:00:00:00 v o cc:5d:4e:ff.ff:ff.
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6.2.3 lMposBepKa pe3ynbTaToB

1 nNepeingnte 8 Menu > Management > MAC Table > Search. Y6eauteco, B

Tabanue MAC-agpecos IP Phone Ha3HayeH B VLAN 100.

00:12:33:27:04:53 1 s Dynamic

1
2 42:73:74:20:55:56 1 CPU Static
3 42:73:74:20:55:56 10 CPU Static
| 4 cc:od:4e:éd:de:77 100 ] Dynamic |

2 Ortkpoitte Web-uHtepdpeinc n nepenagnte 8 Menu > Management >

Diagnostic > Ping test. Y6eauTtecb, 4To ¢ KommyTaTopa ping aoxoauT Ao |IP-

TenedpoHa.

Diagnostic
Resolving 192.168.100.100... 192.168.100.100
sent rcvd rate rit avg mdev max min reply from
1 1 100 (o] ( o 0 1922.168.100.100
2 2 100 o
3 3 100 o]

]

o] 0 192.168.100.100
o 0 122.168.100.100

[eNeNe]
oo

Diagnostic
‘Resolvi"eg 192.168.100.100... 192.168.100.100
sent rcvdrate rtt avg mdev max min reply from
1 1100 0 0 0 0 192.168.100.100
2 2100 0 0 0 0 192.168.100.100
3 3 100 0 0 0 0 192.168.100.100

O OO
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6.2.4 NMouyemy 3710 He paboTaer
1 Ecam IP-tenedoHa Hetr B voice VLAN, 1o nposepbTe ero MAC-agpec.
O6biyHO MAC-aapec yKa3saH Ha HaknelKke B ocHoBaHuu IP-TtenedoHa. 3toT

MAC-agpec gomxKeH nonagatb B AMana3oH HacTpoek Voice VLAN QUI.

2 B03MOXHO, y IP-TenedoHa HenpasBuabHble HACTPOMKN. HyXKHO NpoBEPUTD:

a. Ecany IP-tenedoHa VLAN skaroueHa 1 VLAN ansa Hero - 3to Voice VLAN:
KommyTaTop coxpaHut HacTpoiku Voice VLAN 1 NpucBOUT NOBbIWEHHDIN
npuoputet IP-tenedpoHy. IP-TenedoH 6yaer o06pabaTbiBaTb TONbKO
T3rMPOBaAHHbIA TpaduK. B gaHHOm cnyyae nopt port 1 8 VLAN 100 Ha
KOMMyTaTOpe HY>KHO HacTpouTb KaK tagged out (nocTaBWTL ranoyKy B nose
TX tagging).

b. Ecnn Ha IP Phone BKawueHa VLAN, Ho 3ta VLAN — He Voice VLAN
KOMMyTaTopa, TO KOMMyTaTopa He byAaeT NpMMeHATb U3MEHEHUA TpaduKa
VOIP ana IP-tenedoHa.

Echm Ha IP Phone BbikntoueHa VLAN, To KommyTtatop HasHaumt Voice VLAN u
nosbileHHbIN npuoputeT Tpaduky VOIP IP-tenepoHa n B pesynbrate IP-tenedoH
6y4eT nocblNaTb U NOMYYaTb TONLKO HETermpoBaHHbIV Tpaduk(untagged). B faHHOM
cnyyae nopt port 1 8 VLAN 100 Ha KOMMYyTaTOpe HY*KHO HacTpouTb Kak untagged out
(ybpaTb ranouyky B none TX tagging).
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6.3 Kak HacTpouTb KOHPUrypaymuo KOMMyTaTopa YTobbI YyAyUYLInUTD
Ka4yecTBo ronocosoro tpadpuka

B sTOM npumepe noKasaHo, Kak ¢ nomolubto Voice VLAN MOXHO yny4LWMTb KA4ecTBO
ronocosoro Tpaduka. Kak yxe rosopunocb B 6.2, Voice VLAN He TONbKO rpynnupyet
ronocosomn Tpaduk B BblaeneHHyto VLAN, HO 1 Ha3HavYaeT SToMy TPadUKy NOBbIWEHHbIN

npunopuTeT. MpuoputeT Voice VLAN priority MOXXHO Ha3Ha4yaTb Kak TErMPOBAHHOMY, TaK U
HeTermpoBaHHOMY TPaduUKy.

PC
IP:192.168.1.100

Switch-1 Switch-2
IP Phone XGS4600-32 GS2210-48HP
IP: 192.168.100.100 VLANT, IP: 192.168.1.1 VLAN 1, IP:192.168.1.2
MAC: cc:5d:4e:64:de:77 VLAN 100, IP: 192.168.100.1 VLAN 100, IP: 192.168.100.2

Unnoctpauyma 25 Hactpoiika Voice VLAN gna otpenenus tpadpuka VOIP traffic

oT TpadmKa AaHHbIX

s

‘Ql MpumevaHue:

Bce ceTeBble IP-agpeca n Macku NOACETU OTHOCATCA TOJIbKO K 3TOMY Npumepy. UX HyXHO 3aMeHUTb
Ha peanbHble IP-agpeca n Mmacku noacetu Bawen cetu. B atom npumepe ncnonbsyetca XGS4600-
32 (Firmware Version: V4.50) n GS2210-48HP (Firmware Version: V4.30).

6.3.1 Hactpoika VLAN ana ronocosoro Tpaduka

1 Hactpownte VLAN 100 Ha KommyTtaTopax Switch-1 u Switch-2. (cm. 2.1 Kak
HaCTPOUTb KOMMYTATOP YTO6bl M30/1MPOBaATb TPAPUK PasHbIX OTAENOB C

nomouwbto VLAN). VLAN 100 co3sgaHa ana Voice VLAN. Ybeautech, 4to
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yctporictea B in VLAN 100 moryT obmeHMBaTbCA AaHHbIMM 4Yepe3

KommyTaTopbl Switch-1 1 Switch-2.

6.3.2 Hactpouka Voice VLAN
1 Ortkpounte web-nntepderic n nepengmte 8: Menu > Advanced Application >
VLAN > VLAN Configuration > Voice VLAN Setup. Beegute Homep B nose Voice
VLAN. B gaHHom npumepe 310 VLAN 100. HasHauybTe npuoputeT TpaduKy, B

AaHHOM cnyyae priority=6. LLlenkHute “Add”.

Voice VLAN Setup VLAN Configuration

Voice VLAN Global Setup

Discble

Voice VLAN

Priority

2 HactpounTte OUI Setup: OTKkponTe web-uHTepdeinc n nepenante 8 Menu >
Advanced Application > VLAN > VLAN Configuration > Voice VLAN Setup.
HacTtpoite agpec OUI. (mokHo BBecTn MAC-aapec, B JAHHOM NpUMepe

cc:5d:4e:64:de:77). Beegute B none OUI ff:ff:ff:00:00:00. LLlenkHuTe

“Add”.
] 9 Dynamic
2 CPU Static
3 100 CPU Static
| 4 100 | Dynamic |
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s

\Q‘ MpumeyaHue:

KommyTtaTop 6ypeT HanpasnaTb Becb TpPapuK OT yCTPOMCTB, y KoTopbix MAC-agpec B
AuanasoHe cc:5d:4e:00:00:00 - cc:5d:4e:ff:ff:ff , B Voice VLAN.

6.3.3 HacTtpoiiKa 3epKaniMpoBaHUA ANA NPOBEPKU Pe3yNbTaToB
1 [1na npoBepKM pe3yNbTaToB Mbl C MOMOLLbIO 3€PKAIMPOBAHMA NPOBEPSAEM,
NONYYUSIN NN NAKETbl TOT NPUOPUTET, KOTOPbIN HasHavyeH. OTKpoliTe web-
nHTepdeinc n neperigute 8 Menu > Advanced Application > Mirroring.
MocTtaBbTe rasnoyky B none “Active”. Beeante B none Monitor port Homep
nopTa, UCNONb3yEMOro ANA MOHUTOPWUHra Tpaduka. MocTaBbTe ranoyky
HanpoOTMB NOPTA, KOTOPbIN HYXKHO 3ePKAMPOBaThb (B AaHHOM NpPUMepe 3T

nopt port 2). B Direction Bbibepute Both”. LLlenkHuTte “Apply”.

| Miroring | RMirror

Monitor Port

o

W N
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6.3.4 NpoBepKa pe3ynbTaToB

1 Moakntoumte PC K kommytatopy Switch-1. 3anyctute Wireshark gns
MOHMTOPUHra NakeToB. HacTpoiiTe dpunbTp Ha “arp || igmp”.

2 [lpoBepbTe, AOX04AT AN ping ¢ KommyTaTopa Switch-2 Ha IP-TenedoH:
OTtkpoiite Web-nntepdeitc n nepennante 8 Menu > Management >
Diagnostic > Ping test. ping c kKommyTaTopa Switch-2 ycnewHo goxoasat oo
IP-tenedoHa.

3 [poBepbTe naketbl ¢ IP Phone (192.168.100.100) Ha Wireshark. B 3arosioBke
VLAN pomkHO 6bITb YKa3aHa, YTo HasHadyeH npuoputeT Voice VLAN priority
116”-

dn 0 JERE Rec=gd=aQan

[ Jam Nicmp

No. Time Source Destination Protocol Length Info
17 1.704977 192.168.100.2 192.168.100.100 ICMP 78 Echo (ping) request id=0x2014

— 18 1.704980 192.168.1600.2 192.168.100.100 ICMP 78 Echo (ping) request id=0x2014

19 1.704982 192.168.100.2 ICMP 78 Echo (ping) reply  id=ex2014]

20 1.704985 192.168.100.2 192.168.100.100 ICMP 78 Echo (ping) request id=0x2014

> Ethernet II, Src: ZyxelCom 64:de:77 (cc:5d:4e:64:de:77), Dst: ZyxelCom_14:97:5c (@4:bf:6d:14:97:5c)

Frame 19: 78 bytes on wire (624 bits), 78 bytes captured (624 bits) on interface ©

4[802.1Q Virtual LAN, PRI: 6, CFI: 0, ID: 100|

110 i = Priority: Voice, < 1@ms latency and jitter (6)

O mminms wmmi mimmm = CFI: Canonical (@)
. 0000 0110 0100 = ID: 100

Type: IPv4 (0x0800)
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6.3.5 NMouemy 310 He paboTaer

1

Ecnm npuoputeT He COOTBETCTBYET HacTolkam voice VLAN, To npoBepbTe
MAC-agpec IP-tenedpoHa. O6bivHO MAC-agpec ykasaH Ha HaKneiKke B
ocHoBaHuu IP-tenedoHa. 3tor MAC-agpec A0/XKEH Nonagath B AManas3oH

HacTpoek Voice VLAN OULI.

Bo3morkHO, y IP-TenedpoHa Henpasu/ibHbIe HACTPOMKK. Hy>KHO NpoBepuTb:
Ecan y IP-tenedpoHa VLAN BkatoueHa n VLAN gna Hero - ato Voice VLAN:
KommyTaTtop coxpaHuT HacTpoikn Voice VLAN 1 NpMCBOUT NOBbIWEHHbIN
npuoputet IP-tenedoHy. IP-TenepoH 6ypetr o6pabaTbiBaTb TONbKO
T3rMpoOBaHHbIN TpaduK. B gaHHom ciydae nopt port 1 8 VLAN 100 Ha
KOMMyTaTOpe HY>KHO HacTpouTb Kak tagged out (NocTaBWTL ranoykKy B none
TX tagging).

Echn Ha IP Phone BkawoyeHa VLAN, Ho sta VLAN — He Voice VLAN
KOMMyTaTopa, TO KOMMyTaTopa He byAaeT NpMMEeHATb U3MEHEHUA TpaduKa
VOIP pnsa IP-tenedoHa.

HekoTopble ceTeBble KapTbl KomnbtoTepos NIC He noagepxusaroT
ucnonb3zoBaHne wuHdpopmauum 802.1Q (VLAN). Ecnm B Wireshark He
BbiBOANTCA MHopmauua 802.1Q, To nonpobyiiTe MCNoAb30BaTb APYryto

cetesyto KapTy NIC, Hanpumep, ceTeBoi aganTep ¢ uHTepdeicom USB.
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6.4 Kak HactpouTb Voice VLAN Ha KommyTtaTtope Zyxel

Voice VLAN ucnonb3yeT gna OTAENEHNA NAKETOB ron0COBOro TpaduKa oT NakeTos
OPpYrux cepsmcoB. A ynyyleHna KayecTtsa TeniedOHHOMN CBA3M ro/I0OCOBbIM MaKeTam
Ha3Ha4yaeTCA NOBbIWEHHbLIN NPUOPUTET.

— Ether link
------------ Data service
Voice service
Uplink
s — EEE .......................
- - - ]

IP-TenedoHbl cerogHA MCNONb3YOTCA BO MHOrMX oducax, MO3TOMy npwu
NPOEKTUPOBAHMM OPUCHOMN CeTM BaxKHO obecneynTb NOBbIWEHHbIN NPUOPUTET ANA
ros1ocoBoro Tpaduka.

Ob6blyHO IP-TenedoH noakntoyaeTca Kabenem K KOMMyTaTopy, @ K Apyromy nopty
KOMMyTaTopa MOAKAOYEHbl HacTonbHble MK wnan HoyTbyku. Takum obpasom,
KoMMyTaTop paboTaeT Kak MOCT mexay Kommytatopom u K, nosTomy Hy»KHO C
nomouw,bto Voice VLAN oTaennTb nakeTbl ronocosoro Tpaduka ot IP-TenedoHa ot
nakeToB ¢ AaHHbIMK OT MK 1 npucBonTb UM 60os1ee BbICOKUIA NPUOPUTET.

Huxke npuseneHbl MHCTPYKUMM NO pa3genenunto Tpadpuka IP-tenepoHa n PC 6es
ncnonb3oBaHuA pasHbix TeroB VLAN pgna Hux. KommytaTop 6ygetr aob6asnaTb
oTaenbHble Tarn VLAN gns nakeTos rosi0coBOro Tpadurka M NakeToB AaHHbIX NpU UX
NoONYYEeHUN N 3aTeM NepeHanpPaBAATb UX B aNJIMHK.

6.4.1 HactpoiiKa KoH$uUrypaumm
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Cnepytowyto npouenypy HacTpPOMKM  KOHOMUIypauum KOMMYTaTopa MOMKHO
NPUMEHATb K CMapT-KommyTaTopam cepumn GS1920 u 6Honee MOLWHbIM MOAENAM
KoMMyTaTopoB Zyxel.

Cospaiite nntepdeiicbl VLAN

Cospavite VLAN pgna nepefaym nNakeToB ronocoBoro tpaduka, Bbibepute nopTbl, K
KOTOPbIM NogKAtoueHbl IP-TenedoHbl, ybepute ranoukm B none Tx tagging 4tobbl He
Ha HY»KHO bblno HacTpameaTb VLAN Ha Kaxkgom IP-tenedpoHe no oTAeNbHOCTH.

ZYYEL cs2210 @ @ @ @rovov @ e

Menu

e T v oot
Advanced Application ACTIVE <
1P Application Nome VoiceVLAN |

Management VLAN Group ID o

VIAN
Stafic MAC Forwarding
Stafic Mullicast Forwarding

® Fixed D Foroidden O
2 ® Fixed Forbidden J Tx T
3 ® Fixed Forbidden 2 TxTe
4 ® Fixed Foroidden J Tx T
5 ® Fixed Forbidden Tx T
é ® Fixed Forbidden B T
7 ® Fixed Forbidden J TxTe
Policy Ih:le B ® Fixed Forbidden Tx T
Queuing Method 9 ® Fixed Forbidden O 7x Taggin
Muthicast 0 Foroidden J Tx T
AR " Forbidden O 7 Teggin
Bty 2 ® Fixed ) Forbidden ) Tx T
Loop Guard
VLAN Mapping L ® Fixed Forbidden X T
Layer 2 Prolocol Tunneling 14 ® Fixed Forbidden @ T Taggin
it 15 ® Fixed Forbidden J Tx

© Copyright 1995-2018 by Zyxel Communications Corp.

Cospante gpyryto VLAN ana nepefaum nakeToB C AaHHbIMK, ybepute ranodku B Tx
tagging.
ZYXEL Gs2210 @z @sove @ ot @)oot @

Menu

e [ i vian | VLN Contouoton
Advanced Application ACTIVE 4
1P Application Neme [Internet |

Management VLAN Group ID |s |

VIAN

Stafic MAC Forwarding

Stafic Mulficast Forwarding i S —
[ * |Normal v ¥ Tx Togging
Spanning Tree Profocol 1 ® Fixea Foroidden O Tx Togging
Bandwidth Conirol 2 ® Fixed Forbidden 0 Tx Togging
Broadcast Storm Conkrol = o PR e
PR 3 Fixed orbidden x Togging
Ttk A rakion 4 ® Fixed ) Forbidden O TxTogging
Port Authenfication s ® Fixed Foroidden © TxTagging
Port Security é ® Fixed Forbidden | Tx Tagging
LA 7 ® Fixed Forbidden L Tx Tagging
Classifier = o e
Poicy Rule 8 ® Fixed Forbidden TxTogging
Queving Method i ® Fixed Foroidden Tx Togging
Multicast 10 ® Fixed Forbidden 0 T Tegging
L n ® Fixed Foroidden J Tx Togging
IP Source Guard 2 o o =
o ixed orbidden x Togging
VIAN Mapping 13 ® Fixed Foroidden O TxTagging
Layer 2 Prolocol Tunneling 4 ® Fixed Forbidden | TxTogging
PPPAF = £ T

© Copyright 1995-2018 by Zyxel Communications Corp.

[na nopta uplink Bkntounte Tx Tagging gna nepenayumn naketos ¢ Teramum VLAN.
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1 Nermal ® Fixed O Forbidden J Tx Tagging
12 Nermal ® Fixed © Forbidden U Tx Togging
13 Normal ® Fixed © Forbidden ¥ Tx Togging
14 Normal ® Fixed O Forbidden - TxTegging

HacTpoiTte PVID 4Tobbl OTAENUTb NaKeTbl C 4aHHbIMM OT MAKETOB C F0J1I0COBbIM TPAOUKOM.
Homep PVID pgonxeH coBnagaTtb ¢ Homepom VLAN, co3gaHHOM ans nepegaym naketos C
OAHHbIMU.

zY)(EL GS$2210 O?e!ves— @53.5 @acm @,393\.‘ 45:

Menu

Basic Seffing VLAN Port Setfing VLAN Configuration
Advanced Applicafion GVRP [

IP Application
Management

VIAN

Stafic MAC Forwarding 5 Al

Stafic Mullicast Forwarding ;

: 1 5 O Al v] C @

Fillering -

Spanning Tree Profocol 5 8] Al v =] =]
Bandwidth Conirol 3 s (Al

Broadcast Siom Conirol Y B O v = B ]
Minoring i

Link Aggregafion s S Al Y]

Port Authenfication 6 D 5 =] Al

Port Security 7 O 5 5] Al v O O
Time Range = =

Classiier o 2 o |

Policy Rule 2 s - Al bl - g
Queving Method 10 5 Al S

Lo n s n 5 (Al

AAA =

P Source Guard 12 i = 2 . s =
Loop Guard 3 5 Al

VIAN Mapping 14 = 5 2 Al

Layer 2 Prolocol Tunneling = ] v

PPPAE

© Copyright 1995-2018 by Zyxel Communications Corp.

Mocne HacTponkn PVID ans nakeToB € AaHHbIMU HY)KHO HAcTpOUTb B KOMMYyTaTope
dyHKUMo “Voice VLAN” ana naeHTMGUKaLMmM NakeToB C roN10COBbIM TpapUKOM.

Hactpoiika Voice VLAN
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Hactpointe Homep Voice VLAN 1 npnopuTteT 4ToObI Y MAaKETOB ro/10coBOro Tpadmka bbin
6osnee Bbicokuit npnopmutet. Homep Voice VLAN gonxkeH coBnagatb c Homepom VLAN,
KOTOpasA paHblue ANa nepeaayn rosocosoro Tpaduka.

3apaiite agpec OUl addresses. OUI — 3To oTHOcAWMecA K BeHA0pY nepBble 3 H6aliTa a
MAC-agpeca. Mo onpeageneHHomy MAC-agpecy IP-TenepoHa KOMMYTaTop MOMKET
NpPaBuUAbHO  MAEHTUOMUMPOBATL  ronocoBon  TpaduKk. KommyTtatop  Zyxel
noaaepxmneaet o wectn seHgopos OUI.

VLAN Configuration

Voice VLAN Global Setup

Voice VLAN

Prionity 9. ¥

Voice VLAN OUI Setup

QUl cddress §002 15:65:00:00:00
OUI mask iff:ff:ff:CC:CO:OC-
Description

1 00:15:65:00:00:00 ff-ff:1f-:00:00:00

AL
\Q‘ MpumevaHue:

B 3TOM MHCTPYKUMM onmcbIiBaeTcs NpocTtoe KoHourypuposaHue Voice VLAN Ha aBTOHOMHOM
KommyTaTope cepumn GS1920 nunm 6onee molHoW. Takas HacTpoliKa KOHUrypaumm KommyTaTopa
nossossaetr 6e3 Kakon-1Mbo [ONONHUTENbHOM HAcTPoiKK IP-TenedoHOB NOCTPOUTL OTAE/bHbIE
VLAN v BHegpuTb NpaBuna nepegayn AaHHbIX U ros10ca, NPU KOTOPbIX roJ1I0COBOM TpaduK noayyaeT
60onee BbICOKMI NpUopuUTeT.

6.4.2 NpoBepKa pe3ynbTaToB

MNepenante B VLAN Configuration ytobbl nposeputb ctatyc VLAN. Ons VLAN 10 craTtyc

[omKeH bbiTb Voice VLAN.
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[ \J1 4 «: S od Frn ]
_VLAN Jiaivus

VLAN Configuration

VLAN Search by VID Search

The Number of VLAN: 3.

o

Yb6eautecb, 4to B Tabaunue mac-agpecoB mac-agpecy IP-tenedpoHa cootsetctayeT VLAN
10, a mac-agpecy PC cootsetcTtByeT VLAN 5.

MAC Addre Type

Qa: 15: 65 93 81:54 Dynamic
PP:1e:33:28:0a:84 D i

]
000

M

6.4.3 NMouemy 310 He paboTaer

Ecnun IP-TenedoH He paboTaeT, To NpoBepbTe CneayroLme HaCTPONKM:
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Ecnn y IP-tenedoHa VLAN BKkaroueHa u VLAN ana Hero - ato Voice VLAN:
KommyTaTop coxpaHuT HacTpoikn Voice VLAN 1 NpMCBOUT NOBbIWEHHbIN
npuoputet IP-tenedpoHy. IP-TenedoH 6Oyaer o06pabaTtbiBaTb TONbKO
T3rMPOBaAHHbIA TpaduK. B gaHHOM cnydae nopt port 1 B VLAN 100 Ha
KOMMyTaTOpe HY}KHO HacTpouTb Kak tagged out (nocTaBuTb ranoyky B none
TX tagging).

Echn Ha IP Phone BkawouyeHa VLAN, Ho sta VLAN — He Voice VLAN
KOMMYTaTOpa, TO KOMMyTaTopa He byaeT NpMMeHATb U3MeHeHUA Tpaduka
VOIP gna IP-tenedpoHa.

Ecnny IP-TenedpoHa VLAN BbikntoveHa: KommyTtaTop npuceounT Voice VLAN
M HacTtpoikn npuoputet VOIP-Tpaduky IP-tenedoHa. B pesynotate IP-
TenedpoH byaeT nocbinath U NPUHUMATL TONIbKO HETErMPOBaHHbIN TPaduK
(untagged). B atom cnyyae nopt port 1 8 VLAN 100 Hafo HacTpouTb Kak

untagged out (ybpatb ranouky B none TX tagging).
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