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1. HasHauyeHue

MpombiwneHHbIn  ynpaBnsembin (L2+) PoE kommyTtaTop Gigabit
Ethernet Ha 12 noptoB SW-80822/ILR npegHasHa4yeH ansi oO0beanHeHus,
CeTeBbIX YCTPOWCTB, Nepegayn gaHHbIX 1 nutaHnsa (POE) K HUM.

KommyTaTtop cnpoektMpoBaH [ANnsd YCMELWHOW 3Kchnniyataunum B
MPOMbILLMEHHbIX cucTemax. oaxoanT AN YCTAHOBKM B YNWYHbIE CTaHLUK
OSNOVO.

OTnuunTenbHas yepta AaHHOW MOAENU — BO3MOXHOCTb YOareHHOro
MOHWTOPUWHra Takmx nokasarenen, Kak:

v’ Temnepartypa Ha BHELLUHEM [aT4MKeE;
v' BMNaXXHOCTb Ha BHELLHEM JaTYMKE;

v HanpsXxeHne NnnTaHna Ha OCHOBHOM U pe3epBHOM ©nokax nuTaHus.

B wmopenu SW-80822/ILR NPUMEHSTCS BbICOKOHaEXHbIE
KOMMMEeKTyoLWwmne n aneMeHTHaa 6asa ¢ paclumMpeHHbIM Anana3oHoM paboumnx
TemnepaTyp, paccuuMTaHHad Ha 9aKcnnyatauumio B HeoTannvMBaeMblX
nomeLleHuax. KoHCTpyKuusa KommMyTaTtopa no3BonseT OCyLecTBNATbL MOHTaxX
Ha DIN penky.

MpoMbIWNEHHBbIM KOMMYTaTOp (danee Mo TeKCTy - KOMMyTaTtop)
ocHaweH 8 noptammu Gigabit Ethernet (10/100/1000Base-T) ¢ nogaepKkom
PoE (Power Over Ethernet) k kaxaomy u3 KOTOPbIX MOXHO NOAKMOYATb
ceTeBble YCTPOMCTBA C MOMOLLLIO kKabens BuTon napbl. [opTel COOTBETCTBYOT
cTaHgapTam PoE |EEE 802.3af/at/bt n aBTOMaTtudecku onpeaensioT
nogkntoyaemMble K HAM ycTponcTtea. MakcumansHas MolwHocTb POE Ha nopTt
ansa 1 n 2 nopta coctaensieT 90 BT, ans octanbHbix noptoB — 30 BT. O6was
BbIxogHasi MoLHOCTb (POE 6toaxeT) Haxoautcst Ha ypoBHe 360 BT.

B kommyTtatope SW-80822/ILR nNOMMMO OCHOBHbIX MOPTOB
npegycmoTpeHbl 2 Gigabit Ethernet Uplink nopta (RJ-45) n 2 SFP Gigabit
Ethernet nopTa, kOTOpblE NO3BOMSAKT NOAKMOYATL KOMMYyTATOp K 00LLEen cetu
MeOHbIM UK OMNTOBOJIOKOHHbIM kabenem. [ns nogknio4eHus KoMmyTaTopa
ONTOBOSIOKOHHBLIM Kabenem TpebytoTca SFP mogynu (He BXOAAT B KOMMMAEKT
nocTtaeku). PekomMeHOyeTCcsa MCMNonb3oBaTb MPOMbIWNEHHble SFP mogynun ¢
pacLMpeHHbIM TeMnepaTypHbIM Ananas3oHoM.

Bce wmegHble noptol  (RJ-45) «kommyTatopa —noaaepxuBatoT
aBTomaTunyeckoe onpefenenne MDI/MDIX (Auto Negotiation) Ha Bcex nopTax.
KomMmyTaTtop pacnosHaeT TuUn MOAKMYEHHOro CEeTeBOro YCTPOWCTBa U Mpu



HeobXo4MMOCTU MEHSIIT KOHTaKTbl Mepefays [AaHHbIX, 4YTO MOo3BoNseT
ucnonb3oBaTb kabenu, obxaTble NobbiM cnocobom (KpoccoBble U NPsMbIE).

Takke, B yCTpPOMCTBE peanu3oBaHa rpo3osalumta NopToB, a Takke
3awmTa oT cTatudeckoro anektpudectsa (ESD).

MutaHne komMmyTaTopa oOcCylWecTBNseTcs OT OnokoB nuTaHus C
LIMPOKUM AMana3oHOM BbIXOAHOro Hanpshkenmss DC 12-57V (DC 37-57V,
ecnu Tpebyetca POE). [lpegycmMoTpeHO pe3epBUpOBaHME MUTaHWUSA 3a CYeT
NnoakmnioveHnss BToporo 6noka nuTaHus. PekomeHgyeTcs MCnonb3oBaTb
npombiwrneHHble Bl ¢ pacwupeHHbIM  TemnepaTypHbIM — AvanasoHOoM.
MakcumanbHasa notpebnsiemasi MOLWHOCTb HaxoauTcs Ha ypoBHe 385 BT.

KommyTatop uMMeeT BO3MOXHOCTb MMOKOW HacTpOWKM napaMeTpoB
yepe3 WEB-nHTepdenc n MMetoT MHOXeCTBO (PYHKLMI L2+ ypOBHS, TakMX Kak
VLAN, IGMP snooping, QoS v ap.

Kpome TOro kommyTtatop noggepxmeaeT paboTy B KONbLEBOM
Tononorun (Ring) C BbICOKON OTKa30yCTOMYMBOCTbLIO Onarogaps MNoAadepKke
npotokonoB ERPS u EAPS. [laHHbIn pexum MOXHO 3a4encTBoBatb C
NOMOLLIbIO KHOMKK Ha kopnyce n Yyepe3 WEB nHTepdelic.

MpeoycMoTpeH pexuMm nepefayun AaHHblx Ha 250m co ckopocTbio 10
Mo6wuT/c (TpebyeTcs BbicTaBUTb CkOpoCTb NopToB B WEB nHTepdelice)

B kommyTaTope peanusoBaHa dyHkuma PD Querry (WatchDog) —
aBTOMaTnyeckoe onpeaeneHve n nepesanyck sasuclimx PoE ycTponcts

2. Komnnekrauma*

1. KommyTatop SW-80822/ILR — 1wwT;

2. KnemmHas konogka 6pin — 1wT;

3. JaTumk Temneparypbl U BNaXXHOCTN — 1LWT;
4. KoMmnnekT kpennexmn — 1wr;

5. PykoBoacTBo no akcnnyataumm — 1wr;

6. MacnopT — 1wT;

7.YnakoBka — 1WT



3. OcobeHHOCTU 0GOpYyAOBaHUA

BO3MOXHOCTb yaaneHHOro MOHUTOPWHIa Taknx nokasaTenen, Kak:

— TemnepaTypa Ha BHELUHEM AaTuuKe;

— BnaxHocTb Ha BHelLHeM fgaTyuke;

— HanpshkeHue nuTaHus Ha OCHOBHOM U pe3epBHOM Briokax
NUTaHKs.

8 GE PoE nopToB, 2 GE Uplink nopta n 2 GE SFP Uplink nopta

obecneynBatloT rMOKOCTb NOAKITHOYEHUS;

MowHocTtb POE go 90BT (1, 2 nopTtol). MNopaepxka ctaHaaptoB POE

IEEE 802.3 af/at/bt;

KommyTaTop npegHasHayveH gnsi opraHn3aumm CeTu B YCoBMsX

aKcnnyaTaumm B MPOMbILLIIEHHBLIX HEOTAMNIMBAEMbIX MOMELLEHUSAX;

MooxoauT onga yCTaHOBKU B ynn4Hble cTaHuun OSNOVO;

PaclwupeHHbIn guanasoH pabounx temnepatyp: -40... +80 °C;

BcTpoeHHas rpo3osawuta n ESD 3awmrta megHbIX NopToB;

PaclumpeHHbI ananasoH BxogHoro HanpsbkeHns: DC12-57V;

YnpasneHue yepe3s WEB uHTepdenc;

Moppnepxka cyHkuuin L2 (VLAN,QOS,LACP,LLDP,IGMP snooping);

Mopnoepkka KonbLeson Tononorum nogknioveHms (ERPS, EAPS, STP,

RSTP).

Pexum nepegaun gaHHbix Ha 250m (10 M6uT/c).



4. BHewHuW BUA N ONUcaHue 351eMeHTOB

4.1 BHeluHu# BUA

Puc. 1 KommyTaTtop SW-80822/ILR, BHeLLHUI BUA

Puc. 2 laTymnk TemnepaTypbl U BAAXHOCTU
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4.2 OnucaHwue pasbemMoB U MHOUKATOPOB KOMMYyTaTOopa

1
2
3
4
5
6
7
8
l
] |
10 —JE j
1 ik ]

OSNOVO

Pwuc.3 Kommytatop SW-80822/ILR, pasbembl, KHOMKM U MHAMKATOPbI Ha
nepegHen naHenm
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Tab. 1 Kommytatop SW-80822/ILR, HazHayeHe pasbeMOB KHOMOK U
WHOWKATOPOB Ha nepeaHen naHenu

Ne
n/n

O6o3Ha4yeHne

HasHaueHne

HW

LED vHaukaTop pexuma paboTbl KoMmyTaTopa
«Konbuo».

[CopuT 3eneHbIM — kKOMMyTaTop paboTaeT no
TOMOMOMMK «KOnMbLOY». KonbLo chopmMmpoBaHo.

He FOPUT — PEXNM «KONbLO» OTKITHOYEH.

PWR

LED-nHgukatop paboTbl kKoMMyTaTopa

TopuT 3eneHbIM B TeveHune 30 cek — KommyTaTop
3arpyxaeTtcs

CopuTt 3eneHbiM 6onee 30 cek — KOMMyTaTOp HE CMOT
3arpy3uTbCd (CMcTemHasi omnbka)

He rOpuUT — KOMMYTATOPp HE ncnpaBeH Unm HeT NUTaHnA

MwuraeT 3eneHbiM 1 pas / cek — kKoOMMyTaTop paboTaeT
B LUTATHOM pexume.

HW SET

KHonka ans aktmBaumu pexvuma paboTbl kKommyTaTopa
Mo KONbLEBOW TOMOMorun

V1
V2

V1. LED-nHamkaTop nogknioyeHns ocHosHoro Bl (DC
12-57V)
CopuT 3eneHbIM — NUTaHWe nogaeTcs.

He roput — nutaHne Ha BXxoae OTCYTCTBYeET.

Mwuraet c yactoton 1/4 cek — nuTaHue Ha Bxoae nnMoo
HWXe nnbo Bbilwe Tpebyemoro.

Muraet ¢ YyactoTomn 1 cek — NnMTaHne B pe3epBe

V2. LED-nHgukatop nogkntoyveHus pesepsHoro bl
(DC 12-57V)
"opuT 3eneHbIM — NuTaHne nogaeTcs.

He roput — nutaHne Ha BXxoae OTCYTCTBYeET.

Mwuraet c yactoton 1/4 cek — nuTaHue Ha Bxoae nuobo
HWxe nmbo Bbiwe Tpebyemoro.

MuraeT ¢ YactoTom 1 cek — NnMTaHne B pe3epBe

12




Ne
n/n

O6o3Ha4yeHne

HasHaueHne

11,12

SFP nopthl

VMcnonb3yoTcsa ANgA NOAKIYEHNST KOMMYTaTopa K
OpYrMMm ceTeBbIM YCTPOMCTBAM C MOMOLLbIO
ONTOBOJIOKOHHOIO kabens n SFP moaynen (He BxoasT
B KOMIMJIEKT NMOCTaBKN)

11,12

LED vHgukaTopsl aktuBHocTu SFP nopTtos

CopuT, Myraet 3eneHbIM — YCTAaHOBIIEHO COeMHEHME
no ontuke. oet nepenaya gaHHbIX

He roput — nposepbTe nogknioveHne SFP mogynen n
Ka4yeCcTBO MOAKNIYEHNS ONTOBONOKOHHOMO Kabens

9-10

Pasbembl RJ-45

MpeaHasHayeHbl ANs NOAKIIYEHNS] KOMMYTaTopa K
APYrMM CETEBLIM YCTPOMUCTBAaM C MOMOLLLI0 MEAHOTO
kabens BATON Napbl.

>Kentbin LED nHOmkaTop roput — CKOpOCTb Nepenadn
AaHHbIX 1 [6uT/c. He roput — ckopocTb nepegayn
JaHHbix 10/100 M6ut/c

3eneHbl LED nHankaTop roput — ycTaHOBMEHO
coefuHeHune, uaeT nepefada gaHHbIX. He roput —
CoeVHeHMe He YCTaHOBIEHO, NpoBepbTe
noaknoyeHne kabensi BUTON napbl.

Console
C

Pasbem RJ-45.

MpegHasHaveH Ang ynpaBneHns KOMMyTaTopoM yepes
RS-232 (koHdurypnpoBaHue, 06HOBMEHUE NMPOLLNBKU
n 14. nocpeacteom CLI komaHg)

1234
5678

Pasbembl RJ-45 ¢ 1 no 81

MpeaHasHaveHbl ANs NOAKMIOYEHNS CeTEBbIX
YCTPOWCTB (B TOM uucne ¢ PoE) Ha ckopocTu
10/100/1000 M6wuT/c

1,2 nopTbl obecneumsatoT Ao 90BT PoE 802.3bt
3-8 nopTbl obecneumnsatoT 30BT POE 802.3af/at
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Ne
n/n

Ob6o3Ha4yeHne

HasHaueHne

10

Link

LED mnHankaTop ceTeBOW akTMBHOCTM NopToB 1-8

CopuT/MUraeT 3eneHbiM — coeguHeHre C NopTOM
yCcTaHoBIeHo. ViaeT nepegaya AaHHbIX

He roput — HeT coeauHeHus. MNpoBepbTe
NOAKIIYEHNE cCeTeBOro kabens, nposepbTe
paboTocnocobHOCTL NOAKNHYAEMOrO K NOPTY
yCTpoucTBa

11

PoE

LED wHagwukaTop POE ansa noptos 1-8

CopuT xenTbiM — nogkno4eHo POE ycTponcTteo, POE
nogaeTcs

He roput — nogknto4eHo ycTponcTBo 6e3 nogaepKku
PoE

DC:12-57(SW) DC:37-57(PoE)

[t

[p-Jp+p- P+ IINJiN{

3 4 5 6 7

Puc.4 KommyTtaTtop SW-80822/ILR, pas3bembl Ha BEpXHEN NaHenm
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Tab. 2 Kommytatop SW-80822/ILR, HazHayeHne pasbeMOB Ha BEPXHEN

naHenm

Ne

O6o3Ha4yeHne
n/n

HasHayeHne

AL+

1
AL-

KnemmHas konogka 2-pin Bbixoga Alarm (pene Tuna

«CYXOWN KOHTaKT» CTp. 36).

2 RET

KHonka ans cbpoca kommyTaTopa K 3aBOACKUM
HacTpowkam

3 T™MS

Pasbem TRS 3.5mm

MpeaHasHaveH Anga NoAKIYEHNsT KOMMIIEKTHOIO
Jatyvka TemnepaTypbl U BNaXHOCTU MO UHTepdency
1-Wire

YacTtb obuer 6-pin KNEMMHOM KONOOKMN.

VMcnonb3yeTcs Anst nogkntoyYeHmMs OCHOBHOro 6roka
nuTaHusa ¢ HanpsbkeHmem DC 12-57V

P- ncnonbayetca ons NoAKNo4YeHUs MUHYCOBOIO
npoBogHuka oT bl

P+ ncnonb3yeTcs Ans NOAKAYEHUS NAOCOBOrO
npoBogHuka oT bl

YacTtb obLer 6-pin KNEMMHOM KONOOKMN.

Mcnonb3yeTcsa Ans nogknioYeHns pesepBHOro 6roka
nuTaHna ¢ HanpsxeHnem DC 12-57V

P- ncnonb3yeTcsa Ans NnogknioYeHNs MUHYCOBOrO
npoBogHuka oT bl

P+ ncnonbsyeTtca ansa nNoAKMOYeHNs NoCoBOro
nposoAHuka ot bl

IN
IN- IN+

YacTtb obuer 6-pin KNEMMHOM KONOOKMN.

Mcnonb3yeTcsa Ans NoakntioYeHnst KOHTPONMPYeMOro
HanpsKeHus.

BuHTOBas knemma

MpeaHasHadveHa Ans 3asemneHus kopnyca
KOMMyTaTopa.
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5. MNMoaknoYyeHUue n MOHTaX
5.1 CxemMbl nogknoYeHns

SW-80822/ILR

ONTOBONOKOHHbIV
kabenb

OnNTOBONOKOHHbBIN
K ycTtpoiicTsy ¢ kabensb

ONTUYECKNM NOPTOM el e

A
D
v

W BNaXXHOCTH

-
L] N7
K yctpoicTtey ¢ Cat 5e —_— Cat 5e
MeaHbIM NOPTOM ESS ] e w
1-Wi o= RS-23
- <> gl «—cu
[Harumnk 4N
Temneparypbl T

OSNOVO

2xDC 48-57V
—a—>

Cat 5e
agied

. L

PoE kamepa yctpoiicte PoE kamepa

Puc. 5 Tunosas cxema noaknioveHns kommytatopa SW-80822/ILR

SW-80822/ILR SW-80822/ILR
. OnNTOBONOKOHHbII ONTOBONOKOHHbIA ONTOBOMNOKOHHbIN
K ycrpoitctay ¢ kabens kabens kabens
ONTU4ECKUM NOPTOM - P, .
o < "% > '
K ycrpoicray ¢ Cat 5e v Cat 5e
Me/IHbIM NOPTOM
RS-232 CatSe RS-232
CLl ¢——> CLI
2 xDC 48-57V 2 xDC 48-57V
—_—a—> —_—a—>
0sNovO
- -
. E
g BE g4 88
30 B FOCTTW @
Oy K O i I
f i f H
H i i H
i =
H i H f
ﬁ == L.___,; $<....: ‘.___.5;
No 8 Oo8
POE kamepa ycrpoiicts PoE kamepa PoE kamepa yctpoiicte PoE kamepa

Puc. 6 Cxema kackagHoro nogknioveHus kommytatopa SW-80822/ILR
16



YaaneHHsin ocuc YnaneuHsin ocuc

V1 VU o

() = -
g
vk

Cat 5e

[o 8 noaknioyeHwnit

Cat 5e
oG 1eD

SW-80822/ILR

%

KopHeBoW kommyTaTop
B CepBepHoOn

Tononorus
KOnbLIO

SW-80822/ILR SW-80822/ILR

Fiber
9 8
g 8
PoE == PoE PoE === PoE
kamepa 8 Kamepa Kamepa 8 kamepa
yCTPOUCTB yCTPOWCTB

Puc. 7 Cxema konbLeBOro noakntoyeHunss kommytatopa SW-80822/ILR

5.2 NMogknioyeHne gaTyumka TeMmnepartypbl U BNaXHOCTH

1-Wire

[l ot | P |

AaTymnk
TeMneparypbl
BMNaXHOCTM

Purc.8 Cxema noaknioYeHnst BHELLHErO faTyvka TemnepaTypbl U BRaXHOCTM
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BHewHun paTtuMk npedHasHadeH Ang  nepefadn  AaHHbIX O
Temnepatype (°C) u BnaxHocTn (%) OKpyxawLen cpegbl. B kavectse
UHTepdenca ucnonb3yetca LUMPPOBOMN UHTepdenc Ha OCHoBe npoTtokona 1-
Wire. MNogkniovaeTcss AaTtynk KOMNMIEKTHbIM kabenem k pasbemy TRS 3.5mm
(miniJack) Ha kommyTaTope (puc. 8).

[na KOHTponsi 3HayeHW TemnepaTypbl U BNAXHOCTU UCMONb3yeTcs
cooTBeTcTBytowWass cTtpaHmua WEB wuHTepdenica (puc. 9). TlMogpobHas
WHpopMaunss O MOHUTOPUHIe MapaMeTpoB Haxoautcs B pasgene 11.2
«MoHuTopuHr gatumkoB (Industrial Switch Monitoring)» nonHown gokymeHTauum
Ha cauTe.

rﬂmfﬂrﬂ@rﬂrﬂrﬂﬂ]',ﬁ
a2 a3 7 % 8

i Managed Switch Industrial Switch Monitoring Platform
= Industrial Switch Monitoring
8) Industrial Switch Monitoring I Ring Control
%{_J System Configuration ( On ®Off
#_J Port Configuration
#_) MAC Binding System Temperature ("C) | Systen
] MAC Filter 2381 : 5
# 1 VLAN Configuration A
# 1 SNMP Configuration

65

#{_J ACL Configuration [ Ambient Humidity (%) | Ambi

() QOS Configuration 236 20

#{_J 1P Basic Configuration ! Power Type: | Power in
PoE |

Q] MM Configuration Master V1 Voitages (V) | Siav

#{_) MSTP Configuration [ 4791

#(_) IGMP SNOOPING Configuration Normal [ Power

#_] GMRP Configuration S”W.B‘w

¥ _J EAPS Configuration : 43

#{_] RMON Configuration Alarm Input Configuration

#_J Cluster Management

Alarm Detection Method Close Port
#_) ERPS Configuration f

#1_J Log Management

[Close v

Puc.9 KoHTponb napameTpoB TemrnepaTypbl 1 BIaXXHOCTU OKpY>KatoLLen
cpeabl Yepes Web-uHtepdenc kommytatopa

5.3 NoaknoyeHue 6NOKOB NUTaHUA

KommyTaTop nogaepkmBaeT NOAKMOYEHNE 40 2X UCTOYHUKOB NUTaHUS —
OCHOBHOIO U PE3epBHOro C LUMPOKMM OMana3oHOM BbIXOAHOro HanpshkeHnss DC
12-57V.

Ona aktmBHOM byHKUMM POE BbIxOOHOE HanpsikeHue OroKoB NUTaHUs
JOITPKHO HaxoamTbes B AmanasoHe DC 37-57V. MowHoctb Bl gomkHa ObITh He
Hwxe 380-385 BT. Bnoku nutaHnsa He BXOAAT B KOMIMMNEKT MOCTaBKM.

CobnoganTte nonsipHOCTb Npy NoaxnoyeHum!
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K sazsemnermo

PesepeHbIil MCTOYHWK
nuTaHua*

_enc AC AC 230V (+- 10%)

OCHOBHOWM MCTOMHUK
NATaHWA

© H—
= ac ] AC 230V (+- 10%)

* MNopknyeHue Pe3epeHONo UCTOUHUKA NUTAHUS
He RBNAETCH 06A3aTENbHLIM
ONA KOppeTkHOW paboTel kKomMmyTaTopa

Pwc. 10 MNoakntodeHre 61okoB NuTaHus K kommytatopy SW-80822/ILR

5.4 NMoakno4vyeHUe cucTteMbl onoBeLleHns

YctponcTso
onoBeLeHUs

WCTOUHMK NUTaHUA
DC 12-24V

Puc. 11 MNMoaknoyeHne yCcTponcTea OMoBeELLEHMS K KOMMYTaTopy

MakcrumanbHas MOLLHOCTb MOAKMIYaeMoro ycTponcTea onoeeLleHus — 24 Br.
HanpspkeHune nutanna DC <24V.
19



5.5 MoHTax Ha DIN pelkKy, cTeHy

[na moHTaxka kommyTaTopa Ha DIN periky npeaycMOoTpeHo cneumanbHoe
KpenneHue. MNopagok MoHTaXa rnokasaH Hke Ha puc. 12

HapgeHbTe kpenneHune-3awenky Ha DIN periky (1);

HaxaTvnem Ha BEpXHIO 4YacTb KOMMYyTaTopa MPOM3BEAMTE MOHTaX
kommyTaTopa Ha DIN penky 0o xapakTepHoro wenyka (2);

lMpaBunbHOE NornoxeHue KpenneHus-3awenkn (3) kommytaTtopa Ha DIN
pewke nokasaHo Ha puc 12

©,

KpenneHue Ha DIN @

penKy

DIN peiika

MpaBunbHOE NonoxeHue
kpennexus Ha DIN pelike

~[l®
B 3allenkHyToM Buae

Puc. 12 MNopsigok MoHTaxa kommyTtatopa Ha DIN penky
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Ons MoHTaxa KOMMyTatopa Ha CTeHy Takke MpeaycMOTPEHO
cneumansHoe kpenneHue. Mopsaaok MoHTaXa nokasaH Hke Ha puc. 13

— 3akpenuTe BMHTAMM KpenneHnss Ha CTeHy Ha 3agHen naHemu
kommyTtatopa (1). Kpennenve — 3awenky Ha DIN peviky crnegyet
OEMOHTMpOBaThL C KOopnyca;

— YcTaHoBWTE KOMMYTaTOp B MecTe NpenofiaraeMoi aKcrniyaTaumm Ha
CTEHe 1 3aKpenuTe C NOMOLLIbI0 CamMopes3oB (2);

B3akpenuTe
KpenneHre KOMMYTaTop Ha
Ha cTeHy — CcTeHe
g
Ey
- ®
KpenneHne
Ha cTeHy —
3akpenute
KOMMYTaTop Ha
cTeHe

Puc. 13 lNopsgok MoHTaXa KoMMyTaTopa Ha CTeHY
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6. MNMpoBepka paboTocnocobHOCTU CUCTEMBI

Mocne nogknoyeHust kabenewn K pasbéMam 1 NoAaYn NUTaHUSA MOXHO ybeanTbes
B paboTOCNOCOBHOCTN KOMMYTaTOpPa.

Mogknounte  kommyTtaTop Mexay asymsa [1K ¢ um3BecTHbivun |P-
agpecamu, pacnonaralolLMncs B OAHOW noaceTu, Hanpumep, 192.168.1.1 un
192.168.1.2.

Ha nepeom komnbtoTepe (192.168.1.2) 3anycTuTe KOMaHOHYH CTPOKY
(BbINONHUTE KOMaHAy cmd) 1 B NOSIBUBLLEMCSI OKHE BBEAUTE KOMaHAY:

ping 192.168.1.1

Ecnu Bce noakntoyeHo NpaBunbHO, Ha aKpaHe MOHMTOpa 0ToGpasnTCs OTBET OT
BTOPOro KOMIMbloTepa. ATO CBUAETENbCTBYET 06 MCMPABHOCTM KOMMYTAaTOopa.

L WINNT) System32 command.com

C:\>ping 192.168.1.1
Pinging 192.168.1.1 with 32 bhytes of data:

Reply from 192.168.1.1: time<18ms TTL=255
Reply from 192.168.1.1: time<1Bms TTL=255
Reply from 192.168.1.1: time<18ms TTL=255
Reply from 192.168.1.1: time<18Bms TTL=255

Ping stat ics for 192.168.1.1:
Packe Sent = 4, Received = 4, Lost = @ (Bx loss).

Approximate round trip times in milli-seconds:
Minimum = Bms, Maximum = Oms, Average = Bns

C:\>

Puc.14 JaHHble, oToGpaatowmecs Ha akpaHe MOHMUTOpa, nocre
Ucnonb3oBaHUs koMaHabl Ping.

Ecnn oteBetr ping He nonyyeH («Bpemsi 3anpoca uWcCTekno»), TO
cnenyeT NpoBEpPUTb COeaNHUTENBHBIV kabernb n IP-agpeca kKoMNbIOTEPOB.

Ecnn He Bce nakeTbl ObInN NPUHATLI, 3TO MOXET CBMOETEeNIbCTBOBATb:

- O HM3KOM KayecTBe Kabens;
- O HeucnpaBHOCTM KOMMYTaTopa;

- 0 nomexax B JIMHUW.
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Kpome Toro, nogo6Hble notepu MoryT ObiTb BbI3BaHbI:

- HencnpasHoCTbO SFP-mMoaynen;
- N3rmbamm onToBONTOKOHHOIO Kabens;
- 6OMbLUMM KONIMYECTBOM Y3I10B CBapKW;

- HEUCnpaBHOCTbO NI HEOAHOPOOHOCTBIO ONTOBOJIOKHA.

7. MNMoproTtoBKa nepepn ynpaBrieHNEM KOMMYTaTOPOM
yepe3 WEB.

3pecb GyoeT nokasaHa [geTtanbHasi HacTpolka cetv ans K nog
ynpaeneHvem Windows 8 (noxoxun mHtepdenc y Windows 10, Windows 7 u
Windows Vista).

1. Ortkpovite «LeHTp ynpaBnenuns cetamu n obwmm goctynom» (Network
and Sharing in Control Panel) n Haxmute «/3meHeHe napameTpoB
apantepa» (Change adapter setting) kak Ha pUCYHKe HUXe.

HE

15X « Networkand Internet » Network and Sharing Center v & o

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Unidentified network Access type: Mo network access
settings Public network Connections: [ Ethernet

Change your networking settings

See also
{‘i. Set up a new connection or network

Bonjour Set up a broadband, dial-up, or VPN connection; or set up a reuter or access point.

HomeGroup

Internet Options Troubleshoot problems

Windows Firewall Diagnose and repair network problems, or get troubleshaoting information.

2. B nosBumBwemca okHe «CeteBble nogkntodeHusy  (Network
Connections) oTobOpaxeHbl BCe CETEBblE€ MOOKIHOYEHMUS, OOCTYMHbIE
Bawemy K. Coenarite ABOMHOWM KWK Ha NOAKIMOYEHUUN, KOTOPOE Bbl
ucnoneayete ansa cetu Ethernet
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o
LW
?

5 items

1 & « Metwork and Intemet » Metwark Cannections

Bluetooth Network Connection = Ethemet
Mot connected

Unidentified network

v ¢ | Sesrch Network Connections 0

L" VirtualBox Host-Only Network
A

 Disabled

Bluetooth Device (Personal Area ... @ Qualcomm Atheros ARS171/2175 .
VPN Connection =~ Wi

Disconnected Mot connected

WAN Minipart (IKEv2) X ollll izlcomm Atheros ARS4SSWEE...

@ VirtualBox Host-Only Ethernet Ad...

x

- 0 ®

==

3. B nosiBuBLLemMcs okHe «CocTosiHMe - [MoakntoYeHne no fokanbHOW ceTny

(Ethernet Status) HaXmWUTE KHOMKY

NOKa3aHO HMXe.

General

«CpolictBa»

Connection
IPv4 Connectivity:
IPvE Connectivity:
Media State:
Duration:

Speed:

No network access

No network access

Enabled
00:03:17
1.0 Gbps

Bytes: 81,247 |

1
Sent — %! ——  Received

E =

234,299

I|®Eroperﬁes |I @Qisable || Diagnose |

(Properties) kak

4. B nosiBuBwiemcs okHe «[loakntoyeHne no nokansHon cet — CBoncTBay
caenavite OBOMHOW KMK Ha «MNPOTOKON WHTepHeTa Bepcun [P V4
(TCP/IPv4)» Kak noka3aHO Huxe

24



Networking | Sharing

Connect using
2 Qualcomm Atheros AR8171/8175 PCI-E Gigabit Ethemat

This connection uses the following items:

4810105 Packet Scheduler ~
[0 -2 Microsoft Network Adapter Muttiplexar Protocol

-2 Microsoft LLDP Protocol Driver

& Link-Layer Topaology Discovery Mapper 14O Driver

& Link-Layer Topology Discovery Responder

¥ |ntemet Protocol Version 4 (TCP/IPw4)

>

Install... Uninstall Properties
Description

Transmission Conttrol Protocal/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

OK Cancel

5. B nossuBliemcs okHe «[1poTokon nHTepHeTa Bepcum IP V4 (TCP/IPv4)»
ckoHdpurypupynTe IP agpec Bawwero K 1 macky noaceT kak nokasaHo
HDKE

Cooicraa: N patokan Wsreprera sepan 4 (TCP/IPvd) M

0bwue

MapameTpel IP MOMYT HAZHAYETLCA ABTOMATHUECKM, ECIM CeTh
ED B np ayyae nap;
MOMHO NOYUHTL Y CETEBOTD BAMWHNCTPATOPA.

1 -': ) MonyuuTe IP-aapec aBTOMATUYECKH
(@) Wenons308aTe cheaywowmi TP-aapec:
IP-agpec: 192 .168 . 0 . 10

Macka nogceti: 255.255.235. 0

OcHOBHON W03

MonyunTe anpec DNS-cepeepa aBTOMATHUECKH
(@) Wecnons308aTe cheaytoume aapeca DNS-cepsepoa:
MpeanounTaemeli DNS-cepaep: |

AnsTepHaTMeHsIi DNS-cepeep:

[ |NoaTeepauTs napamerpsl npu Bbxone

Mo ymonyanuio IP agpec kommyTatopa 192.168.0.1 Bel MoxeTe 3agath
nobon IP agpec B none «IP apgpec», B Ton e nogcetm 4to u IP agpec
kommyTaTopa. Haxkmmte kHonky OK, 4ToObl COXpaHWUTb U NPUMEHUTE HAaCTPOWKM.
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Tenepb Bbl MOXETE MCMOMb30BaTh MoGON Bpaysep ONA Bxoda B MEHIo
HacTpoek KoMMmyTaTopa.

Mo ymonuaHmio:

v' Login: admin
v' Password: admin

8.MoaroTtoBKa nepen ynpaBneHUeM KOMMYTaTOPOM 4yepes
nopt CONSOLE

YnpaeneHne kommyTatopom uYepe3 COM-nopt (RS-232) wmMoxeT
noTpeboBaTbCs, €Cnu no KakMM-nnbo npuynHam ynpaereHve 4depe3 WEB-
HeJoCTYMHO.

Ckavyante un ycrtaHosute Ha [1K, ¢ koToporo O6ygeT npoBOAUTLCH
KOH(UrypvpoBaHue KommyTaTopa nporpammy-amynsatop HyperTerminal wnn
PUTTY. Tlocne yctaHoBkn Heobxogmumoro [1O wmcnone3yTe CcneaymoLLlyto
MOLLIAroBYyo MHCTPYKLMIO:

1. CoepuHute nopt Console kommytaTopa ¢ COM-NopTOM KOMMblOTEPA C
NoMOLLbIO Kabens.
3anyctute HyperTerminal Ha TNK.

3apawTte nMsi oNs HOBOrO KOHCOSbHOMO NMOAKITHOYEHMS.

B .-._.
QQ‘ Mew Connection

Enter a name and choose an icon for the connection:

4. Bbibepute COM-NopT, K KOTOPOMY NMOAKITHOYEH KOMMYTATOP.
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Erter details for the phone number that you want to dial:

Country/region: | United States (1) =]

Area code: 123

Phone number: I

Connect using:

Hactpoite COM-nopT crnegyoLmMm obpasom:

CkopocTb nepegayn gaHHbix (Baud Rate) — 115200;
BuTbl AaHHbIX (Data bits) — 8;

YeTHocTb (Parity) — Her;

Cron 6uTel (Stop bits) — 1;

YnpaeneHue notokom (flow control) — HeT.

AN NN

Port Settings |

Bits per second: =
Data bits: IS vl
Paity: [None =]
Stop bits: lﬁ
How control: lh

Bestore Defaults |

Aoty |

6. Cuctema npegnoxut Bontum Bam B wmHTepgenc CLI (ynpaeneHue
yepes KOMaHLHYH CTPOKY).
Mo ymonyaHuio:
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v' Login: admin
v" Password: admin

Ele Edit Yiew Call Iransfer Help

0 & 3 0B ||

Username: admin

Password:

Login in progress. .. .

Welcome to Vitesse Command Line Interface (v1.0).
Type “help” or "?" to get help

>

Connected 030012 |Auto detect 115200 8-N-1

9. NoaroroBka nepen ynpaBrieHUEM KOMMYTaTOPOM Yepes
Telnet/SSH

MpoTtokonsl Telnet n SSH npegocTaBnsaAT NONbL30BATENO TEKCTOBLIN
UHTEepdenc KoMaHOHOW CTPOKW Ans ynpasrneHus kommytatopom (CLI). Ho
Tonbko SSH obGecneunBaeT co3gaHue 6e30nacHOro kaHama C  MOSHbIM
LWndpoBaHeM nepeaaBaeMbIX JaHHbIX.

YTto6bl Nnonyuntb goctyn k CLI kommyTaTopa 4epe3 Telnet/SSH, Baw
MK n kommyTaTop OOMKHbI HaxoauTbCs B ogHOM ceTu. lNMogpobHee, kak aTo
chenaTb paccMmaTtpuBanocb B pasfene MWHCTpykuuu «[lloaroToBka nepen
ynpasneHuem kommytatopoM Yyepe3 WEB-nHTepdeincr.

Telnet wHTepdenc BCTpoeH B komaHaHyo cTpoky CMD cemericTBa
onepauuoHHbIx cuctem Microsoft Windows. SSH uHTepdenc poctyneH
TOMBKO C NMOMOLLILIO NporpaMmel amynsatopa SSH TepmuHana. Huxke nokasaHo,
Kak nony4utb goctyn Kk CLI kommyTaTopa Yyepe3 SSH ¢ NoMoLLbio NporpamMmmel
PUTTY.

1. Bamgute B MeHwo PuTTY Configuration. Bsegute I[P agpec
kommyTaTtopa B none Mmsa xocta (Host Name) (unu IP agpec). Mo
ymonyanuio IP agpec kommyTtaTopa 192.168.0.1

2. Bbibepute TN nogkntoveHus (Connection type) — SSH.
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=R PUTTY Configuration x|
Category:
5 Session Basic options for your PuTTY session
Logging Specify the destination you want to connect to
Teminal i i
e 1 o lame faclP add Po
B 192.168.0.1 2
Features Connection type: %
5 Window )Raw () Telnet Rboggn_ Segal
il Load, save or delete a stored session
Behaviour
il Saved Sessions
Selection
Colours Defaut Settings Load
= Connection 5
Data Save
Proxy
Teinet Delete
Rogin
- SSH
el Cosewindowonext:
Hways (O Never (@ Onlyon clean ext
About Open Cancel

3. Ecnu Bbl nogknoyaetecb K KOMMyTaTopy yepe3 SSH Bnepsble, Bbl

yBugute okHo PuTTY Security Alert.

npoaonKeHus.

PuTTY Security Alert H

The server's host key is not cached in the registry. You
1\ have no guarantes that the server is the computer you

think it is.

The server's rsa key fingerprint is:

ssh-rsa 1040 dd:15:6b:be:26: 1d:b0:0c:ef af: 59:f2:83:e7:a7:47

If you trust this hast, hit Ves to add the key to

PUTTY's cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the

connection,

Haxmvmute Yes (Oa) Aans

4. PUTTY obecneunT BaMm JOCTYN K yrnpaBreHnio KOMMyTaToOpoM rnocrne

Toro kak Telnet/SSH nogkntoyeHne 6yaeT ycTaHOBNEHO.

Mo ymonyaHuio:

v' Login: admin

v Password: admin

2

19216821 - PUTTY - =
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10. YnpaBneHue yepe3 WEB-uHTepdenc, ocHoBHble
3NeMeHTbI

10.1 CTpyKTypa AaepeBa HaBMrauum no rpynnam

Becb web-nHTepdeic BusyansHo pasgerneH Ha 19 rpynn:

‘. Managed Switch

=<y Industrial Switch Monitoring
) Industrial Switch Monitoring

#{_J System Configuration

+(_] Port Configuration

+ (_) MAC Binding

*1{_J MAC Filter

#{_J VLAN Configuration

+{_] SNMP Configuration

#{_] ACL Configuration

+{_] QOS Configuration

#_) IP Basic Configuration

+ ) AAA Configuration

# (_] MSTP Configuration

#{_] IGMP SNOOPING Configuration

#{_) GMRP Configuration

#{_J) EAPS Configuration

+ () RMON Configuration

+/ ) Cluster Management

# (_J ERPS Configuration

+ ) Log Management

10.2 OnucaHune kHonok WEB uHTepdeinca

BONbLWMHCTBO KHOMOK ANs WM3MEHEHUS TeX WU UHbIX HacTpoek
KommyTaTtopa vepe3 WEB uHTepdenc Yalle BCero BbINOMHAT OAHY N Ty Xe
ponb. B Tabnuue Hwxke paHoO oOwee onucaHne QYHKUNUA, KOTOpble
BbIMOSHAIOT T€ UMW UHbIE KHOMKMW.

KHonka HasHaveHue

OOHOBNSAET 3HaYEeHUe BCeX TEKCTOBbIX

Refresh (O6HOBUTDL) nonel Ha CTPaHNLE

Uuncnosoe 3HaueHue 6yneT oGHOBIEHO B
namsaTtu. MockonbKy NpoBepka oLWnGoK
BbIMOJSIHAETCS Ha CTOPOHE KOMMYTaTopa,
npoBepka oWnGkn GyaeT BbiNonHeHa
TOMbKO MOCIe TOro, Kak Nonb3oBaTenb
BbIGEPET 3TY KHOMKY.

Apply (MpuHATE/NOATBEPANTD)
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KHonka HasHaueHne

Delete (Yganutb) YpgansieT Tekyuiee 3HavyeHue
OTKpbIBaeT CTpaHuLy cnpasku, A5is
Help (Momowb/cnpaska) Kaxxgoro criyyas cyLiecTtsyeT

nHagnenagyanbHaa cTtpaHuua CripaBKW.

10.3 CoobuweHuns o6 oumnbkKe

Ecnu npousoLuna owwnGka npyu o6paboTke 3anpoca oT nonb3oBaTens K
cepBepy (KkOMMyTaTopy), TO TMOSIBUTCS AMANOroBO€ OKHO C KOHKPETHbLIM
onmcaHnem OLLMBKH.

10.4 NMonsa pna BBOAa MHoOpMaLMU UK 3HaAYEHUN

HekoTopble cTpaHuubl WEB uvHTepdenca KommyTatopa coaepxar
nons Ans Beoga TOW UNU UHON MHOpMaLMy Unn 3HavyeHuin. C NOMOLLIbIO 9TUX
nomnen MOXHO MOMyYUTb OOCTYN K pasnuyHbiM CTpokam B Tabnuue (cm.
PUCYHOK HUXE).

Ecnn noHagobutcs nobaBnTb HOBYIO CTPOKY HEOOX0AMMO BbiOpaTh U3
Bbinagatowero cnucka NEW (HoBad) v noarBepauTb KHomkon  Apply
(NpuHATB).

Ecnn HeobXoAMMO  M3MEHWUTb  YXKe  CYLUECTBYIOLLYID  CTPOKY
HeobxoaMMO BblOpaTb M3 BbiNagarolwlero Cnucka COOTBETCTBYHLUWUIA HOMEpP
CTPOKW, 3aTeM OTpedaKkTMpoBaTb [OOMKHbIM obpasom W noATBepauTb
nameHeHust kHonkom Apply (MpUHATB).
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Ons yoaneHuma CTpOKNn U3 Tabnuubl Bbl6epI/ITe M3 Bblnagawwero
CnnCka HOMep CTPOKM OnA yaaneHua, a 3ateM HaXMWUTE KHOIMKY Delete

(yoanuts).

& hitp://192.168.0.1/

G || @ switch

B D~
oD D=
e e

10 12
[alalal
[l

ETE T

o~ 8
5

B o 2 2
(sl alyal
= = = Ro[ofio]o]

7 15 21 23 25 26

DED
:

3 Switch

{1 System Configuration

{1 Port Configuration

{1 MAC Binding

{1 MAC Filter

{1 VLAN Configuration

‘3 SNMP Configuration
Community Name
TRAP Target

{1 ACL Configuration

1 QOS Configuration

IP Basic Configuration

AAA Configuration

MSTP Configuration

IGMP SNOOPING Confi

GMRP Configuratien

EAPS Configuration

RMON Configuration

Cluster Management ™

MOEBLOODDD

SNMP Community Configuration

Iiem

[Community Name

|[Readrite

| ~

public ReadOnly

active

|

#100%

10.5 Nons co 3Ha4YeHUSAMM TeKylLuero cratyca

Ha HekoTopbix cTpaHuuax WEB uHTepdeiica cylwecTByOT nons, rae
oTOBpaxeH TeKyLLMIA cTaTyc (CM. pUCYHOK HUxe). Takue nons npefHasHayeHbl
TOMbKO AMS YTEHWS U HE MOTYT BbITb U3MEHEHBI.

LY 3 2 heipy/19216801/

D~ 88| & switch

2 4 & 8 10 12 14 6 18 20 2 2
b0 h Abod aadan
OO0 0 A0 0 000 086
13 5 7 5 fl 45 7oA D B £ link down
3 Switch System Configuration
{3 System Configuration
B Basic Information System Description  Switch 3.3.9
Serial Information System Object ID 1.3.6.1.4.1.36293.1000
B User Management System Version Switeh 3.3.9
B Safe Management Num Network Interfaces 27
i - System start time 0-Days 0-Hours 2-Minutes 55-Seconds
SNTP Configuration syetom Name St
8 Current Configuration
h Configuration File
B File Upload System Location
System Reset
1 Port Configuration system Contact
{1 MAC Binding
3 MAC Filter
1 VLAN Configuration
efresh| [ Apply
1 SNMP Configuration
I {1 ACL Configuration
1 QOS Configuration
(1 IP Basic Configuration
1 AR AEe i
>
I #100% ~
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11. OnncaHue OCHOBHbIX rpynn n anemeHToB WEB
MHTepdenca KommyTaTopa

11.1 maBHasa ctpaHuua WEB nHTepdenca
Mocne Toro, kak ObITM BBEAEHbl KOPPEKTHblE AaHHble ANs BXoaa

(norvH wn naponb), KoMMmyTaTtop OTOOpas3wuT rnaBHyl cTpaHuyy WEB
UHTepdenca ynpasneHus (CM. PUCYHOK HIMKE)

ESE@ http://192.168.0.1/ ~2¢ i & Switch X ﬂ

o~-2
2 4 & 8 m 12 W 1% % 20 2 .m
D000 oo oooo .I."'
] 2] o] [a] o] 2]
?a?r ?n%w ﬁuﬁn %ﬁiﬂi € link down

3 Switch

®J System Configuration
# {1 Port Configuration
(1 MAC Binding

® {1 MAC Filter

# (] VLAN Configuration
#(1 SNMP Configuration
® () ACL Configuration
#{J QOS Configuration
#{J IP Basic Configuration
# (] AAA Configuration

# (] MSTP Configuration
#(] IGMP SNOOPING Confi
#{J GMRP Configuration
® EAPS Configuration
() RMON Configuration
#(1 Cluster Management
#J Log Management

11.2 MonuTopumHr gatumukoB (Industrial Switch Monitoring)

R G R S

[r————
e Dtk et CusePot Aot Pet

it

A O Contiuestin Usiosa Faut vessign
s it Moss FotFas Erocave Acton System Conon Fanes g Acton

SYRRRANY
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Ha paHHon cTtpaHuue WEB wuHTepdenca kommyTaTopa Haxogatcs

OaHHble C AaT4YMKOB TemMnepaTypbl, BIIaXXHOCTU U TAO.

Kpome ToOro, 3gecb Takke npeacTtaBneHa BO3MOXHOCTb HaCTPOMKM

CLieHapveB pearnpoBaHusl MOPTOB KOMMYTaTopa Ha pasfuyHbie CoObITUS.

v

Ring Control — npu aktmBaumm (oNn) MO3BONSAET OTCNEXMBATHL
0BHapyXeHWe KonbLEBOW TONOMOMN B CETW.

System Temperature — nose otTobpaxaeT TeKyLlylo TemrnepaTtypy Ha
LIeHTparbHOM Yune KOMMyTaTopa.

System Temperature Upper — 3HadeHue Temnepatypbl U3
AvanasoHa Ha LeHTparnibHOM 4une KoMmyTartopa, npu MnpeBbllleHnn
KOTOpOro nopaetcs curHan (ecnu HacTpoeH) Ha Bbixog ALARM
KoMMmyTaTopa.

System Temperature Lower — oTpuuatenibHOE  3HayeHue
TeMmnepaTypbl U3 guanasoHa Ha LEeHTpanbHOM 4une KoMmmyTaTtopa,
Npyu MOHWXEHMM KOTOPOro nojaeTcss curHan (ecrnm HacTpoeH) Ha
Bbixog ALARM kommyTartopa.

Ambient Temperature — none otobpaxaeT TekyLlyl TemnepaTypy
Ha BHELUHEM MOAKI0YaeMOM K KOMMYTaTopy AaTynKe.

Ambient Temperature Upper — 3HayeHue Temnepartypbl U3
AnanasoHa Ha BHELUHEM MOAKM0YaeMOM K KOMMYTaTopy AaTYuKe, Npu
NpeBbILUEHUN KOTOPOro NoAaeTcs curHan (ecnvm HacTPOeH) Ha BbIXOn
ALARM kommyTaTopa.

Ambient Temperature Lower — oTpuuaTenbHoe 3HadYeHue
TemnepaTypbl U3 AuMana3oHa Ha BHELWHEM MOAKMYaeMoM K
KOMMYTaTopy AaTyuKe, Mpu MOHWKEHUN KOTOPOro nogaeTcs curHan
(ecnun HacTpoeH) Ha Bbixog ALARM kommyTaTtopa.

Ambient Humidity — none oto0OpaxaeT TeKyLlyl BII@XHOCTb Ha
BHELLUHEM MOAKITIYaeMOM K KOMMYTaTOpy AAaTYMKE.

Ambient Humidity Upper — 3HayeHune BRaKHOCTM M3 gmana3oHa Ha
BHELUHeM MOoAKMI4YaeMOM K KOMMYTaTopy AaTyvke, Npu npeBbilLeHnm
KOTOpOro nopaetca curHan (ecnu HacTpoeH) Ha Bbixog ALARM
KoMMyTaTopa.
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v' Power In (Master V1, Slave V2) — none otobpaxaeT NoAKMOYEHHbIE
K koMmyTaTopy 6nokun nutaHua. OcHoBHOM — V1 1 pe3epBHbIn — V2.

v System Current (A) — none oTobpaxaeT Tok B Amnepax,
noTpebnsieMbll KOMMYTaTOPOM

v' Master V1 Voltages (V) — none otobpaxaeT 3HaYeHne HanpsikeHus B
BonbTax Ha OCHOBHOM Groke NUTaHUS.

v' Slave V2 Voltages (V) — none otobpaxaeT 3Ha4YeHne HanpsbkeHns B
BonbTax Ha pe3epBHOM G110Ke NUTaHWS.

v System Power (W) — none otoOpaxaeT TekyLlylo noTpebnsiemyto
KOMMYTaTOpOM MOLLHOCTb B BaTTax.

v' System 3.3V — none otobpaxaeT 3Ha4YeHNe CUCTEMHOIO HanpPsKeHUs!
3.3V Ha nnate kKomMMyTaTopa

v' System 1.5V — none oto6paxaeT 3HaYeHMe CUCTEMHOIO HanpsKeHUs
1.5V Ha nnaTe koMmmyTaTopa

v’ System 1.2V — none otobpaxaeT 3HaYeHMe CUCTEMHOIO HanpsiKeHus
1.2V Ha nnaTte kKoMMyTaTopa

Pasgen Alarm Input Configuration nossonseTr HacTpamBaTb CLEHapui
paboTbl MOPTOB KOMMYyTaTtopa Npu MOSMy4YeHWM curHana TpPeBOrnM Ha BXOAe
Alarm.

Alarm detection method — BeiGop nopora cpabaTtbiBaHUA

- OFF - Bxog Alarm oTkntoveH

- Low level alarm — cpabaTbiBaHMe NPy HU3KOM YPOBHE HaMNpsbKeHUst Ha BXO4Ee
Alarm (low level < 5V)

- High level alarm - cpabaTbiBaHWe Npy BbICOKOM YPOBHE HaMpsiXeHWs Ha
Bxoge Alarm (57V >high level >5V)

Alarm Input Configuration Upload Fault Message

Alarm Detection Method Close Port Reboot Port
gel/l L gel2
v gel/l LlgetR2 gel/3 L gel/d
gel/3 "/ gel/d Alarm gel/5 L gel/
gel/5 Ll gel/6 gel/7 |/ gel/8
Low Level gel/7 i gel/8 ge1/9 L ge1/10
High Level get/1l ge1/12

Close v Alarm

Close port / Reboot port — BeiGop cueHapusa paboTbl MOPTOB NPW NOMYyYEHUN
CUrHana TpeBoru, BbiOpaHHble MOpPTbl MOryT ObiTb  OTKMOYEHbl. [lpu
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OTKJTHOYEHUN CUrHaANna TpeBorun BbI6paHHbIe nopTbl MOTyT ObITb aBTOMaTUYECKN
BKITIOYEHbI 1IN nepes3arpyxeHbl.

Alarm Output Configuration — no3BonseT 3akpbiBaTb Ans Tpaduka,
nepesarpyxaTb WM OTKMKYaTb MOPTbl, 3aMblkaTb/pasmMblkaTb KOHTaKThbI
penerHoro Bbixoda Alarm B criydae MoBblWEHMS TeMNepaTypbl HA OCHOBHOM
yMne, Ha BHELHEeM [JaTyuke, OTKIIOHEHUSI OT HOPMbl Hanpsikenus B unn
OTKITI0YEeHnsa ogHoro m3 bBIl.

Alarm Output Configuration Upload Fault Message
Alarm Output Mode Port Failure Executive Action System Condition Failure Executive Action
@ get/t ¥ gel/1P
ge1/2 [ geti2P ¥ System Temperature
get3 [ ge1i3P ¥ Ambient Temperature
get/d [ ge1/ap ) Ambient Humidity
get/5 [ get/sP ¥ System Power Overload Slave V2 Voltages
ge1/6 [ get/6P gel/1 ge1/1P Failure | ¥ Master V1 Voltages Alarm Input
get/7 [l get/7P Alarm ¥ Slave V2 Voltages Alarm
Alarm (Often Close) 9e1/8 L gel/8P ¥ System 3.3v
Alarm (Often Open) geti9 # System 15v
Alarm Impuise ge1/10 ¥ System 1.2v
get/1 i Alarm Input
gelin2

Close

refresh Apply Restore Default

Alarm Output Mode - Pexum pabotbl Bbixoga Alarm (BkntouyeHue /
OTKIIOYeHne, Apyrue pexumbl paboTb).
e Close — Bbixog Alarm oTksto4eH
e Normally closed — npu cpabaTbiBaHWM «CYXON KOHTAKT» 3aMbIKaeTCs
e Normally open — npu cpabaTbiBaHUM «CYXON KOHTAKT» pa3mblkaeTcs
e Cycle alarm — npu cpabaTbiBaHUM «CYXOW KOHTaKT» Mepuoauyecku
3aMblKaeTcs

Port status Failure — no3BONAET KOHTPONMMPOBAaTb COCTOSIHUE MOPTOB
kommyTaTopa. [Mpu Bo3HMKHOBEHUM cBOEB B paboTe NOPTOB NoAaeTcsl curHar
TpeBorn, npuv Hopmanusauuum paboTbl MOPTOB  TPEBOXHbLIA  CUrHan
OTKMIOYaeTCs.

System Condition Failure - no3sonsieT KOHTpPONUPOBATb Takue OWMBKK
COCTOSIHUSI CUCTEMbI Kak Temnepatypa KOMMyTaTopa, BHELUHSIA TemnepaTypa
W BNaXHOCTb, NapaMeTpbl MUTaHWS.

Ona Toro uTobbl OGHOBWUTL 3HAYEHUS TEKYyLUMX MapamMeTpoB B WUCMOSb3yWTe
kHornky Refresh. [Ina noatBepXaeHUA Npoymnx HacTpoek — kHonky Apply. [Ons
BO3BpaTa BCEX HAcCTPOeK Ha 3TOWM CTpaHuue K MCXOOHbIM — KHOMKY Restore
Default.

B [llpunoxeHuu A (8 KOHUe OOKyMeHmMa) pacCMompeH [pumep
ucnonb3oeaHus exoda Alarm Input kommymamopos cepuu ILS ¢ eHewHuUM

0amyuKoM 8CKpPbIMUS.
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11.3 KoHdurypaumsa cuctemsbl (System Configuration)

11.3.1 O6wasn nHdéopmauumsa (Basic Information)

(Gl © hip//19216801/ B Y & switch
0

18 2 2 2

2 4 & e O o
o000 anAan oooa _;’;ﬂ:;
o000 a0 Oo0Oa 006
T35 o7 s omoumos oo om 25 o B link down
~
3 Switch System Configuration
3 System Configuration
Basic Information System Description Switch33.9
Serial Information System Object ID 1.3.6.1.4.1.36293.1000
Wz e System Version Switch 3.3.9
Safe Management Num Network Interfaces 27
TP System start time 0-Days 0-Hours 3-Minutes 39-Seconds
4 System Name Seitch
Current Configuration
Configuration File
File Upload System Location
System Reset
Il ®C2 Port Configuration Systom Contact
] MAC Binding
{3 MAC Filter
1 VLAN Configuration Refrest] i) Help
{1 SNMP Configuration
| =3 ACL Configuration
{1 QOS Cenfiguration
{3 IP Basic Configuration v
A i
< >
\ #100% ~

v' System Description (OnucaHue cuctembl)  coaoepXut obLwyto
NHGOPMALIMIO O CUCTEME;

v' System Object ID (MaeHTudmKaTop cuctembl) oTobpaxaeT ceTeBoK
naeHTudurKaTop cucTemsl;

v' System Version (Bepcus npolwmBku) oTobpaxaeT TEKYLLYH BEepcuto
YCTaHOBMEHHOW Ha KOMMYTaTOp NMPOLUNBKY;

v" Num network interfaces (KonuyectBo nopToB B KOMMyTaTope)
oToOpakaeT KONM4YecTBO MOPTOB Afsi COEAMHEHMS C CEeTbl B
KOMMYTaTope;

v/ System start time (Bpemsi 3anycka cuctembl) oTobpaxkaeT CKOSbKO
BPEMEHW NPOLLIIO C MOMEHTa 3arnycka KOMMyTaTopa;

v System name (Mms kommyTaTopa) OTOOpaxaeT Tekyliee wuMms
KoMmmMmyTaTtopa. [lonb3oBaTenb MOXET U3MEHSITb 3TO 3HAYEHME;

v/ System location (MecTononoxeHne kommyTatopa) oToGpakaeT
dusnyeckoe MEeCTOMONoXeHne KOMMyTaTopa. 3apaetcs
nonb3oBaTenem;

v' System Contact (KoHTakTHble OaHHble) oTobpaxkaeT Bnagenbua u
KOHTaKTHble AaHHble. 3a4aeTcs Nonb3oBaTenem.
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11.3.2 Serial information (MHcdopmaumua o RS 232/485 nopte ansa
ynpaBfeHuss KOMMyTaTopoM)

& hitpi//192.168.0.1/ B & | & switch
2 4 13 8 10 12 14 16 18 20 22 24 -
OoO0OG AAO0G OBA0 ::';';1
OO0 0 o000 00 a 000 1 link down
1 3 5 7 ] 1 12 15 17 19 21 23 25 26
~
a Switch Serial Port Configuration
El4J System Configuration
“[E Basic Information Baud Rate 9600
- Serial Information Character Size B
User Management Parity Code None
Safe Management Stop Bits 1
"] SNTP Configuration [Flow Control None
“B Current Configuration Refresh Help
Configuration File
File Upload
[ System Reset
| B2 Port Configuration
B {1 MAC Binding
B MAC Filter
®{] VLAN Configuration
{1 SNMP Configuration
i {1 ACL Configuration
BI{] QOS Configuration
B{] IP Basic Configuration v
B ARA A miian
>
Il #100% -

OaHHas cTtpaHnua WEB wuHTepdenca cogepxuT pag napameTpos,
KOTopble HeoOXoAMMbl Afis YyNpaBlieHWs KOMMYTaTtopoMm 4epe3 uHTepdeinc
RS232/485 wcnonb3ys nopt CONSOLE. [lNpu ynpaBneHun KOMMYTaTOpOM
yepes HyperTerminal ybegutecb, 4YTO  HACTPOMKM  COOTBETCTBYHOT
NPUBELEHHbIM Ha 3TON CTPaHULLE 3HAYEHUAM.

v/ Baud rate — ckopocTb nepefayv AaHHbIX
Character Size — konmM4ecTBo OUT JaHHbIX
Parity code — yeTHOCTb

Stop bits — cTronoBble 6UTHI

Flow control — ynpaBneHue noTokom

ANERNER NI
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11.3.3 User Management (MHcdbopmauma o nonb3oBaTensx)

& http://192.168.0.1/ L~ BC | & switch

1

B

12 14 16 18 20 22 24
OO0 aoon
OO0 ooOon 86000

M 12 15 17 18 21 23 35 26

link up
disable
link down

oo~
B D=
B O
BD=
-
CEBD

‘3 Switch Multi-user Management Configuration
=43 System Configuration
Basic Information

[User name Old New [Re-enter password |T7n'vilene

| | || v

admin Fr— Privilege

Serial Information

User Management 7

Safe Management
SNTP Configuration
Current Configuration

Refresh Apply Delete Help

Configuration File
File Upload
System Reset
{1 Port Configuration
#{_] MAC Binding

®{] MAC Filter

#{] VLAN Configuration
#{_] SNMP Configuration
[
E
E
L

#{] ACL Configuration
#{ ] QOS Configuration
#{] IP Basic Configuration

AN AAR DB iembine

>

|| https/#192.168.0.1 /fs/doc/protected/UserCig.html ®100% ~

Ha aTon cTpaHyue MOXHO 3adaTb HOBbIM naponb (new password) ans
TeKyllero nonb3oBaTtens, W3MEHUTb POofb B YMNpaBfeHUM KOMMYTaTOpOM
(privilege) wn TA.

Maponun 4vyBCTBUTEMbHbI K PErncTpy uM Moryt cogepxatb Ao 16
cumBonoB. [nsi cmeHbl naponst BbibpaHHOro nonb3oBaTtens HeobxoaMMo
ABaXkabl BBECTM HOBbIM Naposib B nonsix New Password n Re-enter Password.
Ons nogoTBepXOeHUs HOBOro naponsd Heobxoaumo HaxkaTb KHomky Apply
(MpuHAT). Mocne aToro nonb3oBaTento nNoTpebyetcs 3aHoBo BonTn B WEB
UHTepdenc, UCNomnb3ys HOBbIN Naporb.

C nomoLibid HAcTpOeK Ha 3TOW CTpaHuue nonb3oBaTenb MOXeT
3agatb Tak HasbiBaembl multi-user (MHOrononb30BaTENbCKUN) PexnMm ans
yrnpaBneHns KOMMYTaTOPOM.

Ons ynpaBneHus 4depe3 Telnet 1 WEB gna nonb3oBaTens gormkeH
ObITb BbIOPaH MHOrONONB30BaTENBCKUA PEXUM.
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11.3.4 Safe management (ynpaBneHne 6e30nacHOCTbLIO)

(Gl 2 http://192.168.0.1/

2
2 4 & k] 10 12 14 18 18 20 22 24 -
Coo0 cOOO AaAaAn E:!:m";
oo oo o s = Io[olo[o} £ link down
1 K] 5 T 8 11 13 15 17 13 21 23 25 26
~
3 Switch User Safety Configuration (http,telnet,snmp)
EH_3 System Configuralion
~[E Basic Information (Acl Group Must Exist, and range in 1-99)
Szl (i T e T Service Type Management State Acl Group
User Management [ v [Enable w] 0
~[E Safe Management hitp Enable 1]
~[E SNTP Configuration snmp Enable 0
Current Configuration telnst Enable 0
Configuration File
~B File Upload Refresh) Apply Help
System Reset
I #(3 Port Configuration
] MAC Binding
EI{] MAC Filter
{0 VLAN Configuration
#{J SNMP Configuration
| =3 act Configuration
{1 QOS Configuration
{7 IP Basic Configuration v
o o Eeso
i < >
| %100% ~
Ha paHHOM CTpaHuue HaxogsaTCsi HaCTPOMKW, Mo3Bonsiolime

agMUHUCTpaTopy FMOKO ynpaenATb AOCTYNOM K YNpaBAeHU0 KOMMYTaToOpoM
(WEB, TELNET unn SNMP) Ha ocHoBe ACL (nuct ynpaBeneHus goctynom)

EcTb BO3MOXHOCTb MOMHOCTLIO OTKMIOYNTL ynpaBneHue
KOMMYTaTopoM [fs KOHKpeTHoro metoga ynpasneHuss (WEB, TELNET wunu
SNMP). Tlo yMonuyaHuto ynpaBrneHMe C MOMOLLbI0 Kaxgoro Mmetoaa
paspeleHo n ACL ounbTpaumsi He NpMMeHsieTCs.

AOMWHUCTPATOP  MOXET  YaCcTMYHO  3anpeTuTb  yrpasreHue
KOMMYTaTOpOM C MOMOLLbIO OAHOrO MU HECKOMbKNX MeToAoB, ucrnonedysa ACL
dunsTpaumio.

Ona npumeneHua ACL dwunbTpauum Ans  KOHKPEeTHoOro meToaa
ynpaBneHus Heobxogumo BbibpaTb cam MeToA B CUCKe Service type, a 3aTem
BbIGpaTb ACL oT 1 go 99. NmaBHoe ycnosue — BblibpaHHbIi ACL gormkeH ObiTb
co3faH 3apaHee.

O6paTtute BHUMaHWE, ecnv agMMHUCTPaTOP 3aKpPoeT BO3MOXHOCTb
ynpaenaTte Kommytatopom no WEB, sTa cTpaHMua C  HacTponkamu
nepectaHeTr OblTb AoCTynHa. Torga MOXHO BOCMONb30BaTbCs  APYIMM
MEeTOZ0M ynpaBrieHus, Hanpumep vYepes Telnet unu SNMP.
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11.3.5 SNTP Configuration (HacTpo#ka npoTokona CMHXpPOHU3aLumu

BpPEeMeHM)

3 Managed Switch
= {3 Industrial Switch Mortoring
2) Industrial Switch Monitoning
43 System Configuration
8 Basic Information
) Senal Information
E) User Management
) Safe Management
) SNTP Configuration
) Jumbo Frame Configuration
%) Save Current Configuration
B) Configuration File
) File Upload
) System Reboot
() Port Configuration
%1 MAC Binding
41 MAC Filter
(] VLAN Configuration
%3 SNMP Configuration
%1 ACL Configuration
#{2) QOS Configuration
# (] IP Basic Configuration
(] AAA Configuration
1) MSTP Configuration
%) IGMP SNOOPING Configuration
%1 GMRP Configuration
%] EAPS Configuration
#(2) RMON Configuration
%1 Cluster Management
% (11 ERPS Configuration
#(11 Log Management

Server IP Address 1
Server IP Address 2
Server IP Address 3
Time Interval (second)
Time Zone

Enable Status

Last Update Time
System Date Time

Refresh

+8.00

Disable v

2020/01/01 00:04:42

Apply

Ha panHon ctpannue WEB wmHTepdeiica npeactaBneHbl HACTPOMKK
ANsi  CMHXPOHM3auWW BPEMEHU KOMMyTatopa C OLHUM W3 CEPBEPOB C
ncnonb3oBaHnem npotokona SNTP.

v' Server IP Address 1, Server IP Address 1, Server IP Address 1 —

nona Aana  ykKkasaHusA IP agpecoB cepBepoB, C KOTOPbIMU 6yp,eT

npoBOANTCA CUHXPOHU3aLUNA.

v Time Interval — nvHTEpBan cuHXpoHu3auum B cek. Mo ymonyaHuto

3HavyeHne — 1800 cek.

v' Time Zone — BbIGOp YacoBoro nosica.

Refresh — 06HOBUTb 3HaYeHNNA A1t OOHOBNSAEMbIX MOsiemn

Apply — NpUHATL HACTPOWKU.
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11.3.6 Jumbo Frame Configuration (Beibop paszmepa ansa Jumbo

nakeToB)

3 Managed Switch
=43 Industrial Switch Monitoring
B Industrial Switch Monitoring
13 System Configuration
[B) Basic Information
erial Information
ser Management
afe Management
NTP Configuration
jumbo Frame Configuration
ave Current Configuration

#{1] Port Configuration
(] MAC Binding

1] MAC Filter

(] VLAN Configuration
() SNMP Configuration
(] ACL Configuration
(] QOS Configuration
(] IP Basic Configuration
(2] AAA Configuration
(] MSTP Configuration

(] GMRP Configuration
{1 EAPS Configuration
E{] RMON Configuration
# (7 Cluster Management
#(] ERPS Configuration

(2 Log Management

(2] IGMP SNOOPING Configuration

Jumbo Frame Bytes

[1522

Refresh

Apply

ation

| (1522-16383)

Help

Ha panHown cTtpanmue WEB wuHTepderica Haxogutcsa none Ans
ykasaHus pasmepa obpabaTtbiBaeMbIX NaKeToB.
Mpu paboTte ¢ mynbTukacT Tpadukom (Hanpumep, HDMI no Ethernet)
peKOMeHAyeTCs BbICTaBNATbL 3Ha4YeHne He meHee 10240 bawnr.

v" Jumbo Frame Bytes

nomne B KOTOPOM 3adaeTcd pa3mMep

obpabaTbiBaembix NakeToB. [OCTynHble 3HadYeHWe B [uana3oHe OT
1522 no 16383 bawnt. 3HayeHne no ymonyaHuio — 1522,

Refresh — 0OHOBUTbL 3Ha4YeHUS A9 OOHOBAEMbIX NOSien

Apply — NpUHATL HACTPONKMN.
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11.3.7 Current Configuration (NMpocMoTp TeKyLliein KoHdUrypaumm)

L) & hiip://192.168.0.1/ £ - BC| & switch
2 4 6 B 10 12 14 16 18 20 22 24 1
Oood dadod o .:;:;a:;
oot o0 oo 8860
1 3 6 7 8 11 13 16 17 18 21 23 25 26 3 link down
. ~ ~
‘3 Switch Current Configuration File
EH4 System Configuration
‘B Basic Information !
i " T B ey 52 pri
Serial Information Iusemame admin enc-password €€ BE =R 1k ERE privilege
User Management vlan database
Safe Management !
spanning-tree mst configuration
SNTP Configuration 1
Current Configuration ir!lsrface viani
J B ip address 192.1668.0.1/24
Configuration File ipvé address fe80:-2a7-c1#-fed3c501/64
‘Bl File Upload !
4 interface ge1/1
System Reset |
#{] Port Configuration interface ge1/2
1
[E:) B
UE RS iy interface ge1/3
MAC Filter 1
#{7] VLAN Configuration i”'EﬁaEe gell4
| #{] SNMP Configuration interface ge/5
#{] ACL Configuration !
#{] QOS Configuration ;nlerface gells
E{] |P Basic Configuration | interface ge1/7
BT AAA PamFniemtine ! v
> interface ge1/8
il #100%

Ha aTon cTpaHuue MOXHO NPOCMOTPETb TEKYLLYI KOHUrypauuto
KOMMYyTaTopa B BMAE TEKCTOBOW MHopmauun. KHonka Save (coxpaHuTb)
MO3BOMUT COXPaHWUTb TEKYLLUYD KOHMUrypauuo KommyTaTopa B MaMsATb
KOMMyTartopa.

Mockonbky 3anuchk dparna TpebyeT yaaneHus/zanvcn Ha FLASH
namsiTb KOMMYyTaTopa, onepaums MoOXeT 3aHATb ONpefenieHHoe BpeMs.
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11.3.8 Configuration file (CtapToBas KoHdUrypauus, coxpaHeHme damna
C HacTpounkamm)

2 hitp://192.168.0.1/ D~ B[ & switch
2 4 13 8 10 12 14 16 1% 20 22 2 . e
OO0 AOBA ABAn A i
D000 OOAQA A00o 606 ae
13 5 7 9 11 13 45 47T 19 M ;25 26 1 link down
. ~
‘3 Switch Configuration File

Eﬁ System Configuration {Delete the Configuration File or Download the Configuration File to your local computer)
Basic Informatien Downlcad Delete Help
Serial Information

User Management

Safe Management
SNTP Configuration
Current Configuration
Configuration File

File Upload

System Reset

#{ ] Port Configuration

“_] MAC Binding

51 MAC Filter

#{ ] VLAN Configuration

#{ ] SNMP Configuration

5 {1 ACL Configuration

t{] QOS Configuration

#{] IP Basic Configuration

T T T T

AT AAR P anBoention

N < >
il H100% -

CrapTtoBasa koHurypaums npencrasnsetr cobow darrn, 3anncaHHbIN
Bo FLASH namsatn kommytatopa. Korga kommyTtatop 3anyckaeTca U He
HaxoOMWT 3anucaHHbI paHee ann KoHdurypaumm BO FLASH namatw,
YCTPONCTBO UCMOMb3yeT dann ¢ HacTponkamu no ymonydanuio (default).

KHonka Delete (yganuTb) No3BonsdeT Bbl3BaTb AManoroBoe OKHO, rae
OymeT npeanoxeHo ypanutb Tekywun dann KoHdurypauum w3 FLASH
namatn. Ecnu Bbl nepegymanu 3To fgenaTb, Haxmute kHomky Cancel
(oT™meHa).

KHonka Download (ckadvMBaHue) uWCnonb3yeTcs QAnd CcKaynBaHus
KOH(urypaumoHHoro cdarnna Ha lNK ns namatu kommyrtatopa. B guanorosom
OKkHe BblbepuTe SAVE (coxpaHuTb), a 3aTeM NyTb K KaTanory c dpannamm
KoHdurypauum. o ymonyanuio nms cpanna switch.cfg
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11.3.9 File Upload (3arpys3ka ¢panna c HacTponkamMm B KOMMyTaTop)

&l & http://192.168.0.1/

2 C || & switch
6

User Management
Safe Management
SNTP Configuration
Current Configuration
Configuration File
File Upload

System Reset

*{_1 Port Configuration

“{1 MAC Binding

51 MAC Filter

#{_1 VLAN Configuration
2] SNMP Configuration
#{_1 ACL Configuration

“{1 QOS Configuration

*{1 IP Basic Configuration

DN AAA M anBr ensiam

< >

U T T T T (TP T

2 4 L] 8 10 12 14 12 20 22 24 - link
o000 o000 oo .x;:::bl";
Oodh o0 aooo 8888 -
1 3 5 7 9 11 13 15 17 19 21 23 25 26 1 link down
. ~
3 Switch File Upload
By System Configuration (Upload the Configuration File or Firmware File from your local computer to the switch)
Basic Information
Serial Information Attention:

The Configuration File must have an *.cfg extention
The Firmware File must have an *.img extention
Do not interrupt the upload at anytime as this may corrupt the Firmware or Configuration and Potentially

Crash the System

. .. Upload Help

100% -

Ha aton cTpaHuue npeacraBneHa BO3MOXHOCTb ANSA 3arpy3ku paHee
CO3[1aHHbIX (hannoB KOHMUrypaumm B namaTb KOMMyTaTopa.
HaxmuTte kHonky Path (myTb), 4TOObl BbIOpaTb HYXHbLIN ann c

koHdurypaumen Ha T[IK. [Oanee,

nocre Bblbopa Heobxoammoro danna

HaxxmuTe kHonky Upload (3arpy3autb). ®ainn JormkeH UMeTb paclumpeHue .cfg
Ecnu y Bac ectb obpa3 gucka € HacTpolkamu, TO Bbl MOXeTe
3arpysuTb ero Takke. Obpas 4omkeH NMeTb paclumpeHune dana .img

A Bo Bpemsa 3arpysku danna KoHdurypauum B namsATb

KOMMyTatopa He nepexoguTe Ha apyrue ctpaHuubl WEB uwHTepdelica, He
nepesarpyxante M He OTKMOYaNTE KOMMYyTaTop, MHA4Ye HacTpouku OyayTt
3anncaHbl ¢ owunbkamn, 4YTO MOXEeT MnoBredyb 3a coboi cbom B paboTe
KoMMyTaTopa.
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11.3.10 System reset (Mepe3arpy3ka kKommyTaTopa)

@ hitp://192.168.0.1/ B
1

1 linkup
i disable
[a]

link down

DD~
oD D=
B 0o
~D D=

3 Switch System Reset
E{y System Configuration
~El Basic Information

Serial Information
User Management
Safe Management
SNTP Configuration
Current Configuration
Configuration File
File Upload

System Reset

B Port Configuration
®{1] MAC Binding

B MAC Filter

{1 VLAN Configuration
B{] SNMP Configuration
[
[
[
E

b W

{1 ACL Configuration
(1 QoS Configuration
{1 IP Basic Configuration v

I ARA MonFoirntinn
i< >
il #H100% -

Ha paHHon ctpaHuue WEB unHTepdenica MoOXeT ObiTb NpousBeaeHa
nepesarpyska KommyTtatopa. [Ons  3TOro  Haxmute KHOMKy Reset
(nepesarpyska). B nosiBuBieMcs AnanoroBoM OKHE MOATBepauTe CBOE
nencteme kHonko OK wunm oTMeHUTe ero ¢ nomollbio kHonku Cancel
(oT™meHa).
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11.4 Port configuration (KoHcdurypupoBaHue nopToB)

11.4.1 Common configuration (ba3oBas kOHdUrypaLmsa nopToB)

Ha aTol cTpaHuubl npeacTtaBneHa MHQoOpMauusa MO Kaxaomy U3
nopToB kKOMMYyTaTopa. [onb3oBaTenb MOXET MEHATb CKOPOCTb, BKIKOYATb WK
OTKMYaTb TOT UMK MHOW NMOPT, NpocMaTpuBaTh 6a30By0 MHOPMaUWIO.

[lns HacCTpoOMKM KOHKpPEeTHOro nopTa HeobGxoaumo BblIOpaTb ero
HasBaHve 13 BblNagatowero cnucka. o ymonyaHuio Bce MOpTbl BKIHOYEHbI
(UP), 4ToGbl BbIKNIOYMTL MNOPT Heobxoaumo BbibpaTb nyHKT DOWN
(BBIKIIOYMTB) Y NPUMEHUTBL U3MEHEHUS KHOMKOW Apply (NPpUHATB).

Takum e obpa3oM BbLIOMpaeTCa W 3HAYEHUA CKOPOCTM Ans
BblbpaHHoro noprta. Ecnm agna  kakoro-nmbo nopta BbiGpate Full-10
(Ckopocmb nepedayu 10 M6um/c, dynnekc), TO NOPT NEPEKMIOUNTCS B PEXNM
yBENUYEHNs JanbHOCTU Nepefaymn curHanos oo 250M. Takke nopTel MaTpuLbl
CMOCOOHbI aBTOMaTU4YECKN NEPEXOAUTb B ITOT PEXMM MpU MOOKIOYEHUM K
nnHum gnvHon 100-250Mm, obmeH aaHHbIMKM nNoaaepxuBaetcst Tonbko ¢ Uplink
noptamu.

Bce nsmeHeHns HeobxoamMMo coxpaHaTb KHonkon Apply (MpuHATL).

KHonka Refresh (06HOBWTL) OBHOBUT 3HaYEHUSA HACTPOEK Ans NOPTOB
Ha JaHHOW CTpaHuLe.

(G| © rep//1921680.1/ B e | & switch
2 4 6 8 10 12 14 15 18 20 22 24 &l ik
OO0 aoo0a aoon -:;I::ab!‘-;
OO 00 a0t aoon a8 3
13 5 7 8 11 13 15 17 18 21 23 25 26 [ link down
. ~ ~
2 Switch Port Configuration/Show
# (1 System Configuration
=3 Port Configurati ‘pon; | mndex: UHPnrtType:lJnknownHMAc Annress:ﬂnm.aunﬂ.ﬂom"Descripu’on:‘
~El Common Configuratio
~B) Port Statistics [state: | |[set Rate: [ [rorotezotiare v
Flow Conirol Refresh Apply Help
Broadcast Storm
- Port Ratelimit Port Name Admin State Oper State Bandwidth VLAN Mode Default VLAN
Protected Port gelit Up Down Unknown Access 1
Learn Limit geli2 Up Down Unknown Access 1
L Port Trunking geli3 Up Down Unknown Access 1
I Mirror gelid Up Down Unknown Access 1
DDM gells Up Down Unknown Access 1
®(] MAC Binding gells Up Up Full-1000 Mbps Access 1
¥ MAC Filter geli™ Up Down Unknown Access 1
B VLAN C gelis Up Down Unknown Access 1
| &1 s Contig ga11ft190 5,3 gnwn ﬂninuwn 2c:ess 1
®C1 ACL Cor ge P own nknown cCess
gel/11 Up Down Unknown Access 1
# {1 QOS Confi v
i o gel/12 Up Down Unknown Access 1 v
> gel/13 Up Down Unknown Access 1
I #100% ~
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11.4.2 Port statistics (CtaTuctuka paboTbl NOPTOB)

D - B S| & swich

2 4 & & 10 12 14 16 18 20 2 M O ik
OO0 a0 adoh -;;iu_;
OO0 o0 oooo 860 -
13§ 7 8 11 13 15 17 19 2 23 25 2% 1 link down
. N A
&) SiEn Port Statistics Information
{1 System C
3 Port Configuration Port:
Common Configuratio
~E] Port Statistics [Port Statistics Information
Flow Caontrol Received Total Bytes 0 Received Unicast Packets 0
“B) Broadeast Storm (finOctets) Num (finUcastPkts)
Port Ratelimit Received Non-Unicast 0 Received Discard Packets 0
Protected Port Packets Num (ifinNUcastPkts) [Num (ifinDiscards)
. rotected Por
Leam Limit Received Error Packets Num || pachawed Unkonwn Protocol |
~Bl Port Trunking (finErrors) [lifinunknownProtos)
I Mirror Send Total Bytes 0 Send Unicast Packets Num 0
~E] DDM Information (ifOutOctets) lifoutUcastPkts)
{1 MAC Binding Send Non-Unicast Packets | o ~ Send Discard Packets Num | ¢
1 MAC Fit [Num (ifOutNUCcastPkts) lifoutDiscards)
ilter
Send Error Packets Num
I {1 VLAN Configuration o| limouEmors 0
SNMP Cenfiguration
(_:‘ # Refresh Help v
< >
#100% ~

Ha aTton cTtpaHuue npeacraBneHa cBogHasa MHdopmauusa no pabore
noptoB. [ns Bbibopa KOHKPETHOrO MOpTa BOCMOMb3YMTEChb BbiNagaroLem
mMeHio Port (nopt). B Tabnuue Hwke oT0bpasvTca BCSA  AOOCTynNHas
WHopmauns:

- Received Total Bytes (konnyecTBo NpUHATLIX GawnT);
- Received Non-Unicast Packets Num (KONM4YecTBO NPUHATBIX «HE

Unicast» nakeTos);

- Received Error Packets Num (KONM4eCTBO MPUHATBIX MAKETOB C
owmnbkon);

- Send Total Bytes (konn4ecTBo OTNpaBneHHbIX 6anT);

- Send Non-Unicast Packets Num (KkonMyecTBOo OTMpaBnEHHbIX «He

Unicast» nakeTog);

- Send Error Packets Num (konu4ecTBO OTMNpaBMeHHbIX C OwwnbKon
nakeToB);
- Received Unicast Packets Num (konmyectBOo nony4deHHbIX Unicast

nakeToB);
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- Received Discard Packets Num (konnyecTBo «OpOMHYTbIX» MakeToB
npv Nony4yeHunn);

- Received Unknown Protocol Packets Num (Konv4ecTBO MOMyYeHHbIX
NakeToB C HEM3BECTHbLIM NPOTOKONIOM Nepeaayn);

- Send Unicast Packets Num (konmMyecTBO oOTnpaBrieHHbIX Unicast
nakeToB);

- Send Discard Packets Num (konmnyectBo OoTOpachiBaeMbiX NakeToOB

npw oTnpaeke).

11.4.3 Flow Control (ynpaBneHue noTOKOM Afifl NOPTOB)

HdaHHas cTpaHuua nossondeTt HacTtpauBaTb (yHkumio Flow Control
(ynpaBneHue NOTOKOM) Ansi KOHKPETHOro nopTa.

Ytobbl BkMOUMTE  unu  otkmoumtb  Flow  Control  Bbibepute
KOHKPETHbIN MOPT M3 BbiNagatoLwwero MeHio, a 3atem coctosHne ON (BKM) mnm
OFF (BblIkn.)

[aHHaa HacTponka MOXeT BbINOMHATLCA Afs OTnpaBkM W Ans
nonyyYeHns nNakeTos.

Bce nsmeHeHua noaresepxgarotca kHonkon Apply (MpuHATB).

@ hitp://192.168.0.1/ D~ 22| S switch
2 4 € 8 10 12 14 18 18 20 22 24 -
noon ocooo naon ] ke
OO0 d o000 oo 008 O link down
1 3 5 T 9 1M 13 15 7 139 21 23 25 26
~
‘3 Switch Flow Control
{7 System Configuration
=H23 Port Configuration Port:
Common Configuratio
Port Statistics [ Flowcontral I
Flow Control
Broadcast Storm Refresh Apply Help
(e = Port Name Flow Control State
Protected Port el oF
Learn Limit gell2 oF
Port Trunking s oF
I Mirror gelld OF
DDM Information gells Off
#{] MAC Binding gell6 Off
B MAC Filter gelll Off
{7 VLAN Configuration gel/s Off
| ©C3 SNMP Configuration ¥ e1/9 off
< > ge1/0 Off
http://192.168.0.1/fs/doc/protected FlowControl html #100% -
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11.4.4 Broadcast storm control (ynpaBneHue 3awmTon ot Broadcast storm)

(Gl & http://192.168.0.1/ £~ B | 2 swich
2 4 6 B 10 12 14 16 18 20 22 24 & link
OO0 adadad dodh .z;z;abll';
OO0 0 aoo0o Oooo G000 3
13 5 7 9 11 13 15 17 19 21 23 25 26 1 link down
. ~ ~
3 Switch Broadcast Storm Control
*{] System Configuration
-3 Port Configuration Port:
Common Configuratio
Port Statistics Broadcast Suppression Broadcast Ratelimit o (1-1024000 kbps)
Flow Control Multicast Suppression Multicast Ratelimit 0 (1-1024000 kbps)
Broadcast Storm
Port Ratelimit DLF Suppression DLF Ratelimit o (1-1024000 kbps)
~El Protected Port Refresh| Apply Help
Learn Limit Port Broadcast || Broadcast Ratelimit Mullicast || Multicast Ratelimit DLF DLF Ratelimit
ort Trunkin Name Suppression (kbps) Suppression (kbps) Suppression (kbps)
Port Trunking
i Mirror gel Off 64 Off 64 Qff 64
DDM Information ge1i2 Off 64 Off 64 Off 64
*{_] MAC Binding gel/d Off 64 Off 64 Off 64
5] MAC Filter gelid Off 64 Off 64 Off 64
5] VLAN Cor : geli5 OF 64 Off 54 Off 54
| *_] SNMP Configuration v gel/6 Off 64 Off 64 Off 64
< > gelil Off 64 Off 64 Off 64 ©
H100% -

Ha gaHHOM CcTpaHuMLe HaXOAsTCst HACTPOMKM, MO3BONSAIOLLME BKIIOYNTD
WUNN  BBIKMIOYUTD  3alUMTY OT BRMSAHMSA  LUMpoKoBewaTenbHblix  (Multicast)
naketoB n DLF nakeToB Ha nepegaBaeMblin/nonyyaemMblin Tpaduk.

B Bbinagatowem cnvcke PORT (nopT) BbiIbepute HEOOXOAMMbI NOPT,
BkMounTe mnn Bolkmouute (ON unu OFF) 3awuTy Ons KOHKpeTHoro Buaa
naketoB Broadcast, Multicast nnu DLF. Takke MOXHO 3agaTb CKOPOCTb B
Kbut/c ons koHkpeTHoro Buaa naketoB. DLF m Multicast ckopocTu OOmKHbI
ObITb OAMHAKOBLIMMU.

Refresh — 06HOBUTb 3HaYeHUsA ANt OOHOBNSAEMbIX MOJIen

Apply — NpYHATE HACTPONKMK.
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11.4.5 Port Rate Limit (OrpaHM4eHMe NPONyCKHOM CNOCOGHOCTU Ha
noprax)

& hitp://192.168.0.1/ L~ 82| & switch

A linkup
L LI L @ disable

1 link down

3 Switch Port Rate Limit
*{1 System Configuration

=13 Port Configuration Port:
Common Configuratio
Port Statistics Send Packets Rate Control Kkbps (1-1024000) Cancel | {Cancel Send Packets Rate Control)
Flow Control Receive Packets Rate Control kbps (1-1024000) Cancel (Cancel Receive Packets Rate Control)
Broadcast Storm
Port Ratelimit Refresh Apply Help
Protected Port

Learn Limit

Port Trunking

Mirror

DDM Information

*{1 MAC Binding

2] MAC Filter

*{_1 VLAN Configuration

#(] SNMP Configuration
< >

Port Name H Send Packets Rate H Receive Packets Rate

Control (kbps) Control (kbps)

(o (9 () (9 () (9 () (0% () (i

®100% ~

Ha paHHOW CcTpaHuue MOXHO T[MBKO orpaHuumBaTb CKOPOCTb
npvema/nepegayn naketoB Ha BblibpaHHOM nopTe. [ng atoro Beibepute NopT
B BbiNagawwem cnvucke PORT, a 3atem ykaxuTte 3HadyeHune B Kbut/c ans
ckopocTu nepefayvn gaHHbix (Send Packets Rate Control) n ansa ckopocTtu
npuema gaHHbiX (Receive Packets Rate Control).

[ns npyMeHeHna HacTpoeK HaxxmuTe KHonky Apply (NpyHATL).
[na oTMeHbl orpaHnyYeHns NPoMyckHON CNOCOBHOCTM HaxmMuTe KHomKy Cancel

(oTmeHa).

Refresh — 06HOBUTb 3HaYeHNNA A1t OOHOBNSAEMbIX MOsiemn
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11.4.6 Protected Port (3awuTta nopToB)

Bl 2 hip://192.168.0/

£ - 2a | & swich

2 4 6 B 10 12 14 16 18 20 2 24 i
A A0 AAAA ANAA ot
Ooa0 oo aooo 8o -
i3 5 7 8 1 42 15 47 18 21 23 25 26 1 link down
~
‘3 Switch Protected Port
{7 System Configuration
B3 Port ZafreeieT Port Name Is Protected Port
Commen Configuratio g gelnt No
Port Statistics =] geli2 No
Flow Control | geli3 No
Broadcast Storm ] gelid No
Port Ratelimit ] Ge /s No
Protected Port W] 9ol No
Learn Limit
Port Trunking = gell? No
I Mirror O gel/s No
DOM Information B geli9 No
E{] MAC Binding | ge1/10 No
E{] MAC Filter ] gel/11 No
E{] VLAN Configuration 0 ge1/12 No
Il =1 snmP Configuraion ¥ 0 a3 No
< > [ PRTY] M, :
®100% ~
Ha paHHO cTpaHuue MOXHO BblGpaTb MOPT, KOTOpbIi 6ygeT

M30MMPOBaH OT APYruX.

MSOHMPOBaHHbIIZ NnopT HE MOXET oOMeHMBaTbCA AaHHLIMU C apyrmmm

M30TIMPOBAHHBIMU NOPTaMW.

M3onvMpoBaHHbI NOPT MOXET OOMEHMBATbCA [AaHHbIMW TOMbKO C
HEM30MMpPOBaHHbIM NOPTOM/NOpPTaMMm.

Protected Port — nsonuposatb nopT

Unprotected Port — cHATb n3onsumo noprta

Refresh — 06HOBUTb 3HaYeHNNA A1t OOHOBNSAEMbIX MOsiemn
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11.4.7 Learn limit (OrpaHn4yeHne MmakcumanbHoro konumyectsa MAC ans
paboTbI)

Ha paHHow cTpaHuue WEB nHTepdenca npeactaBneHa BO3MOXHOCTb
ynpaBneHna MakcumarnbHbiM kKonndectBom MAC agpecoB, C KOTOpPbIMU
cnocobeH paboTaTb nopt. Mo ymonyaHuio aTo 3Ha4eHme paBHo 8191.

[Ona unameHeHnss 3TOro 3HadeHus BbibepuTe NOPT B BbiNagawoLllem
MeHto Port (nopT), a 3aTtem B cTpoke MAC Address Num Able to Learn (makc.
konnyectso MAC agpecoB) yKaXute CBOE 3Ha4eHue.

[N NpUMEHEHNA HacTpPOeK UCMoSb3yinTe KHOoMKy Apply (MPUHATD),

Ons oTmeHbl — Cancel Limit (OTMEHUTb MUMKT).

S S hitp://192.168.0.1/ D~ B¢ | S switch
2 4 6 8 10 12 14 16 18 20 22 24 . link
Ooada oo d Adhh .‘;';au“';
Oood adood oddd 6860 -
1.3 5 7 8 11 13 15 17 19 21 23 25 26 1 link down
" ) A
K Switch Learn Limit
[¥{] System Configuration
[=“3 Port Configuration Port:
Common Configuration
Port Statistics MAC Address Num Able ToLeams0  |f0-8191)
Flow Control
E——— Refresh Apply Cancel Limit Help
roagcasl lorm
‘B Port Ratelimit Port Name MAC Address Num Able To Learn
‘B Protected Port gel/l 8191
‘B Learn Limit gels2 8191
‘Bl Port Trunking gel/3 8191
Mirror gelld 8191
DDM Information gel/s 8191
[F1 MAC Binding gelis 8191
(0 MAC Filter gelil 8191
IEJ'CI VLAN Configuration gel/d 8191
] SNMP Configuration ge1i9 8191
= 5 gel/i0 5191 b4
H100% ~

53



11.4.8 Port trunking (KoHdmrypupoBaHue trunk’oB)

2 hitp+//182.168.0.1

& Switch

w w2

[s=N -]

Oooo 6868
= 2

womoaom

DO~
DD~
- 3-X
~-DD=
D=
oo
spDz|o
E- -1

&3 Switch Port Trunkin nfiguratior
®(] System Configuration
3 Port Configuration Trunk Group ID Trunk Method Able Config Port Member Port
E) Common Configuratic
] Port Statistics
) Fiow Control
Bl Broadcast Storm
Bl Port Ratelimit
B Protected Port
B Leamn Limit
Bl Port Trunking
I B Murror o
&) DDM Information Set Trunk Method
#J MAC Binding
#1C] MAC Filter
%] VLAN Configuration
| ®23 sHMP Configuration ¥
P, ) anL/2e

Create Trunk Group

Member Por =

Unmember Port <=

Delete trunk Group

V]

H100% -

Ha gaHHOM cTpaHuue npeacTaBneHbl HAaCTPOMKM AN KOHdUrypauum
Trunk nopTos.

Bbl MoxeTe 06beaAnHATL UX B TPYNMbI (arpernpoBaHne), HasHavaTtb |ID
Ans nopTa, MeHATb cnocob Beibopa Trunk u 4.

Ytobbl cosgatb trunk And nopta MU U3MEHWTb CYLLECTBYHOLLMWIA
Heobxoammo BeibpaTth ID oT 1 go 3. Ytobbl cosgaTh trunk rpynny Bbibepute
COOTBETCTBYIOLWUA MAEHTUMUKATOP U Haxmute kHormky Trunk ID Settings
(Hactpovika ID pgna trunk). [Ons HacTpomkm MeToda TpaHKUHra MopToB
BblbepuTe U3 BbiNnagawoLwwero Crnvcka HeobXoOuUMbIA U HaXMWUTE Ha KHOMKY
Polymerization Settings.

Ona ypnaneHusa cywecTBytowen rpynnbl trunk MCNonb3ynTe KHOMKY
Delete trunk group (yaanutb trunk rpynny).

B npouecce HacTponku, No KpawmHen mepe oauH trunk OormkeH ObiTb
ycTaHoBmneH, 4tobbl Polymerization Settings BcTynunu B cuny. BbibpaHHble
MeToabl co3faHusa Trunk’oB NPUMEHSOTCA KO BCEM rpynnam.

KommyTatop nossonsetr wucnonb3oBaTb TpU MeToda CO34aHus
trunk’os:

- MeTog, ocHoBaHHbIN Ha ncxogHom MAC agpece;
- MeTog, ocHoBaHHbI Ha MAC agpece HasHa4yeHus;
- MeTopg, ocHOBaHHbLIN Kak Ha ncxogHom MAC, Tak n Ha MAC agpece

HasHa4veHus.

KommyTatop nogaepxumsaetr Makcumym 3 rpynnbl trunk’os. Trunkl u
Trunk2 He MoryT cosgaBaTb trunk u3 rMrabutHbix noptoB. Trunk3 MoOXeT
o6beanHATbL MakcumMyM 2 rMrabuTtHblix nopta. MeTton arpervpoBaHus 06LMI
ans Bcex trunk’os.
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11.4.9 Mirror (3epkanupoBaHue NOPTOB)

Ha paHHOW  cTpaHuue  npeacTaBrieHbl  BO3MOXHOCTM  ANS
3epkanupoBaHusa (mirroring) noptoB. Bbibupaetca oguH nopt (Mirror Port)
KoTopbln Byaetr pybnuposaTb TpaduKk Apyrux MOPTOB, YKa3aHHbIX B
HaCTpoOWKax 3epKanmpoBaHus.

Bbibepute nopT (nopT-3epkano), KoTtopbin OyaeT AybnvpoBaTtb
Tpaduk apyrux nopTos;

- Bbibepute nopthl, Tpaduk koTopbIX ByaeT oybnvpoBaTbCst Ha MOpPT-
3epkano;

- Bbibepute, kaknme mmeHHO nakeTbl OygoyT AybnupoBaTbCcA Ha MOpPT-
3epkano B Bbinagawowem MeHw Mirror Direction (RECEIVE -
nornydaemole naketol, TRANSMIT — oTnpaBnsemble naketsl, BOTH —
nonyyaemsie n otnpasnsemMsle naketsl, NOT_RECEIVE — oTmeHsieT
aybnvposaHue nonyyaembix nakeToB Ha nopT-3epkarno,
NOT_TRANSMIT — oTmeHsieT aybnupoBaHue oTnpasnsieMbiX NakeToB
Ha nopT-3epkano, NEITHER — oTmeHsieT gybnuposaHune kakmx nmbo
nakeToB Ha NopT-3epKaro);

- PesynbtaTbl 6yayT oToGpaxeHbl B none Mirror Config Info

Gdll © hitp://192.168.0.1/ L2~ B | & switch
2z 4 8 8 10 12 14 18 18 20 22 24 ﬂ link
OooO0 OO0 d a0 n .!;;ib'l’;
OO0 0 D0 d oo 0 G068 "
1 3 5 7 ® 11 13 15 47 18 2 2 25 26 1 link down
A A
‘ Switch Port Mirror Configuration
B (] System Configuration
=43 Port Configuration Mirror Port Able Config Mirrored Ports || Mirror Direction Mirror Config Info
B Commen Configuratio Eei/l
B Port Statistics :ei-g A
[ Flow Control e
B Broadcast Storm gel.g
: et
B Port Ratelimit .
B Protected Port 2e1/8
L= . £1/9
[ Learn Limit i/l
B Port Trunking ze1/11
i gel/12
B DDM Information (Mirror port name like: ge1/1) [ -.1/14
(] MAC Binding :Ei :;
ge1/
E{] MAC Filter ce1/17
{1 VLAN Configuration £e1/18
fl y v ze1/19
®{] SNMP Configuration 201720 v
< > ge1/21
#100% -
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11.4.10 DDM Information (MHdopmMauma o noaknYEHHbIX SFP moaynsax)

Ha pgaHHom cTtpaHnue WEB  wuHTepdbeiica  npeacrtaBneHa
anarHoctuyeckas nHcpopmauus, KOTOPYIO ~ MOXHO  Mony4Yntb  OT
yCTaHoBMeHHoro moaynst SFP, nogaepxusatowero pyHkumto DDM.

3 Managed Switch DDM Information
#{] Industrial Switch Monitoring
(] System Configuration Interface ge1/9:
=13 Port Configuration
[ Common Configuration
@ Port Statistics Interface gel/10:
2 Flow Control
8 Broadcast Storm
2 Port Ratelimit
2 Protected Port
B Leam Limit
[ Port Trunking
B Mirror
[£) DDM Information
] MAC Binding
B MAC Fiter
(] VLAN Configuration
E{] SNMP Configuration
B ACL Configuration
(] QOS Configuration
(] |P Basic Configuration
E{] AAA Configuration
E{_] MSTP Configuration
&1 IGMP SNOOPING Configuration
(] GMRP Configuration
B EAPS Configuration
E{] RMON Configuration
(] Cluster Management
E{] ERPS Configuration
{7 Log Management

The interface gel/9 hasn't optical module.

The interface gel/10 hasn't optical module.

11.5 MAC binding (npuBsaska MAC aapeca)
11.5.1 MAC binding configuration (Hactponka npuBssku MAC agpecoB)

JdaHHaa cTpaHuua npegocTaBnseT BO3MOXHOCTb npuBAskM MAC
agpeca k nopty (MAC Adress) nnm k VLAN (VLAN ID).

Bce wu3meHeHns Ha cTpaHuue noaTBepxgalTcs KHomnkom Apply
(MpuHATBE), ecnn NpMBA3KY HEOBXO0OUMO yAanuTb UCMOnb3ynTe KHomMKy Delete
(Ypanutb), kHomka Select all (BbiGpaTb BCe) NO3BONUT yAanuTb cpasy BCe
NPUBS3KN, HACTPOEHHbIE paHee.
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& http://192.168.0.1/

2 - 82| & switch
2 4 6 8 10 12 14 16 18 20 22 24 -
OO0 oA aaan ::’m
OO an 0Oooo o0 a8 -
13 5 7 9 11 13 45 47 18 24 23 25 26 1 link down
A~
‘N Switch MAC Bind Configuration
{1 System Configuration '
#{_] Port Configuration Port:
3 MAC Binding
LS B‘"qu ez MAC Address | | wvianID[o |
MAC Auto Binding
{0 MAC Filter (MAC Address Format: HHHH.HHHH.HHHH)
{1 VLAN Configuration
1 SNMP Configuration O MAC Address I VLAN D |
{1 ACL Configuration
21 QOS Configuration [ Refresh| | Selectal | | Apply | | Delete | | Help |
{1 IP Basic Configuration
{1 AAA Configuration
|| ®(3 MSTP Configuration
{3 IGMP SNOOPING Confi
{1 GMRP Configuration
| (1 EAPS Configuration
< >
#100% -

11.5.2 MAC Auto Bind (ABToMmaTtuyeckasa npusaska MAC agpecoB)

2 hitp://192.168.0.1/

12 20 22 24

2 4 & % .

A AN AAAND AAA N ::;!"“!’
isable

Oo0D ca0o0 oooo o9 :

13 5 7 8 11 413 15 47 45 24 23 25 26 1 link down

‘A Switch

{3 System Configuration
{1 Port Configuration

4 MAC Binding

. & MAC Binding Configu
MAC Auto Binding
{3 MAC Fitter

{2 VLAN Configuration

{1 SNMP Configuration

{3 ACL Configuration

{1 QOS Configuration

{1 IP Basic Configuration
{0 AAA Configuration

|| ®(3 MSTP Configuration

{1 IGMP SNOOPING Confi
{0 GMRP Configuration

(1 EAPS Configuration

< >

MAC Auto Bind

(The list will display the MAC addresses and VLAN ID that the port has dynamically learned. You can select one or more items and
then press apply to bind those mac addresses to that port.)

MAC Address I VLAN ID

| Refresn| [ selectal | [ Apply | [ Hep |

H100% ~

Ha paHHOM cTpaHuue Haxogdatcsi OaHHble 00 aBToMaTMYeCcKon
npusaske MAC agpecos k noptaM. [NokaszaHa agnHamuyeckas npmesaska MAC
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agpecos k noptam (MAC koTopble 6binv 3aHeceHbl B Tabnuuy MAC agpecos
KommyTartopa), a Takke K VLAN oTHOCcAWMMCS K 3TUM noptam. Bbl moxeTte
BblOpaTb OAHY W3 [AUHAMWYECKUX TMPUBA3OK WM KOHBEPTUPOBATbL e€e B
NOCTOSIHHYIO NpMBA3KY (Static binding).

Bce HacTponku Ha gaHHON cTpaHuLue NoATBepxaAalTca KHomnkon Apply
(MpuHATL), ecnn 3anncb HeobxoAMMO yaanuTb UCMNONb3ymTe KHOMKy Delete
(Ymanutb), kHonka Select all (BbiGpaTb BCe) NO3BONUT yAanuTb cpasy BCe
3anucu.

11.6 MAC Filter (dbunbTp MAC agpecoB)

11.6.1 MAC Filter Configuration (HacTtpownka ¢punbtpa MAC agpecoB)

L EI)| © hip/a021680./ 2 ¢ || @ switch
2 4 13 8 10 12 14 16 @ 20 22 24 -
QAN AAOA AAAA i
OO0 agood oddd o8 -
i3 5 7 8 i1 138 45 41 18 2 2 25 26 01 link down
~
3 Switch MAC Filter Configuration
B System Configuration
(2] Port Configuration Frm
{1 MAC Binding
ket e — 7T —
MAC Filter Configurat
~El MAC Auto Filter (MAC Address Format: HHHH.HHHH.HHHH)
B VLAN Configuration
I #1{] SNMP Configuration C MAC Address Il VLANID ]
{1 ACL Configuration
| = QoS Configuration Refresh| Select-all Apply Delete Help
Il #(3 IP Basic Configuration
(] AAA Configuration
B MSTP Configuration
#{] IGMP SNOOPING Confi
(] GMRP Configuration
E(] EAPS Configuration
< >
H100% ~

HacTtpolikn Ha aToM cTpaHuue no3BonslT dunbTpaumio MAC
agpecos ansa noptoB. 3anucu ¢ MAC agpecamum Ha 9TOM CTpaHuue
ucnonb3ytotcsa Ans sxoaa B punetp MAC agpecos, a VLAN ID ucnonb3yeTtcs
anga punbTpauun MAC agpeca cootseTcTBytoLlen VLAN.

Bce HacTponku Ha gaHHOM cTpaHuLue NoATBepXAalTcsa KHomnkon Apply
(MpuHATE), ecnn 3anncb Heo6XxoAMMO yAanuTb UCMONb3ymTe KHOMKy Delete
(Ypanutb), kHonka Select all (BeiGpaTb BCe) NO3BONUT yaanuTb cpasy Bce
3anucu.
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11.6.2 MAC Auto Filter (ABTomaTn4eckun counbTp MAC agpecoB)

LY & hitp:/192.168.01/ =

|| @ switch

2 4 6 8 10 12 14 16 18 20 22 M )
Coo0 AoAn AdAn e
DOAD AAOG AA0n o0 e
13 5 1 8 11 13 15 17T 15 21 2 25 26 1 link down

~

‘N Switch MAC Auto Filter

B System Configuration

B0 Port Configuration .

(] MAC Binding
E13 MAC Fiter
8 MAC Filter Configurat

(The list will display the MAC addresses and VLAN ID that the port has dynamically learned. You can select one or more items and
then press apply to filter those mac addresses from that port.)

[ MAC Auto Filter | WAC Address I VIANTD
EH] VLAN Configuration
{1 SNMP Configuration Refresn Select-all Apply Help

={_1 ACL Configuration

{1 QOS Configuration

B IP Basic Configuration
E{] AAA Configuration

B MSTP Configuration

(] IGMP SNOOPING Confi
B GMRP Configuration

#(] EAPS Configuration ¥

£ >

£100% ~

3aecb npefcTaBneHbl gaHHble 06 aBTomaTtmyeckon koHsepcun MAC
afpecos.

MokasaHa guHamwunyeckas npueaska MAC agpecoB k noptam (MAC
KoTopble Oblnn 3aHeceHbl B Tabnuuy MAC agpecoB KOMMyTaTopa), a Takke K
VLAN OTHOCALIMMCS K 3TUM MopTaMm.

Bbl mMoxeTe BblibpaTb OOHY W MNPMBA3OK U KOHBEPTUPOBaTb €€ B
NOCTOSIHHYIO NpMBA3KY (static binding) ansa dunstpa MAC agpecos.

Bce HacTponku Ha gaHHOW cTpaHuLue NoAaTBepxaatlTcsa kHomnkon Apply
(MpuHATL), ecnn 3anncb HeobGXO0AMMO yAanuTb UCNONb3ymTe KHOMKy Delete
(Ypanutb), kHonka Select all (BbibpaTb BCe) MO3BONMT ydanuTb cpasy Bce
3anvcm.
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11.7 VLAN Configuration (Hactponka VLAN)
11.7.1 VLAN Information (vHcpopmauumsa o VLAN)

Ha aTton cTpaHuue npegctaeBneHa MHGOPMaUus O CYLECTBYHOLLNX
VLAN. [aHHble npegocTaBneHbl TONMbKO AOfs YTEHUS U He MOryT ObITb
M3MEHEHbI.

WHdopmauma o Tekywen koHdpurypaumm VLAN BbiOupaeTca B
BbiNagatroLLeM MEHIO B NEBOM BEPXHEM YrNy U BKMYaeT B cebsi:

v VID (VLAN ID);

v VLAN Name (Umsi VLAN);

v/ State (COCTOsIHUE aKTUBHOE UM HEAKTUBHOE);
v

Port member (nopTbl — yyactHukn VLAN, MoryT BknoyaTb B cebsi Kak

TerMpoBaHHble NopThl (t) U HeTermpoBaHHbIe (U)).

Cll B http://192.168.0.1/ R~ B | & switch
2 4 & & 10 12 14 16 18 20 22 24 & ik
OO0 0 AAA0 AbAn 5 gy
Odaod oo doddd 0860
i3 5 7 5 i1 13 15 47 18 21 I 25 2 0 link down
N ~
3 Switch VLAN Information
{1 System Configuration ~ N
(Note: The drop-down box displays all current VLANS. The list Displays up to 30 VLANS. If you select a VLAN in the drop-down box, the
1 Port Configuration list will show all VLANS greater than the selected VLAN but not more than 30 VLANs.)
1 MAC Bindin (t=tagged member, u=untagged member)
¢ vianl v
{1 MAC Filter

VID VLAN Name State Port Member

[ulge /1 [ulge/2 [ulget/3 [ulge1/4 [ulge /5 [ulgel/6 [ulget/T [ulget/a (]
9e /9 [ulge /10 [ulge/11 [ulge1/12 [ulge/13 [ulge1/14 [ulge1/15 [ulgel/16
[ulge /17 [ulged/18 [ulget/ 1 [ulgel/20 [ulgel/21 [u]ge1/22 [ulgeli23 [u]
loe /24 [ulge/25 [ulge /26

‘3 VLAN Ci
B VLAN Information
-8l VLAN Configuration
B VLAN Port Configurat
(3 SNMP Configuration
{1 ACL Configuration
{1 QOS Configuration
{2 IP Basic Configuration
{1 AAA Configuration
{3 MSTP Configuration
{21 IGMP SNOOPING Confi
{1 GMRP Configuration
< >

1 vian1 active

Refresh) Help

H100% =~
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11.7.2 Static VLAN Configuration (Hactpomnka VLAN)

LY © reipi/1921680.1 2 ¢ | & switch
2 4 6 8 10 1z 11 @ W 2 2 -
OOA0 A0 AO0An .:"k:
DOOA AAadn O oo o6 Sane
13 5 7 EREETICEIRT] 7 19 21 22 25 26 & link down
" & A~
3 Switch Static VLAN Configuration
g sy‘r:‘;mp [vip |VLAN Name |
o
(1 MAC Binding L J[r2zat |
[ MAC Filter vlanl

‘3 VLAN Configuration
"B VLAN Information
~E VLAN Configuration

*B) VLAN Port Configurat
{1 SNMP Configuration
{1 ACL Configuration

{2 QoS Configuration

(3 IP Basic Configuration
{1 AAA Configuration
{2 MSTP Configuration
(3 IGMP SNOOPING Confi
{1 GMRP Configuration
<
http://192.168.0.1/fs/doc/protectad /NlanStatic.html #100% ~

v

Ha aton ctpaHuue Bbl MoxeTe co3gaTtb VLAN. [na atoro 3apavite
VLAN ID B ctpoke VID (or 2 po 4094, 3HavyeHue 1 3ape3epBMpOBaHO
CUCTEMON).

Mmsa B ctpoke VLAN Name 3agaeTcss aBTOMaTU4eckn n 3aBUCUT OT
VLAN ID. Ona noateBepxaeHus co3gaHus VLAN Haxmwute kHOnky Apply
(MpuHATL).

B tekctoBom none nosisutcs cosgaHHas VLAN (VLAN ID+ VLAN
Name). VLAN1 Henb3ss U3MEHUTb WAM  yOanuTb, [OaHHOEe  UMS
3ape3epBMpOBaHO CUCTEMON.

Ons ypaneHus co3gaHHon paHee VLAN notpebyetcs BbiGpaTh
HY>XHYIO 3anuMcb M3 CNMCKa U Janee HaxaTb kHonky REMOVE (yganuTtb).
3anuck 13 cnncka Takke byaeTt yaaneHa.
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11.7.3 VLAN Port Configuration (KoHndurypaumsa noptos VLAN)

LY & hiip:/192.168.01/ - 2¢ | & switch
2 4 & k) 10 12 14 18 12 20 22 2 -
OOG0 AAO0 AAAn o e
OREE PE0E GERE DT & linkdown
~
= Switch VLAN Port Configuration
{0 System Configuration
B{1 Port Configuration (p=default VLAN member, t=tagged member, u=untagged member)
{3 MAC Binding Port [Mode Current VLAN [Port Members
EBI(] MAC Filter vianl
Ely VLAN Configuration
VLAN Information
H VLAN Configuration
VLAN Port Configurat
B{Z] SNMP Configuralion Default VLAN =>
|| B ACL Configuration
Il =1 aos Configuration tagged =>
B{ IP Basic Configuration wv| |[Access v
i untagged =>
{1 AAA Configuration
{3 MSTP Cenfiguration uniMember ==
{1 IGMP SNOOPING Confi
{1 GMRP Configuration v
< >
H100% ~
Ha aTOon CTpaHuue npencrtaBlieHbl BO3MOXHOCTU no

KOH(urypmposaHuto noptoB ansa VLAN, a Takke NpoCMOTPY pe3yrbTaTos.

OTa cTpaHuua C HacTpokaMu COCTOUT U3 8 YacTei:

- Port (Bbibop nopta);

- Mode (Pexum, B kotopom nopT 6yget pabotate B VLAN. Pexum
Access nogpasymeBaeT, 4TO nopT OydeT nomedeH, kKak untagged
(HeTervpoBaHHbIN) K aBNATbCA yneHom VLAN1, Pexum Hybrid
nogpasymeBaeT, 4to nopT Oyaet aBnATbca yYneHom VLANL u 6yget
nomeyeH, kak untagged (HeTermpoBaHHbI). Pexnm TRUNK
noapasymeBaeT, YTo nopT OyaeT sBnATbca dneHom VLANL u 6ypet
nomeyeH, kak tagged (TermpoBaHHbIN));

- Current VLAN (umsa VLAN. Mo3BonsieT BbIOpaTe OOHY UM HECKONBKO
VLAN, K KOTOpbIM 6yAeT OTHOCMTCS BblOpaHHLIN NOPT);

- Port Members (nopTbl — y4acTHukM VLAN);

- Knonku Default VLAN (go6aeutb 3anmce B VLAN no ymonyaHuio),
tagged => (mobaBuTb NOPT kKaK TEermpoBaHHbIN), untagged =>
(nobaBnTb MOPT Kak HeTerMpoBaHHbIN), unMember <= (yganutb nopT
n3 nons Port Members)
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11.8 SNMP Configuration (Hactponka SNMP npoTtokona
ynpaBneHus)

11.8.1 Community Name (O6wme HacTporku gna SNMP)

2 hitp://192.168.0.1/ D - 8¢ | & switch

10 12 14 18 18 20 22 24 - il
AAAA AAdd _;T""’
isable

oo o6

o0 ano 5
8 11 13 15 17 18 21 23 25 26 1 link down

DD~
«D D=
o O
DD

4 Switch SNMP Community Configuration
B System Configuration
& Port Configuration Item [Community Name [Read/write State
{1 MAC Binding ’—‘ -

FH{] MAC Filter ‘ 1 public ReadOnly active
E{] VLAN Configuration

=3 SNMP Configuration
Community Name
TRAP Target
{1 ACL Configuration
{1 QOS Configuration
B IP Basic Configuration
#{] AAA Configuration
|| ®{1 MSTP Configuration
{1 IGMP SNOOPING Confi
{1 GMRP Configuration
=] EAPS Configuration
< >
http://192.168.0.1fs/doc/protected/SnmpCommunityClg html 100% v

\Refresn\ \ Apply \ \Delete| | Help \

Ha aton cTpaHuue npegcTasneHbl 06LWme HaCTPONKK ANs ynpasreHns
kommyTatopom yepe3 SNMP. Mo ymonyaHuio B kKOMMyTaTope cosfaHa ofHa
3anuck Public ¢ npaBamu Tonbko Ha YTeHue (ReadOnly).

Bcero moxeT ObiTb co3gaHo 8 3anucen. Ecnu npepnonaraetcs
ynpaBnsaTb KOMMyTaTtopom yepe3d SNMP criegyeT cosfaTh 3anucb € Nnpasamu
Ha YteHune/3anuck (Read/Write).
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11.8.2 TRAP Target (HacTtporika TRAP yBeaomneHui)

Sl 2 hitp://192.168.0.1/ & Switch

10 42 14 16 18 20 22 24 - ik
OOt Od0n .;‘“‘;
b0 A0da 606 isabl

M 13 45 17 19 24 2 25 2% 1 link down

3 Switch TRAP Target Configuration
{1 System Configuration
O Port Configuration liem _|[Name |[Transmit IP Address |[SNMP Version State

¥ MAC Binding ElE | ] s ]

{0 MAC Filter
{0 VLAN Configuration
=123 SNMP Configuration
Community Name
2 TRAP Target
(1 ACL Configuration
{1 QOS Configuration
{1 IP Basic Configuration
{1 AAA Configuration
{3 MSTP Cenfiguration
E (] IGMP SNOOPING Confi
{1 GMRP Configuration
{1 EAPS Configuration

< >

| Refresn| [ Apply | [ Delete | | Help |

v

#100% ~

HacTtpolikn Ha paHHOW CTpaHuue NOo3BONSKT CKOHGUIypnpoBaTtb
nonydeHne TRAP coobuieHuii. [Ins aToro Heobxoanmo:

v' Bblbpatb B none Name ums ansi nonyvyeHunss TRAP coobLyeHni;

v' Bbibpatb [P agpec (Transmit IP Address), koTopbii Oyget
ucnone3oBatb TRAP npoTtokor;

v' BblbpaTb Bepcuto SNMP (SNMP Version);

Korga Bce HacTpowku 6yayT npoussBedeHbl YCNEewHO B CTpOke
cocTosiHusA (State) nossutca Active. Tenepb KOMMyTaTop CMOXET nepecbinaTb
TRAP coobLieHus Ha ykasaHHbIn IP agpec.
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11.9 ACL Configuration (Hactpomnka Access Control List)

11.9.1 Standard IP (HacTtpouka ACL ansa IP)

2 ¢ | & switch
1]

' 20 22 M

2 4 € g . link
AOAA AMAA AdAA 0
000 ORAA AQOo 066 ane
1.3 5 7 9 11 13 15 17 19 21 23 25 26 1 link down
)
3 Switch ACL Standard IP Configuration
{1 System Configuration
FIL1 Port Configuration [ACL standard 1P Group Num: [T ]
B MAC Binding
E §
B{] VLAN Configuration
i (e.g.: If input Source IP Address 192.168.1.2, ACL
1 SNMP Configuration want to control 192.168.1.0, then Wildcard should be
EZy ACL Configuration 0.0.0.255)
Standard IP ) a
~E Extended IP ® Dpeny O Permit
| & MACIP [ ]| Group Num | Deny/Permit || Source IP Address || Source Wildcard
Il B macare
ACL Information Refresh Select-all Add Delete Help
ACL Reference
B QOS Configuration
I B{] IP Basic Configuration
{7 AAA Configuration N
< >

®100% ~

3pecb npeacrtaBneHbl  Hactpouikm  ACL  gna  IP mpotokona.
Monb3oBaTtenb MoxeT 3agaTb camoctoATensHo ACL 6a3y ¢ npasunamu ans
IP apgpecoB. CtaHgapTHble MpaBuia KOHTPONWUPYIOT nepeHanpaBneHve
ncxogHbix IP naketos.

Monb3oBaTens MOXeT HacTpamBaTb npasuna, ucxogHeli IP agpec
AOrKeH ObITb ykasaH C MackoW, mMpaBuo MOXeT coBnagaTtb ¢ Habopom IP
appecoB. Kaxpgoe npaBumno [JOMKHO codepXaTtb napaMeTp dunbTpauun:
3anpeTuTb (deny) unu paspewwntsb (allow).

Monb3oBaTtenb MOXeT cos3fjaBaTb Npasuno B rpynne, umsa Ans
npasuna asToMaTuyecku 3agaetca. [lpu yaaneHun ofHOro npasuna
oCTanbHble NpaBuna He U3MEHSIOTCS.

Ons ypaneHns Bcex npasBwn cpasy ucnonb3ymte KHonky Select all
(BbIOpaTh BCe), a 3aTem KHoMKy Delete (yoanuTb).
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11.9.2 Extended IP (PacwwupeHHas HacTpoika ACL npaBun ans IP)

L & rreoi/102.1680.1/ - 2o & switcn
2 4 6 8 10 12 14 16 18 20 22 2 1 o
OG0 AOAG Oaan -:;ab""';
oo d adadad addd o888 -
i3 5 7 8 i1 3 15 7 15 2 23 25 26 [ link down
~ ~
‘N Switch ACL Extended IP Configure
{1 System Configuration
(1 Port Configuration [acL Extended 1P Group Num:[100_v]
{1 MAC Binding
(3 MAC Filter
{3 VLAN Configuration |5uurce P Il | "Soume Wildcard I |
1 SNMP Cenfiguration [pestinationtp__ || | |[pestination wildcard l ]
‘33 ACL Configuration
Standard IP |
Extended IP Protocol Type . A
(| MAC IP tep v
i MAC ARP ]
AL TEEE Source Port o e A [Destination Port eio trens A
E] ACL Refer tpltep) tpltep)
a elerence ftp-data(tep) v ftp-data(tcp) v
0 aos
{3 IP Basic Configuration
ITCP Control Fla;
| {1 AAA Configuration 9 Ofin Osyn Orst Opsh Dack Durg
= v
< > {e.a.: Tf innut TP Address 192.168.1.2. ACI want to control 192.168.1.0. then Wildcard shonld
#100% -

3pecb npeacTaBneHa BO3MOXHOCTb Ans cosfavus ACL npaeun ¢
paclUMpeHHbIMU HacTpolkamu |IP agpecoB. KOHTpoSb Mepechiniku nakeToB
yepes ucxodHbiii IP agpec, agpec HasHayeHusl, TUM MNPOTOKOMa, CryXebHbIN
rnopr.

11.9.3 MAC IP (Hactpownka ACL npaBun ¢ nomouwbio MAC)

3pecb npeactaBneHbl HacTpovikn ACL npasun gns rpynnbel 1P
agpecoB, cBsizaHHbIMM ¢ MAC agpecamu. NpaBuna MoryT ObiTb CO34aHbl Ha
ocHoBe ucxogHoro IP agpeca, ncxogHoro MAC apgpeca, a Takke IP agpeca
HasHayYeHus.

Bce HacTpolikM Ha JaHHOM CTpaHuLe noaTBep)KaatTcsa KHonkon Apply
(MpuHATL), ecnn 3anncb HeobxoouMMO yaanuTb UcMnonb3ynte KHomky Delete
(Ypanutb), kHomka Select all (BbiGpaTb BCe) NO3BONUT yaanuTb cpasy BCe
3anucu.
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2 http://192.168.0.1/

2 4 6 & W0 12 14 16 18 20 22 24 al ik
AaNAan ABAA AAdn A eaih
oo oo O oooo 0088 -
13 5 7 S 11 13 15 17 19 21 33 25 26 1 link down
a (3 . ()
o Switch ACL MAC IP Configure
“{1 System Configuration
#{2] MAG Binding
] MAC Filter
] VLAN Configuration Source MAC Source MAC Wildcard
£ SNMP Configuration Source IP Source IP Wildcard
=3 ACL Cenfiguration P e
S Destination estination ildca
Extended IP IVLAN 1D 0 (0-4094, 0 means all VLAN)
e.g.: If input IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard shoul
MAC 1P ( f i ddi I hen Wildcard should
~[E MAC ARP be 0.0.0.255; MAC Address is the same, MAC Address and MAC Address Wildcard format:
_ HHHH.HHHH.HHHH)
B ACL Information
| “E) ACL Reference ® peny O Permit
*{1 QOS Configuration <
ource ) )
<1 IP Basic Configuration .. || Source Protocol || Source | Source IP ||Destination| Destination
il Q. v ‘ Group Num Deny/Permit (| "y MAC Type P Wildcard P 1P wildcard || YEAN D)
#{] AAA Configuration Wildcard
< > : L - - L .
®100% ~

11.9.4 MAC ARP (Hactpounka ACL npaBun gnsa ARP ¢ nomouwbio MAC

agpecoB)

2 http://192.168.0.1/

B C | @ switch

2 4 & 8 0 12 14 16 18 20 2 20 & ik
AOAan AOAA A0OA -‘;L:;
OO0 ooan aoda 000 3
103 5 7 8 11 13 15 17 18 21 23 25 26 01 link down
" " "
‘A Switch ACL MAC ARP Configure
{1 System Configuration
1 Port Configuration [ACL MAC ARP Group Num:
{1 MAC Binding
O MAC Fitter
1 VLAN Configuration ‘Sender MAC m ‘ HSemler MAC Wildcard Hl H
' SNMP Configuration ‘Sender b3 m ‘ HSemlerIP Wildcard Hl H
‘23 ACL Configuration
Standard IP (e.g.: If input IP Address 192.168.1.2, ACL want to control 192.168.1.0, then Wildcard should
be 0.0.0.255; MAC Address is the same, MAC Address and MAC Address Wildcard format:
. Extended IP HHHH.HHHH.HHHH)
MAC IP . .
B MAC ARP ® Deny J Permit
ACL Information ‘ ” Sender MAC Sender IP
Group Num H Deny/Permit “ Sender MAC ” 7 " Sender IP “ 5
| -8 ACLReference Wildcard Wildcard
) (@2 Eamfiertiam | Refresn| [ selectal | [ Add | [Delete | [ Help |
efres elect-al elete e
| #32 IP Basic Configuration P
{1 AAA Configuration v
< >
#100% -

Ha aton cTtpaHuue npeactasneHsl HacTponkn ACL npasun ana ARP
naketoB ¢ nomouwto MAC agpecoB. [NpaBuna Moryt ObiTb CO34aHbl Ha
ocHoge IP agpeca otnpasutens, MAC agpeca oTnpaBuTens.

Bce HacTponku Ha gaHHOW cTpaHuLue NoATBepxAatlTcsa KHomnkon Apply
(MpuHATL), ecnn 3anncb Heo6XxoAMMO yAanuTb UCMONb3ynTe KHOMKy Delete

67



(Ypanutb), kHonka Select all (BbibpaTb BCe) MO3BOMUT ydanuTb cpasy Bce
3anucum.

11.9.5 ACL Information (Ha6op gerctByrowmnx ACL npaBun)

RN 2 hitp//192.168.0.1/ £ - BC| & switch

link
oo o g linkup
£ it disable
11 13 15 17 19 21 23 25 26 1 link down

A Switch ACL Information
#{] System Configuration
B-{] Port Configuration
#(] MAC Binding
={] MAC Filter
#{] VLAN Configuration
{1 SNMP Configuration
=3 ACL Configuration
~E Standard IP
Extended [P
~B MACIP
~E MAC ARP
ACL Information
| ~E1 ACLReference
#{_] QOS Configuration
{1 IP Basic Configuration
#{] AAA Configuration o
< >

100% ~

Ha gaHHow cTpaHuue oTobpaxeHbl AEVCTBYIOLWME B TEKYLLMIA MOMEHT
ACL npaBuna.

WHdopmauus npeactaBneHa TOMbKO ANA UTEHUSs U MOXeT ObiTb
o6HoBrneHa kHonkol Refresh (06HOBUTD).

11.9.6 ACL reference configuration (Hactponka ACL npaBun)

oo oaon
o000 00

i SW-T2402/L2

) System Configuration = A ACL Govups Fietersaced ACL Groaps
%1 Pont Configuaton

= ) MAC Binding

* 1 MAC Filter

# ) VLAN Configuration

* J SNMP Configuration

53 ACL Conbguration

B Extended IP Ada>
B mac e i Dot «
B macarp
B ACL informaton
B ACL Ruference

1 005 Configantion

*_J IP Basic ConSguration

%1 AMA Configuration

* ) MSTP Configuration

%1 1GMP SNOOPING Configuration

* ) GMRP ConSguration )
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Ha atonm cTpaHuue npeactaBneHbl Hactpoukum ACL npasun gns
dunbTpaumMmM nakeToB, nornyyaembix noptamu. Beibepute nopt, BbiGepute
ALC rpynny 13 cnucka u Haxmute Add=>. [na yganeHus Bbidepute ALC
rpynny u3 cnucka gobaBneHHbIX n HaxmuTe Delete<=.

11.10 QoS Configuration (HacTponka npegoctaBneHus Tpacpumka c
pa3HbIM NPUOPUTETOM)

11.10.1 QoS Apply (HacTporka npuoputeToB Tpaduka AnsA nopToB)

L EI & hiip/102168.0./ £~ 2| e suich
2 4 & 8 10 12 14 16 18 20 22 24 i
AOAA AAAA AAAd k)
oooo 900 9008 ¥% B linkdown
~ ~
N Switch QOS Apply
E{] System Configurati o N
B Port Configuration |Porl: [ v|[[@0S Type: [0 q0s v ||user priority: ‘
(] MAC Binding
E{] MAC Filter Refresh Apply
11 VLAN Configuration Port Name QOS Type User Priority
®{] SNMP Configuration gelll NO Q0S 0
#{] ACL Configuration 3e1i2 NO QOS 0
E43 QOS Configuration gel3 NO QOS 0
QOS Apply gelid NO Q05 0
| QOS Schedule gelis NO Q05 0
| E{] IP Basic Configuration gelie NO Q0S ']
EI{] AAA Configuration geli7 NO Q0S 0
EI{] MSTP Configuration gelid NO QOS 0
E{] IGMP SNOOPING Confi gel/s NO Q0SS 0
#{] GMRP Configuration gel/iD NO Q03 0
© (] EAPS Configuration ¥ gel/id NO Q0S 0
< > geliiz NO QOS 0 N
®100% -

Ha aton cTpaHunue HaxogAaTcss OCHOBHble HacTponku QOS. Bbl MoxeTe
BbIOpaTb NopT B Bbinagatowem mMeHto PORT, 3atem QoS pexum (QOS Type)
ana Hero (Bkn/BbIkI) 1 npuoputeT Tpaduka (User Priority).

Mo ymonyaHunio QOS OTKNIOYEH Ha BCeX NopTax a npuopuTeT Tpaduka
HyneBown.

Bce HacTpounkun Ha JaHHOW CTpaHuLe NOATBEPXAalTCs KHomnkon Apply
(MpuHATB).

Y1066l 06HOBUTL 3HAYEHUS Noner HaxmuTe kHonky Refresh.
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11.10.2 QoS Schedule (HacTtpowka pacnucaHusi npumeHeHus QoS)

Ha oarton cTtpaHnue WEB wuHTepdenca npeacraBneHbl HaCTPOWKU
nossonsoLme NpuMeHaTb QoS npuopuTesaumio Tpaduka no pacnmucaHuio.

Bce HacTponku Ha gaHHON cTpaHuLue NoATBepxaalTca KHomnkon Apply
(NpuHATB).

Y1066l 06HOBUTL 3HAYEeHUS nonewn HaxmmuTe kHonky Refresh.

@ hitp://192.168.0.1/ D~ BC | 2 swich
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3 Switch QOS Schedule
B {1 System Configuration
(] Port Configuration ort:
#{] MAC Binding
B MAC Filter
Q0S Schedule Mode: |TRR v
E{] VLAN Cor ” ‘
{1 SNMP Configuration \Weight of queue 0 (1-127): |0 Weight of queue 1 (1-127): |0
B Qos Apply -
QOS Schedule \Weight of queue 6 (1~127): |0 Weight of queue 7 (1~127): |0
{7 IP Basic Configuration
Refresh) Apply
#{] AAA Configuration
|| ®{1 MSTP Configuration Port ||QOS Schedule|| Weight of || Weight of || Weight of || Weight of || Weight of || Weight of || Weightof || Weight of
M0 IGMP SNOOPING Confi Name M:me queue 0 | queue1 queue 2 gueue 3 queued | queues queue 6 queue 7
{1 GMRP Configuration gelil V\,’PR 1 2 4 & 16 32 64 127
®{7 EAPS Config geli2 WRR 1 2 4 i) 16 32 64 127
= gel/3 WRR 1 2 4 & 16 32 B4 127 A4
< > Tt T 5 m 7S o i =
#100% -
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11.11 IP Basic Configuration (basoBasa HacTpo#mKa IP)

11.11.1 IP Address Configuration (Hactpouka I[P agpeca kommyTaTopa)

@ hiipy//192.168.0.1/

DD~
DD~

- Switch IP Address Configuration
#{] System Config
() Port Configuration Line ltem VLAN 1D 1P Address / Subnet Prefix DHCP Client MAC Address

#{ MAC Binding 1 v 1 192. 168. 0. 3/24 X] Disable Vv 0028.2411.bdf1
#LJ MAC Filter 1 1 192.168.0.1724 Disable 0028.2411.BDF1
#(_] VLAN Configuration
#() SNMP Configuration Refresh Create VLAN Interface Delete VLAN Interface

#{_] ACL Configuration
() QOS Configuration Set IP Address/DHCP Client Delete IP Address Help

=3 IP Basic Configuration
5) 1P Address Configural
B) ARP Configuration an
%) Host Static Router Co

| #(1 AAA Configuration

#(_1 MSTP Configuration

#{_1 IGMP SNOOPING Confi

#{_] GMRP Configuration

< >

#100% ~

[na nameHeHuns IP agpeca:
- yctaHoBuTe Line Item «1», DHCP Client «Disabley;
- BBeguTe HoBbIN agpec B none IP Address/Subnet Prefix (agpec gomkeH
ObITb YHUKANbHBIM N HE AOIMKEH MOBTOPSATLCS);
- Haxmute Set IP Address/DHCP Client (yctaHoBUTbL agpec), cmapsbliii 1P
adpec aemomamuyecku rnnepecmaHem delicmeoeams;
- BbinonHume noemopHsbIili exo0 e WEB uHmepgbelic, ucnonb3ys
HoebIl |IP adpec.
Ons coxpaHeHuss HoBoro I[P agpeca B 3HEProHe3aBWCMMOW MNaMSATU
kKommyTatopa B pasgene 11.3.7 Current Configuration (MpocMoTp TekyLien
KOHUrypauum) CcoxpaHuTe HacTpoOWKM, B MNPOTMBHOM Crnydae Mnpu
nepesarpyske kommyTatopa 6ygeT ycTtaHoBNeH npeabigywnii I[P agpec.

Takke Ha 3TOM CcTpaHuue HaxogaTca HacTponkn VLAN uHTepdenca.
Bol Moxete cosgate VLAN wuHTepdenc, ypanutb €ro, WU3MEHUTb.
CywectBytowme VLAN uHTepdericbl MOryT GbiTb HACTPOEHbI TONbKO €cnu
3ajaHbl ocTanbHble NapaMeTpbl Takme Kak IP agpec, macka, n MAC agpec.
KommyTatop no ymondanuio umeet VLAN1 nHTepdenc, Kotopbin He
MOXeT ObITb yaaneH.
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11.11.2 ARP Configuration and Display (HacTtpomnka npotokona ARP un
oTobpaxeHue Tabnuubl ARP)

L G © hitpi//192.168.0.1/ £ - Be| @ swich
2 4 6 k] 10 12 14 18 18 20 22 24 -
ocoOn Ac0A AoAan o)
OoOo0 o0 Adoo 0080 1 link down
1 3 5 7 8 1 13 15 17 19 21 23 25 26
A A
4 Switch ARP Configure And Display
B System Configuration
#( Port Configuration [Static ARP Ttem configuration]
#00 MAC Binding [IP Address I | |macaddress [ ]
E{1] MAC Filter
{3 VLAN Configuration ]
{1 SNMP Configuration
B ACL Configuration
(] Qosc Delete ARP Item:|
#1539 1P Basic Configuration ‘Anp Item H [ V] HIP Address (1P Network Segment) |[ ]
I IP Address Configural
| ARP Configuration an Delete
“B) Host Static Router Co
B{] AAA Configuration [change Dynamic ARP List Ttem into Static ARP List Ttem : |
1 MSTP Configuration [ARP List Ttem f ] 1P Network segment]|
=0 IGMP SNOOPING Confi
#(] GMRP Configuration Apply 2
< > < >
f100% -

CtpaHuua HacTpoek ARP npegocTtaBnsieT BO3MOXHOCTb OTOGpaxaTb
BCto Tabnmuy ARP kommyTaTtopa, meHaTtb Static ARP, yaanate ARP, MeHATb
Dynamic ARP Ha Static ARP.

Mpu HacTporike static ARP Heobxogumo ykasatb |IP agpec u MAC
apgpec. MAC agpec gormkeH 6biTb TUna unicast. locne aToro HaXXMUTE KHOMKY
Add (no6aButb).

Mpun yoaneHun ARP Bbl MOXeTe BblOpaTh, YTO UMEHHO yOANUTh:

v" Yactb 3anucu B ARP Tabnuue kommyTaTopa (ans atoro Heo6xoaumo
ykasaTb |IP agpec vnu IP cermeHTa ceTn);

v' Static ARP 13 Tabnuupl;

v" Dynamic ARP u3 tabnuupl.

[na noatesepxaeHUsa yaaneHusa ncnonb3ynte kHonky Delete (Yaanutb).

Mpu nepeHoce Dynamic ARP B Static ARP Bbl MOXeTe BbibpaTb kakon
nnbo cermeHT cetu unu Bce Dynamic ARP 3anucu B Tabnuue. Onsa nepsoro
cnydvasi cnefyet ykasatb IP agpec cermeHTa ceTu.

Bce HacTpounkun Ha JaHHOW CTpaHuLe NoATBepXaalTCs kKHomnkon Apply
(MpuHATB).
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11.11.3 Host Static Route Configuration (HacTponka Tabnuubl Static
MapLpyTusaumm)

& hitp://192.168.0.1/ D~ 2E | S switch

10 12 14 16 18 20 2 24

2 4 6 8 -
AAAA AAAA AAAA ::;’I's"au““
OO0 D00 oo 060 save
13 5 1 § 11 13 16 17 18 21 33 25 26 £ link down
. ~

‘3 Switch Host Static Route Configuration

B System Configuration

¥ Port Configuration [Target Address/subnet perfix|[Next Hop ]

B{] MAC Binding

E{] MAC Filter _

E{_] VLAN Configuration —
#{] SNMP C \ ftem
#{] ACL Configuration Refiesn [ Apply | [Delete | [ Help |
{1 QOS Configuration
EH3 IP Basic Configuration
IP Address Configural
ARP Configuration an
Host Static Router Co
B AAA Cenfiguration
E{] MSTP Configuration
E{] IGMP SNOOPING Confi
B GMRP Configuration
< >

Target Address/Subnet
perfix

Next Hop H Distance ” State

#100% ~

Bbl moxeTe pobaenatb M yganatb 3anucu B Tabnuuy Static
MapLLpyT13aLmMmn C NOMOLLBI HAacTPOeK Ha aTol cTpaHuue WEB-uHTepdelica.
Mo ymonuyaHui KOMMYyTaTop He MMeeT Kakux-nmbo 3anucen B Tabnuue
MapwpyTtusauun. Yrtobbl HacTpouTb MapLpyTM3aumilo MO YMOMYaHuIo
Heobxoammo gobasuTe 0.0.0.0 / 0 3anuck B Tabnuuy.

Bce HacTpolikm Ha [aHHOW CTpaHuue MOATBEepXOarTca KHomkonm Apply
(NpUHATB).
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11.12 AAA Configuration (HacTporka cucTeMbl ayTeHTUpUKaLmm
aBTOpM3aLMM U y4YeTa COObITUI)

11.12.1 Tacacs+ Configuration (HacTpomnka Radius cuctembl AAA)

‘3 Managed Switch
(] Industrial Switch Monitoring
#(] System Configuration

Tacacs+ | disable v |
S e T —
1 MAC Filter Authentication Type  [Pap v |
#{ VLAN Configuration Shared Secret
(7] SNMP Configuration Refresh Apply Help

#(2 ACL Configuration

(21 QOS Configuration

2 IP Basic Configuration
13 AAA Configuration
Tacacs+ Configuration
dius Configuration

2.1x Configuration

5) 802.1x Port Configuration
802.1x User Auth-Information
MSTP Configuration

IGMP SNOOPING Configuration
{21 GMRP Configuration

#(2 EAPS Configuration

() RMON Configuration

(2] Cluster Management

#(1 ERPS Configuration

(] Log Management

Ha aTon cTtpaHuue WEB wuHTepdernica npencrasneHbl HacTPOWMKK
TACACS + (Terminal Access Controller Access Control System plus) —
CeaHCOoBbIN NpoToKoN, paspabotaHHoro Cisco.

YnyyweHa 6e3onacHOCTb npoTtokona (wudpoBaHME), a Takke
BBEeOEHO pasgeneHve QYHKUMI ayTeHTuduKauum, asTopu3aumm u yyéTa,
KOTOpble Tenepb MOXHO MCMOMNb30BaTh NO OTAENBLHOCTM.

v Tacacs+ (disable/enable) — rnobanbHoe BKN/BbIK NPOTOKOMa
Tacacs+

v' Tacacs+ Server IP — IP agpec cepepa Tacacs+

<\

Authentication Type — Tuna ayTeHTucmkauum Ha cepaepe.

v" Shared Secret — kno4 Ansa WnppoBaHNs/geInpoBaHnst NakeToB.

Refresh — o6HOBWTL CTpaHuLy.

Apply — coxpaHUTb HaCTPOWKMN.
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11.12.2 Radius Configuration (HacTpomnka Radius cucrtembl AAA)

Al 2 hitp://192.168.0.1/
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3 Switch Radius Configuration
#{] System Configuration
_
#{] Port Configuration Primary Server 0.0.0.0
#{7] MAC Binding s
Cl MAC Filter Option Server e
#{] VLAN Configuration UDP Port 1812
(] SNMP Configuration Accounting [Encble v
#{] ACL Configuration Accounting UDP Port][1813
#{] QOS Configuration shared ey
{7 IP Basic Configuration
EHZN AAA Configuration Vendor
Tacacs+ Configuratior NAS Port 50003
Radius Configuration NAS Port Type 15
| ~B 802.1x Configuration NAS service Type ||
802 1x Port Configura = =
Roaming Dizable v|
i 802.1x User Auth-Infe
#{] MSTP Configuration Refresh] | Apply Help
< >
®100% -

Ha aTon cTtpaHuue WEB wuHTepdernica npencraBneHbl HacTPOWKK
RADIUS (cnctema ncnosb3yowas NPOTOKON ansa peanu3auun
ayTeHTUdmKaumm, aBTopusaumm n cbopa cseaeHun).

[nsa koppekTHon paboTbl cucteMbl RADIUS Heobxoammo:

1) bBbITb yBepeHHbIM, YTo IP agpec Radius cepsepa (Primary Server)
3aJaH npexpae, YeMm BbIMONHATb ayTeHTUUKaLMIO 1 aBTOpU3auuio;

2) 3apatb pononHutenbHbin IP agpec Radius cepsepa (Optional
Server);

3) VYkaszatb UDP nopt ayteHTudukauun (UDP Port). [No ymonyaHuio 310
3HayeHMe paBHO 1812, O0ObIMHO U3MEHATb 3TO MNone  HeT
HeobxoaMMocCTy;

4) YkasaTb cnefyeTt Ny BbINOMHATL ayTeHTUMKALMIO U y4eT B LIESIOM B
none Accounting (3HayeHue Enable — Bkn, Disable — oTkn.);

5) VYkasatb nopt BbinonHeHus yyeta (Accounting UDP Port). 3HadyeHune

no ymonyanuio 1813;
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6) Kntou (Shared key) ucnonb3yetcs gnsi ycTaHOBKM obLuero napons
LwndgpoBaHus Mexay kommytatopom 1 Radius cepsepom. YbeauTecs,
YTO HACTPOWMKM ayTeHTMduKaumm n ydyeta (Accounting) MMelOT Te xe
3Ha4YeHus, YTo 1 Ha cepBepe Radius;

7) WHdopmaums o noctaBwmke (vendor). OBbI4HO, 3TO Morfe He CTouT
U3MEHSATH;

8) NAS Port, NAS port type, NAS type of service. 3Tn 3Ha4YeHUsa He
MEHSII0TCS;

9) Roaming oTBevaeT 3a BKMYeHue/oTknodeHne dyHkumn Roaming

npoTtokona Radius.

Bce HacTpoiikM Ha JaHHOM CTpaHuLe noaTBep)KaatTcsa KHonkon Apply
(MpuHATB).

11.12.3 802.1x Configuration (HacTponka napameTpoB CUCTEMbI
aBTOpM3auun u ayteHTUdMKaumm no craHaapty 802.1x)

& httpi//192.168.0.1/ P~ Be|@ swich
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N Switch 802.1x Configuration
{1 System Configuration
() Port Conﬁ.guralian 20212 [[pisabie v
g mﬁg Si‘l::rmg Reauthentication Disable v
1.1 VLAN Configuration Reauthentication Period (| 3600 (Sec)|
(] SNMP Configuration Quiet Period (Sec)|
[ ACL Configuration @ (Sec)
{1 QOS Configuration e —————
{1 IP Basic Configuration Server timeout w0 (Sec)
=13 AAA Configuration supplicant timeout 30 (Sec)|
Tacacs+ Configuration Max Request 3
Radius Configuration oauth Max 3
802.1x Configuration =
Bl 802.1x Port Configurati Client Version 20 |
B 802 1x User Auth-Inforr Check Client Enzble V|
[¥ (1 MSTP Configuration e Refresh Apply Help
< >
H100% -
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Ha arton cTtpaHnue WEB wuHTepdeinca npeacraBneHbl HaCTPOWKU
CUCTEMbI ayTeHTMdUKaLUMK 1 aBTopM3aL MM Ha ocHoBe ctaHaapTa 802.1x:

1)

2)

3)

4)
5)
6)
7
8)
9)

802.1x — BkntodaeT/BbiknovaeT (Disable/Enable) npumeHeHne
ayTeHTUmKaunm n astopmusaumm no craHgapty 802.1x;
Reauthentication —  Bknovaet/BoikniovaeTr  (Disable/Enable)
MOBTOPHYIO ayTeHTudmkaumio. 1o yMOMYaHMIO  OTKIIOYEHO.
BkniovyeHne pgaHHOM  (yHKUMM  coenaeT  ayTeHTudumKauuio
nonb3oBartenen 6onee HageXHOW, HO HE3HAYMTENbHO YBENUYUT
ceTeBou Tpadvk;

Reauthentication period — 3apgaeTca Bpemsa B CekyHAax [Ans
NOBTOPHOW ayTeHTUMUKaLUN. AKTUBHO TOSbKO NPU BKAKOYEHHOM
dyHkumMn Reauthentication;

Quiet Period — Bpems B cekyHaax, He TpebyeT nsMeHeHus;
Tx-Period — He TpebyeT nameHeHus;

Server timeout — He TpebyeT usameHeHus;

Supplicant timeout — He TpebyeT nameHeHus;

Max request users — He TpebyeT N3MeHeHus;

Reauth Max - oToOpaxaeT MakcumaribHoe KONU4ecTBO

NMOBTOPHbIX ayTEeHTUdMKALNIA;

10) Client Version — oTobpakaeT TeKyLlylo BEPCUIO KNMEHTa AnA

yAaneHHoW aBTopusaumun n ayteHtndukaumm yepes 802.1x;

11) Check Client — Bkn/BbIkIiT NPOBEPKN MPOXOXKAEHUSA cepTudmkaTa oT

KINeHTa.

Bce HacTpoviku Ha [aHHOW CTpaHuue MOATBepXaalTcs KHomnkon Apply

(NpuHATB).
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11.12.4 802.1x Port Configuration (HacTpoika nopToB ANA CUCTEMbI
aBTOpM3auMu N ayteHTUdMKaumm no craHgapty 802.1x)

C nomoupkto aton ctpaHuubl WEB nHTepdenca nonb3oBaTesnib MOXeT
U3MEeHUTb pexum paboTel nopta Ans paboTbl CMCTEMbI aBTOpM3aLMuM U
ayTeHTudumkaumm no ctaHgapty 802.1x. MopT moxeT paboTaTb B 4X pexumax:

v" N/A State (no ymonyaHmio);
Auto state (aBTomaTmnyeckn);

v
v' Force-authorized (NnpuHyauTenbHas aBTopusauus);
v

Force-unauthorized (NnpyHyanTenbHbIA OTKa3 OT aBTopmu3aumm).

LN 2 hitp//192.168.0.1/
2 4 6 8 W 12 14 16 18 2 2 2
oooo aoon aoc@on W bk
OO0 aon O0oa 0860 B link down
T3 5 7T s omotis 1ot om o2 25 28
~ ~
£y Switch 802.1x Port Configuration
1 System C;
1 Port G Port Num Port Mode Support Host Num
{1 MAC Binding [ ] [ v 0
{1 MAC Filter geli N/A 256
3 VLAN C i gelf2 NIA 256
1 SNMP C . gelf3 NIA 256
{1 AcLC gelid N/A 256
{1 Qos ¢ gelss N/A 256
P —— ge1/6 NIA 256
B2 asac gelf? NIA 256
| Tacacs+ C ge1/B NIA 256
——. gel® N/A 256
L5 e gelfi0 NIA 256
-8 802.1x Port Configurati gelitt NA 256
8 802.1x User Auth-Inforr geli2 A %6
B G > geti13 NIA 256
- gelld NIA 256 v
< > e N =3
H100% -

Ecnu Ha nopte TpebyeTcss BbIMONHATbL ayTeHTUduMKaumi no
ctangapty 802.1x Heobxogumo BbICTaBUTb pexuMm Auto state. Ecnun He
TpebyeTcsa genatb ayTeHTUMKaUMo ans 4oCTyna K CETU crnefyeT BbiCTaBUTb
pexum N/A. OcTanbHble 2 pexuma pegko UCMOMb3ylTCH B CTaHOAAPTHbIX
cUTyaumusix.

MakcumansHoe 3HaveHne ansa nona Support Host Num — 100.
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11.12.5 802.1x User Authentication Information (MHdopmaLmsa o Bcex

npoueccax ayteHTUdukaumm no ctaHgapty 802.1x)

L2 YEN & hep:192.1680.0/

=

n ok

a1 link up
M disable
£ link down

{11 System C:
{1 Port Ci ‘Pon: M

1 MAC Binding

Hpan Mode: ”Ar:ceplerl Host Num: 0 ‘

N Switch 802.1x User Auth-Information

{1 MAC Filter

|_Apnlicant state Maching || Back-End state Maching _|[ Retry Request state |

MAC Address

User name Request state I

{1 VLAN C

state || Retry Request Num || state ||

RequestNum__ |

state ]

3 SNMP Configuration Refresh Help

{1 ACL Configuration

{1 QOS Configuration

(1 IP Basic Configuration

|73 AAA Configuration

I B Tacacs+ Configuration

B Radius Configuration

| 802.1x Configuration
802 1x Port Configuratii
802.1x User Auth-Inforr

1 MSTP Configuration

< >

v

#100% ~

Ha atoi cTpaHuue npencTaeneHbl cBegeHns o6o Bcex npoleccax

ayTeHTUdMKaUMM Ha nopTax,
npefocTaBneHa TOMbKO AN YTEHUS.

HaCTPOEHHbIX OnA

Hee.

Nudbopmaums

11.13 MSTP Configuration (HacTponka pa6oTbl npotokona MSTP)

11.13.1 MSTP Configuration (OcHOBHble HacTponku MSTP)

o

{3 IP Basic Configuration :
: Errdisable-Timeout Dissble V]

{1 AAA Configuration

3 MSTP Configuration Errdisable-Timeout Intervall|300

MSTP Configuration Max-Age 20

Port Configuration Max-Hops |20

Port Information

Cisco-Interoperability Dizable /|

3 IGMP SNQOPING Confi
] GMRP Configuration
{1 EAPS Configuration

< 2>

Refresh] [ Apply

& @ hitpy//192.168.0.1/ o -H & switch ‘ ‘
2 4 5 & 10 1z 14 15 1 2 2 m 1
o000 o000 aaoa Ao
OO0 0 a000 a0ooo g0
ER - e B TR TR N T T £ link down
- A -
3 Switch MSTP Configuration
] System Configuration
{3 Port Configuration prpe,
] MAC Binding p—
rior
1 MAC Filter
£ VLAN Configuration Portfast Bpdu-Filter
{2 SNMP Configuration Portfast Bpdu-Guard
20 ACL Configuration Forward-Time 15
{1 QOS Configuration HelloTime
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Ha paHHon ctpaHuue WEB mnHTepdeica npeacraBneHsl rnobanbHble

HacTponku npotokona MSTP (Multiple Spanning Tree Protocol):

1)

2)

3)

4)

5)
6)

7

8)

9)

MSTP (Disable/Enable) — Bkn/Bblkn nogaepxky npotokona MSTP;
Priority — HacTpoika npuopuTtesaummn. YcTponctBa ¢ 6onee HU3KUM
NpUOpUTETOM MNOAXOASAT Oonblue Ans ponu KOPHEeBOro mocta(root
bridge);

Portfast BPDU Filter (Disable/Enable) — Bkn/Bbikn dunbTpauuio
BPDU nakeToB Ha nopte;

Portfast BPDU Guard (Disable/Enable) — Bkn/Bbikn dyHKLMIO
3awunTtbl BPDU nakeToB;

Forward Time — HacTponKka 3a4ep>KKn Nepechbifiki NakeTos;

Hello Time - HacTpoika wuHTepBana otnpasku MSTP HELLO
NnakeToB;
Errdisable Timeout (Enable/Disable) — Bkn/Bbikn  gyHKLMK

Errdisable. Ecnn nopt c BkntoveHHbiM BPDU Guard nonyvaet
naketel BPDU 3anyckaetca Errdisable Ttanmep. Mo wucteyeHumn
3agaHHoro BpemeHu (Errdisable timeout) nopTt 6yaeT nepesanyLueH;
Errdisable timeout — Bpemsa nocne kotoporo 6yget nepesanyLieH
nopT nonyyueLLMn naket BPDU;

Max Age — BpemMsa B CeKyHOaxX B TeYEHMEe KOTOPOro KoMmyTtaTtop
oxugaeTt uHdopmaumio o kKoHdpurypaumm ST(Spanning tree) npexae

YyeMm 3anycTuTb NPOLIECC KOH(UIypaLum 3aHOBO;

10) Max Hops — konuuyecTBO nepexogoB (xonoB) Ao oTbpacbiBaHWs

BPDU nakeToB B JOMEHE,;

11) CISCO Interoperability (Enable/Disable) — Bkn/Bblkin COBMECTUMOCTb

¢ HacTpoukamu STP CISCO.

Bce HacTporkn Ha JaHHOW CTpaHuLEe NOATBEPXAAKTCS KHoMKoM Apply

(MpuHATB).
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11.13.2 Port Configuration (HacTporka MSTP Ha nopTax)

( P T -
G‘ D) ¢ & hepy1921680 2 - || & switch | ] T 5.2 €5
2 4 6 & 10 12 14 18 18 20 22 24 [fils
OB M oAAA OOO O E;‘N‘"‘
OO0 OOOd AOoo 086 nave
1 3 § T 8 11 12 15 17 18 21 22 25 28 1 link down

N Switch
B{] System Configuration
E{] Port Configuration
®{] MAC Binding
E{7] MAC Filter
EI{Q VLAN Configuration
B SNMP Cenfiguration
EI{] ACL Configuration
E{] QOS Cenfiguration
EI{] IP Basic Configuration
B[] AAA Configuration
=43 MSTP Configuration

~[E] MSTP Configuration

I Port Configuration

- Port Information
(] IGMP SNOOPING Confi
B{] GMRP Configuration
EI{] EAPS Configuration

< >

Port

~

Portfast

Portfast bpdu-filter

Portfast bpdu-guard

Root Guard

Link-Type

v

Priority

Path-Cost

Force-Version

v

Refresh

Apply

1) Ha gaHHon ctpanuue WEB wnHTepdeinca npeactaBneHbl HAaCTPOMKK

2)
3)

4)

5)

6)

MSTP (Multiple Spanning Tree Protocol) ons nopTos.

Port — BbIOOp nopTa ans HacTpoOWiku;

Portfast (Enable/Disable) — Bkn/Bbikn coctosiHua Portfast ang
BblGpaHHOro paHee nopta. B coctosHumn Portfast nopt nepexoauT u3
cocTosiHMst GnokMpoBkM B cocTosiHne nepecbinku(forward) naketoB
MUHYS cocTosiHMe oby4veHus(learning) n npocnywmeanus (listening);
Portfast BPDU filter (Enable/Disable) — Bkn/Bbikn domnbTpaunto BPDU
nakeToB Ha BbIOpaHHOM MopTe;

Portfast BPDU GUARD (Enable/Disable) — Bkn/Bbikn yHKUMIO
3awmTbl BPDU nakeToB Ha BbIGpaHHOM MopTe;

Root Guard (Enable/Disable) — Bkn/Bblkn pyHKLMM 3aLLUTbI KOPHEBOIO
mocTa (root bridge) ot npuema BPDU nakeToB OT yCTpPOWCTB ¢ Bornee

BbICOKMUM NMPUOPUTETOM, YEM MOCT,
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7)

8)

9)

Link Type — HacTporika Tuna noaknoyeHusi. Point to Point (Touka-
TOYKa) Mo3BoNsdeT ObICTPO MeEHSTb cocTosHMe nopTta. Shared
noknitovyeHne He no3sonsetr ObICTPO MEHATb COCTOsIHWME nopTa.
Heobxogumo npovitn 802.1D npoueaypbl, 4Tobbl onpeaenuTb cTatyc
nopra;

Priority — HacTpoika CIST npuopuTeTa, 3Ha4eHne MOXET ObITb TOIbKO
KpaTHbIM 16 B gmanasoHe oT 0-240. o ymonyaHuio 3HadYeHne paBHO
128;

Path Cost — ot 0 - 200000000. Bonee HusknMe 3Ha4eHUsT OBLIYHO

COOTBETCTBYIOT root’am;

10) Force Version — T1n oTnpaBnsemMbIX NakeToB.

Bce HacTponkm Ha paHHOW CTpaHuue noaTeepxagarTcs KHonkon Apply
(MpuHATB).

11.13.

3 Port Information (O6was nHcpopmauus o koHcpurypaumum MSTP)

Ha panHon cTtpaHnue WEB wuHTepdenca npeacrtaBneHa cBogHas

WHopmauns o KoHpurypaumm MSTP.

WHpopmaums npegocTaBneHa TOMNbKO AN YTEHUS.

a )¢ @ hip/n921680.y 2 | @ switen [
2 & 65 5 oz @15 18 2 2 2
oooe oo aaan 0] (s
ABOG AAGG AAAn o W dectie
T3 5 7 %omotMs oo @ o2 ink down
~ ~
&3 Switch
0 System C Port_|[ Postfast || Bpdu-Filter || Bpdu-Guard || Root Guard || _Link-Type || Priority || Path-Cost | Force-Version
&) Fzie ge1/1 | Disable || Defaut Default Disable || Point-To-point || 128 20000 MSTP
{1 MAC Binding gell2 || Disable Default Default Disabe || PontTopant | 128 20000 MSTP
0 MAC Filter geli3 || Disable Default Default Disable || PontTopaint | 128 20000 MSTP
{3 VLAN Configuration gells || Disable Default Default Disable Point-To-point || 128 20000 MSTP
{3 SNMP Configuration gell5 || Disable Default Default Disable Point-To-paint || 128 20000 MSTP
3 ACL Configuration gel/6 || Disable Default Default Disable Point-To-point || 128 20000 MSTP
{1 QOS Cenfiguration gelli | Disable || Defaut Default Disable || Point-To-paint || 128 20000 MSTP
{2 IP Basic Configuration gelle | Disable | Defaut Default Disable || Point-To-paint ||__128 20000 MSTP
(3 AAA Configuration ge1/% | Disable || Default Default Disable || Point-To-paint || 128 20000 MSTP
3 MSTP Configuration e1/10|_Disadle || Defautt Default Disable || Point-To-paint || 128 20000 MSTP
~[B MSTP Configuration gel/11]_Disadle || Defautt Default Disable || Point-To-paint ||__128 20000 MSTP
Port Configuration ge1/12 | Disable || Default Default Disable || Point-To-paint || 128 20000 MSTP
Port Information ge1/13|[ Disable || Default Default Disable || Point-To-paint || 128 20000 MSTP
{3 IGMP SNOOFING Confi ge1/14 | Disable || Default Default Disable || Point-To-paint || 125 20000 MSTP
2 GMRP C ge1/15|_Disable || Dsfautt Default Disable | Point-To-paint ||__128 20000 MSTP
() EAPS Configuration | [9e1/16 | Disable || Default Default Disable || Point-To-paint || 128 20000 MSTP .
< > ge1/17 | Disavle || Dsfautt Default Disable || Point-To-paint ||__ 128 20000 MSTP
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11.14 IGMP Snooping Configuration (HacTpoika oTcnexvBaHus
IGMP Tpacmka)

11.14.1 IGMP Snooping Configuration (HacTtponkn dpyHkumumu IGMP
snooping)

3 Managed Switch

#( Industrial Switch Monitoring
#{) System Configuration

() Port Configuration

(] MAC Binding

Global IGMP SNOOPING Disable v
VLAN 1D Jan1 v

923 MAC Filter VLAN IGMP SNOOPING Disable v
(1 VLAN Configuration Fast Leave Disable v

%1 SNMP Configuration Fast Leave Timeout 300000 (ms)
i At Confixeion Query Membership Timeout 300000 | (ms)
. jiosi:: Zf:fw::m Group Membership Timeout 400000 (ms)
W11 AMA Cor\ﬁgu:ncn

%11 MSTP Configuration Refresn| | Apply

=14 IGMP SNOOPING Configuration
E) IGMP SNOOPING Configuratio
E) Multicast Group Information

% (1 GMRP Configuration

%L1 EAPS Configuration

%] RMON Configuration

%] Cluster Management

% (1 ERPS Configuration

#(1 Log Management

Ha paHHom cTpaHuue WEB wHTepdenca Bbl MoxeTe rrnobanbHo
BKIMIOUMTb unu  BbeikntounTe  (Enable/Disable) dyHkumio IGMP  snooping
(mpouecc oTtcnexuBaHusa ceTeBoro Tpadwuka IGMP, npepoTepallatomi
wmpokoBewaTensHyto  (broadcast) petpaHcnaumio  multicast  Tpacdmka
KOMMbOTEPAM-NOTPEOUTENSAM, KOTOPLIM HE HY>XHO ero obpabaTbiBaTh).

BkntouyeHne paHHOro npoTokona sABMsieTcss obs3aTtenbHbiM - Npwu
nepegave Tpadmka OT 6GONbLIOrO KoMMyecTsa NepefaTynkoB OGonbLLIOMY
konuyectBy npuemHukos (HDMI no Ethernet). PekomeHagyeTcs Takke
BkntounTb IGMP ana VLAN

Bce HacTpolikM Ha JaHHOM CTpaHuLe noaTBep)KaatTcsa KHonkon Apply
(NpUHATB).

C nomolblo kHomkn Refresh Mo)xHO 0OHOBUTL 3HaAYEHUs NONnen.
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11.14.2 Multicast Group Information (O6was nH¢popmauus o IGMP)

o )| ¢ @ hitpy//1921680.1/ o - H & Switch ‘ ‘

2 a4 6 8 10 1z 14 18 18 20 2 2 -
AN AOAA ABAA [
A0O0 OOA0 AAOQ oo o2 e
13 5 7 ® 11 13 15 47 18 21 23 25 26 1 link down
~
3 Switch
{1 System Configuration
{1 Port Configuration
{C] MAC Binding VLANID || Multicast Address || Member Ports
{1 MAC Filter Refresh

{21 VLAN Configuration

] SNMP Cenfiguration

{1 ACL Configuration

{J QOS Configuration

{1 IP Basic Configuration

{1 AAA Configuration

{1 MSTP Configuration

3 IGMP SNOOPING Confi
IGMP SNOOPING Cc
Multicast Group Inforn

{21 GMRP Configuration

{1 EAPS Configuration

{21 RMON Cenfiguration

< >

Ha paHHom ctpaHuue WEB wuHTepdgenca npeacTaBneHa obuias
nHpopmaums o Multicast rpynnax cosgaHHbIX B npoLecce paboTbl NpoToKona
IGMP.

WHdopmaLuma npegocTaBneHa TOMbKO AN YTEHUA U OBGHOBNEHWS
(Refresh)

11.15 GMRP Configuration (HacTtpouka pabotbl npotokona GMRP)
11.15.1 GMRP Global Configuration (Frmo6anbHble HacTpokn GMRP)

Ha pgaHHon ctpaHuue WEB unHTepdpenca npegcraBneHsl rmobanbHbie
HacTpownku paboTbl npotokona GMRP (GARP Multicast Registration Protocol),
npeaHasHayYeHHoro Ansi YNPoLLEeHMs pacnpoCTpaHeHMs No CeTn MHgopmauum
0 Hanuuun onpegeneHHon Multicast rpynnbl.

BkntoueHue/oTknoueHne nogaepxkkn GMRP  ocyulectensietca ¢
nomouypbto Bbidopa Disable/Enable n nocnepytowlero noareepxaeHns KHOMKON
Apply (NpuHATB).
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£ - | @ switch ] 0
2 4 6 8 10 12 W 16 18 20 2 2 1
oOoodo ann O oo & ;" :’
D000 AOO0 OAnd o e
1.3 5§ 7 § 1 13 15 47 18 21 23 25 26 1 link down
A
‘N Switch GMRP Global Configuration

#1{ System Configuration
&{(] Port Configuration i
{1 MAC Binding
1] MAC Filter Refresh| | Apply
(] VLAN Configuration
#1{23 SNMP Configuration
(] ACL Configuration
&
E:
&
E
E:
E

{3 QOS Configuration

(3 IP Basic Configuration
(3 AAA Configuration

1 MSTP Configuration

(1 IGMP SNOOPING Confi
3 GMRP Configuration
GMRP Global Configt
GMRP Ports Configur
8 GMRP State Machine
(] EAPS Configuration

< >

v

11.15.2 GMRP Ports Configuration (Hactponka GMRP Ha nopTax)

Ha paHHon ctpaHnue WEB wuHTepdeinca npenctaBrieHbl HAacTPOMKK
GMRP gnsa otgenbHbix noptoB. [MopT BbiOMpaeTcs B BbiNagaloweM MEHH
Port, Bkn/oTkn nogaepxkn GMRP peanusyetcs ¢ nomouwbto GMRP Status
Disable/Enable.

Bce HacTponku Ha gaHHOM CTpaHuLue NoaTBepxaatTcsa kHomnkon Apply
(NpuHATB).

e )| & @ hitpi//192.168.0.1 2 - || @& switeh ‘ ‘
2 4 & 8 10 12 14 18 1% 20 22 24
0AAA AAAD AAAA E:’:ﬂm
OO 00 oo adoo 0008
13 5 7 9 11 13 15 A7 18 21 28 25 2% 01 link down
~ ~
3 Switch ; GMRP Ports Configuration
1 System C: i
{1 Port Ci i ‘Pnrl: [ ||| GMRP Status: [Dissble v
£ MAC Binding
{0 MAC Filter Refresn Apply
LI vLane Pori Name || GMRP Status || _JoinT Leave LeaveAll Timer{centiseconds)
{1 SNMP Configuration getil Disable — - —
{1 ACL Configuration geli2 Disable -
{1 QOS Configuration ESIE Disable
{1 IP Basic Configuration gelld Disable
1 AAA Configuration gells Disable
{3 MSTP Configuration geli6 Disable — — —
{1 IGMP SNOOPING Confi gell? Disable
23 GMRP Configuration gelld Disable
GMRP Global Configt gel/9 Disable
GMRP Parts Configur gel/i0 Disable
GMRP State Machine gel/it Disable
] EAPS C e geli2 Disable
< > gel3 Disable — — - v
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11.15.3 GMRP State machine (O6wasa nHdopmauma o GMRP)

oo e
e\@.\o @ hitp://192.168.0.1/ 0 [ @ switch ‘ | " 3
2 & & 8 10 12 12 16 1 w 2 2 o
OA00 AAA0 AGAa _‘;',‘H“"
Ad00 AN A AAd o 080 e e
13 5 7 5 11 13 15 17 18 21 23 25 26 21 link down
~
3 Switch ; GMRP State Machine
"1 System Configuration
‘1 Port Configuration
1 MAC Binding PortName || VLANID | icast MAC Address [ Applicant State || Registrar State

{1 MAC Filter

{1 VLAN Configuration

{1 SNMP Configuration

{1 ACL Configuration

{1 QOS Configuration

“_1 IP Basic Configuration

{1 AAA Configuration

{1 MSTP Configuration

(1 IGMP SNOOPING Confi

3 GMRP Configuration
~E] GMRP Global Config
~[E] GMRP Poris Configur

GMRP State Machine
{1 EAPS Configuration
< >

Refresh

Ha panHon cTtpaHnue WEB wuHTepdenca Haxogutcs CBogHas
WHpopmaums o pabote npotokona GMRP. Homep noprta, VLAN ID, MAC
agpec multicast rpynnbl n 74.

MH(*)OpMaLI,VIﬂ npenocrtaBJieHa TOJIbKO A51A YTeHuA.

Refresh — 06HOBUTbL cogepkaHne Tabnuubi.
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11.16 EAPS Configuration (HacTtpomka paboTbl npotokona EAPS)

11.16.1 EAPS Configuration (OcHOBHble HaCTPOWKU paboTbl NpoToKOoNna

EAPS)

= [ ]
a D)l € niprn9210801 2 -] @ swieen ] oA
2 4 6 &8 0 12 a8 13w m om O o
o000 aooQ cAaoa -;“:f
isable
OO 00 Ao d0 o000 08 3
T35 7 s ommm o woaom o A linkdown
A ~
‘3 Switch
(1 System Configuration
{1 Port Configuration E£APS Ring ID T o
0 MAC Binding Create Status Not Created
{1 MAC Filter
1 VLAN Configuration Mode O
{1 SNMP Configuration primary port v
0 ACL Configuration secondary port V]
QOS Configurati
= EIZTEED Control VLAN o
(3 IP Basic Configuration
T Configuration Protected VLANs Format: 2,4,6 or 3-10|
] MSTP Configuration Hello Time Interval o s
1 IGMP SNOOPING Confi Fail Time o s
1 GMRP Configuration Data span ‘E o~
‘33 EAPS Configuration
EAPS Configuration Extreme Introperabiliy| [0
EAPS Information Enable Status 1e
v
03 RMON Configuration Refresh| [ Create Apply Removd -
< >

Ha paHHon ctpaHnue WEB wuHTepdeinca npegctaBrieHbl HAacTPOWKK

npoTokona EAPS (Ethernet Automatic Protection Switching),
npegHasHa4YeHHoro A4S 3aWwuTbl OT NeTenb B CETU.

1
2)

3)
4)
5)
6)

7

8)

9)

EAPS Ring ID — Bbi6op ID ans EAPS ring;

Mode — HacTpovika pexuma paboTbl paboyvero yana ans EAPS
OOMEHa;

Primary Port — BeiGop kntodeBoro nopta ansg EAPS;

Secondary Port — Beibop BTOpryHOro nopta ansa EAPS;

Control VLAN — Bbi6op VLAN ID gna EAPS;

Protected VLANS — BbIOOp OAHOIMO MMM HECKONbKUX 3alluLaeMblX
VLAN B gfomeHe EAPS;

Hello Time Interval — HacTpoiika EAPS gomeHa ans nepuvoam4veckom
otnpaBku naketoB HEALTH. 3agaBaemoe 3HayeHWe B CekyHAax
AOIMKHO ObITb MeHbLUE YeM BpeMsi o owunbdku (fail time);

Fail Time — BpeMsi 0O uUcTeyeHns cpoka gencteus B EAPS gomeHe.
JormkHo bbITh 6onbLue, Yem Hello Time;

Extreme Interoperability (enable/disable) — Bkn/Bblkn COBMECTMMOCTb
C extreme ycTponCTBaMMm.

Bce HacTporkn Ha JaHHOW CTpaHuLEe NOATBEPXAAKTCS KHoMkon Apply

(MpuHATB).
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11.16.2 EAPS information (CBogHas nH¢gpopmauus o paborte npoTokona
EAPS)

f PR
a‘ ;/,-\G @ http//192.168.0.1/ 2 - |[ @ suitch | N e
z 4 € ® 10 1z 14 18 12 20 22 24 0 link
o000 o0 oo .‘;":r
OO0 AAA0 AN A o oae
1 3 5 7 9 11 12 15 17 18 2 23 25 26 1 link down
~
N Switch
{1 System Configuration
{1 Port Configuration Refresh|
{1 MAC Binding

{1 MAC Filter

{21 VLAN Configuration

{1 SNMP Configuration

{1 ACL Configuration

21 QOS Configuration

{2 IP Basic Configuration

{1 AAA Configuration

] MSTP Configuration

{2 IGMP SNOOPING Confi

{11 GMRP Configuration

‘3 EAPS Configuration

B EAPS Configuration

EAPS Information

{1 RMON Configuration
< >

Ha paHHon cTpaHnue WEB wHTepdenica npegcTtaeneHbl obuime
cBefeHus o paboTe npotokona EAPS.

MHdopmauma npeacTaBneHa TOMbKO AN YTEHUS U HE MOXeT ObITb
U3MeHeHa C 3TOW CTpaHuLbl.

Refresh — o6HOBWTL cogepxaHne cTpaHuLbl.

11.17 RMON Configuration (Hactpomnka pa6oTtbl npotokona RMON)

11.17.1 Statistics Configuration (Hactponka rpynn ctaTUCTUKU ANA
RMON)

Ha paHHom ctpaHnue WEB wuHTepdeinca npencraBrieHbl HAacTPOWKM
rpynn cratuctukm  (Statistics) pna  pabotel RMON  (AWCTaHUMOHHBIN
MOHUTOPWHT CETK).

Bbibepute nopt u3 Bbinagawowero cnucka Port, 4Tobbl HacTpouTb
rpynnbl  AaHHbIX cTaTucTukn. WHgekc O o3HayaeTt, 4TO nMOpPT He
ckoHdurypupoBaH gnss RMON. UHgekc moxeT 6biTe B npegenax ot 1-100.

3anonHeHune nonga Owner (Brnagenel) He ABnsieTcs obs3aTernbHbIM.
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[c @ htpyr192.1680./ 2 ~|[ @ switch

2 4 & B 10 12 14 16 18 20 2 24 .
Booa BaooO aeaon (] Gy
Co0G aAAa0 aoo0 08 (] =t
1 3 5 T 9 41 13 18 17 18 21 23 25 26 0 link down
(] MAC Binding A ~
EIC] MAC Filter } RMON Statistics
(] VLAN Configuration
{1 SNMP C
E(] ACL Configuration
{1 QOS Configuration [ RMON Statistics ]
B IP Basic C ‘ Index" B I Owner" [ |
(] AAA Configuration
(] MSTP Configuration Refresh) Apply Delete Help
(] IGMP SNOOPING Confi Statistics Data
=00 GMRP Configuration stherStatsDropEvents 0][etherStatsOctets o
E {1 EAPS Configuration etherStatsPkts 0] letherStatsBroadcastPkis 0
=3 RMON Configuration etherStatsMulticastPkts 0f|etherStatsCRCAlignErrors 0
“1 Statistics Configuratio therStatsUndersizePkts D][etherStatsOversizePkts o
History Configuration [etherStatsFragments [0][etherStatsJabbers D
“B Alarm Configuration etherStatsCollisions 0||etherStatsPkist4Octets o
Event Configuration |etherStatsPktsE5to127 Octets 0]letherStatsPkis 12810255 Oclets 0
{7 Cluster Management etherStatsPkts256to5110ctets 0f|etherStatsPkis512t010230¢ctets 0
(] Log Management v etherStatsPkts1024t015180ctets 0 v
< >

11.17.2 History Configuration (HacTtpowka rpynn npegbicTopuu ans
RMON)

(<]

[ @ hrip://192168.0.1/ 0 - [ @ switch ‘ ‘

el

10 12 44 16 18 20 22 24 -
oOn aann 2:!"‘:’
aO0a Aanaa o6 ﬂ'“e

M 43 15 47 18 2 23 25 2% link down

{1 MAC Binding o
&) MRS RMON History
{3 VLAN Cor
(1 SNMP Configuration port:
{11 ACL Configuration
{1 QOS Configuration RMON History

1 IP Basic Configuration Index ‘U Interval
{1 AAA Configuration Request
1 MSTPC Buckets
{1 IGMP SNOCPING Confi
{1 GMRP Configuration
{1 EAPS Configuration History Data

3 RMON Configuration Time 1 T T ]
Statistics Configuratio index Iu;?ar\:‘al RC

|
ts||Fr [Jabbers|
History Configuration ” ” H H H " ‘ "
Alarm Configuration First Prev Next Last
&) Event Configuration Total: Opages, Current Page is No. 1

{1 Cluster Management
{1 Log Management

< > < >

0 Owner

Refresh| Apply Delete Help

DropEvents|| O

Ha panHHon cTtpaHuue WEB wnHTepdenca npencraBneHsl HaCTPOWKU
rpynn  npegpictopum  (History) ana  pabotei  RMON  (aucCTaHUMOHHBIN
MOHWUTOPWHT CETH).
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BbibepuTe nopT u3 packpbiBatollerocs cnucka Port ana HacTpoviku.
Ecnu nopt He ckoHurypuposaH ans RMON, B none INDEX otobpasutca 0.
3Ha4veHne Index moxeT 6bITb B npegenax ot 1 go 100. lNone Bnagensua
(Owner) He o6sa3aTenbHO K 3anofTHEHUIO.

B none Interval yctaHaBnuBaeTca Bpems oT 1-3600 B TeueHwe
KOTOporo cobupatTca AaHHble. Bucket — 3TO BblAeneHHOe XpaHunuie Ans
cbopa 3anucen. 3HadeHne MoxeT ObITb OT 1 — 100.

11.17.3 Alarm Configuration (HacTtpoWka rpynn aBapMiHbIX CUrHanoB
ans RMON)

%

3>

e‘ _n\ ¢ @ hitpi//192.168.0.1/ 0 -]

& swren [ ]

10 12 14 16 18 20 22 24 -
co00 anan 2:;!"‘:
ooon o000 ma savie

M 43 15 17 18 M 23 25 2% 1 link down

{21 MAC Binding A~

{3 MAC Filter

{1 VLAN Configuration

{1 SNMP Configuration

{1 ACL Configuration

{1 QOS Configuration - = ———

{1 IP Basic C N Coeoie v 0 o : !

{1 AAA Cenfiguration

{1 MSTP C: )

1 IGMP SNOOPING Confi

{1 GMRP Configuration

{1 EAPS Configuration

3 RMON Configuration
“[E Statistics Configuratio
History Configuration
Alarm Configuration
Event Configuration

{1 Cluster Management

{1 Log Management

< > < >

Rising |[Falling|
Event (| Event
Index || Index

Alarm|| Rising || Falling
Value|[Threshold|[Threshold

Index ||intervall Variable sample Type

Refresh Apply Delete Help

Rising Falling Rising Falling

Sample
hreshold Threshold ||Event Index | Event Index|

Type H QOwner

Alarm Value " T

Sequance" Index ||InteNaIH Variable

Ha paHHon cTtpaHuue WEB wnHTepdenca npencraBneHbl HaCTPOWKU
rpynn aBapuiHbIXx curHanoB (Alarm) gna pabotel RMON (OMCTaHUUOHHbIV
MOHWUTOPWHT CETH).

Refresh — o6HOBUTL Tabnmuy.

Apply — coxpaHuUTb HaCTPOMKHU.

Delete — yaanuTb 3anucb 13 Tabnumubi.
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11.17.4 Event Configuration (HacTtpo#ka rpynn co6bitun gns RMON)

Ha paHHown cTtpaHunue WEB wnHTepdenca npenctaBneHbl HAaCTPOMKU
rpynn cobbitun (Event) ans pabotel RMON (AMCTaHUMOHHBIA MOHWUTOPWHT
cetn).

M3 Bbinagatowero cnucka Bblbepute rpynny cobbiTui, 4YTOObLI
npocMoTpeTb unu Hactpoutb ee. Haxmute (NEW), ecnu xotuTe cosgatb
HOBYIO rpynnmy.

[vana3oH BO3MOXHbIX 3HayeHun B none Index 1-60. B none
Description (onucaHue) 3agaeTcs TEKCTOBOE OnvcaHue rpynnbl COObITUA. Tun
cobbITu MoXeT BbITb None (He pearMpoBaTth), log (CoxpaHuTb 3anuck), snmp-
trap, log and trap. MNMone Bnagenbua (owner) 3anonHATbL He 00s13aTENbHO.

Mone Last time sent (nocnegHee BpeMsi OTNPaBkn) AOCTYMHO TOSNbKO
ONA  4TeHUs U nokasbiBaeT, Korga B nocrnegHui pa3 cobbitve  Obino
OTnpaBneHo.

2

e- )¢ & hrpi1921680.1/ £ ~ [ @ switch

.
(ool a] (]
(]

2 4 & &8 10 12 14 15 18 2 2 a link
O oo A (= a a ‘;Lm‘-;
OO0 oo o [ . (o oo o} -
13 5§ 7 8 11 13 15 7 19 21 23 25 26 1 link down

{1 MAG Binding ~

"1 MAC Fitter

{1 VLAN Configuration

1 SNMP Configuration Index Description Type 3 Last Time Owner

{3 ACL Configuration

{1 QOS Configuration 0 === v ‘ wgéaoag_ggw

{1 IP Basic Configuration

Refresh Apply Delete Help

1 AAA Configuration

O MSTPC ; |[Cindex || Descrip I Tye [ Com [ Testtmesemt || Owner

{1 IGMP SNOOPING Confi

{1 GMRP Configuration

{1 EAPS Configuration

3 RMON Configuration
Statistics Configuratio
B History Configuration
Alarm Configuraticn
Event Configuration

{3 Cluster Management

2 Log Management

< > < >

Refresh — o6HOBUTL Tabnumuy.
Apply — coxpaHuUTb HaCTPOMKHU.

Delete — yaanutb 3anucb 13 Tabnumubl.
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11.18 Cluster configuration (HacTtponka knacrtepa)

11.18.1 NDP Configuration (HacTtponka pa6oTbl npoTtokona NDP)

Ha paHHon cTpaHnue WEB wuHTepdeinca npenctaBrieHbl HAacTPOWKK

paboTtbl npoTokona «obHapyxeHus cocegen» NDP (Neighbor Discovery
Protocol). [laHHbIN NPOTOKON NCMNONb3yeTCs COBMECTHO C IPV6 1 OTBETCTBEHEH
3a obHapyxeHue KOH(rMKTa agpecos, APYrMX Y3noB B KracTepe, MOUCK
poctynHbix DNS cepsepoB 1 TA4.

o 2 -\c & hittp://192.168.0.1/ Pl v” @ switch ‘ |

2 4 6 B 10 42 14 16 42 W 2 24 _
OO0 A AAAA AAAN )
OO0 o0 Oood 66088 -
1.3 5 7 8 11 43 45 47 48 24 23 25 2% 1 link down
"3 Port Configuration o
{1 MAC Binding
{11 MAC Filter '
{1 VLAN Configuration Port: bl
1 SNMP Configuration Port Enable [disable V]
E) A BT Global Enable | [disable |
{1 QoS Configuration
(1 IP Basic Configuration Hello-time 60 (1-4096 sec)
{1 AAA Configuration Aging-time 180 (1-4096 sec)
{1 MSTP Configuration
{1 IGMP SNOOPING Confi Refresh Apply Help
{1 GMRP Configuration
{1 EAPS Configuration
21 RMON Configuration
‘3 Cluster Management
NDP Configuration
NTDP Configuration
~Bl Cluster Configuration
{1 Log Management
< >

[locTynHbl crneayoLwmne HacTPOWKM:

1) Port— BbIGOp NopTa;

2) Port Enable (enable/disable) — Bkn/Bbikn nogaepxku npotokona NDP
Ha BblIOpaHHOM nopTe;

3) Global Enable (enable/disable) — Bkn/Bbikn rnobanbHOM NoAdepPKKM
npotokosna NDP;

4) Hello Time - wHTepBan otnpaBkm NDP naketoB, 1-4096 cek,
3Ha4eHue no ymonyaHuo 60cek;

5) Aging time — nHTepBan «ctapeHusi» oTrnpasneHHblx NDP nakeToB He
NPUHATBLIX YyAaneHHsIM ycTponctBoMm, 1-4096 cek, 3HayeHue no
ymonyaxuio 180 cek.

Bce HacTpounkun Ha gaHHOW cTpaHuLe NoATBEPXAaTCs KHonkon Apply
(MpuHATB).
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11.18.2 NTDP Configuration (Hactpomnka pa6oTtbl npoTtokona NTDP)

Ha paHHown cTtpaHunue WEB wnHTepdenca npenctaBneHbl HAaCTPOMKU

pabotbl npoTokona NTDP (Network Topology Discovery Protocol). JaHHbIn
NPOTOKO UCMNOMb3YyeTCsa ANs NOCTPOEHMS TOMOMOrMuM B KrnacTepe.

e; £ -\c & http://192.168.0.1

B {7 Port Configuration ~
{1 MAC Binding
B{] MAC Filter
{0 VLAN Configuration
{1 SNMP Configuration
E{] ACL Configuration
{1 QOS Configuration
{1 IP Basic Configuration
{7 AAA Configuration
(] MSTP Configuration
# {1 IGMP SNOOPING Confi
{1 GMRP Configuration
#{] EAPS Configuration
E{] RMON Configuration
=3 Cluster Management
NDP Configuration
NTDP Configuration
Cluster Configuration

2z 4 8 ® 10 1z 14 18 12 20 22 24 ﬁ link
OO0 oo Ea Aaan .‘;"u'*’
OO0 d AOAN AAnn oo oA
13 5 7 9 11 13 15 17 19 21 2 35 26 B link down

Port:

Port Enable

Global Enable disehle v

Hops 3 (1-8)

Interval-time 1 (0-65535 min)

Hop-delay 200 (1-1000 milsec)

Port-delay 20 (1-100 milsec)

Refresh Apply Help

<

E{] Log Management

>

1)
2)

3)

4)

5)

[ocTynHbl cneayowme HaCcTPOKK:

Port — BeIGOp nopTa;

Port Enable (enable/disable) — Bkn/Bbikn nogaepxku npotokona NTDP
Ha BblIOpaHHOM NopTe;

Global Enable (enable/disable) — Bkn/Bbikn rnodanbHON nogaepXKku
npotokona NTDP;

Hops — pocTtynHbin guanasoH Tonororun 1-6. Mo ymonyaHwuio
3HayeHMe paBHO 3. KomuyecTBO nepexofdoB (XOMoB) OT Camoro
yAaneHHoro ycTponcTea A0 YCTPOMCTBA, KOTOPOE KOHTPONUpYyeT BCHO
TOMNOMOrnio;

Interval Time — Bpems cbopa TononorMm B MUHyTax. 3HavyeHue no

ymonyanuio 1;
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6) Hop delay — gonycTumbln MHTepBan 3afepXKku MEeXAy nepexogamu.
HocTtynHble 3HaveHusa 1-1000mc. 3HadeHue no ymonyaxuio 200mc;

7) Port delay — gonyctumbli nHTepBan 3afepXku nepen nepecbinikon
nakeToB Ha nepBbin NopT. JocTynHble 3HayeHua 1-100mc. 3HayeHne

no ymonyanHuto 20mc.

Bce HacTpoukun Ha JaHHOW CTpaHuLLe NOATBEPXKAATCS kHoMkon Apply
(MpuHATD).

11.18.3 Cluster Configuration (Hactponka knactepa)

*{_] MSTP Configuration
{1 IGMP SNOOPING Cenfi
*1{_1 GMRP Configuration
*{_] EAPS Configuration
*1_] RMON Cenfiguration
=3 Cluster Management Cluster Name ‘ [ | H Tvpe‘ [ V]
~[E NDP Configuration
~E NTDP Configuration Apply Delete
~B Cluster Configuration
{7 Log Management
< >

=[5 [ |

e :,“0 @ hitp://192.168.0.1/ 2~ & suitch | ‘ A
2 4 6 8 10 12 124 15 18 20 2 21 al ik
(=T == = = = | O 000D .!;":
DOA0 OAAA AAaaA 600 e
1 5 7 9 11 13 15 47 18 21 2@ 25 25 1 link down

®{1 Port Configuration ~ A~

¥1{1 MAC Binding

B{1 MAC Filter

D) VLA GriELm Cluster Enable disable V

®{1 SNMP Configuration

{3 ACL Configuration Management-vlan 1 (1-4094)

{1 QOS Configuration IP-pool 0.0.0.0/0 (AB.C.D/M)

#{ IP Basic Configuration Handshake time 10 (1-255 sec)

{7 AAA Configuration -

B Handshake hold-time 60 (1-255 sec)

B

B

B

B

E

Ha paHHon cTtpaHuue WEB wnHTepdenca npencraBneHbl HaCTPOWKU
Anga knacrepa.

Bbol  MoXeTe npocmoTpeTb W oOTpedaktMpoBaTb Tabnuuy cC
yyacTHMKamu Knacrepa.
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Bo3MOXHble HACTPOKMKK BKNOYAKOT B CceOs:

v Cluster enable (enable/disable) — Bkn/BbIkn knacTepa;

v Management VLAN — pauanasoH poctynHbix VLAN'oB oT 1-4094.
3HayeHne no ymonyaxuio 1;

v' IP pool — pguanasoH (nyn) IP apgpecoB Yy4acTHMKOB KracTepa.
HoctynHein gnanadoH ot 0.0.0.0 go 255.255.255.255. [Jonyctnmas
anuHa mackm 0 go 32;

v Handshake time — wuHTepBan oTnpaBku handshake nakeTos.
HonycTumbln ananas3oH 3HadeHurn 1-255. 3HadeHuMe Mo yMonvaHuio
10;

v" Handshake hold time - Bpemsa «ygepxuBaHusi». [onycTuMbli
ananasoH 3HauyeHun 1-255. 3HadyeHne no ymonyanuio 60.

YToObl HAacTpouTb KrnacTep BaM HeobxoaMmo BbibpaTb MMs KracTepa
n BblbpaTb coeaMHeHue C  knactepom. CywlecTBYOT pydyHble W
aBTOMaTU4YeCKme MeToObl COEQUHEHNS C KNacTeEpPOM.

lMocne noaTBepXAEHMS  CO3d4aHMst  KkracTtepa Bbl  MOXeTe
aBTOMATUYECKN MEPEKIIOYNTCS Ha pyvyHOM meTon. Bbl HE MoxeTe B py4Hyto
NepeKYNTCA Ha aBTOMaATUYECKMI MeToa. Py4yHon MeToa no3BonseT MeHATb
nMs KnacTepa.

lMocne noaTBepXAeHMs CO34aHMsa  Knactepa YCTpOWCTBA —

YYaCTHUKM KracTepa M YCTPOMCTBa-kaHAMAATbl  MOryT ObITb MPOCMOTPEHbI B
Tabnuue. Bbl MOxeTe ypansTb Y4acTHMKOB Knactepa wnu JobaBnsitb
yCTPONCTBa-KaHAUAATbI COrMacHO CMUCKY ponen.
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11.19 ERPS Configuration (Hactponka ERPS)
11.19.1 ERPS Configuration (Hactpoinka npotokona ERPS)

Ha paHHon cTpaHnue WEB wuHTepdenca Haxogatcsa HacTpOWKK
npoTtokosia ERPS — BbicokoadpdekTMBHOM anbTepHatMBe npoTtokona STP
(BpemMs BoccTaHOBNEHWs TnuHKa 50mc). [aHHbIi  ceTeBOW MpPOTOKOI
ncnonb3yeTcs AN UCKMYeHnss obpa3oBaHUs KOMMU3nKn, NpyM UCNOSNb30BaHUN
KOMbLIEBOW TOMOMOrMM NOAKNIOYEHUS.

" Managed Switch

¥ L1 Industrial Switch Monitoring
% 1 System Configuration
%L1 Port Configuration

ERPS Domain v
ERPS Domain Status

%1 MAC Binding
L1 MAC Fitlr Create ERPS Doman
%3 VLAN Configuation ERPS Domain Nods Role Apply
%3 SNMP Configuration
#(1 ACL Configuration ERPS Ring T v
#1 QOS Configurabon e r—
%1 1P Basic Canfiguration T = E
463 aan Conbguration Creat ERPS Ring Delete ERPS Ring
# MSTP Confguration
= ! Ring Made ~
%L1 IGMP SNOOPING Configusabon
# _] GMRP Cenfiguration Sods el =
%) EAPS Configuration Raps VLAN 0 Delete Raps VLAN
%3 RMON Configuration Traftic VLAN Format: 246
1 Chistor Management = v Delele RPL Port
=23 ERPS Canfiguration T
B ERPS Configration B Pore Dekee R Por
B ERPS Information s P il
¥ 1 Log Management Hokd-off Time 0
Guard Time
WIR Time
WTE Time

Raps.send Time.

ERPS Ring Enable disable v
Farced Switch RPL and RL Port v ~
Manual Switch Port L2

wanual Recover | [ Refresn| | Apply Help

v" Raps VLAN — VLAN ID, B koTopoW 6yaeT nepeaaBatbcsi Criy>KebHbii
Tpaduk ERPS
v Traffic VLAN — VLAN ID, koTopble HeObX0AMMO 3alimLaTh OT neTenb

M KONnu3um

Refresh — 06HOBUTb 3Ha4YeHNSA Norewn.

Apply — coxpaHuUTb HaCTPOMKHU.
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11.19.2 ERPS Information (MHcpopmauusa o pabote ERPS)

Ha paHHou cTpaHuue WEB uHTepderica HaxoaaTcsa cBoaHbIe AaHHbIe
0 pesynbTaTte paboTbl npoTokona ERPS.

Bca wmHpopmauma AOOCTynHa TONbKO ANA YTEHUS U MOXET ObiTb
obHoBneHa ¢ nomolLpbto KHomnku Refresh.

‘3 Managed Switch ERPS Information

B{] Industrial Switch Monitoring

{1 System Configuration

(] Port Configuration

1 MAC Binding

(] MAC Filter

3 VLAN Configuration

(7] SNMP Configuration

{2 ACL Configuration

21 QOS Configuration

{2 IP Basic Configuration

&) AAA Configuration

(2] MSTP Configuration

3 IGMP SNOOPING Configuration

3 GMRP Configuration

(1 EAPS Configuration

{1 RMON Configuration

{3 Cluster Management

23 ERPS Configuration
) ERPS Configuration
[E) ERPS Information

3 Log Management

Refresh Help
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11.20 Log management (YnpaBneHue 3an1cbio JIoro.)

Ha paHHon cTpaHnue WEB wuHTepdenca npegctaBrieHbl HAacTPOWKK
dwunbTpa BbIBOAa 3anucaHHbIX noroB. B nome Log Priority moryt 6biTb
crnegyowmne 3HavyeHust:

v' Critical — BbIBOgUTb MHbOpMaLMIO, OTHOCSILLLYHOCS! TOSNbKO K

KPUTUYECKOMY YPOBHIO BaXXHOCTU;

v' Debugging — BbIBOAUTb MHOPMALMIO AN OTNagKu;

v'Informational — BbIBOANTb MHGOPMALMIO AN OTHagky 1 obLyyto

MHpopMaLMIo B florax;

v' ALL - BbIBOAUTbL BCIO MHDOPMALINIO.

Y1066 NPUMEHUTE PUNbLTP NOroB Haxmute kHonky Refresh (o6HOBNTDL)

3 Managed Switch
(] Industrial Switch Monitoring
1] System Configuration
(3 Port Configuration
(] MAC Binding

&) MAC Filter

B VLAN Configuration
{1 SNMP Configuration

B ACL Configuration

1 QOS Configuration
B P Basic Configuration
£ AAA Configuration
11 MSTP Configuration
(] IGMP SNOOPING Configuration
E(] GMRP Configuration
(] EAPS Configuration
&{) RMON Configuration
B Cluster Management

B ERPS Configuration
13 Log Management

B Log Information

| Log priority | v [ Refresn
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11.21 PoE Power Control (YnpaBneHue napameTtpamu PoE)

11.21.1 POE Port Configuration (Hactponka napameTtpoB PoE gns
nopToB)
3 Managed Switch

% (1 Industrial Switch Monitoring
() System Configuration

# (] Pont Configuration Selected Ports
#{_) MAC Binding PoE Mode Automatic v
&1 MAC Filter POE Admin Status Enable v
%1 VLAN Configuration Active Voltage (V) wes
) SNMP Configuration IActive PSE Type e
#(23 ACL Configuration TR T
#{2) QOS Configuration i P
(1) IP Basic Configuration
%] AAA Configuration [Fosst Power (W) 120
#{_) MSTP Configuration Power Consumption (W) 000
% (] IGMP SNOOPING Configuration Powar Usaoe (%) 000
#{) GMRP Configuration ~
(] EAPS Configuration Refresh Apply Restore Default Port Restarting
% RMON Configuration I Select All Port Type Mode Admin Status | Operation | Active PSEType | Passive PSEType | Current(mA) | Voitage (V) | Power (W)
1) Claster Managernent geti Ao | Automatic Enable OFF AT AT NA NA NA
i jf“;::"':“’:‘:m gel2 Ao | Automatic Enable OFF AT AT NA NA NA
& nageme
;Log lm’:mzlmn gell3 Super Enable OFF BT NA NA NA
=43 PoE Power Control get/s Super Enable OFF BT NA NA NA
%) PoE Port Configuration _ - _
2 PoE Polcy Configuration gells Normal Enable OFF Al NA NA NA
5 PD Query Configuration gells Normal Enable OFF AT - NA NA NA
getr7 Normal Enable OFF AT NA NA NA
gel8 Norma! Enable OFF AT - NA NA NA

Ha paHHon  cTpaHuue WEB  wuHTepdpeiica  npegcrtaBneHa
KOHMrypauuss HacTpoek nodayn NUTaHUst K NOAKMOYEHHOMY K KOMMYyTaTopy
obopynoBaHuio no TexHornorun PoE. [Ina HacTpoviku OOCTYNHbI cnegyowme
napameTpbl:

v" PoE mode — BbiGop pexunma paboTtel POE ans BeiGpaHHoro nopra:
— Automatic — aBTOMaTU4YECKNIN PEXNM;
— Manual — py4Hon pexum.
v" PoE Admin Status — Bkn/Bblkn dyHKUMM POE ansi BbibpaHHOro nopta
(Enable / Disable);
v Active PSE type — Bblbop cTaHgapta PoE (4 orpaHudeHue
MaKCUMaribHOW MOLLHOCTM COOTBETCTBEHHO) Arsi OTMEYEHHOro nopTa:
— AT — makcumanbHasa mowHocTb PoE — 30 Br;
— AF — makcumanbHasa mowHoctb PoE — 15.5 BT;
— BT — makcumanbHas mowHoctb PoE — 90 BT.
v Total Power - cymmapHas MowHocTb PoOE. MNMone pns BHeceHus

WHpopMaumm 0O MakcMmanbHOM MOLLHOCTM ucnornb3dyemoro bBlT,
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MHgOopMaUMa HeobxoaMma AN aBTOMaTUYECKOro pacyeta Tekyllen
Harpyskn PoOE kommyTaTopoM. YcTaHOBMTE 3HauyeHue paBHbIM

MOLLHOCTU ucnonb3yemoro bIT;

Takke Ha OaHHOW CTpaHuUe OTpaxeHa WHgopmaums O Tekywem
cocTosiHum POE obopyaoBaHus.

MmeeTca Bo3MOXHOCTb 06HOBUTL cBefeHus (Refresh), nogtBepanTb
nameHeHusi (Apply), BEpHYTb 3HAa4YEHMS NapaMeTpoB K 3aBOACKMM HacTponkam
(Restore Default), nepesanyctutb nopthl (Port Restarting).

11.21.2 POE Policy Configuration (HacTtponka nogaum PoE no
pacnmucaHuio)

3 Managed Switch oF Policy Configuratior
#{ Industrial Switch Monitoring
#{_) System Configuration

# {1 Port Configuration

#{) MAC Binding Policy Status [disable v
% MAC Filter

# ] VLAN Configuration Refresh Apply
%] SNMP Configuration
%) ACL Configuration
(] QOS Configuration
(] IP Basic Configuration
1] AAA Configuration 02
5] MSTP Configuration 030
#{_] IGMP SNOOPING Configuration 0aJ
#(_1 GMRP Configuration 050
%) EAPS Configuration
5] RMON Configuration

PoE Port | v

Clock ( [_'All) Monday | Tuesday Wednesday Thursday Friday Saturday Sunday
ool

#{] Cluster Management
#{_1 ERPS Configuration
=3 Log Management
B Log Information 100
=44 PoE Power Control 10
8 PoE Port Configuration 120
B PoE Policy Configuration B0
[ PD Query Configuration =

g
(M JH<IH<ME<HI<JR<MI<HM<BR<BI<JH<MI<MI<JH<]
(<M< JH<HH <M< H<JR<M<JH<MR<BA<JH<MH<M{<JH<]
(<M< JH<JH<ME<HI<ME<ME<MH<BR<BA<JH<PH<M{<JH<]
(<M< JH <M <ME<HI<JN<MI<M<MA<MI<J<M<M<JH<]
(<< <ME<HI<MR<MI<I <M <M<J<H<B<J<]
(<M< JH <M <M <MI<MR<ME<JH<MA<BA<JH<M<MI<JH<]
(<M< JH < <MI<HI<JR<MI<H<ME<M<JH<M<M<JH<]

Ha paHHoM  cTpaHuue WEB  wuHTepdpeiica  npencrtaBreHa
KOHdurypauuss HacTpoek nogayum nuTanma PoE k  nmogkntoyeHHoMy
obopyaoBaHMio Mo pacnucaHuto. [nsi HacTpPOWMKU pacnucaHust OOCTYMHbI
cnegywowme napameTpbl:

v" PoE Port — BblGop nopTta, AN KoTOporo OyaeT NpUMEHATLCS
pacnucaHue;

v Policy Status — Bkn/Bbikn (enable/disable) npumeHeHus pacnucaHus.

v" Clock — Bbl6op BpeMeHu cyTok B 4acax oT 00 go 24, B TeuyeHue

KoToporo POE 6yaeT akTVBHO Ha BbIOpaHHOM MopTe;
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v" Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday —
BbIOOp C MOMOLLLIO ranoKk AHEW Hedenu, korga 6yaeT npuMeHNATbCSs

pacnucaHmne

[na HacTpolkum pacnucaHust crniegyeT BblbpaTb Homep nopTa u3
Bbinagawwero meHwo PoE port, aktmeBupoBaTb yHkumio Policy Status
BKMoYeHuns/oTknodeHns (enable/disable); BeibpaTte Bpems B konoHke Clock u

AeHb Hegenu Monday...Sunday B COOTBETCTBYIOLLEN KOMOHKE.

Haxmute Apply ana noaresepxaeHus, 4tobbl 06HOBUTL MHOPMALNIO

HaxmuTe KHonky Refresh.

11.21.3 PD Query Configuration (Hactponka cyHKuMM aBTOONpEAeneHns
3aBucwunx POE ycTponcTs)

i Managed Switch

POE Port v
PO 1P Address

#_) MAC Filter PD Query Interval 0
#{_J VLAN Configuraton

# _J SNMP Configuration

# (1) ACL Configuraton
#(1) QOS Configuration
#(_1 1P Basic Configuration
#_J AAA Configuration PoE Port PO IP Address PO Query Interval (Sec) PD Timeout Number PD Boot Time (Sec) PD Reboot Times.
% (L) MSTP Configuration ge1/t NA 5 3 0 0

# 1) IGMP SNOOPING Configuration gel2 NA
# () GMRP Configuration go1 NA
# (L1 EAPS Configuraton 14

4_J RMON Configuration

PD Timeout Number 0

PD Boot Time 0 0~600 Sec)

1
1
1
12
1
1
1
1

N
N
NA
N
N

A

B Log Information

=4 Po Power Control
%) PoE Port Configuration
8) PoE Policy Configuration
B PD Query Configuration

Ha panHon cTtpaHnue WEB  wHTepdenica  npeacrasneHa
kKoHdurypauus PD Querry (PoE WatchDog) — dyHKuMM aBTOMaTu4eckoro
onpegeneHna n rnepesanycka 3aBUCLUMX MO KakoW-mbo npuumHe PoOE
YCTPOWUCTB.

[na HacTponkn OOCTYNHbI crieaylolime napameTpbl:
v PoE port_— BbiGop HOMepa nopTa (U3 BbiNagatoLLero crnmcka);

v' PD IP address — IP agpec PoE nogkrto4eHHOro o6opyaoBaHus;
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v PD Query Interval — wHTepBan oTnpaBku 3anpocoB Kk PoE
obopynosaHuio B npegenax 2...30 cek (npegycTaHOBNEHHOE BpeMs 5
CeK);

v' PD Timeout Number — konnyectBo 3anpocoB k POE o6opyaosaHuio,
KOTopoe MOXeT ocTaBaTbcsa 6e3 oTBeta B npegenax 2...10
(MpegycTaHoBNeHHoe 3HavyeHue 3);

v" PD Boot Time — MakcumarnbHoe Bpemsi Ans nepesarpy3ku PoE
obopyaoBaHusa B npegenax 30...600 cek (MpegycTaHOBEHHOE BPeEMS
120 cek).

102



12.UsameHeHue IP agpeca kommyTaTopa

: afan
- [0 = = = Jolololof
i A
34 SW-80802/L(150W) nfiou
{3 System Configuration
B Basic Information Line item VLAN ID 1P Address / Subnet Prefix DHCP Client MAC Address
B Serial Information | [1 v |t 192. 168. 0. 3/24] x\ Disable V| 0028.2411.bdf1
B) User Management 1 1 192.168.0.1/24 Disable 0028.2411.BDF 1
[ Safe Management
E) SNTP Configuration Refresh Create VLAN Interface Delete VLAN Interface
B Jumbo Frame Configuratio Set 1P Address/DHCP Client Delete IP Address Help

) Save Current Configuratior
B Configuration File
B File Upload
B system Reboot

#( Port Configuration

& {1 MAC Binding

%) MAC Fiter

#(] VLAN Configuration

#(] SNMP Configuration

#( ACL Configuration

#(1 QOS Configuration

=3 IP Basic Configuration
[B) P Address Configuration
B) ARP Configuration and Dis
[E) Host Static Route Configur

#{ AAA Configuration

Ins naMeHeHus IP agpeca koMmmyTaTopa:

— Bbinonnute Bxog B WEB uHTEpdENC KOMMYTaTOPa;

— Bowngute B pasgen meHto IP Basic Configuration, nyHkT IP Address
Configuration (Hactpoiika IP agpeca);

— ycTtaHoBuTe Line Item «1», DHCP Client «Disabley;

— BBeguTe HoBbLIN agpec B none IP Address/Subnet Prefix (agpec
OOIMKEH ObITb YHVKArNbHBIM U HE OOMKEH NOBTOPATLCSA);

— Haxmwute Set IP Address/DHCP Client (yctaHOBUTbL agpec), cmapbil
IP adpec aemomamu4ecku nepecmaHem delicmeogamab;

— BbinonHume noemopHbIli 8xo0 8 WEB uHmepdgbelic, ucnonb3ys
HoeblIll |IP adpec.

BHumaHue!

[nsa coxpaHeHus HoBoro |IP agpeca B 3HeproHe3aBMCMMOW NaMaTh
KOoMMyTaTopa B pasgerne meHo System Configuration, nyHkt Save Current
Configuration (MpocmoTp TekyLuen KoHUrypaLmm) CoOXxpaHuTe HaCTPOWKN, B
NPOTUBHOM Criy4ae npw nepesarpyske KoMMmyTatopa OyaeT ycTaHOBIEH
npeablaywmn IP agpec. ObpaTnTe BHUMaHWE, YTO HOBbIE NapamMeTpbl,
noMmMmo camoro IP agpeca, 4O/MKHbI cogepXkaTb NpednKe Macku nogcetu
(3HaveHwue B BuTax nocne cumeona "/". (Hanpumep: 192.168.0.1/24)
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BHumaHue!

v [Ons obecnevyeHnss (pyHKUMOHMPOBAHUS CUCTEMbI  FPO303aLLUTLI
HaJeXHO 3a3eMnnTe Koprnyc KOMMyTaTopa;

v’ Cobnioganite nNONSPHOCTL MpU  NOAKMYEHMM OfOKOB MUTaHMSA K

KOMMYTaTopy;

v Tpn oGHapyXeHUN HencrnpaBHOCTM He pa3bupaiTe KOMMyTaTop U He

PEMOHTMPYIATE YCTPONCTBO CAMOCTOSITENBHO.

13. TexHNn4YecKne xapakTepucTuKu*

Mogernb SW-80822/ILR
OO0uiee kon-Bo NOPTOB 12
Kon-Bo noptoe FE+PoE -
Kon-Bo noptos FE -
Kon-Bo noptoB GE+PoE 8
Kon-Bo noptoB GE >
(He Combo nopTbl)
Kon-Bo noptoB Combo GE i
(RJ45+SFP)
Kon-Bo noptoe SFP 2

(He Combo nopTbl)

BCTpoeHHbIe onTn4yeckmne nopTbl

MowHocTb PoE Ha nopt (makc.)

1,2 noptel — 90 Bt
3-8 noptbl — 30 Br

CymmapHas mowHocTb (PoE

Orogxer), Bt 360 Br
IEEE 802.3af

Ctanpgaptbl PoE IEEE 802.3at
IEEE 802.3bt

MeToa 1 NpoOBOAHUKM ANA nofaqun
PoE

1,2 noptel — A+B (1,2,4,5+ 3,6,7,8-)
3-8 noptbl — A (1,2(+) 3,6(-))

Tononorun noaknto4eHns

3Besna
Kackag
KOmnbLO
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Mopenb SW-80822/ILR
Bbydhep naketoB 4.1 Mb
Tabnuusl MAC-agpecos 8K
MponyckHas cnocoGHOCTb
KOMMYTaLMOHHON MaTpuLibl 128 Iowut/c

(Switching fabric)

CkopocTb 06CcnyXnBaHus
nakeToB (Forwarding rate)

1000 M6uTt/c — 1488,000 nakeTtos/c
100 M6uT/c - 148,800 nakeToB/c
10 M6wuT/c- 14,880 nakeTtos/c

Mopaepxka jumbo frame

16 Kb

CrtaHgapTbl 1 NPOTOKOIbI
Ethernet

o |[EEE 802.3 — 10BaseT

o |[EEE 802.3u — 100BaseTX

o |[EEE 802.3ab — 1000BaseT

o |[EEE 802.3z — 1000Base-SX,
1000Base-LX

¢ |[EEE 802.3x — Flow Control

o|[EEE 802.1s, IEEE 802.1d, IEEE
802.1w — RSTP/MSTP( Rapid
Spanning Tree Protocol)

¢ EPPS ring network protocol

¢ EAPS ring network protocol

YnpaeneHue

¢ WEB interface;

e CLlI, Telnet, TFTIP, Console;

¢ SNMP V1/V2/V3 management

¢« RMONV1/V2 management; RMON
management

PyHKUMM YPOBHSA 2

o VLAN

¢ |IGMP/MLD Snooping

¢ DHCP Snooping

e Internet Protocol Version 6 (IPv6)

¢ Port Status, Statistics, Monitoring,
Security, and Rate Limiting, Loop
Detection, Port Mirroring

KauectBo obcnyxunsaHmna QoS

eCoS

eToS

e Diffserv mapping

¢802.1p port queue priority algorithm;
*WRR, weighted priority rotation

105




Mopenb

SW-80822/ILR

algorithm;
o SP, WFQ priority scheduling modes

eUser Name / Password Protection
¢ MAC Based Authentication

BesonacHocTb e User port+IP address+MAC address
Support
¢ ACL (Access control list)
V1 (1-i BM), V2 (2-n bMN), PWR
" (cocTosiHne kommyTaTtopa), Link/Speed
HAMKaTOpbI

(ycT. coeguHeHusi/ckopocTb), Link/PoE,
SFP Link, HW (konbLo)

Pene aBapuiiHoOM curHanmsauum

DC24V,1A(HO, H3)

MpososawwmTa 6 kV, 8/20us
P - 8kV (ESD)
MutaHne** DC 12-37V (6e3 PoE)
DC 37-57V (c PoE)
OHepronoTpebnexHne <25 BT (6e3 PoE)

<385 BT (c PoE)

[aTumk TemnepaTtypbl U

e Temnepatypa (Pe3nCTUBHbIN): -
40...+80°C (£ 0.5°C)

e BnaxHocTb (emkocTHOW): 0...99%
(£3%)

BRIaXHOCTY e Pasbem — TRS 3.5mm
e /luTepdperic (undposon): 1-Wire,
nutaHue (3.1-5.5V)
OxnaxaeHune KoHBekuunoHHoe (6e3 BeHTUNsATopa)
Knacc 3awurhl IP40
Paamepbl (LLUxBxI") (Mm) 50x188x130
Cnocob MoHTaxa Ha DIN peliky, Ha CTeHy
Pabouas Temnepartypa -40...+80 °C
Bec 1300 r
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Mogenb SW-80822/ILR
[ononHuTtensHble pyHKUUK:

e[lepenaya nHdopmaumm o
Temnepartype 1 BraXXHOCTU
OKpY>KatoLLen cpeabl C BHELLIHEro
Oartyvka;

o [lanbHOCTb Nepegayn gaHHbix — 250m
(10 M6uT/c);

¢ PD Query — aBTOONpeaeneHne u
nepesanyck 3aBucLumx PoE yctponcTs

* [pousBoguTenb UMEET NPaBoO U3MEHSTb TEXHUYECKNE XapaKTePUCTUKM

nsgenvs u komnnekraumo 6e3 npenBapuTenbHOrO YyBeAOMITEHUS.
**BNOKN NUTaHMUA HE BXOAOAT B KOMIMJIEKT MOCTaBKM.

[ononHuTtensHo

14. NapaHTus

lapaHTns Ha Bce obopygoBaHne OSNOVO - 7 net (84 mecsua) c
AaTbl NPOAaXMW, 3a WCKIIOYEHNEM aKKyMYNATOPHbIX Gatapew, rapaHTUAHbIN
CpoK - 12 mecsues.

B TeyeHme rapaHTUIAHOrO cpoka BbINOMHSAETCA GecnnaTHbI PEMOHT,
BKIKOYas 3anyacTu, Uiy 3ameHa M3genuin npu HEBO3MOXXHOCTU MX PEMOHTA.

MogpobHasa uHdopmaunsa o6 ycrnoBusx rapaHTUAHOIO OGCMYXUBaHUS
HaxoOuTCH Ha caTe WWW.0SNovo.ru

2
231122 (4)
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MpunoxeHne A

Mpumep ncnonb3oBaHusa Bxoga Alarm Input kommyTaTopoB cepum ILS ¢
BHELUHUM OaTYMKOM BCKPbITUS.

ﬂaT"IMK BCKPbITUA

[~
i
1: BJIOK MUTAHWS
R m =
n TEDc4sy T AC 195-265V
N
JlononHuTenbHbIA @
NCTOYHUK CUCTEMA
NUTaHWA
OMNOBELLEHUSA
|

CxeMa nogknoveHns BHELHEero gatymka BCKpbITUS K Bxody Alarm Input
KOMMYyTaTopoB cepum ILS.

OaTtunk BckpbliTMa Ans ynuuHbix ctaHumin OSNOVO cepun OS u OSP
Nno3BOMsieT OopraHM3oBaTh CUCTEMY OMOBELLEHUS 006 OTKPLITUM OBEPU YIUYHON
cTaHuumun. [laTumk BCKpbITMA NpeacTaBnseT cobon BbiknyaTens ¢ HOpMansHO
3aMKHYTbIMW / pPa30OMKHYTbIMWU KOHTakTamu. B 3aBMCMMOCTM OT CXembl
NOAOKMIOYEHUA M TuNa UCNONb3yEMbIX KOHTAKTOB pfJaTymka, Tpebyertca
npoBecTn cooTBeTcTBylOWMe HacTpomrkm Alarm Input Configuration n Alarm
Output Configuration B pasgene MoHutopuHr gatumkoB (Industrial Switch
Monitoring) WEB-uHTepderica kommyTaTopa.

CornacHo npvBefeHHOWN Bbille CXeMe MOAKIYEHUs, KOMMYTaTop nuTaeTcs
ot Bl HanpskeHnem DC48V (knemmbl P1). Ha Bxog IN knemMMHON KONOAKK
KOMMyTaTopa nogaeTcs HanpshkeHue ¢ Toro e 6noka nutaHnsa DC48V yepes
OaTUuK BCKPbITUA C HOpManbHO pPa3OMKHYTbIMW KOHTakTamu (BHumaHue!
Kameezopuyecku 3anpewaemcs nodasame Ha krnemmbl IN HarnpsixxeHue 6onee
56V). [Insi koppekTHOM paboThbl ONOBELLEHUS MO NMPUBELAEHHON CXEME [OJDKHbI
ObITb caenaHbl cnegylowmne YyCTaHOBKM:
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%1 Systom Contguratcn

1 Port Consuraton

#_J MAC Configuration

I VLAN Consguraton

) SNUP Configuration

#_J ACL Configuraton

# 1 QOS Configuration

) P Basc Configuration

1 AR Coniguration

I MSTP Consguration

#*_J IGMP SNOOPING Configuraton

) GURP Configurstion

Systom Tomperaturs ('C) Systom Tempecatuse Upper

Ambient Temperature
Ambiect Humdity Upper

Power in (Master V1, Siave V2)

Slave V2 Volagas (V)

e o No Input

System Tompecatira Lower
73
Ambent Temge

System Power Upper

Systom Current (A)

) EAPS Configuraton
#(_) RMON Corfiguraton
11 Cluster Management

Alarm Detoction Mehod

Alarm Output Contigeration

Adarm Outpust Mode Pon Faiuse Executive Acton

Copyright (C) 2020
OSNOVO 1u
A rght reserved

stem Condition Faiksre

Reboot Port

20 Faull Messags

Executive Acton

Pasgen MoHuTopuHr gatumkos (Industrial Switch Monitoring) WEB-

MHTepdenca kommyTaTopa.

Alarm Input Configuration

Alarm Detection Method

Close Port

Hours

Minutes

Alarm Output Configuration

Alarm Output Mode Port Fadure Executive Action

Upload Faut Message
Reboot Port

Upload Faut Message

Executive Action

Normat

- Alarm Input Configuration: cpabatbiBaHve (nepesarpyska
OTMEYEH rarnkow) npu nogade HanpsKeHWs1 BbICOKOTO YPOBHS
High Level, 5V < U <56V) Ha Bxog, IN KneMMHON KOMNOAKMW.

nopta GE1/3,
(ycTtaHoBneHo

- Alarm Output Configuration: 3amblkaHne KoHTakToB pene Al+ Al- Bbixoga
Alarm Output (yctaHoBneHo Often Open) npu nogaye curHamna BbICOKOrO
HanpsbkeHus Ha Bxod IN kneMmHow komogku (yctaHoBrneHo Alarm Input,

OTMEYEHO rankom).

Takum ob6pas3om, Npu 3amblkaHWM KOHTAKTOB BHELUHErO AaTyMKka BCKPbITUSI Ha
knemmbl IN KOMogkM NUTaAHWS MOLAETCHA HanpshKeHUe BbICOKOrO YPOBHS,
npovcxoauT nepesarpyska nopta GE1/3 n sambikaHue KoHTakToB pene Al+ Al-

BbIxoaa Alarm Output.
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