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N I KG MAX KommyTaTtop GL-SW-G204-28P
Macnopt

1. O6wme cBegeHUAa U Ha3HaYeHue

1.1 KOMMyTaTOp npegHasHa4veH gna coegmHeHNA HECKOJIbKNX y3J710B
KOMI'IbI-OTepHOl\;I ceTm B npenenax ogHoro N HeCKOJIbKMX CeErMeHToOB CETU.

1.2 KommyTtaTtop GL-SW-G204-28P — nponykTt 6peHga NIKOMAX ypoBHsa L2 ¢
nognepxkon PoE, npegHa3sHavyeHHbIN ONs COeAUHEHUSA HECKObKMX
YyCTPOMCTB NoKanbHOW BbluncntenbHom cetn (LAN) nnm Heckonbkumx
CerMeHTOB JaHHOM CeTu.

Mopenb nMmeetT 24 oCcHOBHbIX POE nmopTa co ckopocTbio nepenaym gaHHbIX
1000 M6uTt/c, 4 Uplink nopta 1/10 Méut/c SFP+ 1 1 koHconbHbI nopt RJ45.
O6wmm PoE-6topoxeT coctaBnset 400 BT. [Mbkasa MHOrodpyHKLUMOHaNbHAS
apXUTEKTYpPa NO3BOUT 0becneynTb 6€30MacHOCTb U 6e30TKA3HOCTb CETU
no6omn cnoxHocTn. CneunanbHbii Be6-nHTEpdENC NO3BONAET yOaNIEHHO
OCYLLEeCTBNATb YrNpaBfieHMe HACTPOMKAMM NOOKITIOYEHMUS.

o ACL - TexHONOrmsa KOHTPOAS JOCTYMNa, C MOMOLLbI KOTOPOro Ass
nosib3oBaTesien ycTaHaBIMBAKOTCS AONYCTUMbIE onepaLmnm ¢ O6beKTOM.

e VLAN - TexHOnorusa, nossonstouias oo6begmHATb YCTPOUCTBA B O4HY
NIV HECKOJTbKO BUPTYasibHbIX JTOKaJIbHbIX NOACETEN B paMKax O4HOro
$dn3nyeckoro ceteBoro nHTepdemnca, Takoro kak Wi-Fi unm Ethernet.

e OAM - Habop dYHKLMIN CETEBOIO YyrNpaBneHUs, KOTopble o6ecrnedymBatoT
KOHTPOJIb 3a HEMOMAAKAMU U MPOU3BOAUTENBHOCTbBIO CETU, ANATHOCTUKY U
NOKAaNMN3aLUI0 HENCTIPABHOCTEN.

e QOS - Habop TEXHONOTMYECKMNX PELUEHUN O ONTUMU3ALUN CETEBONO
Tpadumka C MOMOLLBbIO HA3HAYaeEMbIX MPUOPUTETOB Nepesadun MHdopMaLmm.

e RIP - npoTtokon gUCTaHUMOHHO-BEKTOPHOM MapLLpyTU3aLMn, KOTOPbIN
onepupyeT TPaH3UTHbIMK y4acTkamMu (xon, hop) B kayecTBe MeTpUKU
MapLpyTm3aumn.

e |LACP - npotokon, npegHasHavYeHHbIN gnsa o6beanHEeHUS HECKOTbKMX
Pm3nyecknx KaHaIOB B OOUH normyecknm B ceTtax Ethernet.

e ERPS - npoTtokon, ncnonb3yowmmca onis nckaroveHnsa o6pasoBaHus
KOJieL, B TOMOMOM M.

MopoepXxka AMHAMUYECKOM MapLlpyTM3aumMm n GyHKLUUM BUPTYaSTbHOIO
ob6beanHeHua B Stack go 16 eguHuL,

KoMMyTaTop ABnaeTca BbICOKONPOU3BOAUTENbHbBIM PELUEHNEM C BbICOKOM
CKOPOCTbIO NMepefayn aHHbIX M MaKCUMabHOM MPOU3BOANTENbHOCTbIO CETU.
YCTPOMNCTBO BbIMNOIHEHO B META/ITMHECKOM KOPMyCe, KOTOPbIX obecneymBaeT
OOMNONMHUTENbHYIO 3aLLUTY OT CllyYanHbiX yaapoB. EFro MOXHO yCTaHOBUTb Kak
B wkad 19", Tak HACTONbHO.

PelweHune otnnyHo nogomnaeT onsa paboTbl B MasblX U CpeaHUX NPeanpuaTuax,
obpa3oBaTesibHbIX, MEAULMHCKUX YUPEXAEHUAX, KOPNOPATUBHbBIX CETAX, A5
noakatoyYeHUs Todek goctyna. A Hanmume PoE noptoB faeT BO3MOXHOCTb
yCTaHaBIMBATb KOMMYTATOpP Ha yaa/IeHHble U BbICOTHbIE Y4aCTKM, YTOObI
nMTaTb KaMepbl U CETU OIS UCMOIb30BaHUSA B CUCTEMAX BUAEOHAON00eHUS,
CKY[l, noxapHow 6e30nacHOCTU U T.4,

info@nikomax.ru NIKOMAX
8 800 333-54-86 3 2025
www.nikomax.ru



NIKOMAX Taamapr
MacnopTt

1. O6wme cBegeHUAa U Ha3HaYeHue

1.3 KoMnnekT noctaBku:
* KommyTatop GL-SW-G204-28P - 1 wr.
* KoMmnnekT kpenexa B cTonky 19" - 1 wr.
e Kabenb nutaHua - 1 wr.
* KOHCONbHbIM Kabenb - 1 WT.
*[lacnopt - TwrT.

1.4 BHelWHWM BUO OCHOBHOTIO UCMonHeHMns kommyTaTopa GL-SW-G204-28P
npeacTaB/eH Ha pucyHke 1
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NIKOMAX

KommyTaTtop GL-SW-G204-28P

MacnopTt

2. TexHNMYeCcKue XxapakTepuUCTUKu

2.1 OCHOBHble TEXHUYECKME N SKCMTyaTaLMOHHbIE XapakTepPUCTUKu
GL-SW-G204-28P npueepeHbl B Tabnuue 1.

HanmeHoBaHMe napameTpa

3HadyeHVe NnapameTpa

Tun koMMyTaTopa

YnpaBnsembi L2+

TN OCHOBHbIX MOPTOB

GigabitEthernet RJ45

KonuyecTBo OCHOBHbIX nopToB

24

Tun Uplink nopTtoB

10GigabitEthernet SFP+

Konnyectso Uplink nopTos 4
KoHconbHbIM nopT RJ45
Moppepxka PoE Oa
CraHgapt PoE 802.3af/at
PoE 6wogxeT, BT 370
PoE pno 250 meTpoB Het
MponyckHaa cnocobHocTb, M6uTt/c 128
Flash namaTs, M6 16
OnepatmnBHas namatb (DRAM), M6 256
Bydep namstu, M6 1.5
CkopocTb nepecbinikn naketos, Mpps 96

Pazmep MAC Tabnuubl

16K appecos

Bpemsa HapaboTku Ha oTka3 (MTBF)

200,000 vyacos

VLAN

- 4K Active VLAN

- QinQ, Selective QinQ
- GVRP, Private VLAN
- Voice VLAN

Spanning Tree

- 802.1D (STP), 8021W(RSTP), 802.1S(MSTP)
- BPDU guard, root guard, loopback guard

Multicast

-IGMP v1/2/3

- IGMP Snooping

- IGMP Fast Leave
- IGMP Filter
-MVR

- Static route

- RIP, OSPF

- 512 routing table

- IPv4/v6 dual stack

- DHCP Server/Client/Relay

Ipve

- ICMPv6, DHCPv6, ACLV6, Ipv6 Telnet

- IPv6 neighbor discovery, Path MTU discovery
- MLD V1, MLD snooping

- IPv6 Static Routing, RIPng, OSPFv3

- Manual tunnel, ISATAP tunnel, 6 to 4 tunnel

KavectBo o6cnyxumBaHus (QoS)

- CAR, HQoS, MAC/IP/TCP/UDP/VLAN/COS/DSCP/TOS based
- QoS, 802.1P/DSCP priority relabeling, SP, WRR, SP+WRR
- Tail-Drop, WRED, flow monitoring, traffic shaping

info@nikomax.ru
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NIKOMAX

KommyTaTtop GL-SW-G204-28P

MacnopTt

2. TexHNMYeCcKue XxapakTepuUCTUKu

2.1 OCHOBHble TEXHUYECKME N SKCMTyaTaLMOHHbIE XapakTepPUCTUKu
GL-SW-G204-28P npueepeHbl B Tabnuue 1.

HanmeHoBaHMe napameTpa

3HayeHVe NnapameTpa

BesonacHocTb

- Port isolation, Port security, “IP+MAC+port” binding, MAC sticky DHCP

Snooping, option 82, DAI& IP source guard
- |[EEE 802.1x, Radius, BDTacacs+

-L2/L3/L4 ACL flow identification, filtration, Anti-attack DDoS, TCP’s

SYN Flood, UDP Flood
- Broadcast/multicast/unknown unicast storm-control
- Md5, SHA-256, RSA-1024, AES256

OTKa30yCTOMYNBOCTb

- Static/LACP link aggregation, Interface backup
- EAPS, ERPS

- ISSU uninterrupted system upgrade

- BVSS, ups to 16-units per stack

-VRRP

-UDLD

YnpasneHue

Console, Telnet, SSH 2.0, Web-unTtepdeitc, SNMP v1/v2/v3, TFTP,
RMON

MutaHue

2208, 50y, <400 Bt

TemnepaTtypa, °C

XpaHeHue o1 -20 go +70. Skcnnyataums ot O go +50

BnaxHocTb, %

OT110 po 90 6e3 ob6pazoBaHMA KOHOEeHcaTa

McnonHeHve 19"

fabapuTbl U3genus, MM 440x210x44
TN KIMMaTUYECKOro UCMONTHEHUS KoMMepueckui
MapaHTua 1ropn

2.2 CopepxaHue gparoueHHbIX MeTanoB
M3penne gparoueHHbIX MeTalSIOB M KAMHEWN He COOEePXMUT.
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NIKOMAX oo
Macnopt

3. Mepbl 6e3onacHOCTH

3.1 Npwn ycTaHOBKE M 3KCnayaTaumum n3genmsa Heobxogmmo
PYKOBOOCTBOBAaTbCA OENCTBYHOLWMMN HOPMATUBHBIMU LOKYMEHTaMM,
pernaMeHTUpyrWmMMmn TpeboBaHMa NO oOxXpaHe TPyAa 1 Npasmia
6e30MNacHOCTM NPU 3KCNNyaTaLmMm 31eKTPOYCTAaHOBOK. YCTAHOBKY, LEMOHTAX
N PEMOHT U3[ENUSA NPOU3BOAUTL NPU OTKJIKOYEHHOM MUTAHUN.

3.2 CnepyeT NOMHUTb, YTO B paboyeM COCTOSIHUM K U3LAENNI0 MOABOAUTCSA
onacHoe ANSA XU3HWU HanpsxeHune anekTpoceTtn 220 B. O6cnyxmnBaHume m
PEMOHT N3LeNna OOMXKHbI MPOBOAUTLCA KBATMPULMPOBAHHbBIM MepPCOHAaIOM.

3.3 Dkcnnyatauma nsgenua 6es 3alnTHOro 3a3eMsieHuns 3anpeueHa!
YcTaHOBKY, L,EMOHTaX M PEMOHT MPOU3BOLAUTL NPU NMOJSTHOM OTKJTIHOHYEHUN
n3genunsa ot anekTpoceTtn 220 B.

3.4 Mpu NoakItOYEHUN YCTPOMCTB M YCTAHOBKE U3LE/MSA OHO A0JIKHO
ObITb OTK/IIOYEHO OT OCHOBHOTIO NUTaHUA.

3.5 lNpun yctaHOBKE NpeayCcMOTpUTE 3aLLMTy OT MoNagaHma Ha Kopnyc
n30ennsa NPAMbIX CONTHEYHbIX Slyden. MecTo yCTaHOBKU M3Oenns SOJIKHO
obecneumBaTb cBOHBOOHOE, 6e3 HATAXEHUSA, pa3MelleHne kabenen
MoAaKJto4eHUsA ceTn n obopynoBaHus. Npr aToM KabenbHyO NPOBOAKY
Heo6XoOMMO Pa3MeCcTUTb Tak, YTOObI UCKIKOUYUTDb K HEM CBOBOOHbIN AOCTYN.

info@nikomax.ru NIKOMAX
8 800 333-54-86 7 2025
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NIKOMAX oo
Macnopt

4. YcnoBusa 3Kcnsiyataumm, XpaHeHUs
U TPAHCNOPTUPOBAHUA

4.1 MNMpwn ncnonb3oBaHUM M3[enna HeobxogmMMo cobnaaTh TpeboBaHUA Mep
6e3o0macHoOCTH, onpepaeneHHble «[paBunamMm No oxpaHe Tpyna

npw aKCnyaTaumm 3NeKTPOYCTAHOBOK» NPU paboTe C 3/1eKTPUYECKMMM
npuemMHukamm HanpsxeHmnem go 1000 B.

4.2 NnaHoBble PEMOHTbI U3A4ENNA HE NPenyCMOTpPeHbl. BHennaHoBbIM
PEMOHTMPOUN3BOAUTCA NPEANPUATUEM-N3TOTOBUTESNIEM MO 3asBKE
nonb3oBaTensa. MecTo, BpeMs, MOpPsaLOK U CTOMMOCTb paboT cornacyrTcs
npenBapuUTenbHO.

4.3 YcnoBUA XpaHEeHUs n3gennsa — B UHOMBUAYAIbHOM yrnakoBKe
npoussogutens no rpynne 1MOCT 15150-69 B otaninBaeMbix n
BEHTUNMPYEMBbIX CKN1agax Uian XpaHunmuwax ¢ KOHAUMLMOHMPOBAHMEM
BO34yXa C gmanasoHoM Temnepatyp ot 5 go 40 °C. B Bo3ayxe noMew,eHus
019 XpaHEeHUs N30enns He OOJIXKHO NPUCYTCTBOBATb arpeCcCUBHbIX NpUMecei
(napoB KMUCNOT, Weno4yen).

I BHUMAHWE: Mpun nogkntovyeHMn $aHTOMHOIMO NMTaHUa He06XoAMMO CTPOro
NPUAOEPXMBATLCA YyKaszaHUM 3KCnyaTauMoOHHOM AOKYMEHTaLMM Ha
nopgkntoyaemMble aboHeHTCKkMe ycTpomncTeal HecobntogeHme 3Tux TpeboBaHMI
MOXET MPUBECTU K MOBPEXAEHMIO KOMMYyTaTOpa U/Unmnm aboHEHTCKOro
ycTpomncTea!

info@nikomax.ru NIKOMAX
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KommyTaTtop GL-SW-G204-28P

NIKOMAX

5. CBepeHusa 06 ytunusaumm

V|3,EI,€)'IVIe He NoONeEXNT YyTUiam3aumnm BMeCTe C 6bITOBbIM MYCOPOM M OOJ1I>KHO
OOCTaB/IATbCA B CI'IeLI,VIaJ'IVI3VIpOBaHHbIl>'I UEHTP ANna yTunamlaaunm MBAGHMVI
BJ'IeKTpOHHOl\/’I TexHnkn. OTBETCTBEHHOCTb 3a YTUNInM3auno m3genna HeceT

aKCnyaTupyoLas opraHm3saums.
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N I KG MAX KommyTaTtop GL-SW-G204-28P
Macnopt

6. lapaHTUUHbIE 065s13aTeNnbCcTBA

6.1 [MponsBoanTenb rapaHTUpPyeT OTCYTCTBUE NPOU3BOOCTBEHHbIX 4edEKTOB U
HeucnpaBHocTen O60pya0OBaHUSA U HECET OTBETCTBEHHOCTb MO rAPAHTUMHBLIM
ob6a3aTeNbCcTBaM B COOTBETCTBUM C 3aKoHodaTenbcTtBoM PO.

6.2 TapaHTUNHbBIN Nepurog, NCHNCIAETCA C MOMEHTA NPUOGpPeTeHUs
yCTPOMNCTBA Y oduLManbHOro gunepa Ha tepputopun Poccum n coctaBnser
12 (pBeHapuatb) mecaues. Ha ontuyeckme moaoynm NIKOMAX rapaHTusa
yBenuyeHa u coctaBnsiet 36 (TpmauaTb WeCTb) MecAaLeB.

6.3 B TeyeHue rapaHTMinHoro cpoka lNponssogutenb ob6a3yeTca 6ecrniaTHoO
yCcTpaHuTb aedektbl O60pyaoBaHUA NYTEM €ro PEMOHTA UM 3aMEHbI Ha
aHasIorM4yHoe Npu ycnoBuu, 4To gedekT BO3HMK Mo BUHe [MpomnsBoagutens.
YcTponcTBO, NpenocTaBnsgemMoe A1 3aMeHbl, MOXeT 6blTb Kak HOBbIM, TakK M
BOCCTAHOBJIEHHbIM, HO B /It060OM cnyyae [lpounsBoamnTens rapaHTUpyeT, YTo
€ro XapakTepuUCTUKM ByayT He XyXe, YeM Y 3aMeHAEeMOoro ycTpomncTBa.

6.4 BoinonHeHune NpousBogmTeneM rapaHTUMNHbIX 06A3aTeNbCTB MO PEMOHTY
BbllleLlero n3 cTposa o6opynoBaHUs BNneYeT 3a CObon yBenmyeHmne
rapaHTUMHOIO CpoOKa Ha BPeMSA PeMOHTa 060pyn0BaHMUS.

6.5 Ecnun cpok rapaHTUmM UCTEKAEeT paHee YeM Yyepes MecsL, Nocsie peMoHTa
YCTPOWMCTBa, TO Ha HEro yCTaHaBIMBAETCA O0MNONHUTEIbHAA FAPaHTUS CPOKOM
Ha 30 gHeM ¢ MOMeHTa OKOHYaHUS PEMOHTA.

6.6 Hu npu kakmnx obctoatenbcteax [pomnssoauTesnb He HeceT
OTBETCTBEHHOCTU 3a Ntobble YObITKM, BK/IKOYAS NOTEPIO OAHHbIX, MOTEPO
NPUGLIIN U ApYyrue cnyyYyamHble UK KOCBEHHble YObITKM, BO3HUKLLME B XO4e
akcnnyataymm ObopynoBaHud, NMH60 CBA3aHHbIE C MPOU3BOAUTENIbHOCTLIO,
BbIXOO0M U3 CTPOS UM BPEMEHHOW HepaboTocnocobHocTbio O6opyaoBaHUS.

6.7 MNponssoauTenb He HECET OTBETCTBEHHOCTM MO FrapPaHTUKM B C/yyae, ecnu
npoun3BedeHHble UM TECTUPOBAHME U/WUTN aHANW3 MOKa3asu, YTO 3a8BeHHbIN
nedexT B U3oenmm oTCyTCTBYET, IM60O OH BO3HWUK BC/IEACTBME HAPYLUEHUS
npaBui MHCTANNALNMN UNN YCNOBUI SKCMyaTalmm.

6.8 YcnoBua rapaHTumM He NpeayCcMaTpmuBatoT YUCTKY U NPOPUIAKTUKY
obopynoBaHMA cmnamu 1 3a cyet lNpoussogutens.

6.9 lNpounsBoguTenb MMeeT NpaBo 6e3 NpeaBapuUTENIbHOIO YyBe4OMNEHNSA
BHOCUTb U3MEHEHUSA B U3OENMNE U €TI0 BHELLUHUIN BUL, KOTOPbIE HE YXYALLAOT
€ro TeXHU4Yeckme XxapakTe pUCTUKM.

6.10 MNpownsBoauTesb He HeceT OTBETCTBEHHOCTM 3a AedekTbl U
HeucnpaBHocTn O6opyaoBaHUa, BO3HUKLLME B pe3y/ibTaTte:

- HecobnAEeHUA NMPAaBU TPAHCMOPTUPOBKUM N YCNOBUIN XPAHEHUS,
TEXHUYECKMX TPeBOBaHMM NO pa3MeLLeHUIo 1 3KCnyaTauumm;

- HEMNPAaBUJ/IbHbIX OENCTBUIN, ncnonb3oBaHuna O6opynoBaHMa He Mo
Ha3HaYeHMUIo, HECOBNMIOAEHUS MHCTPYKLMI MO 3KCnyaTauum;

- MexaHun4yeckmnx Bo3OencTBum;

- LEeNCTBUSA OBCTOATENBCTB HEMNPEOLOIMMOM CUIbI (TAKMX Kak noxap,
HaBOOHEHMe, 3eMIeTPsACeHME U Ap.).
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NIKOMAX oo
Macnopt

6. lapaHTUUHbIE 065s13aTeNnbCcTBA

6.11 TapaHTMa He pacnpoCcTpaHAaeTCa:

- Ha KOHTpadaKTHble U3aenus, NpruobpeTeHHble Noa, Mapkon NpounssoaunTtens;
Ha HEMCNPABHOCTU, BO3HUKLLME B pe3ysibTaTe BO3OENCTBUSA OKPYXALLEN
cpenbl (BOXAb, CHEr, rpag, rpo3a u T.Mn.), HacTynaeHUsa GopPC-MaKopPHbIX
ob6cToATENbCTB (MOXap, HABOAHEHWE, 3eMMETPACEHME U AP.) UTN BIUAHUSA
CNy4YamnHbIX BHEWHUX $aKkTOpOB (BpOCKU HAMPSAXEHUSA B SN1E€KTPUYECKOWN CeTU
vnp.);

- HA& HEUCNPABHOCTW, Bbi3BaHHbIE HAPYLLUEHWEM MPaBUIT TPAHCMOPTUPOBKMY,
XpPaHeHUs, SKCnyaTaumm nam HenpaBuUbHOM YCTAHOBKOM;

- HA HEUCNPABHOCTU, BbI3BaHHbIE PEMOHTOM UM Mogudumukaumen
O6opynoBaHua nMuamMm, He YNnosIHOMOYEHHbIMU Ha 3To [pounsBoaguTenemM;

- Ha NOBPEXAEHMUS, BbI3BaHHbIE NonagaHmem BHyTpb Ob6opynoBaHus
NMOCTOPOHHUX NPEeAMETOB, BELLECTB, XUOKOCTEN, HACEKOMbIX U T.4,.;

- Ha O6opynoBaHMe, MMetoLLee BHelWwHMe gedekTbl (ABHble MeXxaHM4yeckme
NOBPEXAEHUS, TPELLMHbI, CKOJIbl HA KOPMYyCe 1 BHYTPU YCTPOWCTBa,
C/TOMaHHbI€ aHTEHHbI U KOHTaKTbl pa3beMoB);

B- cnyyae obHapy>XeHWs CefoB MeXaHNYeCKMX U TEPMUYECKMX
NOBPEXAEHMIN KOMMOHEHTOB Ha nnartax.

- Ha CJlydam M3HOCa akKyMyJiIATOPOB.

6.12 NlapaHTUMHoe obcnyxmBaHue ob6opynoBaHmnsa NIKOMAX npovnsBogmTca B
aBTOpPU30BaHHbIX cepBUCHbIX LeHTpax NIKOMAX 6onee yem B 20 ropogax
Poccuu. Monyuntb HPop™Mauuto o bamxanwem K Bam cepBUCHOM LeHTpe
MOXHO no TenedoHy 8 800 333-54-86

info@nikomax.ru NIKOMAX
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NIKOMAX

OO0 «Tanne Pyc»
Tenedon 8 800 600-72-65
www.tayle.ru | office@tayle.ru
tOpunandeckum n paktTndeckum agpec: Poccna, 127410, r. MockBa,
AnTtydbeBckoe wocce, 4. 41
TEXHUNYECKAA MOALAEPXKA
8 800 333-54-86
info@nikomax.ru

OOMNONMHUTENTbHAA NHOOPMALUMA MO MPOAYKTY PASMELLEHA HA
OPULMANIBHOM CAUNTE
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