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OCHOBHble XapakTepUCTukKu

3awmTa oT CTaTU4ECKOro aneKTpuyecTea
Bce Ethernet-nopTbl nogaepxuBaoT BCTPOEHHYIO 3alLuTy
OT CTaTUYeCcKoro anekTpuyectsa Ao 6 kB.

PacluvpeHHblie hyHKUMM ynpaBneHus

PyHKUMM ynpaeneHus BkmoyaloT SNMP, ynpaBneHve Ha
ocHoBe Web-uHTepdeiica n uHtepdeinc KoMmaHaHoN CTPOKK
(CLI) yepes Telnet n SSH.

Mopnepxka IPv6

KommyTaTop SiBMAETCS MONMHOCTbIO COBMECTUMbBIM C CETSIMM
Ha 6a3e npotokona IPv6. Mopaepxka dyHkunoHana IPv6
crnocobcTByeT nerkon uHTerpaumm obopyaoBaHMs B CeTu
CrneayoLLEero NoOKOMeHus .
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YnpaBnsaewmbin L2 kommyTatop ¢ 48 noptamu 10/100/1000Base-T u 4 komb6o-noptamu
100/1000Base-T/SFP (48 noptoB PoE 802.3af/at, POE-6roaxeT 370 BT)

XapakTepucTukm

WUHTepdpelicbl
e 48 noptoB 10/100/1000Base-T ¢ nogaepxkoit PoE
e 4 kombo-nopta 100/1000Base-T/SFP

TexHonorus Green

e JKoHOMUS QIIEKTPO3HEPrnn 3a cyeT:
- BbikntoyeHunst nopTos
- BbiknoyeHunst tHaMKaTopos
- Micnonb3oBaHus cnswero pexwma

®DyHKUMKN GesonacHocTU

o Cnincku ynpasneHus goctynom (ACL)
e D-Link Safeguard Engine

o Port Security

Ypno6GHoe ynpaBneHue
o Web-nHTepdelic
e CLI yepes Telnet n SSH

PaclmpeHHbIn Habop hyHKL U

Auto Surveillance VLAN

Voice VLAN

Loopback Detection

[unarHoctuka kabens

ABToMaTnyeckoe onpeaeneHne MDI/MDIX
Mopnepxka asyx sepcun MO

YnpaBnsiembli kommyTaTop 2 ypoBHst DGS-1210-52MP/FL, ocHalyeHHbI 48 nopTamm
10/100/1000Base-T ¢ noppepxko PoE u 4 kombo-noptamu 100/1000Base-T/SFP,
nopaepxvBaet TexHonorno D-Link Green u paclumpeHHble yHKUMM ynpaBneHus u
6esonacHocTn, obecrneymBasi BbICOKYHD NPOM3BOAWUTENBHOCTL W MacliTabupoBaHue
cetn. O®yHkuum ynpaBneHust BkmoyaiT SNMP, ynpaBnenve Ha ocHoBe Web-
nHTepdperica n nHTepdenc komaHaHon ctpokn (CLI) yepes Telnet u SSH. [aHHbin
KOMMYTaTOp OCHalleH WHTeNnneKTyanbHbIMU BEHTUNSTOPaMU, KOTOpble CMOCOGHbI
M3MEHSATb CKOPOCTb BpaLleHWs B 3aBUCUMMOCTW OT TemrepaTypbl, YTO NO3BOMseT
3KOHOMUTb 3M1EKTPOIHEPI IO U CHU3NTb YPOBEHD LIYMa.

Power over Ethernet

48 nopToOB AaHHOro KOMMyTaTopa noaaepxueatoT ctaHaapT |IEEE 802.3at PoE. Kaxabin
nopt PoE nopaet nutaHue molHocTeio Ao 30 BT npu obwem Giogxere kommyTaTopa
370 BT, 4TO nosBonseT nonb3oBaTensaMm nogknwyate k DGS-1210-52MP/FL
yCcTpoicTBa, COBMecCTUMble co cTaHgapTom 802.3at. 3To nossonsieT pasMellaTb
obopygoBaHne B TPYAHOAOCTYMHbIX MECTax BHE 3aBWCMMOCTU OT PacronoXeHusi
3NEeKTPUYECKUX PO3ETOK U MUHUMKU3NPOBATL NPOKNaaKy kabens.

®DYHKLMUN YPOBHSA 2

KommyTaTop DGS-1210-52MP/FL noppepxuvBaeT NOMHbIA Habop hyHKUUIA YPOBHS 2,
Bkmovass IGMP Snooping, Port Mirroring, Spanning Tree Protocol (STP) wu Link
Aggregation Control Protocol (LACP). ®yHkuusi ynpaBneHust notokom |[EEE 802.3x
Nno3BosisieT ONTUMM3MPOBATb Harpysky Ha KOMMyTaTop ANsi MOBbILIEHUS] HaAeXHOCTW
nepegayn AaHHelx. NogaepxunBas CKOPOCTb Ha Kaxgom u3 noptoB go 2000 M6ut/c B
pexvume NOJIHOrO aynnekca, KOoMMyTaTop obecneynBaeT BbICOKY0
npou3BOAUTENBHOCTb, HEObXoauMyo ANst NoAkmoyveHus pabounx mect. KommyTtatop
nogaepxvBaeT (yHKLMIO aOuarHocTuku kabenss u  dyHkumio Loopback Detection.
®yHkums  Loopback Detection wucnonb3yetcs pans  onpegeneHuss netenb  un
aBTOMATMYECKOro OTKMIOYEHUS MopTa, Ha KOTOPOM Ob6HapyxeHa netns. OyHkuus
OvarHocTuky kabens npegHasHaveHa Ans onpedeneHusl COCTOsIHUS BUTOW napbl, a
TakKke TMNa HeucnpaBHOCTU kabensi.

3a|.|.|VITa OT CTaTU4YeCKOoro afiekKTpn4yecrtBsa

Bce Ethernet-noptel nogdepkvBalOT  BCTPOEHHYI  3alUTy OT  CTATUYeCcKOro
anektpuyectBa Ao 6 kB. OHa o6ecneuvMBaeT YCTOMYMBOCTb MEAHbIX MOPTOB K
HaBeAEeHHOMY HanmpspKeHWo U NpefoTBpallaeT MNoBpexdeHue KoMmmyTatopa U
NOAKIIOYEHHBIX K HEMY YCTPOWCTB.

CeteBas 6e3onacHoCTb

®yHkumsa D-Link Safeguard Engine obecneunBaeT adhdeKkTMBHbIA MEXaHW3M 3aluThbl
KOMMyTaTopa OT BMPYCOB W BpedoHOCHOro Tpadwuka. AyTeHTUduKaums Ha OCHOBE
nopta 802.1X no3sonsieT ucnonb3oBaTb BHewHun cepeep RADIUS gna asTopusauuu
nonb3oBatenen. lNomumo 3Toro, yHKUMA cnuckoB ynpasneHus pgoctynom (ACL)
yBenuumsaetr 6e3onacHOCTb ceTW, OTUNbTPOBbLIBas Tpaduk, UCXoOsaAWwmini  oT
HecaHkumoHupoBaHHbIXx MAC/IP-agpecos.
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OKOHOMMSA 3INEeKTPO3IHepPrumn

Bnaropapsi TexHonorun D-Link Green kommyTtatop DGS-1210-52MP/FL
no3BonsieT  9KOHOMUTb  3nekTpoaHeprnio  6e3  yuwepba  ans
Npon3BOAMTENBHOCTN U DYHKUMOHANbHBIX BO3MOXHOCTeW. bnaropaps
ncrnonb3yemMomy 4uncety kommyTtatop DGS-1210-52MP/FL nossonsiet
CyLLECTBEHHO COKpaTWUTb 3HeprosaTparbl.

TexHU4YecKkue xapaKTepUCTUKM
AnnapaTtHoe oGecrneyeHne

OnepaTvBHas namsiTb . 256 Mb

Flash-namatb . 32 Mb

WHTepdeicol . 48 noptoB 10/100/1000Base-T ¢ nogaepxkon PoE
. 4 xomb60-nopta 100/1000Base-T/SFP

WHpukaTopsl . Power . PoE Max
. Link/Activity/Speed (Ha nopT) . Fan Error
. Power Fail/Power Ok (Ha nopT PoE)

KHonku . KHonka Reset

CerteBble kabenu . UTP kateropun 5, 5e (makc. 100 m)

Pasbem nutaHus . Pasbem ans nogkntoyeHns NUTaHus (NepeMeHHbIA TOK)

DyHKUMOHan
CraHgapTbl U yHKLMK . IEEE 802.3 10Base-T (MegHas BuTas napa)

. IEEE 802.3u 100Base-TX (MegHasi BuTasi napa)

. IEEE 802.3ab 1000Base-T (MeaHas BuTas napa)

. IEEE 802.3az Energy-Efficient Ethernet

. ABTOMaTMYECKOE COrnacoBaHne CKOPOCTY 1 pexuMa dynnekca

. YnpasneHue notokom |IEEE 802.3x

. IEEE 802.3z 1000Base-X

. ABTOMaTU4eckoe onpegeneHne MDI/MDIX Ha Bcex MeaHbIx nopTax

[ynnekcHbIN pexum . Mony-/nonHein gynnekc ansi ckopocTty 10/100 M6uT/c
. MonHbI gynnekc anst ckopocTtv 1000 M6uT/c

[Mpon3BognTENBHOCTD

KommyTauunoHHas . 104 Iéut/c
martpuua

MeToa kommyTaumuu . Store-and-forward
Pasmep Tabnuubl MAC- . 16K 3anucen
agpecos

Makc. ckopocTb ° 77,4 Mpps

nepeHanpasnenns 64-
6GariTHbIX NaKeToB
Bydep naketos . 1,5 Mb

Jumbo-cpeim . 10 000 6awT
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YnpaBnsembin L2 kommyTaTop ¢ 48 noptamu 10/100/1000Base-T u 4 kKom6o-noptamm
100/1000Base-T/SFP (48 noptoB PoE 802.3af/at, PoE-GiogxeT 370 BT)

MporpaMmmHoe obecneyeHve

DyHKLMN YPOBHS 2

Cratnyeckne MAC-agpeca .

- 256 3anucen

IGMP Snooping

- IGMP v1iv2/v3 *

- IGMP v3 awareness

- Nopnepxka 4096 rpynn (coBmecTHo ¢ MLD Snooping u
CTaTU4ecKou rpynmnon)

- Mopaepxka 4096 cTaTyeckMx MHOroaApeCcHbIX rpynn

(coBmecTHO ¢ MLD Snooping v ctatn4eckon rpynmnow) .
- IGMP Ha VLAN
- Moppepxka IGMP Snooping Querier
- IGMP snooping Fast Leave Ha ocHoBe y3na .
Loopback Detection .

802.3ad Link Aggregation:
- Makc. 8 rpynn Ha ycTpoicTBO/8 NopTOB Ha rpynny
LLDP

YnpaBneHne noTokom

- 802.3x

- MpepoTBpalLeHme 6nokuposok HOL

3epkanupoBaHue NopToB

- One-to-One

- Many-to-One

- Noppepxka 3epkanvpoBaHus 4nsa Bxoasiero/
ncxopasiero/Tpacduka B 060Mx HanpaBneHUsix
PunbTpaumnsi MHOroaapecHbIX Pacchinok

- NepeHanpaBneHne Bcex He3aperncTpUpoBaHHbIX Fpynn
- dunbTpaumsa BCex He3aperncTpMpoBaHHbIX rpymnn
HactpanBaembinn nHtepdeiic MDI/MDIX

MLD Snooping

- MLD v1

- MLD v2 awareness

- Nopnepxka 4096 rpynn (coBmecTHo ¢ IGMP Snooping n

. LLDP-MED CTaTM4ecKou rpynnom)

. Spanning Tree Protocol - Moppepxka 4096 ctaTyecknx MHoroagpecHblX rpymnn
- 802.1D STP (coBmecTHO ¢ IGMP Snooping 1 cTaTuyeckow rpynnom)
- 802.1w RSTP - MLD snooping Fast Leave Ha ocHoBe y3na
- 802.1s MSTP

VLAN . 802.1Q . Auto Surveillance VLAN

. pynnbl VLAN: . Voice VLAN

- Makc. 256 ctatndeckux VLAN-rpynn . Double VLAN (Q-in-Q)

Ownana3soH VID: 1-4094
Asymmetric VLAN

- Q-in-Q Ha ocHoBe nopTa

KayecTBO 0GCnyXMBaHUs

(Qos)

802.1p .
8 oyepepen Ha nopT

MexaHnambl 06paboTku odyepenein:

- Strict

- Weighted Round Robin (WRR)

YnpaBneHne nonocomn nponyckaHus

- Ha ocHoBe nopta (BxogsiLiee/ucxogsiiee, ¢
MUHMManbHbIM Wwarom 16 Kéwut/c anst 10/100/1000

M6wuT/c)

QoS Ha ocHoBe:

- Ouepegei npnoputetos 802.1p
- DSCP

- MopTa kommyTaTopa

DyHKLMN YpOBHS 3

4 IP-nHTepdpenica .

IPv6 Neighbor Discovery (ND)

MapLpyTunsaumsa yposHs 3

CraTndeckan mapLipyTusauus
- Makc. kon-Bo 3anucen IPv4: 128
- Makc. kon-Bo 3anucen IPv6: 128

Cnucku ynpasneHus
poctynom (ACL)

Makc. konunyecTtso cnmckoB goctyna: 200

Makc. kon-so 3anucen ACL:

- Bxogswwmx: 150

Kaxxgoe npaBuno MoxeT ObiTb NPUBSI3aHO K O4HOMY
nopty

ACL Ha ocHoBe:

- MAC-agpeca

- IP-agpeca

- Tuna npoTtokona
- Homepa TCP/UDP-nopTa

Be3onacHocTb

3awuTa oT WmMpoKoBeLlaTenbHOro/MHoroaapecHoro/ .
ofHOaApPECHOro WTopma .
D-Link Safeguard Engine .
YnpasneHue goctynom 802.1X Ha ocHOBe NopToB

Mpuesaska IP-MAC-Port (MHTennekTyaneHas npmssa3ska)

- MHcnekTnposaHme ARP-nakeToB

- Noppepxxka DHCP Snooping

MpepoTBpaLteHne atak DoS

CermeHTauusa Tpaduka

SSH

Port Security

- Moppepxka oo 64 MAC-agpecoB Ha nopt

OAM

[OuarHocTuka kabens

AyTeHTudumkaumsa 802.1X: .

- Noppepxka nokanesHon 6a3bl/RADIUS-cepBepa .

- MNoppepxka ynpaBneHns JOCTyNnoM Ha OCHOBE NopToB/
y3nos

- Noppepxka EAP, OTP, TLS, TTLS, PEAP

RADIUS-cepBep
Moppepxka ayteHTndukaunm MD5
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YnpaBnexue

Web-unHTtepdetric

CLl

D-View 7 (EOL|EOS)
Telnet-cepsep
SSH-cepeep
TFTP-knueHt
Hactpornika MDI/MDIX
SNMP

- Noppepxka vi/v2c/iv3
SNMP Trap
PesepBHoe konvpoBaHne/06HOBNEHNE NPOrpamMMHOro
obecneveHus

CkaunBaHue/3arpy3ka KoHUrypaumoHHoro darna

100/1000Base-T/SFP (48 no

Cu1CTEeMHbIV XXypHan
BootP/DHCP-knneHT

SNTP

ICMPVv6

IPv4/v6 Dual Stack
ABTOMaTm4eckasi HacTpovika DHCP
HacTtpoiika BpemeHu

- SNTP

RMONv1

Moanpepxka AByx Bepcuii MO
DHCP Relay

- DHCP local relay

- DHCP relay option 82

TexHonorus Green

SKkoHOMUSA ANEKTPO3HEPrnn 3a cyeT:
- Ncnonb3oBaHus cnsiero pexnma
- BolkntoueHus nopToB

- BelkntoueHus WHOUKaTOpOB

Cranpgaptbl MIB/RFC

RFC783, 1350 TFTP

RFC791 IP

RFC768 UDP

RFC793 TCP

RFC792 ICMPv4

RFC2463, 4443 ICMPV6

RFC826 ARP

RFC951, 1542, 2131 BootP/DHCP Client
RFC1213 MIB Il

RFC1350 TFTP

RFC1493 Bridge MIB

RFC1769 SNTP

RFC1157, 2570, 2573, 2575, 2576 SNMP MIB
RFC1442, 1901, 1902, 1903, 1904, 1905, 1906, 1907,
1908, 2578, 3418 SNMPv2 MIB

RFC1398, 1643, 1650, 2358, 2665 Ether-like MIB

RFC1321, 2284, 2865, 2716, 3580 Extensible Authentication
Protocol (EAP)

RFC2674 802.1p MIB

RFC2461, 4861 Neighbor Discovery for IPv6

RFC2462, RFC4862 IPv6 Stateless Address Auto-
configuration (SLAAC)

RFC2464 IPv6 over Ethernet and definition

RFC4291 IPv6 Addressing Architecture

RFC2893, 4213 IPv4/IPv6 dual stack function

RFC2138, 2139, 2618, 2865 RADIUS Authentication Client
MIB

RFC2475, 2598 CoS

RFC3164, 3195 System Log

RFC3411, 3412, 3413, 3414, 3415, 3416, 3417 SNMPv3
Private MIB

PO

CraHgapt PoE IEEE 802.3af
IEEE 802.3at

MopTbl ¢ nogaepxkon PoE MopTbl 1-48

BrogxeT mowHocTu PoE

Paamepsb! ([ x LW x B)

370 Bt (makc. 30 BT Ha nopT PoE)

440 x 430 x 44 Mmm

Bec 6,26 Kkr

OBUA dld
Mutanne 100-240 B nepemeHHoro Toka, 50/60 I, BHYTPEHHWI YHUBEPCANbHbIN UCTOYHWK NUTaHUSI
MakcumanbHas 478,9 BT (dbyHKums PoE BkntoyeHa)

n0Tpe6nﬂema9| MOLHOCTb

54,4 BT (pyHKuums PoE BbiknoveHa)

MoTpebnsiemast MOLHOCTb
B peXnMe oxngaHus

32 BT (100 B)
31,6 BT (240 B)

TennosbigenexHve

478,6 BT (1 634,01 BTE/yac)

MTBF (4acbl)

236 406

YpoBeHb Wwyma

Mpu BbICOKON CKOPOCTM BeHTUnATopa: 52,4 ob
Mpn HU3KoW ckopocTu BeHTUNaTopa: 47,6 ab

3awuTa oT cTaTUYeckoro
anekTpuyecTsa

Mopaepikka 3aWwuTbl OT CTaTUYECKOro aneKkTpuyecTsa Ao 6 kB Ha megHbIx nopTax (ctaHgapT IEC61000-4-5)

Cuctema BEHTMNSALUN

3 BeHTUNSATOPA
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YnpaBnsiembin L2 kommyTaTop ¢ 48 noptamu 10/100/1000Base-T u 4 kom60-nopTamu

100/1000Base-T/SFP (48 noptoB PoE 802.3af/at, PoE-6rogxeT 370 BT)

TemnepaTypa . Pabouas: ot -5 no 50 °C
. XpaHeHust: o1 -40 go 70 °C
BnaxHocTb . Mpu akcnnyaTtauum: ot 10% Ao 90% 6e3 KoHaeHcaTa
* Mpu xpaHeHum: o1 5% 0o 90% 6e3 KoHaeHcaTa
O e O dB

° KommyTaTtop DGS-1210-52MP/FL

. KaGenb nutaHus

° Pukcartop Ansa kabens nuTaHusa
° 2 KpenexXHbIX KPOHLUTENHa AN YyCTaHOBKM B 19-A10MMOBYIO CTOVIKY

. 4 pe3vHOBbIE HOXKM
. KoMnnekT ans MoHTaxa

* KpaTkoe pyKoBOACTBO MO YCTaHOBKE

poyee
CepTudumkarsl

dopmauuna o
Modenb

. CE . BSMI
. VCCI . CCC

. FCC . C-Tick
° cUL

OnucaHue

DGS-1210-52MP/FL

Ynpasnsiemsii L2 PoE-kommyTaTtop, 48x1000Base-T, 4xCombo 1000Base-T/SFP

[ EJ1IbHbIE d BEPb

DC.;S-.712 S.FP-TpaHCVI.Bep, 1000Base-T (RJ45), oo 100m

DEM-210 SFP-tpaHcuBep, 100Base-LX (Duplex LC), 1310HMm, ogHoMoga, 8o 15km

DEM-211 SFP-tpaHcuBep, 100Base-FX (Duplex LC), 1310HM, MHOromoz, 40 2kM

DEM-310GT SFP-TpaHcusep, 1000Base-LX (Duplex LC), 1310HM, ogHomog, Ao 10km

DEM-311GT SFP-tpaHcuBep, 1000Base-SX (Duplex LC), 850HM, MHoromog, Ao 550m

DEM-312GT2 SFP-tpaHcuBep, 1000Base-SX+ (Duplex LC), 1310HM, MHOroMog, 40 2kM

DEM-314GT SFP-TpaHcusep, 1000Base-LX (Duplex LC), 1550HM, ogHomon, A0 50km*

DEM-315GT SFP-TpaHcusep, 1000Base-ZX (Duplex LC), 15501Mm, ogHomog, 4o 80km*

J[lono efnbHblE P-Tpa BEPb

DEM-220T WDM SFP-tpaHcuBep, 100Base-BX-D (Simplex LC), TX:1550Hm, RX:1310HM, ogHoMoa, A0 20km
DEM-220R WDM SFP-TtpaHcuBep, 100Base-BX-U (Simplex LC), TX:13104m, RX:1550HMm, ogHomog, Ao 20km

DEM-330T/3KM

WDM SFP-TtpaHcuBep, 1000Base-BX-D (Simplex SC), TX:1550Hm, RX:1310HM, ogHOoMOA, A0 3KM

DEM-330R/3KM

WDM SFP-TtpaHcuep, 1000Base-BX-U (Simplex SC), TX:13104m, RX:15504M, ogHOoMOA, A0 3kM

DEM-330T/10KM

WDM SFP-TtpaHcuep, 1000Base-BX-D (Simplex LC), TX:1550Hm, RX:1310HMm, ogHomog, Ao 10km

DEM-330R/10KM

WDM SFP-tpaHcuBep, 1000Base-BX-U (Simplex LC), TX:1310Hm, RX:1550HM, ogHomog, Ao 10km

DEM-331T/20KM

WDM SFP-TtpaHcuBep, 1000Base-BX-D (Simplex LC), TX:1550Hm, RX:1310HM, ogHOMoA, Ao 20km

DEM-331R/20KM

WDM SFP-tpaHcuBep, 1000Base-BX-U (Simplex LC), TX:1310Hm, RX:1550HM, ogHomog, Ao 20km

DEM-331T/40KM

WDM SFP-tpaHcusep, 1000Base-BX-D (Simplex LC), TX:1550HM, RX:1310HM, ogHomoa, Ao 40km?

DEM-331R/40KM

WDM SFP-tpaHcusep, 1000Base-BX-U (Simplex LC), TX:1310HM, RX:1550HM, ogHomoa, Ao 40km?

1 Paboma Ha KOPOMKUX paccmosiHUsIX 603MOXHa MOJIbKO C UCMosb3ogaHueM ammeHoamopa. He 8X00UM 8 KOMIIIeKm ocmasku.
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