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N I KG MAX KommyTaTop GL-SW-G302-30TC
MacnopTt

1. O6wme cBegeHUAa U Ha3HaYeHue

1.1 KOMMyTaTOp npegHasHa4veH gna coegnMHeHA HECKOJIbKNX y3710B
KOMI'IbI-OTepHOl\;I ceTm B npenenax ogHoro Ninm HeCKOJIbKUX CeErMeHToB CETU.

1.2 KommyTtatop GL-SW-G302-30TC — npoaykT 6peHaa NIKOMAX ypoBHs L3,
npegHasHavYeHHbIM ONS COegUHEHNS HECKOIbKMX YCTPOWCTB IOKaSIbHOM
BbluncnmTenbHom cetn (LAN) nnm HeckonbkmMx cerMeHTOB JaHHOM CeTMu.

Mopoenb nMmeeT 24 OCHOBHbIX MOPTa CO CKOPOCTbIO Nepenaym gaHHbIX
100/1000/2500 M6éuT/c, a takxe 6 Uplink noptos 1/10 '6ut/c SFP+, koTopble
MO3BONSIOT YNPOCTUTb MacwTabupoBaHMe CETU U CHU3UTb NOTEPU HA
LeHTpanbHbiX y3nax cetu. CneunanbHbi Beb6-nHTEepdenc nossonseT
yOaNeHHO OCYLLEeCTBATb yNpaBieHne HacTPoOMKaMy NOAKOUEHUS.

e ACL - TexHONOrmnsa KOHTPOAS AOCTYMNa, C MOMOLLLbIO KOTOPOro oK
nonb3oBaTeneun ycTaHaBIMBAKOTCA LOMNYCTUMbIE onepaLmm C OO beKTOM.

e VLAN - TexHOMOrMs, no3sonstoLlLas o6begmMHATb YCTPOMCTBA B O4HY
NIV HECKOJTbKO BUPTYasIbHbIX JTOK&JIbHbIX MOACETEN B paMKax O4HOro
du3nyeckoro ceteBoro nHTepodemnca, Takoro kak Wi-Fi unm Ethernet.

e OAM - Habop PYyHKLUM CETEBOro yrnpaB/ieHUs, KOToOpble ob6ecne4ynBatoT
KOHTPOJIb 3a HenoslagkamMum M NPOMU3BOAUTENIbHOCTbIO CETU, AUNATHOCTUKY U
NOKaNM3aLmno HeENCNPABHOCTEN.

e QoS - Habop TEXHONTOMMYECKMX PeLUeHUM As ONTUMM3AL MM CETEBOIO
Tpaduka C MoOMOLbIO Ha3HAYaeMbIX MPUOPUTETOB Nepenayvn nHpopmMaymun.

e OSPF - npoTokon BHYTPEHHUX LUTO30B.

e STP - npoTtokon, 3aga4va KOTOPOro COCTOUT B NMpeaoTBpaLLEHNN
CO34aHUA NeTesnb NPU HAIMYUKU B CETU U3BbITOYHbBIX NYTEN, KOTOPbIE MOFYT
NPUBECTU K CEPbE3HbIM C60AM B ceTU. [1Ns MCMoNb30BaHUA 4OCTYMHbI €ro
Mmoandumkaymm - RSTP, MSTP.

Mopoepxka OMHAMUYECKOW MapLpyTu3aumm n GyHKLUM BUPTYaIbHOTO
ob6beanHeHusa B Stack go 16 eguHuL,.

KoMMyTaTop ABnaeTca BbICOKONPOU3BOAUTENIbHbBIM PELUEHNEM C BbICOKOM
CKOpPOCTbIO NMepefayn gaHHbIX M MAKCMMalbHOM MPOU3BOANTENbHOCTbIO CETU.
YCTPOMNCTBO BbIMOIHEHO B META/ITIMYECKOM KOPMyCe, KOTOPbIX obecneymBaeT
OOMNONMHUTENBbHYIO 3aLLUTY OT CllyYanHblX yoapoB. EFo MOXHO yCTaHOBUTb Kak
B wkad 197, Tak HACTONbHO.

PeweHne otnnyHo nogonaeT ona pabdoThl B MasbiX U CPegHUX NPeanpuaTmsXx,
obpasoBaTefibHbIX, MEAULIMHCKUX YUPEXAEHUAX, KOPMOPATUBHbBIX CETAX U
ONS NOOKTIOYEHMNS COBPEMEHHbIX Todek goctyna Wi-Fi 6.
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N I KD MAX KommyTaTtop GL-SW-G302-30TC
MacnopTt

1. O6wme cBegeHUAa U Ha3HaYeHue

1.3 KoMnnekT noctaBku:
*KommyTtaTtop GL-SW-G302-30TC - 1 wrT.
*KoMnnekT kpenexa B cTonky 19" - 1 wr.
*Kabenb nutaHma - 1 wr.
*KoHcobHbIN Kabenb - 1 WT.
*[lacnopTt - T wrT.

1.4 BHeWHUM BUO, OCHOBHOIO UcnonHeHmsa kommyTtatopa GL-SW-G302-30TC
npeacTaB/eH Ha pucyHke 1

info@nikomax.ru NIKOMAX
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NIKOMAX

KommyTaTtop GL-SW-G302-30TC
MacnopTt

2. TexHNMYeCcKue XxapakTepuUCTUKu

2.1 OCHOBHble TeEXHUYECKME N SKCMTyaTaLMOHHbIE XapakTepPUCTUKU
GL-SW-G302-30TC npuBepgeHbl B Tabnuue 1.

HanmeHoBaHMe napameTpa

3HayeHVe NnapameTpa

Tun koMMyTaTopa

YnpaBnsembin L3

TN OCHOBHbIX MOPTOB

1/2.5G MultigigabitEthernet RJ45

KonunyecTBo OCHOBHbIX nopToB

24

Tun Uplink nopTtoB

1/10GigabitEthernet SFP+

Konnyectso Uplink nopTos 6
KoHconbHbIM nopT RJ45
Moppepxka PoE HeTt
MponyckHas cnoco6HocTb, [6uT/c 240
Flash namaTb, M6 16
OnepatneHas namatb (DRAM), M6 512
Bydep namatn, M6 2
CKOpoOCTb Nepecbinku naketos, Mpps 180

Pazmep MAC Ttabnuubl

32 000 apgpecos

Bpemsa HapaboTku Ha oTkas (MTBF)

>200,000 yacos

Multicast

“IGMP v1/v2c/Vv3

- IGMP Snooping

-IGMP Fast Leave

- Multicast group policy, multicast number limit

- Multicast filtering

-MVR

- IGMP snooping in certain port, VLAN

- Transparent passing of multicast traffic without IGMP
- Snooping in certain port, VLAN

- PIM-DM/SM/SSM

IPv4

- Static routing, RIP v1/v2, OSPF

- Policy Based Routing(PBR)
-ECMP

- BFD for static routing, RIP, OSPF

DHCP

- DHCP server, client, relay, snooping

MPLS

-MCE

IPv6

- IPv4/v6 dual stack

- ICMPv6, DHCPvV6, ACLV6, IPv6 Telnet

- Ipv6 neighbor discovery

- Path MTU discovery

-MLD V1

*MLD snooping

- IPv6 Static Routing, RIPng, OSPFv3

- Manual tunnel, ISATAP tunnel, 6-to-4 tunnel

QoS

- Traffic classification of port/L2~4 protocol headers/VLAN/CoS/DSCP
- CAR traffic control

- 802.1P/DSCP priority mapping, remark

- Multiple queuing algorithms SP, WRR, SP+WRR

- Tail-Drop, WRED

- Traffic supervision, traffic shaping

- 8 queues per port

info@nikomax.ru
8 800 333-54-86
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NIKOMAX

KommyTaTtop GL-SW-G302-30TC

MacnopTt

2. TexHNMYeCcKue XxapakTepuUCTUKu

2.1 OCHOBHble TeXHUYeCcKmne u IKCMAyaTauynMoHHbIE XapaKTeEPUCTUKN

GL-SW-G302-30TC npuBepgeHbl B Tabnuue 1.

HanmeHoBaHMe napameTpa

3HayeHVe NnapameTpa

BesonacHocTb

- DDoS attack prevention, TCP-SYN/UDP/ARP Flood attack prevention
- |[EEE 802.1x authentication, multiple-user authentication, guest vlan

-L2~L4 ACL

- Anti-DOS/IP spoofing/TCP/ping/SYN/ICMP flood attacks
- Broadcast/multicast/unknown-unicast storm-control

- Port isolation

- Port Security, MAC address limitation, IP+MAC+port binding

- DHCP Snooping, DHCP Option 82
- DAI(Dynamic ARP Inspection)

- IPSG(IP Source Guard)

- [EEE 802.1x certification

- MAC-based authentication AAA

- Radius, TACACS+

- Multiple user privileges

OTKa30yCTOUYMBOCTb

- 802.3ad Static/LACP link aggregation
- EAPS

- G.8032 ERPS

-I1SSU

-VRRP

- GR for OSPF

- BFD for OSPF

- BVSS virtual stacking system

YnpaBneHue

- CLI: Console, Telnet, SSHv1/2

*Web-GUI: HTTP, HTTPS/SSL

- SNMP v1/v2c/v3, RMON, SNMP alarm/inform/traps
 Upload, download of FTP/TFTP/SFTP files

- Debugging

- Syslog for alarm/notification/command/debug
*Web-GUI: HTTP, HTTPS/SSL

-NTP

- SPAN, RSPAN (1:1 and N:1 mirror)

- LLDP, LLDP-MED

- sFLOW

- ZTP(Zero Touch Provisioning)

- Optical DDM

- Ethernet cable diagnosis

- 802.3ah, 802.1ag

MutaHve

220B, 50, <48 Batt

Temnepatypa, °C

XpaHeHue ot -20 po +70. Skcnnyatauus ot O go +50

BnaxHocTb, %

ot 10 go 90 6e3 kKoHAaeHcaTa

NcnonHeHne 19"

[abapuTbl N3penns, Mm 440x280x44
TN KNMMATUYECKOrO NCNOTHEHUS Kommepueckuni
fapaHTuAa 1ropn

2.2 CopepxaHue gparoueHHbIX MeTannoB
N3penue gparoueHHbIX MeTasn/ioB U KAMHEW HE COOEPXMT.

info@nikomax.ru
8 800 333-54-86
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N I KG MAX KommyTtaTtop GL-SW-G302-30TC
MacnopTt

3. Mepbl 6e3onacHOCTH

3.1 NMpwn ycTaHOBKE M 3KCnayaTaumum n3genmsa Heobxogmmo
PYKOBOOCTBOBAaTbCS OENCTBYOLWMMN HOPMATUBHBIMU OKYMEHTaMM,
pernaMeHTUpyrWmMMmn TpeboBaHMS NO OxXpaHe TPyAa 1 Npasmia
6e30MNacHOCTM NP 3KCNAyaTaLmMm 31eKTPOYCTAHOBOK. YCTAHOBKY, AEMOHTAX
N PEMOHT U3OEeNUSA NPOU3BOAUTL NPU OTKJTKOYEHHOM MUTAHUN.

3.2 CnepyeT NOMHUTb, YTO B paboyeM COCTOSIHUM K U3LENNI0 MOABOAUTCSA
onacHoe AN9 XU3HU HanpsxeHune anekTpoceTtn 220 B. O6cnyxumnBaHue m
PEMOHT N34eNNa OOMXKHbI MPOBOAUTLCA KBATMPULMPOBAHHbBIM MePCOHAaIoOM.

3.3 Dkcnnyatauma nsgenua 6es 3alnTHOro 3a3eMsieHus 3anpeleHa!
YcTaHOBKY, L,EMOHTaX M PEMOHT MPOU3BOAUTL NMPU MOJSTHOM OTKJTIHOUYEHUN
n3genusa ot anekTpoceTtn 220 B.

3.4 MNpun nogktYeHUN YCTPOWCTB U YCTAHOBKE U34es IS OHO O0JIXKHO
ObITb OTK/IFOYEHO OT OCHOBHOTIO MUTAHMUSA.

3.5 lNpun yctaHOBKE NpeayCcMOTpUTE 3aLlLMTy OT MONagaHma Ha Kopnyc
n30ennsa NPAMbIX CONTHEYHbIX Nlyden. MecTo yCTaHOBKU U34ennsa 4OTKHO
obecneumBaTb cBOHOOOHOE, 6€3 HATAXEHUA, pa3MelleHne kabenen
MoAaKJItoYeHUNA ceTn n obopynoBaHus. [Npun aToM KabenbHyO NPOBOAKY
Heo6XoOMMO Pa3MeCcTUTb Tak, YTOObI UCKIKOUYUTDb K HEM CBOBOOHbIN AOCTYM.

info@nikomax.ru NIKOMAX
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N I KG MAX KommyTtaTtop GL-SW-G302-30TC
MacnopTt

4. YcnoBusa 3Kcnsiyataumm, XpaHeHUs
U TPAHCNOPTUPOBAHUA

4.1 lMpwn ncnonb3oBaHUM M3[enna HeobxogmMMo cobnoaTh TpeboBaHUA Mep
6e3omnacHoOCTH, onpepgeneHHble «lpaBunamMm No oxpaHe Tpyna

npw 3KCnyaTaumm 3NeKTPOYyCTAHOBOK» NPU paboTe C 31eKTPUYECKMMM
npueMHmukamm HanpsxeHuem go 1000 B.

4.2 NnaHoBble PEMOHTbI U3A4ENNA HE NPenyCMOTpPeHbl. BHennaHoBbIM
PEMOHTMNPOU3BOAUTCA NPEANPUATUEM-U3TOTOBUTESNIEM MO 3asBKE
nonb3oBaTensa. MecTo, BpeMs, MOpPsaAoK U CTOMMOCTb paboT cornacyrTcs
npenBapuTenbHO.

4.3 YcnoBUA XpaHEeHUS n3pgennsa — B UHOMBUAYANIbHOMN yrnakoBKe
npoussoagutens no rpynne 1 MOCT 15150-69 B otannBaeMbix n
BEHTUNTMPYEMBbIX CKM1agax Uan XpaHunmuwax ¢ KOHAUMLMOHUPOBAHMEM
BO34yXa C AgmanasoHoM Temnepatyp ot 5 go 40 °C. B Bo3ayxe noMel,eHus
019 XPaHEeHUs N30enns He OOJIXXKHO NPUCYTCTBOBATb arpeCcCUBHbIX NpUMecei
(napoB KMCNOT, Weno4yen).

I BHUMAHWE: Mpun nogkntovyeHMn GaHTOMHOMO NMTaHUA HeO6XoAMMO CTPOro
NPUAOEPXMBATLCA YKasaHUM 3KCrnsyaTauMoOHHOM AOKYMEHTaLMM Ha
nopgkntoyaemMble aboHeHTCKkMe ycTpomncTeal HecobntogeHme 3Tux TpeboBaHMUIN
MOXET MPUBECTM K MOBPEXAEHMIO KOMMYyTaTOopa U/Unmnm aboHEHTCKOro
ycTpomncTea!

info@nikomax.ru NIKOMAX
8 800 333-54-86 8 2025
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KommyTaTtop GL-SW-G302-30TC

NIKOMAX

5. CBepeHusa 06 ytunusaumm

l/I3,£|,em/|e He NoONeEXNT yTUuamnldaumnm BMeCTe C 6bITOBbIM MYyCOPOM 1 OOJ1I>KHO
OOCTaB/ATbCA B CI'IeLI,VIaJ'IVI3VIpOBaHHbIl\/'I UEHTP ANna yTuniamlaunm MBAGHMVI
BJ'IeKTpOHHOl\/’I TexHnkn. OTBETCTBEHHOCTb 3a YTUnM3auno n3genna HeceT

3KCNyaTupyoLas opraHmsaums.

info@nikomax.ru NIKOMAX
2025
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N I KG MAX KommyTaTop GL-SW-G302-30TC
MacnopTt

6. lapaHTUMHDbIE O65AA3aTeNnbCcTBA

6.1 [MponsBoanTenb rapaHTUpPyeT OTCYTCTBUE NPOU3BOACTBEHHbIX 4edEKTOB U
HeuncnpaBHocTen O60pyaOBaHUSA N HECET OTBETCTBEHHOCTb MO rAPAHTUMHBLIM
ob6a3aTeNnbCcTBaM B COOTBETCTBUM C 3aKoHogaTenbcTtBoM PO.

6.2 TapaHTUNHbBIN Nepurog, NCYNCIAETCA C MOMEHTA NPUOGpPEeTEeHUS
yCTPOMNCTBa Y oduLManbHOro gunepa Ha tepputopumn Poccum u coctaBnser
12 (pBeHapuaTtb) mecaues. Ha ontudeckme moaoynm NIKOMAX rapaHTusa
yBenu4yeHa u coctaBnsieT 36 (TpuguaTb WecCTb) MecAaLEeB.

6.3 B TeyeHue rapaHTMinHoro cpoka lNponssogutenb ob6a3yeTca 6ecrniaTHoO
yCcTpaHuTb aedektbl O60pyaoBaHUA NYTEM €ro PEMOHTA UM 3aMEHbI Ha
aHasIorM4yHoe Npu ycnoBuu, 4To gedekT BO3HUK Mo BUHe [MpounsBoagutens.
YcTponcTBO, NpenocTaBnisgemMoe 419 3aMeHbl, MOXeT 6blTb KaK HOBbIM, TakK M
BOCCTAHOBJIEHHbIM, HO B /It060OM cnyyae [pousBoanTens rapaHTUpyeT, YTo
€ro XapakTepuUCTUKM ByayT He XyXe, YeM Y 3aMeHAEeMOoro yCcTpomncTBa.

6.4 BoinonHeHue NpousBogmteneM rapaHTUMNHbIX 06A3aTeNbCTB MO PEMOHTY
BbllleLlero n3 cTposa o6opynoBaHUs BNneYeT 3a CObon yBenmyeHme
rapaHTUMHOIO CPOKa Ha BPeMSA PeEMOHTa 060pyL0BaHMUS.

6.5 Ecnun cpok rapaHTUM UCTEKAET paHee YeM Yyepes MecsL, Nocsie peMoHTa
YCTPOWMCTBa, TO Ha HEero ycTaHaBIMBAaETCA 40MNONHUTEIbHAA FAPaHTUS CPOKOM
Ha 30 gHeM ¢ MOMeHTa OKOHYaHUS PEMOHTA.

6.6 Hn npu kaknx obctoaTenbcteax NpomnssogmuTenb He HeceT
OTBETCTBEHHOCTM 3a Ntobble YObITKW, BKJIKOYAS MOTEPIO AAHHbIX, MOTEPHO
NPUOBbLINK U ApYyrne cnyyYyamHble Uan KOCBEHHbIe YObITKM, BO3SHUKLUME B XOA4E
skcnnyataymm O6opynoBaHUs, NMG60 CBSA3aHHbIE C MPOU3BOAUTENBHOCTBIO,
BbIXOO0M U3 CTPOS UM BPEMEHHOW HepaboTocnocobHocTbio O6opynoBaHUS.

6.7 NpounsBoanTenb He HeCET OTBETCTBEHHOCTU MO rapaHTUK B Clly4ae, ecnm
Npou3BeaeHHble UM TECTUPOBAHME U/WUTM aHANN3 MOKa3asu, YTO 3a8BeHHbIN
nedexT B U3oenmm oTCyTCTBYET, IM6O OH BO3HWUK BCIeACTBME HAPYLUEHUS
npaBui MHCTANNALNMU UNN YCNOBUI SKCNyaTalmm.

6.8 YcnoBus rapaHTuUmM He NpeayCcMaTpmuBatoT YUCTKY M NPOPUNAKTUKY
obopynoBaHMA cMnamu 1 3a cyet lNpoussogutens.

6.9 lNpounsBoouTenb MMeeT NpPaBo 6e3 NpeaBapPUTENbHOIO YBEAOMIIEHUS
BHOCUTb UBMEHEHUSA B U3LE/INE N erO BHELHUW BUL, KOTOPbIE HE yXyaLwatoT
ero TexHu4eckme xapakTepPuUCTUKU.

6.10 MNpounsBogunTenb He HeceT OTBETCTBEHHOCTM 3a AedeKTbl U
HeucnpaBHocTn O6opyaoBaHUA, BO3HUKLLME B pe3y/ibTaTte:

- HecobnaeHUSA MPaBU TPAHCMOPTUPOBKU N YCNIOBUIN XPAHEHUS,
TEXHUYECKMX TPeBOBaHMM NO pa3MeLLeHUIo 1 3KCnyaTaumm;

- HENPABUJ/IbHbIX OENCTBUIN, ncnonb3oBaHna O6opyaoBaHMUS He MO
Ha3HaYeHMUIo, HECOBNMIOAEHUS MHCTPYKLMIA MO 3KCnyaTauum;

- MexaHun4yeckmnx Bo3OencTeBum;

- LEeNCTBUSA OBCTOATENBCTB HEMNPEOLOSIMMOM CUIbI (TAKMX Kak noxap,
HaBOOHEHWe, 3eMieTpsACeHVE U Ap.).
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N I KG MAX KommyTtaTtop GL-SW-G302-30TC
MacnopTt

6. lapaHTUMHDbIE O65AA3aTeNnbCcTBA

6.11 TapaHTMsa He pacnpocTpaHsaeTcs:

- Ha KOHTpadaKkTHble U3aenus, NpruobpeTeHHble Noa Mapkon MNpoussoaunTtens;
Ha HEMCMNPABHOCTU, BO3HUKLLME B pe3ysibTaTe BO3OENCTBUSA OKPYXALLEN
cpenbl (BOXAb, CHEr, rpag, rpo3a u T.n.), HacTynneHus Gopc-MaxKopPHbIX
obcToaATeNnbCTB (MOXap, HABOAHEHWE, 3eMETPSACEHME U AP.) UN BIUAHNSA
CNy4YamnHbIX BHELWHUX $akToOpOB (BpOCKU HANMPSAXEHUSA B SNEKTPUYECKOWN CeTU
nnp.);

- HA& HEUCNPABHOCTW, Bbi3BaHHbIE HAPYLLUEHWEM MPAaBUIT TPAHCMOPTUPOBKMY,
XpPaHeHWs, SKCnyaTaumm nam HenpaBuUIbHOM YCTAHOBKOM;

- HA HEUCNPABHOCTU, BbI3BaHHbIE PEMOHTOM UMM Mogudumnkaumen
O6opynoBaHMsa NMLaMu, He YNOJTHOMOYEHHbIMU Ha 3TO [pousBoauTenem;

- Ha NOBPEXAEHMUS, Bbl3BaHHbIE NonagaHmem BHyTpb Ob6opynoBaHus
NMOCTOPOHHUX NPEAMETOB, BELLECTB, XUOKOCTEN, HACEKOMbIX U T.4,.;

- Ha O6opynoBaHue, MMetoLLee BHelwHMe gedekTbl (ABHble MeXaHM4yeckme
NOBPEXAEHUS, TPELLMHbI, CKOJIbl HA KOPMYyCe 1 BHYTPU YCTPOWCTBA,
C/TOMaHHbI€ aHTEHHbI U KOHTaKTbl pa3beMoB);

B- Cllyyae obHapy>XeHWs CefoB MeXaHUYeCKMX U TEPMUYECKMX
NOBPEXOEHUM KOMMNOHEHTOB Ha naaTax.

- Ha CcJlydam M3HOCAa akKyMyJiIATOPOB.

6.12 NlapaHTUMHoe ob6cnyxumBaHue ob6opypoBaHnsa NIKOMAX npounssoguTca B
aBTOpPU30BaHHbIX cepBUCHbIX LLeHTpax NIKOMAX 6onee yem B 20 ropogax
Poccuu. Monyuntb HPopMauuto o bnmxanwem kK Bam cepBUCHOM LeHTpe
MOXHO no TenedoHy 8 800 333-54-86

info@nikomax.ru NIKOMAX
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NIKOMAX

OO0 «Tanne Pyc»
Tenedon 8 800 600-72-65
www.tayle.ru | office@tayle.ru
tOpunandeckunm n paktTndeckum agpec: Poccna, 127410, r. MockBa,
AnTtydbeBckoe wocce, 4. 41
TEXHUNYECKAA MOOALAEPXKA
8 800 333-54-86
info@nikomax.ru

OOMNMONHUTENTbHAA MHOOPMALUMA MO MPOAYKTY PASMELLEHA HA
OPULMANIBHOM CAUNTE
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