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1. Ha3HauyeHue

Ynpasnsaemsbin (L2+) POE kommyTaTop Ha 6 noptoB SW-80402-IL(port
90W,360W) npeaHasHayveH ans obbeanHeHUs CETEBbIX YCTPOWCTB, 3anuTbliBaHUsI
UxX no TexHomnorum POE M nepemaun AaHHbIX MeXOy HMMKM B YCMNOBUSX
3KCnnyaTaumm B NPOMbILLIIEHHBIX YCIOBUSIX.

MpOMBILLNEHHBIV KOMMYTATOP (Janee no TeKCTy - KOMMYTaTop) OCHaLLEH
4ms noptamm Gigabit Ethernet (10/100/1000Base-T) ¢ PoE, a Takke 2-ms Gigabit
Ethernet SFP-cnotamm (100/1000Base-FX).

K kaxgomy M3 4 OCHOBHbIX MOPTOB KOMMYTaTopa MOXHO MOAKHOYaTb
MoLLHble PoE-ycTtponctBa ¢ notpebnennem go 90 BT (o6wasa BbixogHas
MOLLHOCTb Ha 4 nopta Ao 360 BT). MNopTbl cooTBeTCTBYIOT cTaHaapTam IEEE
802.3af/at/bt 1 aBTOMaTUYECKM ONpeaensoT nogknoyaembsle POE-ycTponcTsa.

B kommyTaTOope npegycmoTpeHa (YHKUMA MpoOBEepKM cTaTyca
noakntoveHHoro PoE yctponctea (PD Alive). daHHas dyHKUuSA akTMBupyeTcs
yepe3s WEB wuHTepdpelic n nossonseTr guMarHOCTUpPOBaTb B aBTOMaTMYECKOM
pexvMe «3aBuMCaHUE» MOAKMOYEHHbIX POE yCcTpoWCTB M nepesarpyxatb nx
nytem nepenogaydn PoE nutaHus.

KommyTtatop rmbko HacTpamBaeTtcs Yepe3 WEB-uHTepdeiic n nmeet
MHOXeCTBO (pyHKUMIM L2+ ypoBHs, Takmx kak VLAN, IGMP snooping, QoS wu
Ap.

Kpome TOro  KOMMyTatop  noggepxvsBaeT  aBTOMaTU4eckoe
onpegenenne MDI/MDIX (Auto Negotiation) Ha Bcex nopTax — pacnosHaeT Tun
MOAKITIOYEHHOr0 CeTeBOro yCTpOWCTBA M Npu  HeobxoaMMOCTW MeHseT
KOHTaKTbl Mepefayun AaHHbIX, YTO MO3BOMSET NUCMOMNb30BaTh kabenu, obxaTtble
nobbiM cnocobom (KpoccoBble 1 NPAMBIE).

KommyTaTtop SW-80402-IL(port 90W,360W) pekoMmeHayeTcs
ucnonb3oBaTh, €Cnn ecTb He0bXoANMOCTb 0ObEAUHNTL HECKOSIBKO CETEBbIX
yCTpoucTB (Hanpumep, IP-kamepbl, B TOM 4YuCre C MOLLHOM MNOACBETKOM U
oborpeBoM) B 0OHY ceTb M NepefaTb K HUM MUTaHWE Mo Kabemn BUTOW napbl
(POE) B ycnoBusix 3KcnnyaTauMm Ha NPOMBbILLNEHHbIX OO bEKTaX.

2. Komnnekrauusa*

1. KommyTatop SW-80402-IL(port 90W,360W) — 1wwiT;
2. Knemma 6pin (nog BUHT) — 1WT;
3. KpaTtkoe pykoBOACTBO MO aKcnnyatauum — 1T;

4.¥YnakoBka — 1WT;



3. OcobeHHOCTH OGOpyAoOBaHUsA

o [logpepxuaet ctaHgapTsl PoE IEEE 802.3af/at/bt . MowHocTs nopToB
00 90BT (0bLasa mowHocTe 360BT Ha 4 nopTa);

e [lpenHasHauyeH Ansi opraHM3aLum CeT B YCNOBUSX SKCMyaTaummn Ha
MPOMBbILLIMEHHBIX 0OBbEKTaX;

e PacwmpeHHbIn gnanasoH pabounx Temnepartyp: -40... +75 °C;

e [pososawuta MeaHbIX NOPTOB;

e YnpaeneHue 4yepe3 WEB uHTepdelic;

o [oppepxka pyHkumn L2 (VLAN,QOS,LACP,LLDP,IGMP snooping);

o [loggepxka KOnbLEBOW TONOMNOMMN MOAKITIOYEHNS;

e PD Alive — doyHKUMS ons aBToMaTU4ECKOM ONArHOCTUKK U

nepesarpysku 3aBmcmnx POE ycTponcTs.

4. BHelHMM BUA U ONUCaAHMNE 3NIeMEeHTOB
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Puc.1 KommyTtatop SW-80402-IL(port 90W,360W), pasbembl, KHOMKK U
WHOWKaTOPbI



Tab. 1 KommyTtatop SW-80402-IL(port 90W,360W), HasHa4yeHue BHYTPEHHNX
3MNeMeHToB

Ne
n/n

O6o3Ha4yeHne

HasHayeHne

V1

LED-uHgukaTop nogknioveHmst ocHosHoro bl
[opuT 3eneHbIM — NUTaHWe nogaeTcs.
He roput — nMTaHve Ha Bxoge OTCyTCTBYyeT.

V2

LED-nHaukaTop nogknoyeHus pesepsHoro bl
[opuT 3eneHbIM — NUTaHne nogaeTcs.
He roput — nutaHme Ha Bxoe OTCyTCTBYyeT.

SYS

LED vHgukaTop paboTbl KOMMYyTaTOpa.
Muraet — paboTa B LUTaTHOM peEXUME;
[CopuT — aBapuinHas cuTyauusi (3aBucaHme
KoMMyTaTtopa);

BbICTPO MUraeT — ngeT 3arpyska NpoLUNBKMY.

Console

Pasbem RJ-45 ans nogknoyeHns kommyTtatopa K
COM noprty. No3BongaeT 3arpyxaTb B KOMMyTaTop
MPOLUMBKY B Crly4ae aBapumHON cuTyaunm

PoE Link
1234

Pasbembl RJ-45 ¢ 1 no 411 onst noaknto4YeHns
ceTeBbIX YCTPONCTB Ha ckopocTth 10/100/1000
MOwuT/Cc 1 3anuTbiBaHMS UX No TexHonorin PoE
(8o 90 Bt Ha nopT)

LED-uHAukaTopbI:

CopuT xenTbiM — nogkntoyeHo POE ycTponcTso.
He roput — nogkntoyeHo yctponcteo 6e3 POE vnu
nutaHne POE He nogaeTcs (HemcnpaBHOCTb).
[oput/Muraet 3eneHblM — NOAKNHYEHO
YCTPOWCTBO, NAeT nepegadvya AaHHbIX.

5F

SFP-cnot (Ne1) ons nogknioveHms KoMmmyTaTopa
K ONTUYECKOW NUHMM CBA3M Ha ckopocTu 100/1000
M6wT/c, ucnonesdys SFP-mogynu 155M6ut/c unm
1,25 [6uT/Cc (NnpnobpeTatoTca OTAENBHO).

LED vHgukaTopbl aktTuBHoCTM SFP nopTos:

MuraeT 3eneHbIM — K NOpTY NOAKMHOYEHO
YCTPOWCTBO, NMOPT aKTUBEH, MOET nepenaya
OaHHbIX.




Ne

O6o3Ha4yeHne
n/n

HasHaueHne

CopuT 3eneHbIM — K MOPTY NOAKIIOHEHO
ycTponcTBo. MNepeaaym gaHHbIX HET.

SFP-crnot (Ne2) ans nogkno4eHns kommyTtaTopa
K ONTUYECKOW NUHMM CBS3M Ha ckopocTu 100/1000
M6ut/c, ucnonssysa SFP-mogynun 155M6ut/c unu
1,25 I'6uTt/c (nprnobpeTatoTcs OTAENBHO).

LED vHgukaTopbl aktuBHocTu SFP nopTos:

MuraeT 3eneHbIiM — K nopTy NOAKIMKOYEHO
yCTpOVICTBO, NnopT akKTuBEH, NAeT nepegaya
AaHHbIX.

CopuT 3eneHbIM — K MOPTY NOAKIOYEHO
ycTpoiicTo. MNepenayn AaHHbIX HET.

8 Reset

KHonka gnst cbpoca HacTpoek KommyTaTopa K
3aBoackum. Heobxogumo npogonmkuntensHoe
HaxaTue ~3 CceK Npu BKIIKOYEHHOM NUTaHUN.

SW-80402-IL(port 90W,360W)
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Puc.3 Cxema nogkntoveHunsa kommyTtatopa SW-80402-IL(port 90W,360W) B
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Puc.4 Cxema nogkntoveHusi 6y1IokoB nuTaHmsa (ocHoBHOM V1 n pe3epBHbIN V2)
K koMmyTaTopy SW-80402-IL(port 90W,360W)
BHumaHue!

lNeped ycmaHo8KoU U nOOKIIOYeHUEM KOMMYmamopa OmK/n4ume numadHue.
[na  nodknwyeHUss KoMMymamopa K cemu fumadHusi  ucronb3ytime
nodxodswue b6roku numaHuss DC 48-57V (8 kKomrinekm rnocmasku He
exodsim). [llpu nolkmroyeHuu bl k kommymamopy cmpoeo cobnodaltime
MofsiPHOCMb.

[ononHUTensHLIA @&
MCTOMHUK CUCTEMA
nUTaHWA ONOBELEHWA

Puc.5 Cxema nogknto4eHuns cMcTeMbl OnoBeLLeHnst K kKommyTtaTopy SW-80402-
IL(port 90W,360W)
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BHumaHue!

PeneliHbili  ebixod (RL1, RL2 HopmanbHO pa3oMKHymble KOHMakmel)
rnoddepxusaem yrnpasneHue ucnonHUMenbHbIMU ycmpoticmeamu
MoOwHoOCcMb0 He 6onee 24Bm. HanpsbkeHue UCMOYHUKa NumaHus,
MOOKIMYEHHO20 K penelHoMy 8bixody, He OO/MKHO npesbiamb 248,
MOCMOSsIHHbIU MOK, Npoxodsawul Yepes perne, He Oo/mKeH rpesbiwams 1A.

6. MpoBepka paboTocnoco6HOCTN CUCTEMbI

Mocne noakntoyeHns kabenen k pasbEmam 1 Noaayn NUTaHNA MOXHO yoeamTbes
B paboTocnocobHOCTH KoMMyTaTopa.

Mogkmtounte  kommyTatop mexgy Asyms [1K ¢ wusBecTHbivmn |IP-
agpecamu, pacnonaralwMmMucs B OOHOW noacetw, Hanmpumep, 192.168.2.2 u
192.168.2.3.

Ha nepsBom komnbioTepe (192.168.2.2) 3anycTute KOMaHOHYK CTPOKY
(BbInONHMTE KOMaHAy cmd) 1 B NOSIBMBLUEMCS OKHE BBEAMTE KOMaHay:

ping 192.168.2.3

Ecnun Bce nogkntoveHo npaBuIibHO, Ha 3KpaHe MOHUTOpPAa 0T06pa3l/ITCFI OTBET OT
BTOPOro KomMnbroTEPA. 310 CBMOETENbCTBYET 06 MCNpaBHOCTM KOMMYTATOpa.

Ecnun oteBetr ping He nonydeH («Bpemsi 3anpoca WCTEKno»), TO
crnegyeT MpoBepUTb COEAMHUTENbHBLIN Kabemnb u |IP-agpeca KOMMNbIOTEPOB.
Ecnu He Bce nakeTbl ObINN MNPUHSATBLI, 3TO MOXET CBUOETENLCTBOBATD:

- 0 HU3KOM Ka4yecTBe kabens BUTOM Napbl;
- 0 HeUCNpaBHOCTM KOMMYTaTOPa;
- 0 nomexax B JIMHUWN.

MpumeyaHue:

MpUYMHBI NOTEPU B ONTUYECKON NMHMN MOTYT ObITb BbI3BaHbI:
- HencnpasHocTb0 SFP-Moaynen;

- n3rmbamm kabens;

- BONbLUMM KONUYECTBOM Y3I0B CBapKu,
- HEUCcnpaBHOCTbO UMM HEOAHOPOAHOCTbBIO ONTOBOJIOKHA.

10



7. MoproToBka nepen ynpaBrieHMEM KOMMYTaTOPOM Yepe3
WEB.

3meck OypeT nokasaHa pgetanbHas HacTpovika cetu gnst MK nog
ynpaeneHvem Windows 8 (noxoxwun nitepderic y Windows?7 n Windows Vista).

1. Ortkpovite «LeHTp ynpaBneHna cetamm n obwmm goctynom» (Network
and Sharing in Control Panel) n Haxmute «/3MeHeHVWe napameTpoB
apantepa» (Change adapter setting) kak Ha pUCyHKe HUXe.

1 E¥ <« Metworkand Internet » Network and Sharing Center v O P

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Unidentified network Access type: Mo network access
seftings Public network Connections: @ Ethernet

Change your networking settings

See also .
ﬁ- Set up a new connection or netwoerk
Banjour = ) ) )
et up a broadband, dial-up, or VPN connection; or set up a router or access paint.
HomeGroup
Intemet Options @ Troubleshoot problems

Windows Firewall Diagnose and repair network problems, or get troubleshooting information.

2. B nosBuBwemca okHe «CeTteBble nogkmodeHusa»  (Network
Connections) oTobpaxeHbl BCe ceTeBble MOAKIIOYEHUs, OOCTYMHble
Bawemy K. Coenaiite OBOMHOW KUK Ha MOLKIIOYEHWUU, KOTOPOE Bbl
ucnonb3dyete Ansa cetu Ethernet

L& *
t @ <« Metwork and Internet » Network Connections v & Search Network Connections @
Organize ~ Bm~ M @
| | Bluetooth Network Connection = | Ethernet [ VirtualBox Host-Only Metwork
%ﬁ Not connected %E Unidentified network PSS Disabled
x @ Bluetooth Device (Personal Area ... Qualcomm Atheros AR8171/8175 ... @7 VirtualBox Host-Only Ethernet Ad...
L‘ VPN Connection = Wi-Fi
-..sw Disconnected . Mot connected
@2 WAN Miniport (IKEv2) x zﬂﬂ Qualcomm Atheros AR485WB-E...
5 items = =

11



3. B nosiBuBLLemMmcst okHe «CocTosHMe - [NoakntoveHne no nokanbHOW CeTuy
(Ethernet Status) HaxmuTe kHomnky «CsonctBa» (Properties) kak
nokasaHo HUXeE.

] x
=
General
Connection

IPv4 Connectivity: Ma network access
IPv6 Connectivity: Mo network access
Media State: Enabled
Duration: 00:03:17
Speed: 1.0 Gbps

Activity
-

1
Sent — &1! ——  Received

=4

Bytes: 81,247 | 234,299

I @Emperﬁes ! @Qisable Diagnose

4. B nossuBemcs okHe «[logknoveHne no nokanbHon cetn — CBoncTBa»
coenamte [OBOMHOW KWK Ha «NPOTOKON WHTepHeTa Bepcun P V4
(TCP/IPv4)» Kak nokasaHO HuxXe

i x
T

Networking | Sharing

Connect using:
El? Qualcomm Atheros ARE171/8175 PCI-E Gigabit Ethemet

This cennection uses the following items:

450305 Packet Scheduler ~
& Microsoft Network Adapter Multiplexor Protocol

& Microsoft LLDP Protocol Driver

& link-Layer Topology Discovery Mapper 140 Driver

& Link-Layer Topology Discovery Responder

[

BN Intemet Protocol Version 4 ) ©

Description

Transmigsion Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks

12



5. B nossuBLiemcs okHe «[MpoTtokon uHtepHeTa sepcun IP V4 (TCP/IPv4)»
ckoHurypupyite IP agpec Baluero MK 1 macky noaceTu Kak nokasaHo

HWXe

General

You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

tain an IP address automatically
the following IP address:

IP address: 192 .168 . 2 .33
Subnet mask: 255 .255 255 . O
Default gateway:

Obtain DNS server address automatically
(@) Use the following DS server addresses:
Preferred DNS server: 8 .8 .8 .8

Alternate DNS server:

[]validate settings upon exit Advanced...

care

Mo ymonyanwmio IP agpec kommyTaTopa:

192.168.2.1

Bbl MmoxeTe 3apaTtb nobon IP agpec B none «IP agpec», B TOM e NoAceTu, Y4To u
IP agpec kommyTaTtopa. Haxmute kHonky OK, 4TOObl COXpaHWUTb U MPUMEHUTb

HaCTPOWKW.

Tenepb Bbl MOXETE UCNONBL30BAThL N06ON Bpay3ep Ans BXOAA B MEHIO HAacTpoek
KoMMyTaTopa.

e Login: admin
e Password: system

13



8. MNoaroToBKa nepen ynpaBreHUEM KOMMYTaTOPOM 4yepes
nopt CONSOLE

Ckavanite u ycraHoBute Ha [1K, c «koToporo ©OymeT npoBOAMTLCA
KOH(UrypypoBaHne kKommyTaTopa nporpammy-amynsatop HyperTerminal wnu
PuTTY. [Mocne ycraHoBkM Heobxogumoro [1O uMcnonb3ynte criegytoLlyo
MOLLIAroBYH MHCTPYKLMIO:

1. Coeaunute nopt Console kommyTatopa ¢ COM-NOpPTOM KOMMbOTEPA C
NoMOLLbIO Kabens.
Banyctute HyperTerminal Ha K.

3. Bapaiite nmsa anst HOBOro KOHCONBHOMO NOAKMOYEHMS.

Enter a name and choose an icon for the connection:

MName:

Enter details for the phone number that you want to dial:

Country/region: IUn'rted States (1) j

Area code: 123

Phone number: I

Connect using: CDMS 'l
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5. Hactponte COM-nopT crneayowmm obpasom:
v' CkopocTb nepefaym aaHHbix (Baud Rate) — 115200;
v BuTtbl AaHHbIX (Data bits) — 8;
v YeTHocTb (Parity) — Her;
v Cton 6utsl (Stop bits) — 1;
v YnpaeneHue notokom (flow control) — HeT.
COM1 Properties E‘EJ
“Port Settings
Bits per second: | 115200 v
Databits: |8 v
Parity: | None v
Stop bits: |1 v
Flow control: | None v
[ok ][ camcel J[ Aeow ]

6. Cwucrtema npegnoxut BonTn Bam B umHTepdenc CLI (ynpaBneHue

yepes KOMaHAHYH0 CTPOKY).
Mo ymonuaHuio:
e Login: admin
e Password: system

Ele Edit View Call Iransfer pelp
D@ &3 05|

Username: admin

Password:

Login in progress... )

Helcome to Vitesse Command Line Interface (v1.0).
Type "help’ or "7’ to get help.

>

Connected 030012 |Auto detect 115200 8-N-1
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9. lMoparoTtoBKa nepen ynpaBneHneM KOMMyTaToOpoM 4vepes
Telnet/SSH

MpoTokonbl Telnet 1 SSH npegocTaBnaOT NOMbL30BATENO TEKCTOBLIN
WHTepdenc KoMaHOHOW CTPOKM Ansa ynpasneHus kommyTtatopom (CLI). Ho
Tonbko SSH obGecneunBaeT co3gaHve 6e30nacHoOro kaHanma € NOMHbIM
wndpoBaHeM nepeaBaemMblX JaHHbIX.

YTtobbl nonyuntb goctyn k CLI kommyTaTopa vepes Telnet/SSH, Baw
MK 1 KomMmyTaTop OO0JPKHbI HAXOAUTbLCA B ogHoW ceTu. [logpobHee, kak 3To
caenaTtb paccmaTpuBanocb B pasgene WHCTpykumnm «[llogrotoBka nepen
ynpasneHnem kommytatopom yepe3 WEB-nHTepdency.

Telnet uHTepdenc BCTpoeH B komaHaHyk cTpoky CMD cemenictBa
onepauuoHHbix cuctem Microsoft Windows. SSH uHTepdenic goctyneH
TOMBKO C MOMOLLIbIO NporpaMmbl amynartopa SSH TepmuHana. Huke nokasaHo,
Kak nony4utb goctyn Kk CLI kommyTaTopa Yepe3 SSH ¢ NoMoLLbio NporpamMmbl
PUTTY.

1. 3anmgute B MeHiwo PuTTY Configuration. Beegute |IP agpec
kommyTatopa B none Mmsa xocta (Host Name) (umm IP agpec). lo
ymonyanuio |IP agpec kommyTaTopa:

192.168.2.1

2. Bbibepute Tvn nogkntoveHus (Connection type) — SSH.

Category:
=} Session Basic options for your PuTTY session

- Logging Specify the destination you wart to connect to
[} Teminal

: Port
i Keyboard 1 =
- Bel 152.168.2.1 2

“ Features Connection type
= Window (ORaw () Telnet () Rlogin
- Appearance
- Behaviour
Translation
Selection

- Colours Default Settings Load
- Connection

Load, save or delete a stored session

Saved Sessions

- Data Save
- Proogy
- Telnet Delete
- Rlogin
(- 55H
Sefial Close window on ext: -
) Mways () Never (®) Only on clean exit
About Open Cancel
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3. Ecnu Bbl nogknoyaeTecb K KOMMyTaTopy yepe3 SSH Bnepsble, Bbl

yBuante okHo PuTTY Security Alert.
NPOAOIMKEHNS.

Haxmute Yes

PuTTY Security Alert

think it is.

The server's rsa2 key fingerprint is:
PuTTY's cache and carry on connecting.
adding the key to the cache, hit Mo,

connection,

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you

ssh-rsa 1040 dd:13:6b:be:26: 1 d:bl0cefiaf 59:f2:83:eTia ™47
If you trust this host, hit Ves to add the key to
If you want to carry on connecting just once, without

If you do not trust this host, hit Cancel to abandon the

(Oa) Ans

4. PUTTY obecneunT Bam OOCTYN K ynpaBreHnio KOMMyTaToOpoM rnocne

Mo ymonyaHuio:

Login: admin
Password: system

Toro kak Telnet/SSH noakntoyeHne 0yaeT ycTaHOBMNEHO.

ol 192.168.2.1 - PUTTY

17



10.YnpaBneHue yepe3 WEB nHtepdenc.
10.1 OcHOBHble cBegeHus

WEB uHTepdelic kKommyTaTopa NPeACcTaBreH Ha PUCYHKE HUXKeE:

OSNOVO

cable transmission

Flow Control

peed Maximum
Hdx 10M 100M 1G Enable Curr Rx Curr Tx

Frame Size

Fram

Excessive e
Collision Mode _Length Check

00 Discard »
Discard »

o
>
<Jlelle el el
coooof
soooo
o
cooan

XK K KKK
MK K KKK
&

Save || Reset

BusyansHo WEB nHTepdeinc coctout s 3 yactemn:

YacTte 1* | MHgukaTopbl NnopToB, BKtodas PoE craTtyc un ctaTyc coeguHeHus.
(Part 1) Bbi6op a3bika. [JokyMeHT CripaBku.

Yactb 2 | OcHOBHOW MHTepdeWnc, rae OOCTYMNHbI HAaCTPOMKM 1 OTOBpaxaeTcs
(Part 2) | cTatucTnka No TEM UM MHBIM NapameTpam.

MmaBHoe meHo WEB uHTepdenca. Cogepxut nepeyeHb
OOCTYMNHbIX HACTPOEK, PEXNMOB, MHCTPYMEHTOB AS1 MOHUTOPUWHIa
ceTn, a Takke MHCTPYMEHTOB A 06CnyXuBaH1Usa KommyTaTopa.

YacTtb 3
(Part 3)

* WEB wuHTepcenc otobpaxaeT Ccxemy BCexX MNOPTOB KOMMyTaTopa.
PasnuyHble uBeTa Ha cxeme 03Ha4yaloT, YTO MOPT/NOPThI HAXOASATCS B TOM UMK
WHOM COCTOSIHUW.

- CkopocTb nopta 100M6éuTt/c - CkopocTb nopta 1000 MéwuTt/c - HeTt coennHeHus
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10.2 'maBHOe MmeHl0 WEB uHTepdenca

C nomowbto BCTpOeHHoro B koMmyTtatop WEB wHTepdenca Bbl
MoOXeTe TMOKO HacTpavMBaTb CWUCTEMHbIE MapaMeTpbl, CKOPOCTb MOPTOB,
OTCrnexunBaTb COCTOSHME CETU U MHOFO€e Opyroe.

Bce WHCTpyMeHTBbl M HacTpovikum cobpaHbl B rpynnbl U NoArpynnbl.
OcHoBHbIX rpynn 9:

Information&Status (O6wasa nHdopmauma n crtatyc) — nonb3oBaTeny MoryTt
npoesepuTb 0OLWY UWHOpMaLMIO O KOMMyTaTtope, CcTaTyC, Kak [omnro
KOMMYTaTOp HaxoOuTCs BKMOYEHHbIM U TA.

Network Admin (HacTponka ceTeBbiXx NnapameTpoB ¥ aAMUHUCTPUPOBAHNE) —
nonb3oBaTeNM MOryT MPOBEPUTbL M HACTPOUTb MapamMeTpbl, OTHOCSLMECS K
ceTu B AaHHOM MyHKTe rnaBHoro meHto WEB nHTepdeiica kommyTaTopa.

Port Configure (KoHdurypupoBaHnue noptoB KOMMyTatopa) — Nofib3oBaTenu
MOryT NPOBEPUTb U HACTPOUTbL ONpeeNieHHble NnapameTpbl NOPTOB B AAHHOM
nyHKTe rmaBHoro meHio WEB nHTepdenca kommyTtaTtopa.

PoE - nonb3oBatenu MOryT mMpoBepuUTb W HACTPOUTb OnpefeneHHble
napametpbl POE pana noptoB B [aHHOM nyHKTe rnasHoro meHiwo WEB
UHTepdenca kKommyTaTopa.

Advanced Configure (PaclwwnpeHHble HacTpomnku) — nonb3oBaTtenn MoryT
NpoBepUTb U HacTpouTb L2 n L2+ dyHKUMN KOMMYyTatopa B JaHHOM MyHKTe
rnasHoro MeHto WEB uHTepdenca.

Security Configure (Hactponkm 6GesonacHocTu) — nonb3oBaTenu MoOryT
nNpoBepuTb M HacTpouTb napameTpbl 6e3onacHOCTM Ans KoMMmyTaTtopa B
AaHHOM MyHKTe rnaBHoro meHto WEB uHTepdeiica.

QoS (YnpaBneHue o4epegsamu) — MONb30OBATENN MOryT MPOBEPUTL U
HacTpouTb napameTpbl pexunma ynpaeneHuss odepeadamu QOS B JaHHOM
nyHKTe rmaBHoro meHio WEB nHTepdeiica.

Diagnostics (VIHCTpyMeHTbl Ans  AMarHocTuMKM) — norb3oBaTenu MoryT
BOCMNOMb30BaTbCA MHCTPYMEHTaMu Ansa anarHocTuku cetu (Ping), anarHocTuku
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kabensa, a Takke npoepuTb 3arpy3ky CPU kommyTaTopa B AaHHOM MyHKTe
rnasHoro meHto WEB nHTepdeiica.

Maintenance (O6cnyxuBaHue) — nonb3oBaTeny MOryT BOCMNOfb30BaTbLCA
WHCTpYMEHTamn  obcnyxuBaHuss  KommyTaTtopa (COpoc K  3aBOACKUM
HacTponkam, OGHOBNEHWE MpPOLUMBKKM, 3arpy3ka W COXpaHeHue TeKyLuen
KOHdUrypaumm, nepesarpy3ka KOMMyTaTtopa) B AaHHOM MNyHKTe [f1aBHOMO
meHo WEB nHTepdeiica.

10.3 Network Admin (HacTpoiKka ceTeBbIX napameTpoB U
agMUHUCTPUpPOBaHUE)

10.3.1 IP Configuration (HacTpouka IP agpeca)

lNpumeyvaHue: |IP adpec kommymamopa rno ymondaHuro 192.168.2.1 Macka
rnodcemu no ymondaruro 255.255.255.0(24)

Boibepute nogpasgen rnaBHoro meHo WEB wHTepdenca kommyTtaTopa:
Network Admin > IP

Yinformation & Status

IP Configuration

¥ Network Admin

P

«SNTP IP Interfaces

»SNIP

IPv4 DHCP | IPv4
«SysL vian |
s Dalein | Enable | Fallback | CurrentLease |  Address | Mask Length
*Port Configure 3
O 1 O 192. 168. 2. 1 24

»PoE
» Config [ Add Interface |
¥ Security Configure :|Reset

Port Name | OTobpaxaeT cucTemMHoe nms nopTa

VLAN VLAN gng goctyna K ynpasneHutio KOMMyTaTopoMm

- Ecnu BkntoyeHo, aTo o3HavaerT, 4to nopT VLAN 3anyckaeT
IPv4 DHCP knueHT, 4Tobbl AHaMm4ecku nonyyatb 1Pv4
agpeca kommyTatopa. B npoTuBHom cnyyae oH 6yger
ncnonb3oBaTbh cTatuyeckui IP agpec.

IPv4 DHCP | _ Orkar (B cekyHaax) o3HavaeT BpeMS OXugaHus ons
KOMMyTaTopa Ansa nony4vyeHus anHamuyeckoro |P agpeca c
nomouubto DHCP. 3HaueHne 0 — 0TMEHSET BpeMsi OXXNOaHuUS.
- Tekywas apeHga, none otobpaxaeT Tekywwiun IP agpec,
nonyyeHHoln ot DHCP
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- Agpec: ctatnyeckuit IP agpec, BBeAeHHbIN

nonb3oBaTenem.
IPv4
- AnuHa macku: ctatmnyeckas IPv4 macka ans noacetw,

BBeAEeHHasaA NnoJib3oBaTesiEM.

Haxmute Add Interface, 4tTobbl 3agatb HoBble HacTponkn anst VLAN u
IP agpeca. Haxmute Save, 4ToBbl COXpaHUTb HACTPOMKMN.

lpumeyvanue: [na ynpaeneHUss KOMMYymamopoM UCMOfb3yemcs
VLANT o ymonyaruro. Ecrniu nons3osamernto Heobxoduma dpyzas VLAN, dns
ynpaeneHuss  KOMMymamopoM,  foxasnytcma, dobassme VLAN 8
coomeemcmasytowem meHio WEB uHimepcpelica, a makxe dobasbme nopm 8
amy VLAN.

10.3.2 SNTP Configuration (Hactpowka npotokona BpemeHn SNTP)
SNTP ato akpoHum o1 Simple Network Time Protocol — npoTtokon
CUHXpOHM3aLMM YacoB C HacTpovikamum [1K. Bbl  MoxeTe BbibpaTb

onpegeneHHbin SNTP cepsep 1 HacTpoute GMT BpEMEHHYIO 30HY.

Bbibepute nogpasgen rnasHoro meHio WEB nHTepdernica kommyTaTopa:
Network Admin > SNTP

4 i =
s SNTP Configuration
’ ¥ Network Admin \
«lP Mode Enabled v
= SNTP Server Address
»SNMP
= SysLog Save | | Reset

Haxmute Ha BbiNagatowee MeHo, YToObl BbiopaTb Enabled
mnn Disabled

Enabled (Bkn) — BkntovaeT pexum SNTP. B gaHHOM
Mode pexume areHT oTnpasnsaeT u npuHnmaet SNTP
COODLLEHUS MEXAY KITMEHTAMWN U CEPBEPOM, KOT4a OHU
HaxoOaTcsa He B OHOW nNoAceTu.

Disabled (Bbikn) — oTkntovaeT pexum SNTP.

lMNocne BBoga IP agpeca SNTP cepsepa, SNTP

SNTP Server
MHpopmaumst BygeT nonyveHa ¢ 3Toro cepeepa.

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.
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10.3.3 SNMP Configuration (Hactpoinka npotokona ynpasneHusa SNMP)

Simple Network Management Protocol (SNMP) aTto npoTtokon
NPUKNaaHOro YpOBHS, KOTOPbIM obneryaet obmeH uHgopmaumern ynpasneHus
MeXay  CeTeBbIMM  YCTPOMCTBaAMM. SNMP  nosBondetr ceTeBbiM
agMuHUCTpaTopaM YNpasnATb MPOU3BOAUTENBHOCTLIO CETW, HaxoauTb U
pelwaTtb npobnembl C CETbIO, NNIAHMPOBAaTb pacLUMpPEHnEe CEeTH.

KommyTtatop nopgepxmsaet SNMPv1, v2c. PasnunyHble Bepcuu
SNMP ob6ecneumBatoT pasHbil YpOBEHb ©Oe3onacHOCTM Ans ynpaBrieHus
CTaHUMAMM 1 CeTeBbIMU YCTPONCTBaAMM.

B SNMP v1 u v2c Aana ayTeHTMdwuKaumMm nonb3oBaTenen
ncnonbsyetca «Community String». ®PyHKUMOHAN 3TOM CTPOKU CXOX C
dyHKumMoHanom napons. NpunoxenHne SNMP yganeHHoro nonb3osaTens u
SNMP kommyTaTopa [OSMKHbI WCMOMNb30BaTb OOHO U TOXe 3HavyeHue
Community String. MNakeTel SNMP oOT ntobbiX HeaBTOPM3OBaHHbLIX CaWATOB
OyayT urHopmpoBaTbCs (0TOpackiBaTLCSH).

Community String no ymon4yaHuio anst koMMyTaTopa MMeET 3Ha4YeHue:

1. public — nossondeT ayteHTMdMUKaLMIO CTaHUUM YNpaBreHna ans

yTeHusa MIB o6beKToB.

2. private — no3BondeT ayTeHTMdUKaLMIO CTaHUUK ynpaBreHusa ans

YTeHUs, 3anmcu n nameHeHnst MIB o6bekToB.
Trap

Mcnonb3yeTca areHToM Ansi aCMHXPOHHOrO MHopmuposaHus NMS
(cTaHuMs ynpaBneHust) O KakoM-nmbo cobbiTun. ITU cobbITUA MOryT ObiTb
OYeHb Cepbe3HbIMU, TakMMM, Kak nepesarpyska (KTo-TO Crly4YawHO BbIKITHOYMWI
KOMMyTaTtop), unu npocTto, obwas uHdopMauus, Takas Kak W3MeHeHue
crtatyca nopta. KkommyTtatop co3gaeTr uHdopmaumio o nosywke (Trap), a
3aTeM OTNpaBnseT ee nonyvatento unuM aaMuHUCTpaTopy ceTtu. TunuyHas
noBylKa BKMYaeT B cebs MHpopmaumio o owwnbkax ayTeHTudukaumu,
CeTeBbIX U3MEHEHUSIX.

MIB

OTO  KOMnekuust  ynpaBnsieMblX  OOBLEKTOB, HaxogdWwMxcs B
BMPTyanbHOM XpaHunuiie nHdopmaumm. Konnekuun CBSA3aHHbIX
ynpaBnsieMbix OOBEKTOB onpefeneHbl B onpederneHHbix moaynsax MIB.
KommyTaTtop mcnonb3yeT cTaHOapTHbIM MoAyrb yrpaBneHus uHdgopmaumen
MIB-Il. Takum obpasom, 3HauyeHne obbekta MIB MoxeT ObiTb NpoynTaHo
nobbiM  NporpaMmMmHbIM - obecneveHnem, ynpaensembiM  4yepe3d SNMP
NPOTOKOI.
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10.3.3.1 SNMP System Configuration (Hacmpotika SNMP dnsi cucmembi)

Bbl MOXXeTe BKMOYUTL UMW BbIKITHOYUTD LOaHHYIO d)yHKLI,I/II'O B pasaene

Admin>SNMP>System

» ; ’
TS - | SNMP System Configuration
| Network Admin |
«IP Mode Enabled v
= SNTP Version SHIMP vw2c
| wSNMP | Read Community | public
= System | Write Community | private
=Trap
Mode BkntoueHune/BbiknoveHne SNMP pyHKUMM
. HaxmuTe Ha BbinagatoLlee MeHto, 4Tobbl BbibpaTh BepCcuio
Version
npotokona SNMP v2c nnm vl
Read Mo3BonseTt ayTeHTMdUKALMIO CTaHLMX YNpaBreHna ans

Community yTeHua MIB ob6bekToB.

Write [No3BonsaeT ayTeHTUdMKaLMIO CTaHU MK yNpaBneHusa ons
Community YyTeHusa, 3anucu u nameHeHunst MIB obbektos

10.3.3.2 SNMP Trap Configuration (Hacmpotika SNMP Trap)

Bbl MOXeTe BKMOUNTL UMK BbIKITIOYNTD OaHHYI0 beHKLLI/IIO N HacTpouTb
€e B criegywuiem pasgene

Network Admin>SNMP>Trap
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Yinformation & Status

¥ Network Admin
=P
= oNIE:
wSNMP
= System
[+Trap |
= SysLog
*Port Configure
YPoE
¥ Advanced Configure

¥ Security Configure

Trap Configuration

Global Settings

m Disabled w

Trap Destination Configurations

[ Delete [ Name [ Enable | Version [ Destination Address | Destination Port |

10.3.4 System Log Configuration (HacTponka cMcTtemMHOro xypHana)

Bbl MoxeTe HacT

POUTb CUCTEMHbIV XKypHan KoOMMmyTaTopa nepenas B HYXHbIN

pasgen ocHoBHoro meHto WEB nHTepdeiica

Network Admin >

Syslog

»information &

Status System Log Configuration

l ¥ Network Admin

P Server Mode Disabled V|
= SNTP Server Address | 1521682100 |
»SNIMP Syslog Level Info V|

»Port Configure

Server Mode

Bkn/BbIkn pyHKUMIO CUCTEMHOTO XypHana ans SNMP .
Ecnu Bknio4eHo, KOMMyTaTop OTrNpaBnsieT KON XXypHana
Ha CTOPOHHMI cepBep

Server CepBep, Ha KOTOpPbIN OTNPaBNAETCHA KONUs CUCTEMHOTO
Address XypHana
Info — nHdbopmauus, npegynpexxgeHns n ownbkm
Syslog Level | Warning — Tonbko npegynpexaeHnst n ownbkm

Errors — Tonbko owmnbku
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10.4 Port Configure (KoHcurypupoBaHue noptoB)

10.4.1 Port Configuration (Hactpowka nopTtoB)

HaHHbin pasgen WEB wHTepdpenica cooepXmt nepedeHb HacTpoek
Ansi NOpTOB KOMMYyTaTopa.

Port Configure>Ports

¥ Port Configure
=Ports
PAggregation
=Miroring
= Thermal Protection
= Green Ethemnet

o - Speed I Fiow Control W Excessi
| Current|  Configured | Current Rx | Current Tx [ Configured | Frame Size | Collision Mode
C © v O 9600 < v
1 @ Down Auto v X X 0 9600 Discard w
2 100fdx Auto v X % O 9600 Discard v
3 @ Down Auto v % X i} 9600 Discard v

Link

KpacHbIv LiBET 03HA4aeT, YTO COeaAMHEHUS HeT. 3eneHbin —
coeguHeHune ecTb.

Speed

Bbibop ckopocTu 1 pexuma paboThbl
(mynnekc/nonyaynnekc) Ans nopta

Disabled — nopT oTknto4eH.

Auto — no3sonsdeT NoOpTy aBToOMaTUYECKM BbIOUpaThb
Hambornee nogxogsiime napameTpbl 4N NOAKMHOYEHHOTO
YyCTpONMCTBA.

FDX — gynnekc. Mo ymonyaHuo ans ckopoct 1000M6uT/c
HDX — nonyaynrekc

1000-X_AMS — o3Ha4vaerT, YTo NopT ABMSETCHA ONTUYECKUM
UM KOMBO-NOPTOM U ONTUYECKUIA MOPT — OCHOBHOM.
Tarke ecTb Apyrne aHanorm4Hble napameTpsbl:

10M HDX, 10M FDX, 100M HDX, 100M FDX, 1000M FDX,
1000-X

Flow Control

MexaHn3m yrnpasneHns noTokoMm. MNonHogynnekcHsle
nopTbl ncnonb3ytoT 802.3X NpOTOKON AN ynpaBneHus
MOTOKOM, NONyAyNNeKCHbIe NOPThl NCMOMb3YIOT
backpressure ynpaBneHue notokom. 1o ymonyaHuto
OaHHbIA MEXaHU3M ANns NOPTOB — OTKIIOYEH.

Maximum
Frame Size

Mone, roe 3agaeTcst MakcUMarbHbI pasmep
nepe.anaeMblx/npMHmmaeMblx nakeTos. o YMOJ4aHuo
pa3smep — 9600, 4yTobbl 06ecneunTb NogaepXxky Jumbo
frames.

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.
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10.4.2 Link aggregation (Arperauus KkaHanos)

ArperaLusa kaHanoB, 3TO MeTo, KOTOPbIN CBA3bIBAET onpeaeneHHble
dusnyeckme nopTbl BMECTE, KaK OOWH MOrMYeckuii nopt, YTobbl yBEnuunTb
00LLy0 NPOMNYCKHYIO CNOCOBHOCTD.

KommyTatop nogaepxumsaeT oo 13 rpynn arperauumm kaHanos. OT 2 go
8 nopToB B BMAE €AMHOro NOrM4Yeckoro nopTa.

lMpumeyarue: Ecnu kakol-nu6o nopm e 2pynne aspesayuu KaHaioe
OMKJ/IIOYEH, nakem OaHHbIX, OMIPasIeHHbIU Ha OMKIoYeHHbIU nopm 6ydem
pacripedensimb Hagpy3Ky Ha Opyeoli MOOK/OYeHHbIU rnopm & amol epyrne
azpezayuu.

10.4.2.1 Static Aggregation (Cmamu4eckasi Aepez2ayusi)

B atom pasgene WEB uHTepdoeiica kommyTaTopa MoNb3oBaTeflb MOXET
HacTpOWUTb CTaTUYECKYto arperauuto ans nopTos.

Port Configure > Aggregation > Static

YInformation & Status Aggregation Mode Configuration

»Network Admin
= Hash Code Contributors
Source MAC Address
=Ports Destination MAC Address
P Address
TCP/UDP Port Number  [7]
=LACP
* Mirroring Aggregation Group Configuration
= Thermal Protection
= Green Ethernet Port Members
*PoE GroupID [1]2[3]4[5]6]7]8]9 |1o]11|12|1:]14|15|w|17|1a|19]20|21[zz|z:|z4|25|2s
» Advanced Configure L0 I ONONONORONONRONONONONORONORORONONONONORORONONORONONO]
NSatmity Conmgos 1 )OO0O0O0O000000 OCC’OC‘OOOOOOO
2 ol eNoRoNecNcRoRoNoNsNO RO X O0OC0OO0OO0OO0O0OO0OOOOO
*Qo Configure 3 0000000000« 0000000
» Diagnostics 4 DOO0OO0OO0O0000O0 C €
e 5 O (oloNoNoNoNoNoRoNONON® (@) O
6 Y)OO0OO0OO0OO0O0O00O0
7 O [olloNoNoNoNoNoNe
8 HoloRoRoRoR ol oK)
9 [ollooNoNoNoNoNONONG)
10 oNoNoNoNoNoNoNONe]
" Y0000 0 (‘) 00
12 00000 OO0 O (¢ @
13 C-OOOQOOOOOOOO ) O O
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Aggregation | 3TOT pexuMm ABMSETCH anropuTMOM XELLUMPOBaHWUS NOTOKa
Mode Mexay noptamu LAG (rpynna arpermpoBaHHbIX NOPTOB UMK
Configuration | Link Aggregation Group)

Group ID ID rpynnbl cTaTU4ECKOW arperauum

KommyTtatop nogaepxmsaet o 13 rpynn arperaumm, oT 2

Port Members -
[0 8 NopToB B OAHOW rpynne.

Haxmute Save, 4ToGbl COXpaHUTL HACTPOWKM.

lNpumeyaHue: Cmamuyeckass azpeesauyusi ro3eosnsem 00HO8PEMEHHO
06BeduHamb He bosiee 8 Nopmoas 8 00HY crmamu4ecKyto epyrirny.

10.4.2.2 LACP Aggregation (Aepezayusi Ha ocHoge LACP)

LACP — TlpoTokon ynpasrneHuws arperauven kaHanos. Arperaums
KaHanoB nossonsgeTr obveauHsTb A0 BOCbMM MOPTOB B OAHO BblAENEHHOE
coeguHeHmne (NTormyeckni nopT).

OTa QyHKUMA MOXEeT paclupuTb MPOMYCKHYK  CMOCOBHOCTb
ycTponctBa. Pabota LACP TpebyeT BKOYEHUS AYMNMEKCHOrO pexunma Ha
nopTax.

Ons nony4yeHuss 6onee nogpoOHOM MHAOPMAaLMM O3HAKOMbTECH CO
ctangaptom IEEE 802.3ad.

Port Configure > Aggregation > LACP

> i ,
MHOHBROR & SAHS LACP Port Configuration
¥ Network Admin

Port | LACP Enabled | Key |  Role [ Timeout| Prio
: > o o 32768

v
=Ports

wAggregation 1

= Static
= Mirroring
= Thermal Protection
= Green Ethernet

Auto v Active » Fast v 32768
Auto v Active w Fast w» 32768
Auto v Active Fast 32768

Auto v Active w Fast w» 32768

o e W N
B E oA

Auto v Active v Fast v 32768
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LACP

BknioveHune/BbikntodeHe nogaepxku npotokona LACP Ha
noprte

Key

3HauyeHue Knoya, Nony4YeHHoe NopToM, HaxXoaUTCH B
ananasoHe 1-65535.

Auto HacTpoWka 3a4acT KoY B 3aBUCMMOCTM OT CKOPOCTHU
dunsndeckoro kaHana, 10Mb = 1, 100Mb = 2, 1Gb = 3.

Specific HacTpolika No3BoNAET BBOAWUTL 3HAYEHME KItoya
BPYYHyto. [opTbl C 0AMHAKOBLIM 3HAYEHMEM Kiltoya
MOryT GbITb Y4aCTHMKaMKU OOHOW rpynnbl arperaumu, a
NOPTbI C pa3HbIMK KIoYaMu — HE MOTYT.

Role

[laHHoe none oTBeyvaeT 3a cocTosiHne akTuBHocTn LACP.
Active — nepenava naketoB LACP kaxayto cekyHay

Passive — oxugaHue naketos LACP.

Timeout

[laHHOe none oTBeYaeT 3a NPOMEXYTOK BPEMEHN MeXay
nepegayen BPDU

Fast — otnpaBka naketoB LACP kaxayo cekyHay

Slow — 30 cek oxnaaHus nepeq otrnpaskomn naketa LACP

Prio

[laHHOe norne KoOHTpOnMpyeT NpUopuTeT NopTa.

Ecnu naptHep LACP xo4eT cdhopMmpoBaThb GOnbLUyO
rpynny, 4eMm yCTPOWCTBO nogaepxuBaeT, To napameTp Prio
OyaeT KOHTpONMpoBaTb, Kakne NopTbl 6yayT B aKTUBHOM
ponu, a Kakue B pe3epBHON Ponu.

MeHbLUee 3HadYeHne napameTpa Prio o3HavaeT 6onbLini
npuopuTeT.

HaxmunTe Save, 4To6bl COXpaHUTbL HAaCTPOWKM.
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10.4.3 Port Mirroring (3epkanupoBaHue NopToB)

®PyHKUMA  3epkanupoBaHuMs NOpTOB  obecneynmBaeT  MOHUTOPWHT
CeTeBOro Tpadumka, KONUS KOTOPOro (BXOASLWME WNU UCXOAALME NakeTbl)
nepeckInaeTcs ¢ OAHOro nopTa ceTeBOro KOMMyTaTopa Ha ApYyron nopT, rae
Tpaduk MoxeT ObITb UCCreaoBaH.

3710 nossonseT agMuUHUCTpaTopy cetu oTcnexusaTb
NPON3BOAMTENBHOCTE KOMMYyTatopa W Npu HeobXOAUMOCTU W3MEHATb ero
HaCTPOWKM.

Port Configure > Mirroring

> : : :
TR Mirror Configuration

¥ Network Admin
lPonto mirrorto | | v
¥ Port Configure
=Ports : - :
: Mirror Port Configuration
wAggregation
= Static
= Port[ Mode
=LACP
1 |Disabled v
= Thermal Protection et
= Green Ethernet 3 |Rx only v
4 [Tx only =
»PoE
5 |Disabled »

lMakeTbl C NOPTOB, ANS KOTOPLIX BKITOYEHO
Port mirror to | 3€PKanupoBaHme rx unu tx 6yayT OCTYMHbI Ha 3TOM MopTe.

Disabled — oTkntoyaeT 3epkanMpoBaHue

BbIGop pexuma 3epkanvpoBaHus 4ns nopta UCTOYHUKA.

Rx only — nakeTbl, nonyyYeHHbIe Ha 3ToM nopTte ByayT
oTnpaBneHbl 3a NopT-3epkano (mirror port). cxoaswme
nakeTbl 3epkanupoBaTtbCs He ByayT.

Mode Tx only — nakeTbl, MCxogsLime ¢ 3Toro nopta byayr
OTNpaBrieHbl 3a NopT-3epkano (mirror port). Mony4yaemble
nakeTbl 3epkanupoBaTbCs He OyayT.

Disabled — Bce nakeTbl (tx 1 rx) He ByayT 3epkannpoBaTbCs

Enabled — Bce nakeThbl (tx 1 rx) 6yayT oTnpaBneHbl Ha NopT-
3epkano.

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.
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10.4.4. Thermal Protection Configuration (TemnepaTypHas 3awuTa)
TemnepaTypHas 3awuTta npegoTeBpawiaeTr neperpes noptoB. Korga
KOMMyTaTop onpefenseT nopT, Ha KOTOPOM TemnepaTypa Bbile 3a4aHHOMN,

NPONCXoaunT OTKIKOYEHNE NopTa.

Port Configuration > Thermal Protection

» i : .
e e Thermal Protection Configuration
»Network Admin
Temperature settings for priority groups
l ¥ Port Configure l
=Poris Priority | Temperature
PAgaregation 0 255 °C
= Mirroring — .
= Thermal Protection 1 265 c
= Green Ethernet 2 |255 <
?PoE 3 |255 8C
» Advanced Configure gt
Port priorities
¥ Security Configure
»QoS Configure Port I Priority
* [<>
»Diagnostics 1 0|
»Maintenance 2 [0 ||
3 0w

Temperature | KommyTaTop NoAAepKMBaET 4 rpynnbi TEMNepaTypHON
settings for | 33Tkl Kaxnas MoxeT GbiTb HACTPOEHA Ha CBOI
priority groups | yiakcumanbHyto TemMnepaTypy.

Port priorities | [10Nne onpeaensieT NpuHaAnexHOCTL NopTa K TON UM MHOM
rpynne TemnepaTypHOii 3aLLuTbI.

HaxxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKM.

lMpumeyaHue: no yMon4aHUK0 8ce rnopmsl KOMMymamopa Haxo0sm 8 2pyrre
npuopumema 0, ¢ MakcumarbHol memnepamypol 255 C
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10.5 PoE Configuration (KoHdurypaumsa PoE)

Power Over Ethernet (PoE) — dyHKuMs, nosBonsiowas yCcTponcTeam
nonyyaTb NUTaHWE M JaHHbIE MO ogHOMY kabento B ceTu Ethernet.

Takumn ycTponcTBaMyn MOryT ObiTb POE IP kamepbl, TOYKM gocTyna,
TenedoHsbl VoIP. Hanvune paHHOM dyHKUMM NO3BONSAET CHU3UTbL 3aTpaThl Ha
co3faHue ceTeBon MHPPACTPYKTYPbI.

PoE — onpepensetca craHaaptom |IEEE 802.3af/at. [NosTomy 06bI4HO
He BO3HMKAEeT CMOXHOCTEN C NUTaHMEM YOaneHHOro YCTPOMWCTBA, eCrnv OHO
noaaepKmBaeT/CoBMeCTUMO C AaHHbIMU CTaHgapTamu.

PD — 3anuTtbiBaemoe yCTponcTBo, Hanpumep POE IP kamepa.
PSE - ycTpoiicTBo obecneumBatoLLiee nuTaHne yganeHHoro PD
Mpouecc nogaun NuTaHus POE COCTOUT U3 HECKOMNbKMX LLAroB:

1) Onpepgenenne. PSE ycTponcTBO OTNpaBnseT curHan ¢ MMHUMarnbHbIM
HanpsXeHneM, 4YTobbl OnNpeaenvTb COBMECTMMO N yaaneHHoe PD
yCTpONCTBO cO cTaHgaptamu |EEE 802.3af/at. Ecnu ypaneHHoe
YCTPOWCTBO COBMECTUMO MPOMCXOAUT CreayoLLmiA Lwar.

2) Knaccudpmkauma PD yctponctBa. PSE ycTponcTtBo onpegenser
HeobxoAMMYy0 MOLLHOCTL Ans yaaneHHoro PD ycTponcTea.

3) T[locne nepBbix AByx waroB PSE ycTponcTBO HauvMHaeT nogaBaTb B
NVHUIO MOMHOE HanpsbkeHne U MowHocTb (44-57V, MowHocTb af —
15.4BT1 makc, at — 25.5BT makc.)

4) OrtknoyeHne. Ecnu yganeHHoe PD yCcTpOMCTBO OTKMHOYMMOCH, WU
nonb3oBaTternb OTKMIOYMM ero ¢ NOMOLLbI0 ynpaBneHuss yepes WEB,
PSE vyctpoiictBo B TeuyeHne 300-400 mc npekpawiaeT nogadvy
HanpsbkeHust POE B nuHuio.
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10.5.1 PoE Setting (HacTpowku PoOE)

Hactporiku POE Haxopsatca B cnegyiowem pasgene WEB uHTepdelica

KOMMyTaTopa.

POE > PoE Setting

Power Over Ethernet Configuration

Reserved Power determined by | ® Auto Manual
Power Management Mode ® Actual Consumption O Reserved Power
Capacitor Detection ® Disabled Enabled

POE Power Supply Configuration

Primary Power Supply [W]

PoE Port Configuration

®~NonE N -
R4/K4 K4/K9 K99 K4/K9 K4
L4IK4 E4/E9 K99 K9/K9 K4
£41K4 K4/K4 K4(K4K4/K4 K4

Reserved
Power
determined by

KommyTaTop noagepueaeT 2 pexvma ans onpeaeneHus
MOLLIHOCTM Ha nopTte

Auto — KOMMyTaTop aBTOMaTU4Yecku onpeaenset
MOLLLHOCTb Ha NopTe B 3aBMCUMOCTHW OT Knacca
nogkrtoyeHHoro PoE ycTponcTsa.

Manual — Bpy4Hyto — MakcumarnbHas LOCTyMnHasi Ha nopTe
MOLLIHOCTb 3afaeTcsl NoNb3oBaTenem.

Power
Management
Mode

KommyTaTop nogaepxuBaeT 2 pexumMa yrnpasneHus
nUTaHMEM.

1. PeanbHoe notpebneHne. B aTom pexmme obLias
moLHocTb (POE GrompkeT) genutca Ha Bce nopThl. [opT ¢
HaMMEHbBLUMM MPUOPUTETOM OyAET BhIKIMIOYEH, ECIN
MOLLHOCTb npeBbicuT OtomxkeT PoE. Ecnv Bce nopThl umetoT
OOWHaKoBOE 3Ha4YeHUe npuopuTeTa — OyaeT OTKIOYEH
NnopT C KpaHUM HOMEPOM.

2. 3ape3epBrpoBaHHasi MOLLHOCTb. B aToM pexnme, ecnm
MOLLHOCTb npeBbicuT POE GogxeT koMMmyTaTopa, NopT K
koTopomy ByaeTt nogkmnoyeHo HoBoe POE yCTpOMCTBO He
OydeT aKTUBEH.

32



Primary
Power Supply

Monb3oBaTenu mMoryT HacTpamBaTb POE GtogxeT Bcero
KoMMmyTaTopa (He 6ornee 3Ha4YeHUs! Mo YMOJTYaHMIO).
3HayeHne no ymonyanuto 370 W

PoE Mode Pexxum PoE Ha noptax. Mo ymonuyaHuto — 802.3at (POE+)
3HauyeHune onpegensioLlee npuoputeT nopta. MoxeT
nNpyHMMaTh 3 3Ha4YeHns

Priority Low — HU3K1n npuoputeT
High — Bbicokun npuoputeT
Critical — KpUTUYECKM BaXXHbI NPUOPUTET
Maximum B py4HOM pexnme BbICTABNAETCH 3HaYeHUe
Power (W) MaKCMMarbHOW JOCTYMHON MOLLHOCTU Ha MopTe.

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.

10.5.2 PD Alive (®yHKUuMA aHTU3aBucaHumsa ana PoE yctpowncTB)

HacTtpoviku paHHOM ¢yHKUMM HaxogdATcs B cnegywowem pasgene WEB
uUHTepdenca kommyTarTopa:

PoE > PoE Setting

Power Over Ethernet Configuration

Reserved Power determined by | ® Ayto Manual
Power Management Mode ® Actual Consumption (O Reserved Power
Capacitor Detection ® Disabled Enabled

PoE Power Supply Configuration

Primary Power Supply [W]

250]

PoE Port Configuration

<Ji<li<ll<li<

Port | PoE Mode | Priority IIPD Alive Check | Maximum Power [W] | Description

[oN
[oN [—

S — |
ON

(<LK
(4|4 K9/K9IK4

ON
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OyHKUMA paboTaeT NOMHOCTbIO B aBTOMATMYECKOM pexume Mnocne ee
aktTmBauumm Ha nopte/noptax. CpabaTbiBaHue npoucxoaut depes 120 cek
nocrie TOro, Kak KOMMYTaTtopom Obifio  3aUMKCUPOBAHO  COCTOSIHWE
«3aBucaHua» Ha nopte/noptax. CpaboTka npoucxoaut 1 pas.

10.5.3 PoE Status (Coctosinne POE Ha nopTax)

MosBonsieT oTcnexuBatb cocTosiHne POE Ha Bcex noptax. Haxogutcsa B
pasgene

PoE > PoE Status

Finformation & Status

Power Over Ethernet Status Auto-refresh [ [ Refresh
PNetwork Admin

NP Local Port | [ PD class | Power [ Power Allocated | Power Used | Current Used | Priority | Port Status
0 (W] 0 [W] [ 0 [mA] Low  PoE tumed OFF - PoE disabled|
vPok 2 - oW 0w ow) 0 [maA} Low  PoE tumed OFF - PoE disabled
T wPoE Setting 3 oW oW oW 0 [mA] Low PoE tumed OFF - PoE disabled]
[-PoEstans 4 0w 0[w) om 0 [mA] Low  PoE tumed OFF - PoE disabled|
N Avancad Conours 5 - 0w 0[w] 0 0 [ma] Low PoE tumed OFF - PoE disabled|
6 oW 0w 0 [mA] Low  PoE tumed OFF - PoE disabled|
¥ Security Configure 7 0w 0w 0 [ma) Low PoE tumed OFF - PoE disabled|
»Qos Configure 8 - ow] oW 0 [mA] Low  PoE tumed OFF - PoE disabled
N 9 0w 0[W] 0 [mA] Low  PoE tumed OFF - PoE disabled|
Diagnostics 10 = 0w 0wl 0 [mA] Low PoE tumed OFF - PoE disabled|
aintenance 1" 0w 0w 0 [mA] Low  POE tumed OFF - PoE disabled|

10.6 Advanced Configure (PaclumpeHHble HaCTPOWNKM)
10.6.1 VLAN (HacTtpomka VLAN)

VLAN - BupTyanbHas nokanbHas ceTb — NnpeAacTaBnsaeT cobon rpynny
XOCTOB C 06wmm Habopom TpeboBaHMIN, KOTOpblE B3aMMOAENCTBYIOT Tak, Kak
ecnn Obl OHM ObIMM  NOAKMIOYEHbI K  LUMPOKOBELLATENbHOMY JOMEHY,
HEe3aBNCUMO OT UX (PU3NYECKOTO MECTOHAXOXAEHWS.

VLAN nmeeT Te Xe CBOWCTBA, 4TO 1 hM3myeckas nokanbHas ceTb, HO
No3BOMSIET KOHEYHbIM YIleHaM rpynnMpoBaTbCsl BMECTE, AaXE €CIU OHU He
Haxo4ATcs B 04HOM OM3NYECKOM CeTH.

HacTpoliku HaxogaTcsa B pasgene

Advanced Configure > VLANs
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R Global VLAN Configuration
PNetwork Admin
P fcae Allowed Access VLANs 1 ‘
Ethertype for Custom S-ports | 584%
YPoE
@ Port VLAN Configuration
» MAC Table
- s P [l [ Egi Allowed Forbidden
] e ou [mose [ B e [RE]] oo | T ] ma || e
= Loop Protection R3] A L - 2 A vl < vl 1
»Spanning Tree 1
«MEP 2
+ERPS 3
PIGMP Snooping 4
«LLDP 5
Allowed B atom none otobpaxatotcsa cosgaHHble VLAN ID. Mo
VLANS YMOJ1HaHUIO 3Ha4YeHne — 1. Ecnun Bbl XOTUTE co3aaTb HOBYHO

VLAN, nameHuTte 3Ha4eHne Ha HOBOE.

Ethertype for
Custom S-
ports

B aTom none ykasbiBaeTca 3HaveHue ethertype / TPID (B
LwecTHaguatepuyHom copmare). NapameTp gencreyer
Onsi Bcex nopToB, Tvn KoTtopbix (Port Type) yctaHoBneH
Kak S-Custom-Port

Mode

PexwuM nopTa (Mo ymonuaHuio Access) onpeaenset
OCHOBHOE NoBeAeHue nopra.

[MopT MOXeT HaxoaAUTbCS B OOHOM U3 TPEX PEXMMOB, Kak
onucaHo Huxe. Besakuin pas, korga BelbpaH onpeaeneHHbIn
pexuM, ocTalnbHbIe NoMs B 3TOW CTpoke ByayT nmbo

HeZOCTYMHbI UMK caenaHbl U3MeHeMbIMU B 3aBUCUMOCTU
OT paccMaTprBaeMOoro pexvma. 3aTeHeHHble nons
MoKasblBalT 3Ha4YeHWe, KOTOPOE NOPT MONYYUT NpU
NPUMEHEHWN pexrma.

Access. |_|0prI C 3TUM PEXMNMOM 00bIYHO MCnonb3yroT AnA
NOAKITIOYEHUS K KOHEYHBIM CTaHumMaM. vetoT cnepywupe
XapaKTepUCTUKA:

- MopT yyacTHUk Access VLAN (no ymonyaHuio 1)
- MopT npuHMmaeT nakeTbl TUNa untagged u C-tagged

- OT6pacbiBaeT Bce NakeTbl, KOTOpPbIE HE
KnaccudunumpoBaHsbl 4nga goctyna k Access VLAN

- Ha BbIxoae Bce nakeThbl, oTHocawmecs k Access VLAN
OyayT nepepaBaTbes, Kak untagged. Opyrve (QuHammuyecku
aobasneHHble VLANGI) OyayT nepegaBaTtbces, kak tagged.

Trunk. Trunk (maructpanbHble) NOPTbl MOTYT
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OAHOBPEMEHHO nepefasaTtb TpadUK MO HECKOSTbKNUM CETAM
VLAN 1 06bIYHO UCNONb3YITCSA AN1S NOAKMYEHNS K
apyrmm kommyTtatopam. MimetoT cneayowme
XapaKTepUCTUKMN:

- Mo YMOJ14aHUIO, trunk nopT AB1A€TCA Y4aCTHUKOM BCEX
VLAN (1-4094)

- VLANBI, y4aCTHUKOM KOTOPbIX ABnsieTcs trunk nopt, MmoryT
ObITb orpaHnyeHsbl Yepes none Allowed VLANs

- MakeTbl, oTHOCAWMecH kK VLAN, y4aCTHUKOM KOTOPOW
NnopT He ABNseTCs — oTbpachbiBalOTCS.

- Mo ymonuaHuio Bce nakeTbl, KPOME NakeToOB OTHOCHLLMNXCS
k Port VLAN (Native VLAN) 6yayT nomeyeHs! (tagged) Ha
BbIXOZe€.

- MapkupoBaHue NakeToB Ha BbIXxoAe (TErMpoBaHNE) MOXET
OblTb U3MEHEHO, YTOGbI MOMETUTL BCE MakeTbl. B Takom
cry4yae, Tonbko tagged nakeTbl 6yAyT NPUHMMATLCS Ha
BXoze.

Hybrid. Takne nopTbl BO MHOFOM HanoMuHatoT trunk NnopThl,
HO MMET AOMNONHUTENbHbIE HACTPOMKMN.

— MNopT moxeT 6bITb HAaCTpPoeH Tak, 4Tobbl VLAN tag He
pacnosHasarcs, C-tag n S-tag nogaepxvsanuce.

- PunbTpauus Ha BXOAE Mormna KOHTPONMPOBATLCS.

- Mpuem nakeToB Ha BXo4e N HACTPOMKa UCXOAALLEr0
TErMpoBaHMsA MOryT HAacTpauBaTbCs HE3aBUCUMO.

Port VLAN

Mone onpenenset ngeHtndpukatop VLAN nopta (PVID).
PaspeweHHble VLAN HaxogaTcs B gnanasoHe ot 1 oo
4094, no ymonyaHuio 1
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Port Type

MopTbl B TMOPUAHOM peXume NO3BONSAT M3MEHATb TUM
nopTa.

Unaware. Ha Bxoge Bce nakeTbl, HE3aBUCUMO OT TOro
nomeyeHbl N oHn VLAN tag unu HeT, 6yayT OTHECEHbI K
VLAN Port, BO3MOXHble MeTku (Tern) 6yayT yaaneHsl Ha
BbIXoAe.

C-port. Ha Bxoge naketbl ¢ Terom VLAN ¢ TPID = 0x8100
OyayT knaccudpuumuposaHsl no VLAN ID, cogepxallemycs B
MeTke. Ecnu nakeT nomeyeH, Kak NpUOpUTETHLIN, OH ByaeT
knaccudunumpoaH Port VLAN. Ecnn nakeTbl 40MmMKHbI ObITb
nomeYeHbl Ha BbIxoae, oHn 6yayT nomeyatbcs C-tag
METKOW.

S-port. Ha Bxoge naketbl ¢ Terom VLAN ¢ TPID = 0x8100
unu 0x88A8 6yayT knaccudpuumnposaHsl no VLAN ID,
cofepxallemycs B MeTke. Ecnn nakeT nomeyeH, Kak
NPUOPUTETHBIN, OH ByaeT knaccnduumposaH Port VLAN.
Ecnu nakeTbl 4OMKHbI 6bITb NOMEYEHbI HA BbIXOAE, OHU
OyayT nomeyatbcsa S-tag METKOW.

S-Custom-Port. Ha Bxoge naketsl ¢ Terom VLAN ¢ TPID =
0x8100 unu Ethertype, HacTpoeHHbIn ana Custom-S
noptoB 6yayT knaccudmumnpoBaHsl no VLAN ID,
cogepxaliemycs B MeTke. Ecnvn naket He noMmeyeH nnm
nakeT NOMeYeH, Kak NPUOPUTETHbIN, OH DyaeT
knaccudguumposaH Port VLAN. Ecnu nakeTbl OMKHbI ObITb
NMoMeYeHbl Ha BbIXO4E, OHM ByaQyT nomMeyaTbCcs 3a4aHHON
S-tag MeTKoMN.

Ingress Filter

MMBpuaHbIe NOPTLI NO3BONSAT MEHSATH BXOAHYHO
dunbTpaumio. Access 1 Trunk nopTbl Bceraa MMetoT
BKITIOYEHHYIO BXOOHYH (OUMbTpaLuio.

Ecnu BxogHasa dunbTpauus BrrtoyeHa (dnaxok
YCTaHOBMEH), NakeTbl OTHocsAwmecs kK VLAN, B kKOTopow
nopT He ABMSEeTCH y4acTHUKOM — ByayT OTOPOLLEHbI.

Ecnu BxogHasa dunbTpauns BbiKOYeHa, NakeTbl
oTHocswmecs K VLAN, B KOTOPOW NopT He siBnsieTcs
y4yacTHUKOM — ByayT NPUHSATLI 1 06paboTaHbl
KOMMYTaToOpOM.

Ingress
Acceptance

I'|/|6pv|,qH|=|e NOopPTbl NO3BOJIAKT MEHATb TUMN NAKeTOB,
npnHMMaeMblX Ha Bxoae.

Tagged and Untagged. Bce Tunbl nakeToB ¢ METKOW Unu
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0e3 GyayT NnpMHMMaTbCS.

Tagged only. TornbKO NOMeYEHHbIE NakeTbl byayT
npuHMmMaTbes Ha Bxoae. MakeTbl 6e3 meTkn ByayT
OTOPOLLEHBI.

Untagged only. Tonbko nakeTbl 6€3 MeTkn 6yayT
npuHMMaTbcs Ha Bxoae. MakeTbl ¢ MeTkon ByayT
OTOpPOLLEHDI.

Egress
Tagging

MopTbl B Trunk n Hybrid pexxmmax MoryT KOHTPOnMpoBaTb
npuceavBaHne MeTKM Ha BbIXoae

Untag Port VLAN. MNakeTbl oTHocAwmecs k Port VLAN
OyayT nepepasaTbea 6e3 MmeTkn. OcTanbHble NakeThl
nony4art COOTBETCTBYIOLLYIO METKY.

Tag All. Bce nakeTbl, oTHocsAwmecs k Port VLAN vnun HeT
OyayT nepegaBaTbCsA C METKOWN.

Untag All. Bce nakeTbl, oTHocAwmecs kK Port VLAN vnn HeT
OoyayT nepepaBaTbes 6e3 meTku. Tonbko ansa Hybrid
pexuma.

Allowed
VLANSs

MopTbl B pexxnmax Trunk n Hybrid moryT KoHTponupoBaTh B
kakon VLAN oHM MoryT 6bITb y4acTHMKaMu. ACCESS NOpPThbI
MOryT GbITb y4acTHUKamm Tonbko ogHon VLAN (Access
VLAN). Mo ymonyanuio Trunk n Hybrid nopTtel MoryT 6bITb
yyactHukamm Bcex VLAN 1-4094. Mone moxeT 6biTb
NyCTbIM, YTO O3HAYaEeT NPUHAAIEXHOCTbL NopTa KO BCEM
VLAN.

Forbidden
VLANS

MopT MOXeT ObITb HACTPOEH Taknum 06pa3om, 4Tobbl He
ObITb y4acTHUKOM HK1 ogHon 13 VLAN. o ymonyaHuio none
nycToe, YTO 03HaYaeT NPUHAANEXHOCTL NOpTa KO BCEM
VLAN.

HaxmuTte Save, YToGbl COXpaHUTb HACTPOWKM.
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10.6.2 Port Isolation (U3onauusa nopToB)

M3onaumsa noptoB orpaHuymBaeT obmMeH TpachnkoMm mexay noptamu. OyHKUns
noxoxe Ha VLAN, HO umeet Gonee cTporne npasuna.

10.6.2.1 Port Group (Fpynna nopmoe)

KommyTaTop nogaepxmsaeT doopmMupoBaHme rpynn nopToB. [opTbl y4aCcTHUKM
rpynnbl MOryT 0OMeHBaTLCA AaHHBIMM.

lMpumeyvarue: lNopm mMoxem npuHadnexams K HECKOMbKUM 2pyrnnam. [JaHHbie
mo2ym 6bimb repedaHbl Mex0y mobbiMU rTopmamu, Komopsbie rnpuHadnexam
00HOU epynre nopmos

HacTpoliku rpynn HaxogsTcs B criedytowemM pasgene:

Advanced Configure > Port Isolation > Port Group

Yinformation & Status Port Group Membership Configuration Auto-refresh [ [Refresh
PNetwork Admin
v Port Members
Lot Delete [PortGroup D [1]2[3[4[5]6]7]8]9][10[11]12]13[14]15[16]17]18] 18] 20]21] 22[23] 24] 25] 26
*PoE =] EEEEEEEEEEEEEEEEEEEEEEEEEE
[~Advanced Conigure | [ Delete ] ) 00000000@EO00000D00D00D0NOoOoDooog
=MAC Table
«VLANS Add New Port Growp |
|_vPortisolation |
(Ee) (eset)
=Loop Protection

Port members | OTMeTbTe nopThl, kOTOpble ByayT NpuHaanexaTb O4HO
rpynne.

Haxmunte Add new Port Group, 4To6bl co3gaTb HOBYHO rpynny. Delete — 4To6bI
yoanuTb rpynny. Save — 4Tobbl COXpPaHUTb TEKYLLIME HACTPONKN.

39



10.6.2.2 Port Isolation (M3onsyuss nopmoe)

HacTporika u3onauun nopToB HaxoaAuTCA B criedyollem pasgene
WEB nHTepdeinca kommyTaTtopa:

Advanced Configure > Port isolation > Port Isolation

4 i . :
I MANON & St Port Isolation Configuration Auto-refresh [] [ Refzesh |

PNetwork Admin

A Port Number
B O A[2[3[4[5]6]7[8[0][10[11]92]13[14[15[16]17[18]18]20]21] 22| 23] 24] 25[ 26
_¥PoE 0000000080000 000000000000
"m','mw(immm i [Save | [Reset |
=MAC Table T
=VLANs
wPort Isolation

»Port Group
[[=Portisolation |

Port number | OrmertbTe nopThl, KOTOpbIE BYAYT U30AMPOBAHDI.

HaxmunTe Save, 4ToObl COXpaHUTbL HaCTPOWKM.

10.6.3 STP (MpoTokon cBA3yKOLWeEro gepeBa)

Spaning Tree Protocol (STP) — unn npoTokon cBs3ylowero aepesa
ucrnonb3yetca AN obHapyxeHuss M wucnpaeneHus ceTeBbix netenb. OH
obecrneunBaeT 3anacHble COEAMHEHWs MeXAy KOMMyTaTtopamu, MocTamu u
MapLupyTu3aTopamu.

STP nossonseT KoMMyTaTopy B3aumMoaencTBoBaTb ¢ Apyrumu bridge
YCTPOMCTBaMu CETU, rapaHTMpys CyLleCTBOBaHWE TOMbKO OOHOr0 MapLupyTa
mMexgy nobbiMy AByMS CTaHuuMsMM B ceTu, M obecneuymBas Hanuuune
pe3epBHbIX COEAMHEHUN, KOTOpble aBTOMaTMYeCKM WCMONb3YKTCs, Koraa
OCHOBHO€E COeAMHeHME Mo KakM-nnbo npnynHam nepecraeT CyLecTBoBaTb.

10.6.3.1 STP Bridge Settings (Hacmpoliku npomokosia STP)

Hactporikn npotokona STP Haxogatca B cnegywowem pasgene WEB
WUHTepdenca kKommyTaTopa:

Advanced Configure > Spanning Tree > Bridge Settings
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Yinformation & Status STP Bridge Configuration
»Network Admin
it
s Protocol Version RSTP
Bridge Priority 32768
,W Forward Delay 15
= MAC Table Max Age 20
=VLANS Maximum Hop Count | 20
R Roton Transmit Hold Count | 6
=Port Group
= Port Isolation [
=Loop Protection
i
= Bridge Settings [E Bt
= Bridge Ports

Protocol
Version

HaxxmuTe Ha BbinagatoLlee MeHio 4YTobbl BbIbpaTb BEPCUIO
npotokona STP:

STP — Spanning Tree Protocol (IEEE 802.1D)
RSTP — Rapid Spanning Tree Protocol (IEEE 802.1w)

Bridge Priority

KoHTponb npuoputeta mocTta (bridge). MeHbluee 3HayeHne
nmeeT Gonblumnn npuoputeT. MprnoputeT mocta + MSTI
cBsi3aH ¢ 6-6arnToBbiM MAC agpecom koMmyTaTopa
dopmupyeT naeHtudmnkatop mocra (bridge).

Forward Delay

3agepkka nepep otnpaBkon. 3HayeHne MoXeT ObiTb B

(4-30) ananasoHe o1 4 o 30 cek. 1o ymonyaHuto — 15 cek.
MakcumanbsHoe BpeMs XXU3HU MHOpMaL MK OTNpaBreHHON

Max age (6- | mocTom, noka oH MMEET porb KOPHEBOTO MOCTa (root
40) bridge). JonycTumble 3HaYeHMs HaX0A4ATCA B AnanasoHe oT

6 0o 40 cek. 3HadyeHune no ymondaHuio — 20 cek.

Maximum Hop
Count (6-40)

OTa HacTpolika onpeaensieT KonnmyecTBo HEOOXOaUMbIX
nepexogos (hop’os) ans MSTI nHdopmaumn,
chopmmpoBaHHON Ha rpaHuue MSTI. Takke 3TO 3Ha4YeHue
onpegenseTt kak MHOroO MOCTOB B POSIM KOPHEBOrO MocCTa
MoryT nepefasatb BPDU nHgopmauuio. Jonyctumble
3HavYeHusa HaxodaTcs B AnanasoHe ot 6 o 40 nepexonos.

Transmit Hold
Count (1-10)

Konnyectso BPDU nakeToB, KOTOpblE KOPHEBOW NOPT
(bridge port) moxeT oTnpaBnaTb 3a 1 cekyHay. Ecnu
HeobX04MMO, MOXeT ObITb OpraHn3oBaHa 3afepXka nepeg
oTnpaskow cnefytoulero BPDU nakeTta. [locTynHble
3HadeHus oT 1 go 10 BPDU nakeToB B cekyHAy. 3HadeHne
no yMosi4aHuio — 6.

HaxxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKM.
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10.6.3.2 STP Bridge Port (Bbi6op bridge mopma)

Hactporiku STP bridge ons noptoB HaxogaTcs B cnefytowem pasgene WEB

UHTepdenca kommyTaTopa:

Advanced Configure > Spanning Tree > Bridge Ports

Yinformation & Status STP CIST Port Configuration
Phetwork Admin
¥Port Configure e CIST Aggregated Port Configuration
STP Restricted Point-to-
» .
PoE Port Enal Path Cost Priority | Admin Edge | Auto Edge Role [ TGN BPDU Guard point
™ Advanced Configure - B [Mte  w 128 v |Hon-Edge v = o o ] Forced True v
«MAC Table
G CIST Normal Port Configurat
wPort Isolation s s ey el R P Fto-
«Port Group Port Path Cost Priority | Admin Edge | Auto Edge BPDU Guard
P Enabled Role | TCN point
=Portisolation
=Loop Protection Z 2 3 O o [ be g 0o o o 2 b
~Spanning Tree 1 @ (Ao w 128 w| [Won-Edge w @ o o O Auto v
«Bridge Setlings 2 [ o v 128 v [Non-Edge v = 0o o a] futo v
[ -Bridge Pons_| 3 = te. @ 128 @] [WorEdge @ @ O O O Auto 3
MEP
Ers 4 E Mt v 128 v [Hon-Edge v @ o o futo v

STP enabled | OrmertsTe, YTO6LI BRMIOUYNTL STP Ha noprTe.

Auto — CTOMMOCTb NYTK BbICHUTLIBAETCS HA OCHOBE
dP13n4ecKon CKOpOCTH NopTa, UCNONb3YS 3HAYEHUS,
pekomeHayemble 802.1D.

Path Cost o
Specific — cToMmocTb NyTH, 3agaBaemasi NoNb3oBaTENEM.
CToMMOCTb NyTU NCMONb3yeTcs 4118 MOCTPOEHMS
aKTyarnbHOI Tononornm ceTu. NMopTbl C MEHbLLNM
3HadeHueM ucnonb3ytoTes kak forwarding nopTbl.
JocTynHble 3HavyeHus B AnanasoHe ot 1 go 200000000

Mone onpepenseT ctoumocTb NyTu (path cost) ons nopra.

Priority Mone onpenenseT npMopuTeT nopTa.

Auto Edge OTtmeTbTe, 4TOOLI NpeBpaTUTL NOPT B Auto Edge

Restricted )

Role OTmeTbTe, 4TO6LI NpeBpaTUTL NOpT B Restricted Role
Restricted )

TCN OTmeTbTe, 4TObbI NpeBpaTUTL NopT B Restricted TCN
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OTtmeTbTe, 4TOOLI akTUBMpPOBaTL BPDU Guide. Korga nopt
nony4yaet BPDU nakeT, OH nepexoguT B COCTOAHUE
«Disable», T.e. oTknO4aeTcs.

BPDU Guide

Mone oTBeYaeT 3a opraHM3aLmMio CoeaNHEHNS TOYKa-TOYKA.
ArpermpoBaHHble NOPTbI BCErga HaxoasaTCsl B COCTOSIHUM
Point-to-point

Point-to-point

Haxmute Save, 4ToGbl COXpaHUTb HACTPOMKM.

10.6.4 MAC Address Table (Tabnuua MAC agpecoB)

Hactporiku tabnuusl MAC agpecoB HaxoasTes B criegytowiem pasgene WEB
nHTepdenca kommyTartopa:

Advanced Configure > MAC Table

S, MAC Address Table Configuration
»Network Admin ) i i
ot oot Aging Configuration
»PoE Disable Automatic Aging | [
[~ Advanced Configure Aging Time 300 |seconds|

SMACT.

.;‘:AN:DIE MAC Table Learning

PPort Isolation

Loop Protect I Port Members

e [3[2[3]e[5[6[7]8]9[10]11][12[13[14[15][16]17[18]19]20]21]22] 23] 24] 2526

PEPN Tree o oRoRoRoRoRoRoRoROoRoOROXOXO! 'ORORONO) ORONONO)

sMEP Disable O

Sy Secure O 0 0000000000000 0C 00000000

MGMP Snooping

»LLDP Static MAC Table Configuration
¥ Security Configure
*Qos Configure | Port Members

Delete [VLANID|[ MAC Address [1[2[3[4]5]6]7[8][9[10]11]12[13[1a[15]16[17]18[19]20][21]22[ 23] 24 25] 26
| Dgncacs Delete ] 1 oo-00-00-00-00-00 (D0 OO0 OO00O0ONOODOOODOOODOOOOOQ
*Maintenance
Add New Static Entry
=) (Beeet

Disable

Automatic Ecnun atoTt 4yekbokc OTMEeYeH, q.)yHKLI,I/Iﬂ aBToOMaTU4yeCcKoro
Agmg yCTapeBaHUA OTKITHO4YEeHa.

) ) Bpemsi, nocne KOTOpPoro 3anvcb NomeLleHHas B Tabnuuy
Aging Time | gyper ncknioueHa us Hee. uanasoH 10-1000000 cek.
3HaueHne no ymonyanuto — 300 cek.
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KommyTtatop nogaepxmsaet 3 Tvna 3anoMUHaHMS
(learning) MAC agpecoB B Tabnuuy

MAC Table Auto — nopT aBTOomMaTnyecku 3anommHaeT MAC agpeca.
Learnin .
9 Disable — nopT He a3nomuHaeT MAC agpeca
Secure — NOPT nNepecbinaeT AaHHbIe TOMNbKO, eCrv
ucnonbdyetcs ctatndeckun MAC agpec.

Static MAC | CtaTuyeckune sanucn MAC agpecos oTo6paxatoTcsi B 3TOM

Table Tabnuue. Haxmunte «Add New Static Entry» (go6aButb
Configuration | HOBYIO CTaTM4eCKYIO 3anKCb), YTOOLI CO3AaTH HOBY!IO
3anmce.

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.

10.6.5 IGMP Snooping

Internet Group Management Protocol (IGMP) — nossonsder xoctamu
MapLupyTusaTtopam obmeHmBaTbCs MHopmauuen o multicast rpynnax. IGMP
Snooping 370 (PyHKLMA KOMMyTaTopa, koTopasi OTBevaeT 3a koHTpone IGMP
coobweHnamn. nasHas uenb IGMP Snooping — OrpaHu4MTb MNepecbiKy
multicast nakeToB TONbKO AfS NOPTOB, KOTOPbIE ABNATCS YneHamyn multicast

rpynn.

10.6.5.1 Basic Information

O6was nHdpopmauusa o IGMP HacTponkax HaxoauTCcsa B crneayloLleM pasgene
WEB nHTepdeinca kommyTaTtopa:

Advanced Configure > IGMP Snooping > Basic Configuration
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Yinformation & Status

IGMP Snooping Configuration

»Network Admin
Global Configuration
>
hortConipae Snooping Enabled C
»PoE Unregistered IPMCv4 Flooding Enabled [3
¥ Advanced Configure .
Port Related Configuration
= MAC Table
= VLAN
* Port | Router Port | Fast Leave
»Port Isalation - 0 5
= Loop Protection 4 O ]
PSpanning Tree 2 O EJ
= MEP 3 0 0
= ERPS 4
w|GMP Snooping O O
= Basic 5 O O
Configuration 6 O O
=VLAN 7 O 0
Configuration 8 0 0
=L DP 9 ] 0

Snooping Bkn/Bbikn dpyHKuMu IGMP Snooping. 3HayeHune no
Enabled yMOR4aHuio — oTKIoueHo (disabled)
Unregistred
IPMCv4 OTMeTbTe YekBoKe, YToBbI BKIIOUNTL hyHKLMIO Unregistred
Flooding IPMCv4 Flooding.
Enabled

Router Port

lMone onpegenseT, kakne nopTbl 6yayT OTMEYeHbI, Kak
router noptel. Router nopt B KOMMyTaTtope BeeT K
multicast ycTponcTBy unm ycTponcTay, 3anpalumsatoLemy
IGMP. Ecnu B kKauecTBe router nopTa BelGpaH nopT
arperMpoBaHHOW rpynnbl, TO BCA rpynna noptos 6yaet
BbINOMHATL POfib router NOPTOB.

Fast Leave

[aHHas HacTpoika oTBeYaeT 3a yaaneHue MAC agpeca
HeMeZrneHHO nocre NonyyYeHns coobLleHns Ansa rpynneoil.

HaxxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKM.
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10.6.5.2 IGMP Snooping VLAN Configuration (Hacmpotika IGMP
Snooping dns VLAN)

Hactponka IGMP Snooping ans VLAN HaxoguTca B crnegyolem
pasgene WEB uHTepcdelice kommyTaTope:

Advanced Config

ure > IGMP Snooping > VLAN Configuration

information & Status

IGMP Snooping VLAN Configuration

Network Admin
fi N1 20
»PortC Start from VLAN with |<U ' entries per page
*PoE Delete [ VLAN ID | Snooping Enabled | Querier Election | Querier Address
~ Advanced Configure [ Delete | 1 [m] 2] 0.0.0.0
= MAC Table
«VLANS [ Add Wev IGNP VLAN |

»Portisolation

= Loop Protection
»Spanning Tree

= MEP

.
wIGMP Snooping ‘

= Basic
Configuration

=VLAN
Configuration

sLLDP

Save | [ Reset

Snooping BkntoueHne IGMP gns VLAN. 32 VLAN MoryT 6biTb
Enabled oTMeueHbl ana IGMP Snooping
Querier .
Election Bknounts BeTynneHne IGMP Querier B VLAN.
. Mone onpepenset IPv4 agpec UCTOYHUKA, UCMOMb3YIOLEro
Querier
IP 3aronosok ansa IGMP. o ymon4yaHuio 370 norne paBHO
Address
192.0.2.1

HaxmunTe Save, 4ToObl COXpaHUTbL HACTPOWKM.
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10.6.6 ERPS (MpoTokon ERPS)
ERPS — cneuuwanbHbll NPOTOKON AN 3almTbl KOMMyTaTopa OT CeTeBbIX
neTenb NPU UCNONb30BaHMM B KOMbLIEBOW TOMonornn. Bpemsa BocctaHOBNEHNS

TOMNOMOMMKN NMPU NCMOSIbL30BaHMN ATOMO NPOTOKOoMa < 50ms.

lNpumeyvarue: NMeped unonb3zoeaHuem ERPS Heobxodumo omkmodumsb STP
Ha rnopmax, mak Kak OHU S18/1S1F0mMCs1 83aUMOUCKITHOYaoWUMU.

Pasgen ¢ HacTponkamu ERPS Haxoautcsa no agpecy:

Advanced Configure > ERPS

Yinformation & Status Ethernet Rapid Ring Protection Switching
PNetwork Admin 55 - - a e
lete | Ring ID | East Port | West Port | Ring T I d Node | Major RRing ID | Alarm
B ] ! ? I 1 l 2 I MQaJ:PC I No l 1 10
*PoE [ Delete | |2 1 1 Sub 0 La
[ ~agvancedcontows |
« MAC Table Add New Ring Group [Reset ]

=VLANs
»PortIsolation

» Loop Protection
»Spanning Tree

= MEP

Ring ID WNaeHTtudmkatop ERPS Ring
East Port Homep nopTa, KoTopblit y4acTByeT B Ring Protection
West Port Howmep apyroro nopta, koTopeblit y4acTeyeT B Ring
Protection

HocTtyneH BbIbop

Ring Type Major Ring — ocHOBHO€ KOMbLIO

Sub Ring — BcnomoratenbHoe KomnbLo

Mo ymonyaHmio Tvn konbua — Major Ring.
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Intercorrected | B tononorum «MynbTukonbLO», Intercorrected Node — 310
Node y3en coeguHsaoLWmi 2 unu 6onee Konedw,

B Tononorum «ogHo konbLo», Major Ring ID umeet Toxe

Major Ring ID camoe 3HayeHue, 4To 1 Ring ID.
B Tononorun «MynbTMKOMbLIOY», CYOKOmMbLIO UMEET TOT Xe
T1n, 4Yto 1M Major Ring ID

R-APS VLAN

(1-4094) Mone onpenenset VLAN ana R-APS VLAN'oB.

Haxmute Save, 4ToObl COXpaHUTbL HACTPOWKMK.

Mocne HaxaTusa Ha Homep nog nonem «Ring ID» oTkpbiBaeTcsa cTpaHiua WEB
MHTepgenca, Kak Ha pUCYHKE HUXE:

Pinformation & Status

Rapid Ring Configuration 1 Auto-refresh [ [ Refresh

Petwork Admin

Instance Data

¥Port Configure

PoE Ring ID | East Port | West Port | East Port SF MEP | West Port SF MEP | East Port APS MEP | West Port APS MEP | Ring Type |
=3 1 2 1 2 1 2

Major Ring |

¥ Advanced Configure
«MAC Table
sVLANS
»PortIsolation I

Instance Configuration

| WTR(Wait to Restore) Time | Revertive | VLAN config

Inin v ] VLAN Config |

»Loop Protection
»Spanning Tree

«MEP RPL Configuration
ERPS

MGk Bodoping RPLRole | RPLPort | Clear
aLLDP | Kone v Hone ¥ O \
¥ Secunity Configure

Mos Conmae Instance State

PDiagnostics EastPort | WestPort
Receive Receive
APS APS Status Status

Protected SF OK SF BPRO 0 € Blocked Unblocked

P i East Port

Maintenance State

East
Port

West
Port

Transmit
APS

WTR
Remaining

RPL Un-
blocked

No APS
Received

FOP

West Port
Block Kl

(Save] (Rezet

WTR (Wait to Haxmute Ha BbiNagatoLiee MeHo, YToObI BbiOpaTb Bpems

restore) Time [0 BoccTaHoBneHust R-APS.

(1-12) HocTynHbIi Anana3oH 3HavyeHun 1-12 MuH. o ymonyaHuio
— 1 MUH.
Revertive OTtmeTbTe YekboKc, 4ToBbI 3aaaTh craTtyc Revertive ans R-
APS

VLAN Config | Mocne HaxaTua Ha VLAN Config, 310 npuseaet Ha
cTtpaHuuy Rapid Ring VLAN Configuration
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Haxxmute Ha BbiNagatoLwee MeHo, YTOObI BbiOpaTb porb:
RPL Role None — 6e3 ponu
RPL Owner — Bnageney, RPL

RPL Neighbor — «cocea» RPL

HaxMuTe Ha BbinagatoLee MeHto, YToGbl BbIGpaTh TvN
nopta

RPL Port None — He BbibpaHo

East port

West port

Haxmute Save, 4Tobbl COXpaHUTbL HACTPOWKM.

Mocne HaxaTtua Ha VLAN Config oTkpbiBaetca ctpaHuua WEB uHTepdelica
HacTpounkm Rapid Ring VLAN, Kak Ha pUCYHKE HUXKeE:

> e :
Sormaion § SEoe Rapid Ring VLAN Configuration 1
»Network Admin
Delete | VLAN ID
»Port Configure o -
»PoE
¥ Advanced Configure |__Add New Entry ||[Back]
= MAC Table

i

Haxmunte Add New Entry, 4tobbl 4O6aBMTL HOBYIO 3aMKChb.
HaxmunTe Save, 4To6bl COXpaHUTbL HAaCTPOWKK.
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10.6.7 LLDP (HacTtpouka npotokona LLDP)

Link Layer Discovery Protocol (LLDP) — npoTokon kaHanbHOro
YPOBHS, NO3BONALLNIA ceTeBOMYy 060pyaOBaHMIO onoBeLaTtb 06opyaoBaHue,
paboTatoLLee B NokanbHON CETU, O CBOEM CyLLEeCTBOBaHMU U NepedaBaTtb emy
CBOWM XapaKkTepuUCTUKK, a Takke nofy4vaTb OT HEro aHanorvyHble CBEAEHUS.
OnucaHue npoTtokona npueoauTcsa B ctaHaapte IEEE 802.1AB.

HacTpowkn gaHHOro MpoToKoNa HaxodsTCA B credylolem pasgene
WEB vHTepderica kKommyTaTopa:

Advanced Configure > LLDP

» i <
information & Status LLDP Configuration
P Network Admin
LLDP Parameters
»Port Configure
»PoE Tx Interval | 30 seconds
¥ Advanced Configure Tx Hold 4 times
= MAC Table TxDelay |2 seconds
= VLANS Tx Reinit |2 seconds
»Port Isolation
= Loop Protection LLDP Port Configuration
»Spanning Tree
=MEP Optional TLVs
«ERPS Port| Mode Port Descr | Sys Name | Sys Descr | Sys Capa | Mgmt Addr
MGHP Snooping *3 ¢> =] ]
sLLDP 1 | Disabled w = = ™ 2] 2]
¥ Security Configure 2 |Disabled v ) ) ) = 2
»Qos Configure 3 |Disabled w ) = =
, 4 | Disabled v = ™ ) )
Diagnostics 5 |Disabled v = = | 2] )
*Maintenance 6 |Disabled w ™ 7] 2

B naHHOM none ecTb BO3MOXHOCTb HACTPOUTL TEKyLuue
LLDP HacTponku ans nopra:

LLDP TX interval
Parameters Tx Hold
Tx Delay
Tx Remit
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Mode

Bbi6op LLDP coobueHnnin ons pexmnma oTnpaBku 1
npuema.

Tx Only

Rx Only

Enabled

Disabled

Optional TLVs

Mone oTBevaroLLee 3a HAaCTPOMKY MHOPMaL MK, KoTopas
BKNtoYeHa B TLV none nybnnkyembix COOBLLEHNNA.

Port Descr

Sys Name

Sys Descr

Sys Capa

Mgmt Addr

HaxxmunTe Save, 4To6bl COXpaHUTbL HAaCTPOWKM.

10.6.8 Loop Protection (3awmTta OoT ceTeBbIX NETErb)

OanHbin pasgen WEB uHTepdpeiica kommyTaTopa npegoctasnseT OocTyn K
HacTpoMKam 3almTbl OT CeTeBbIX NeTenb Bo Bpems broadcast unm multicast

LTOpMa.

Advanced Configure > Loop Protection

*Information & Status

Loop Protection Configuration

»Network Admin
»Port Configure m  General Settings
S Global Configuration
PoE = >
Enable Loop Protection |  Disable v
I'Advancw Configure | Transmission Time 5 | seconds
=MAC Table Shutdown Time 180 ‘ seconds
=LANsS
»Port Isolation
'l Port Configuration
T
»Spanning Tree » = P — O axto
v v
« MEP = =
e 1 O Shutdown Port v | Enable w
=ERPS — — e
»IGMP Snooping 2 Fl Shutdown Port and Logﬁf 7Dlsab1e v
«LLDP 3 O Log Only v |Enable v
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Bkn/BbIKN 3aLMTbI OT CETEBLIX NETENb.

Global Transmission time — 3HaueHWe B cek, OTBevarlLee 3a
Configuration | MokasaTenk Loop Protection Interval Time

Shutdown Time — 3Ha4eHne B CeK A5l HACTPOWMKM nopTa
Shutdown Time

Enable OTmeTbTe Yekboke, 4ToBbI akTMBMpoBaTb Loop Protection
Ha noprTe.

[ewncTtBre, npumeHstoLLeecs K NopTy, Ha KOTOPOM
3amMeveHa ceTeBas neTns.

Shutdown port — oTknoyeHne nopTa

Action
Shutdown port and log — oTkno4YeHe nopta un 3anucs B
XypHan
Log only — TONbKO 3anucb B XypHarn.
Tx Mode Bkn/Bbikn Pexxuma nepegaum Tx

HaxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKK.

10.7 QoS (Mpuoputesauus Tpaduka)

Quality of Service (QoS) — TexHonorna NPeaoCTaBneHns pasnnUYHbIM
Knaccam Tpadvka pasnuyHbIX MPUOPUTETOB B OBCIYXMBaHUN.

QoS nosBonseT 3ajaBaTb  pasNWYHble  YPOBHW  CETEBOIO
obcnyxunBaHus NS pasHblX TUMNOB Tpadouka, TakMx Kak MynbTUMeOUAHbINA,
BMaeo, u npouve Tunbl. C nomolblo Q0SS MOXHO MOHWXaTb NPUOPUTET
06paboTky Tpaduka, KOTOPbI HE SBMSIETCS BaXXHbIM.
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10.7.1 QoS Port
QoS)

Classification (Knaccudmkaums nopTos ¢ NOMOLLLIO

HacTtpounTb pasHble knaccbl Ans MOPTOB MOXHO B CriefyloLlem
pasgene WEB uHTepcelica kommyTaTopa:

QoS Configure > Port Classification

*information & Status QoS Ingress Port Classification
»Network Admin
S Pt ot Port] CoS I DPL | PCP I DEI I Address Mode
IO O M||O v vl (O v
»Pok 1 |0 (0% [0 s |1 s [Source v
» Advanced Configure 2 |1 »| |1s |1 s |0 s |Destination w
¥ Security Configure 3 |2~ |0»| |2 a |0 s |Source v
v QoS Configure 4 3 v| |0w| |3 v |0 Destination »
» Port Classification | 5 |48 |08 (418 |08 |Source %
= Port Policing 6 |5%| (0w |5 0 v |Source v
= Port Scheduler 7 (6 |08 |6 0 v | |Source v
= Port Shaping 8 |Twv| |0s [T s 0w |Source v

Mone oTBevaeT knacc obcnyxmeanus. nanasoH ot 0 go 7,
roe O (cambli HU3KMIA NPUOPUTET), a 7 (CaMblil BbICOKUIA

CoS NpUopUTET).
lMpumeyaHue: o ymonyaHuto 3HadeHue CoS uaMeHsiemcsi
OuHamu4yecKu.

DPL Mone oteeuaet 3a Drop Precedence Level

PCP Mone oTBevaeT 3a 3HaveHne PCP. Bce naketbl
Knaccmduumupyrotca Ha ocHose PCP.

DEI Mone oTBeyaeTt 3a 3HayeHvne DEI no ymonuaHuio. Bee

nakeTbl KnaccuguumnpytotTcs Ha ocHose DEI.

Address Mode

IPIMAC pexnm

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.
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10.7.2 Port Policing (PYyHKUMA orpaHU4YeHUsi CKOPOCTU Ha nopTax)

OaHHas

dyHKUMS  HaxoamuTcs

uHTepdenca kKommyTartopa:

QoS Configure > Port Policing

cnegywowem pasgene WEB

PInformation & Status

»Network Admin
?»Port Configure

YPoE

» Advanced Configure

QoS Ingress Port Policers

Port | Enabled |

Rate

| Unit | Flow Control

*

| ¥Qos Configure

1
2
¥ Security Configure 3
4

= Port Classification

o

= Port Policing 6

OO0080O®O

500
500
500
500
500
500
500

O
kbps
Mbps
fps
kfps

kbps v

kbps

O
O

Enabled

OTtmeTbTe YekboKe, YTOObI akTUBMPOBaTb YHKLUNIO Port
Policing ons nopta

Rate

3HayeHune no ymonyanuio 500. [lnanasoH BO3MOXHbIX

3HadeHu 100-1000000, ecnm B none Unit BbiGpaHo kbps
(K6uT/c) nnu fps (nakeTos B cek) n 1-3300, ecnu B none
Unit BeiBpaHo mbps (M6ut/c) unwm kfps (Teicad nakeTos/cek)

Unit

3HauveHune no ymon4danuio — kbps (Kéut/c)

Flow Control

Ecnu ynpasJieHne NOTOKOM BKITHOYEHO U NOPT HaxXoAUTCA B
TakOM pexunme, TO OTNPaBNAKTCA NaKkeTbl «May3bl»,

BMECTO OT6paCbIBaHI/IF| NakeToB.

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.
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10.7.3 Storm Control Configuration (HacTtpouka 3awmMTbl OT CETEBOrO

wTopma)

OaHHas  dyHKums
uUHTepdenca kKommyTaTopa:

QoS Configure > Storm Control

Haxogutca B

»Information & Status
»Network Admin
»Port Configure

*PoE

» Advanced Configure
» Security Configure

Storm Control Configuration

Frame Type | Enable | Rate (pps)

¥ QoS Configure

= Port Classification
= Port Policing

= Port Scheduler

= Port Shaping

= Q0S Control List

= Storm Control

Unicast O 1 v
Multicast 1024K +
Broadcast O 256K

cnegywowem pasgene WEB

Frame Type

KOMMyTaTOP nogaepXxumeaet 4o 3 TMNOB NakeToB, KOTOpble
MOryT HECTHM yrposdy B Bue CeTeBoro wropma:

Unicast
Unknown Multicast

Broadcast

Enable

OTMeTbTe YekBOoKe, YTOGbI BKIOYUTDL 3aLLUTY OT CETEBOro
LTopmMa

Rate (pps)

CkopocTb nponyckaHms nakeToB B cek (pps). JocTynHble
3HaYeHus:

1,2, 4,8, 16, 32, 64, 128, 256, 512, 1K, 2K, 4K, 8K, 16K,
32K, 64K, 128K, 256K, 512K, 1024K.

HaxxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKM.
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10.8 Security Configure (HacTponku 6e3onacHocTm)
10.8.1 Password (Maponb)

Maporb cUCTEMbl MOXHO MOMEHSATL B AaHHOM pasgene WEB wuHTepdelica
KOMMyTaTopa:

Security Configure > Password

*information & Status System Password

» Network Admin

»Port Configure Old Password
New Password

PoE
Confirm New Password

» Advanced Configure

¥ Security Configure [Save |
= SSH
s HTTPS

= Port Security Limit

HaxmuTte Save, YToGbl COXpaHUTL HACTPOMKM.

10.8.2 802.1X

CraHpapt |IEEE 802.1X onpegenseT nNpoTOKON KOHTPOMsS gocTyna u
ayTeHTUdUKaLmm, KOTOPbIN  OrpaHMuYMBaeT MpaBa HeaBTOPU3OBaHHbIX
KOMMbIOTEPOB, NOAKIHOYEHHbIX K KOMMYTaTOpYy.

CepBep ayteHTUdMKaUMM MPOBEPSAET KakAbli KOMMbIOTEP nepeq
TeM, Kak TOT CMOXeT BOCMOMb30BaTbCA CEpBUCaMu, KOTOpble nNpegocTaBnseT
emMy KommyTaTtop. [Jo Tex nop, NoKa KOMMNbITEP He ayTeHTMdMLMPOBArCs, OH
MOXET ucnonb3oBatb Tonbko npotokon EAPOL  (aHrn. extensible
authentication  protocol over LAN) wu Tonbko nocrne YycneHowm
ayTeHTUdMKaLMN BECb OCTanbHOWN TpaduKk CMOXET NPOXOAUTb Yepes TOT nopT
KOMMYyTaTopa, K KOTOPOMY MOAKIIOYEH AaHHbIA KOMMNbLOTEp.
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KommyTaTtop nopaepXuBaeT npoTOKOM KOHTPOMsS AOCTyna Ha OCHOBE
IEEE 802.1X. HacTtpounku Haxogatca B cnefywowem pasgene WEB
UHTepdenca kKommyTaTopa:

Security Configure > 802.1X

» i i
Information & Status Network Access Server Configuration

»Network Admin
System Configuration
»Port Configure
»PoE Mode Disabled v
> Reauthentication Enabled | [
Advanced Configure e e T .
seconds
¥ Security Configure EAPOL Timeout 30 Soconds
R Aging Period 300 | seconds
=SSH
<HTTPS Hold Time 10 seconds
= Port Security Limit E
Port Configuration
PACL
Port | Admin State [ PortState | Restart
PDHCP
O
»E'::::c Source 1 |Force Authorized v Globally Disabled
: 2 |Force Authorized v Globally Disabled
MARP Inspection
3 |Force Authorized v Globally Disabled
PAAA
4 |Force Authorized v Globally Disabled

B aTom none nonb3oBaTenb MoxeT BkN/Bbikn 802.1X nnu

System MOBTOPHYIO ayTEHTUMMKALIMIO, @ TaKKEe HAaCTPOUTb Nepuos
Configuration | nogropHon ayteHTudukaLmm, TainmayT ans EAPOL,
nepvos ycTapeBaHns 1 BpeMs yaepKaHus.

B BbinagaroLweM MEHO MOXHO Bbl6paTb HaCTpOVIKM ansa
COCTOAHUA NMOPTOB:

Port Force Authorized — yckopeHHas asTopusauus
Configuration | Force Unauthorized
802.1X — aBTOpM3auuns Ha 6ase npoTokona 802.1X

Mac Based Auth — aBTopusaumst Ha 6ase MAC agpeca

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.
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10.8.3 DHCP Snooping (3awuTta oT atak ¢ ucnonb3osaHmem DHCP)

10.8.3.1 About DHCP Snooping (OnucaHue ¢ghyHkyuu DHCP Snooping)

DHCP snooping — dyHKUua KomMyTatopa, npeaHasHadeHHas Ans
3aWnTbl OT atak ¢ ucnonb3oBaHnem npotokona DHCP. Hanpumep, aTtakm ¢
nogmeHon DHCP-cepsepa B cetu unu atakm DHCP starvation, kotopas
3actasnsier DHCP-cepBep BblgaTb BCe CyLLECTBYHOLIME HA CepBepe aapeca
3110YMbILLIEHHMKY .

DHCP snooping perynupyet Tonbko coobuieHns DHCP n He moxeT
NOBNUATbL HaMpsMyl Ha Tpaduk nonb3oBaTenen WnuM Apyrve npoTOKOfbl.
HekoTopble YHKUUM KOMMYTaATOpPOB, HE WMEKLWMe HENoCPeaCcTBEHHOIO
oTHoweHuss Kk DHCP, MoryT BbIMONHSATbL NMPOBEPKM HA OCHOBaHUM Tabnuubl
npuessok DHCP snooping (DHCP snooping binding database). B nx uncne:

v" Dynamic ARP Protection (Inspection) — npoBepka ARP-naketos,
HanpasneHHas Ha 6opbby ¢ ARP-spoofing,

v"IP Source Guard — BbInonHsieT npoBepky IP-agpeca otnpasutens B IP-
nakeTax, npefHasHayeHHas ans 6opb6bl ¢ IP-spoofingom.

DHCP snooping nossonser:

v\ 3aWuTUTb  KNMEeHTOB B CeTM OT MONyyYyeHuss ajpeca oOT
HeaBTopu3soBaHHoro DHCP-cepsepa,

v/ perynupoBaTb Kakue cooblieHns npotokona DHCP otbpacbiBaTth,
Kakue nepeHanpasnsTb U Ha Kakue nopTol.

Ons npasunsHon pabotbl DHCP snooping, Heobxogumo ykasaTb Kakue
nopTbl KOMMYyTaTopa byayT fgoBepeHHbIMU (trusted), a kakme — HeT (untrusted,
B AanbHenweM — HeHaa&XHbIMM):

v' HeHagéxHble (Untrusted) — nopTbl, K KOTOPbIM MOAKIOYEHDI
KNWEHTBI. DHCP-oTBETHI, npuxoasiumne c 3TUX nopToBs
oTbpacbiBaloTCA  KOMMyTatopoMm. [Ond  HeHagéXHbIX  MOPTOB
BbINOMHAETCHA psa NpoBepok coobweHun DHCP n cosgaétca 6asa
AaHHbIx npusaskn DHCP (DHCP snooping binding database).

v' [oBepeHHble (Trusted) — nopTbl KOMMyTatopa, K KOTOPbIM
nogkntoveH apyron kommyTtatop mnuv DHCP-cepsep. DHCP-nakeThl,
nosny4YeHHble C JOBEPEHHbBIX MOPTOB He OTOpackiBatoTCS.
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10.8.3.2 DHCP Snooping Configure (Hacmpotika DHCP Snooping)

Hactporiku cyHkuum DHCP Snooping HaxogaTcsa B cnefylowem pasgene
WEB nHTepdeinca kommyTaTtopa:

Security Configure > DHCP > Snooping Settings

Yinformation & Status DHCP Snooping Configuration
P Network Admin
YportConfigre |Snooplng Mode] Enabled + I
YPoE
Locvonced Conbyure Port Mode Configuration
=Password Poﬂ| Mode
=SSH B v
=HTTPS 1 |Trusted
= Port Security Limit M Untrusted B
=802.1X
PACL 3 | Trusted
4 Trusted
5 |Trusted
=Snooping
6 |Untrusted v
= Snooping Table 7 | Trusted v
'De@"?d 8 |Trusted
Statistics
MPMAC Source 9 |Trusted g
Guard 10 | Trusted w
DHCP
Snooping HaxmuTe Ha BbinagatoLee MeHto, 4Tobbl BkN/Bbikn DHCP
Mode Snooping
Mone otobpaxaeT pexxum DHCP Snooping Anst NopToB:
Trusted — goBepeHHbIEe NOPThI
Port Mode Aosep P
Untrusted — HegoBepeHHble NopThl
MoapobHee B nyHkTe 8.8.3.1 About DHCP Snooping

HaxmuTte Save, YToGbl COXpaHUTb HACTPOWKM.

10.8.4 IP&MAC Source Guard

®PyHKUMA KOMMyTaTopa, koTopasi orpaHuymBaeT |IP-Tpadmk Ha
UHTEepdpencax 2ro ypoBHSA, uUnbTPyst Tpadmk Ha OCHOBaHUKM Tabnuubl
npmBssok DHCP snooping w cTaTnmyeckux COOTBETCTBUN.  PyHKUMA

ucnonbdyeTtcs ans 6opbbel ¢ IP-spoofingom.
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10.8.4.1 Port Configuration (Hacmpotka IP&MAC Source Guard dns
nopmoes)

Hactpouts yHkumio IP&MAC Source Guard gnss noptoB  MOXHO
cnepytowem pasgene WEB uHTepderica kommyTaTopa:

Security Configure > IP & MAC Source Guard > Configuration

> ; )
RO lon & St IP Source Guard Configuration

»Network Admin
Disabled v
?Port Configure
YPoE [ Translate dynamic to static ]
» Advanced Configure
¥ Security Configure
= Password Port Mode Configuration
= SSH
=HTTPS Port | Mode [ Max Dynamic Clients
= Port Security Limit = [ vl o
SRl 1 |Disabled v | Unlimited
PACL
2 |Disabled v | Unlimited v
PDHCP
3 Disabled v | Unlimited v
¥ IPSMAC Source 4 Disabled v | Unlimited
Guard — e —
5 |Disabled | Unlimited v
= Configuration| s |
« Static Table 6 |Disabled v ||Unlimited v
»ARP Inspection 7 Disabled | Unlimited v

B

Global Mode | HaxmuTte Ha Bbinagatollee MeHI0, YToObI BKI/BbIKM
dyHkumo IP&MAC Source Guard rmobansHo.

Port Mode HaxmuTe Ha BbiNagaroLee MeHto, YToBb! BKI/BbIKN
dyHkumio IP&MAC Source Guard anst BelbpaHHOro nopTa.

Max Dynamic | HaXMmuTe Ha BeiNagaroLiee MeHio, YTobbI BbibpaTh
Clients MakcuMarbHOe KONMYeCcTBO AMHAMNYECKNX KITMEHTOB.
HocTynHble 3HaveHus: Unlimited, 0, 1, 2.

HaxmunTe Save, 4ToObl COXpaHUTbL HAaCTPOWKM.
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10.8.4.2 Static Table (Tabnuya cmamu4eckux coomeemcmeull)

Ha paHHon cTpaHnue WEB wHTepdenca kommyTatopa eCcTb
BO3MOXHOCTb BPYYHYIO HacTpouTb Tabnuuy ctaTu4eckux COOTBETCTBUW ANS
dyHkuun IP&MAC Source Guard. Bce HacTponku 4OCTyNHbI 34€eCh:

Security Configure > IP&MAC Source Guard > Static Table

4 i .

el B Static IP Source Guard Table
»Network Admin
- Delete [ Port ]VLAN ID] IP Address I MAC address

Port Configure [ T ] 1
»PoE
» Advanced Configure 3
- 2

Security Configure CJSave

= Password
= SSH
sHTTPS

= Port Security Limit
=802.1X
PACL

PDHCP

wIP&MAC Source
Guard

= Configuration

= Static Table

PARP Inspection

Port HaxmuTe Ha BbiNagatoLee MeHto, 4Tobbl BbIGpaTh NOpT
VLAN HaxmuTe Ha BbinagatoLLee MeHto, 4Tobbl Bbibpath VLAN
ID

IP Address Mone c IP agpecom

MAC Address | Mone ¢ MAC agpecom

HaxxmunTe Save, 4ToObl COXpaHUTb HAaCTPOWKM.
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10.8.5 ARP Inspection (MpoBepka ARP nakeToB)

®PyHKUMA KOMMyTaTopa, npefHasHavYeHHas Ans 3awuTbl OT aTak ¢
ucnonb3oBaHnem npotokona ARP. Hanpumep, atakm ARP-spoofing,
no3Bonsilen nepexsartbiBaTb  Tpadvk  Mexay  ys3namu,  KoTopble
pacnonoxeHbl B npedenax O4HOro LWMPOKOBeLLaTerNnbHOro JOMeHa.

Dynamic ARP Inspection (Protection) perynvpyeT Tonbko coobeHus
npoTtokosia ARP 1 He MOXeT NoBNMATbL HanNpPsMyK Ha TpaduK Nonb3oBaTenemn
UnNun gpyrmve npoToKOSbI.

10.8.5.1 Port Configuration (Hacmpolika ARP Inspection 055 nopmoes)

Monb3oBaTtenb MoxeT HacTpouTb ARP Inspection aAns KOHKPETHOro nopTa Ha
aTon ctpaHmue WEB nHTepdeinca kommyTartopa:

Security Configure > ARP Inspection > Port Configuration

Yinformation & Status ARP Inspection Configuration

»Network Admin
[ Mode | Disabled v |
Y Port Configure
»PoE [ Translate dynamic to static ]
» Advanced Configure
¥ Security Configure
= Password Port Mode Configuration
=SSH
«HTTPS Port | Mode I Check VLAN I Log Type
= Port Security Limit = <> v &> v ') v
RO 1 [Disabled v| [Disabled w| [None =
PACL .
2 Disabled & | |[Disabled w None v
i 3 |Disabled | |Disabled v |None
NGP:::QC Source 4 [Disabled v| [Disabled v| |None v
5 |Disabled | |Disabled v| |None v
wARP Inspection - =
— 6 |Disabled & |Disabled v None v
=Po = =
Configuration 7 | Disabled v Disabled w None w
= VLAN 8 Disabled & | |Disabled v None v

62



Global Mode | HaxmuTte Ha BbinagatoLiee MeHto, 4Tobbl BKN/BbIkT ARP
Inspection rmo6arnbHo.

Port Mode HaxmuTe Ha BbINapatoLee MeHo, 4Tobb! BKI/BbIKN ARP
Inspection ansi nopToB.

Ecnn HeoGxogmmo Bktountb ARP Inspection ans VLAN,
Check VLAN | aktusmpynte (enable) dyHKLMIO B BbiNaaatoLLem MeHIo
«Check VLAN». 3HayeHne no yMmonyaHuio — OTKITHOYEHO
(disable).

None — xypHan ARP Inspection He BegeTcs.

Log Type Deny — )XypHan BefeTcs Ans 3abnoKMpoBaHHLIX 3anycen.

Permit — xxypHan BegeTcs Ans pa3peLLeHHbIX 3anvcen.

ALL — xXypHan BegeTcsl Ang BCEX TUNOB 3anu1cen.

HaxxmunTe Save, 4To6bl COXpaHUTbL HAaCTPOWKM.

10.8.5.2 VLAN Configuration (Hacmpotka ARP Inspection dns VLAN)

Hactporikn ARP Inspection ana VLAN Haxogsatcss B cregylolem
pasgene WEB uHTepcelrica kommyTaTopa:

Security Configure > ARP Inspection > VLAN Configuration

) i .
A¥OrINIn & Stats VLAN Mode Configuration

Y Network Admin
tart from VLAN |1 th [20 i

»Port Configure Start from VLA| wi entries per page

*PoE Delete | VLANID | Log Type

» Advanced Configure [ Delete | 1| [Hone |»

¥ Security Configure 240 Tiow Bty

= Password _
= SSH

= Port Security Limit
=802.1X
PACL

PDHCP

PIP&MAC Source
Guard

wARP Inspection

=Port
Configuration

=VLAN
Configuration

= Static Table
= Dynamic Table
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VLAN ID

OtobpaxaeTt VLAN ID gnsa tekywen VLAN

Log Type

None — xypHan ARP Inspection He BegeTcs.

Deny — >ypHan BegeTcs Ansi 3a610KMPOBaHHbIX 3anuceil.

Permit — xxypHan BegeTcs Ans paspeLLeHHbIX 3anucen.

ALL — xypHan BegeTcs Ans BCcex TMNOB 3anvcen.

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.

10.8.5.3 Static Table (Tabnuuya coomeemcmeuti dnsi ARP Inspection)

Monb3oBaTenb  MOXET  CaMOCTOATENbHO  HacTpouTb  Tabnuuy
cooteetcTBMi Ans ARP Inspection. CooTBeTCTBYHOLLINE HACTPONKM HAXoaaTCs
B crneaytowem pasgene WEB nHTepdenca kommyTtatopa:

Security Configure > ARP Inspection > Static Table

Yinformation & Status
P Network Admin
»Port Configure

»PoE

¥ Advanced Configure

¥ Security Configure

= Password
= SSH
sHTTPS
= Port Security Limit
=802.1X
PACL

PDHCP

PIP&MAC Source
Guard

wARP Inspection

=Port
Configuration

= VLAN
Configuration

=Dynamic Table

Static ARP Inspection Table

Delete | Port [VLANID| MACAddress [ IP Address

[ Delete J 1 »
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Port HaxmMuTe Ha BbinagatoLlee MeHto, YToGbl BbIGpaTh NopT

VLAN Bbibepute VLAN ID ansa HacTpamBaemon VLAN

IP Address YkaxuTe IP agpec

MAC Address | yxaxute MAC agpec

HaxmuTe Save, 4ToObl COXpaHUTb HAaCTPOWKM.
10.8.6 ACL (MpaBuna KOHTponsa gocryna)

Access Control List nnmm ACL — cnucok ynpaBreHust AOCTYMNom,
KOTOPbIN onpefensieT, KTo WM 4YTO MOXEeT nonyyaTtb [OCTyn K OOBbekTy
(nporpamme, npoueccy unu dainny), n Kakme UMEHHO onepauun paspeLueHo
UNn  3anpeweHo  BbLINOMHATL  CyObekTy  (nonb3oBaTento,  rpynne
nonb3oBaTtenen).

10.8.6.1 ACL Port Configure (Hacmpotika ACL Onsi nopmoe)

Hactpovkn npasBun koHTpons pgoctyna (ACL) Haxogatcs B
COOTBETCTBYIOLLIEM pa3fene:

Security Configure > ACL > Ports

Vintormation & Status ACL Ports Configuration [(Refresh | [Clear
Phetwork Admin
Yoo Port [ Policy ID | Action | Rate Limiter ID [ Port Redirect | Mirror | Logging | | State [ Counter
o [isasreal
YpoE s o [© v > v gmr: 1 < v [© v [© vl (O v
ort 2 %
¥ Advanced Configure Port 1 A
1 0| [Pernit v Disabled w| [Port 2 Disabled w| Disabled w| ‘Disabled w| Enabled v 0
¥ Security Configure Port 3 »
*Password Dizsbled Py
+SSH 2 0 [Pernit v Disabled w| |Port | Disabled w| Disabled w| Disabled | Enabled w| 247562
airries Port 2w
= Port Security Limit ~
i 3 0] [Pernit v Dissbled w| [Port I Disabled |  Disabled w| Disabled w| [Enabled w 0
+8021X il
wA
e Dizablod Py
[+Ponts | 4 0| Pernit v Dissbled | [Port I Disabled w| Disabled w| (Disabled | Ensbled w 0
«Rate Limiters Port 2w
= Access Control [Dizablod PN
ust 5 0| [Pernit v Disabled v [Port | Disabled w| Disabled w| (Disabled v| Ensbled w 0

65



Permit — paspeLuaeT BbiOpaHHOMY MOPTY NponyckaTb
OaHHble

Action
Deny — 3anpelyaeT BbIGpaHHOMY NOPTY NponyckaTb
[aHHble
Rate ILDimiter OrpaHnuuTenb NPonycKHOW CrnocoBHOCTU NMOPTOB.

HaCTpOVIKVI HaxogAaTcA B COOTBETCTBYHOLWEM pasaene.

Port Redirect

Bbibop nopTa, nakeTbl C KOTOpOro 6yayT nepeHanpasBneHbl.
3Ha4veHune no ymonyaHuto — Disabled (oTknto4eHo)

Mirror

MNone onpependeT napamMmeTpbl 3epKannpoBaHNA Ha
HacTpamnsBaemMomMm nopTe. lD,OCTyI'IHI:»Ie 3Ha4YeHnA

Enabled — BkntoyeHo
Disabled — oTkntoyeHo

3HayeHne no ymonyanuto — Disabled

Logging

BkntoueHmne/BbikItoUeHE BEOEHUS XypHana 3anucen

Shut Down

Enabled — ecnu nakeTbl OyayT nonyyeHsl Ha 3TOM MopTe,
nopT 6yaeT BbIKITIOYEH.

Disabled — nopT He ByaeT BbIKMOYEH NPy NONy4YeHUn
nakeToB.

3HayeHue no ymonyanuio — Disabled.

lMpumeyvaHue: daHHas pyHKUUS pabomaem, MosnbKo ecrnu
pa3amep nakema meHbwe 1518 (6es VLAN mazos)

State

Enabled — ans oTKpbITMSA NOpTa MCNONb3yOTCHA Npasuna
ACL 3apaHHble nonb3oBaTenem

Disabled — ons 3akpbITvs nopTa NCNONb3YOTCA Npasuna
ACL 3agaHHble nonb3oBaTenem

3HayeHue no ymonyaxuio — Enabled

Counter

KonnyectBo naketoB yAoOBNEeTBOPALWMX 3a4aHHbIM
npasunam

Haxmute Save, YToGbl COXpaHUTL HACTPOWKM.




10.8.6.2 Rate Limiter Configuration (Hacmpolika oepaHuyumens
nponyckHou cnoco6Hocmu nopmoe)

MNonb3oBaTtenb MoxeT HaCTpoOuUTb npasuna ACL ans orpaHuyunTens
I'IpOI'IyCKHOIz crnocobHocTn ans nopToB B COOTBETCTBYKWLUEM pa3gene WEB

WUHTepdenca kommyTartopa:

Security Configure > ACL > Rate Limiter

»Information & Status
»Network Admin
»Port Configure

»PoE

» Advanced Configure

¥ Security Configure

= Password
= SSH
«HTTPS
= Port Security Limit
=802.1X
= Ports
| = Rate Limiters |
= Access Control
List
PDHCP

ACL Rate Limiter Configuration

Haxmute Save, YToGbl COXpaHUTb HACTPOWKM.

Rate Limiter ID | Rate | Unit
=l 1 (&>
1 1 ’pps v
2 l. ‘.pps v
31 e B
4 1] ’pps v
5 1 ‘pps v
6 | li ipps v
11 [ B
8 14 ‘pps v
9 1 ’pps v
10 1 ‘pps v
1" 1 ’pps v‘
12 1 ‘:Vpps ;
13 1 !pps v
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10.8.6.3 Access Control List Configuration (Hacmpotika ACL)

lMonb3oBaTenb MOXeT rmbko HacTpoutb ACL B COOTBETCTBYIOLLEM pa3gene
WEB nHTepdeinca kommyTaTtopa:

Security Configure > ACL > Access Control List

¥information & Status Access Control List Configuration

Auto-refresh [] [Refresh | [Clear | [ Renove AlL |
ACE [ Ingress Port | Policy / Bitmask | Frame Type [ Action | Rate Limiter | Port Redirect [ Mirror [ Counter |
[

*Network Admin

*Port Configure

¥PoE
»Advanced Configure

¥ Security Configure
=Password
=SSH
*HTTPS
*Port Security Limit
—=8021X
wACL
«Ports
=Rate Limiters

= Access Control
|_ust

YTto6bl 406aBUTL N M3MEHUTL 3aMUCh HAXMUTE KHOMKY «+»

10.9 Diagnostics (MHCTpyMeHTbI AMAarHOCTUKU U MOHUTOPUHIA)
10.9.1 Ping Test (TectupoBaHue coeamHus ¢ nomouybio PING)
PING aTto Hebonbluoi mMoaynb, KOTOpbiA B3anmogernictsyetr ¢ ECHO
naketamu ot IP agpeca, KOTopbI NPUHAANEXUT yaaneHHoOMY YCTPOUCTBY.

[aHHbIA  MHCTPYMEHT HaxoauTca B COOTBeTCTBylwem pasgene WEB
UHTepdenca kKommyTaTopa:

Diagnostics > Ping
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»Information & Status ICMP Ping

»Network Admin
N G IP Address 0.0.0.0

ort Configure E

- Ping Length |56
»Pok Ping Count |5
» Advanced Configure Ping Interval 1
» Security Configure
ar

QoS Configure
¥ Diagnostics

= Cable Diagnostics
= CPU Load

IP Address IP agpec yaaneHHoro agpecara, KoTopblin Heo6xoaMmo
npoBepUThL
Ping Length | Yycno ot 1 go 1452. 3HaueHme no ymonuaHmio — 56
Ping Count | KonmyecTeo otnpasnsieMbix PING 3anpocos. OT 1 o 60.
Ping Interval | iyrepean Mexay otnpaskoi PING 3anpocos.

Haxmute kHonky «Start», 4ToObl MPUCTYNUTL K TECTUPOBaHWUIO C MOMOLLbIO

Ping
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10.9.2 Cable Diagnostics (MpoBepka kabens)

®yHkums Cable Diagnostics (MNpoBepka kabenst) 4oCTynHa TONbKO Ans
MeOHbIX kabenen, coBMecTUMbIX co cTaHgaptom 10/100/1000BaseT.
MHCTpyMeHT no3sonseT onpeaenuTb AnvHy kabens (TO4HOCTb okorno 5%), ero
cocTosiHne. MakcumanbHas anvHa npoBepsieMoro kabenst He Gonee 100m
(npv nonbiTke NpoBepuTb Bonee ANUHHBIN kabenb 6yaeT BbIBOAUTLCA OKHO C
OLUMGKON).

e OK - o03HauyaeT, 4TO OTBETHas 4acTb npoBepsieMoro kabens
MOAKIoYeHa K CETEBOMY YCTPOWMCTBY, a 06XXMMKa M LLeNOCTHOCTb XKMI
B nopsigke.

e Open — o3HayaeT, YTO OTBETHass 4acTb MpoBepsieMoro kabens He
NoaKnioYeHa Kyaa-nubo, npu aToM OBXMMKA U LENOCTHOCTb KU B
nopsagke.

Diagnostics > Cable Diagnostics

OSNOVO

cable transmission

»Information & Status g x z
e A VeriPHY Cable Diagnostics

»Port Configure Port

»Advanced Configure

»Security Configure

»QoS Configure
wDiagnostics

Cable Status

«P
A PairA LengthA PairB LengthB PairC LengthC PairD LengthD

= Cable Diagnostics
= CPU Load

»Maintenance

N A WN =
(o]
°
@
-]
o
&
%
S
=]
]
(o]
°
@
3
o
]
%
3
2

HaxmuTe kHomKy «Start», 4ToBbl NPUCTYNUTL K ANArHOCTMKE.
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10.9.3 CPU Load (3arpy3ka CPU kommyTaTopa)

Ha paHHoM cTpaHuue WEB wmHTepdenca Haxogutcs rpacdwmk 3arpysku CPU
KOMMYyTaTopa B pearbHbli MOMEHT BPEMEHU.

Diagnostics > CPU Load

CPU Load Refresh o4

100ms 0% 1sec 0% 10sec 0% (all numbers running average)

10.10 Maintenance (ObcnyxuBaHue)
10.10.1 Restart Device (Mepe3arpy3ka kommyTaTopa)

Ha paHHOM cTpaHuue WEB wuHTepdpenica HaxoouTcs WHCTPYMEHT AN
yOaneHHom nepesarpysku KommyTaTopa.

Maintenance > Restart Device

¥information & Status Restart Device

¥ Hetwork Admin

¥ Port Configure
" Are you sure you want to perform a Restart?
PoE

» Advanced Configure
¥ Security Configure
» QoS Configure

¥ Diagnostics
=Restart Device

= Factory Defaults
=Firmware Upgrade
=Firmware Select
»Configuration

Yes — nepesarpyska KoMMmyTaTopa
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10.10.2 Factory Defaults (Bo3BpaT K 3aBOACKUM HacTpoMKaMm)

Ha paHHOM cTpaHuue WEB wuHTepdperica Haxogutcs WHCTPYMEHT AN
BO3BpaTa KOMMyTaTopa K 3aBOACKMM HACTPOMKaM.

Maintenance > Factory Defaults

information & Status Factory Defaults
P Network Admin

*Port Configure

Are you sure you want to reset the configuration to

¥PoE Factory Defaults?
»Advanced Configure

» Security Configure

»Qos Configure

» Diagnostics
¥ Maintenance
«Restart Device

= Firmware Upgrade
=Firmware Select
»Configuration

Yes — cO6poc HacTpoek KOMMyTaTopa K 3aBOACKUM.

10.10.3 Firmware Upgrade (O6HOBRneHue NpoLnBKHK)

Ha paHHon ctpaHnue WEB mnHTepdeinca HaxoauTcst MIHCTPYMEHT Anis
0BHOBIEHNS NPOLLUMBKM KOMMYyTaTopa.

Maintenance > Firmware Upgrade

YInformation & Status Software Upload

»Network Admin

»Port Configure
YPoE
» Advanced Configure
» Security Configure
»QoS Configure
Y Diagnostics

¥ Maintenance

=Restart Device
= Factory Defaults

=Firmware Upgrade

=Firmware Select
HaxmuTe Browse, Bbibepute cdann ¢ npowwmskoi. Haxmute Upload, 4To6bbl
3arpy3vTb NPOLUUBKY B KOMMYTATOP.
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10.10.4 Firmware Select (Bblbop Tekylien NPOLNBKMA KOMMYyTaTopa)
KommyTaTtop nossonseTt BblOpaTb oanH U3 2x 06pasoB TeKyLlen NpOLUMBKM
KoMMyTaTopa

Maintenance > Firmware Select

[ns Beibopa anbTepHaTVBHOM MPOLLMBKM HaXXMUTE KHOMKY «Activate Alternate
Image»

> .
rmation & St Software Image Selection

»Network Admin
> Active Image
Ft P Image  managed
»PoE Version 24GF-4G (standalone) V1.1-ONV-20150401
Date 2015-07-15T14:55:28+08:00
» Advanced Configure
» Security Configure Alternate Image
. Image  managed bk
QoS Configure Version 24GF-4G (standalone) V1. 1-ONV-20150401
Y Diagnostics Date 2015-06-11T21:44:05+08:00
¥ Maintenance [ Activate Alternate Image ] [ Cancel ]
= Restart Device
= Factory Defaults

= Firmware Upgrade
I = Firmware Select
»Configuration

10.10.5 Configuration (Tekywas koHcdurypaums)

B paHHOM pasgene copepXaTtCs MHCTPYMEHTbl AN COXPaHEHUst U
3arpysku hanna c Tekylen kodgurypaumen kKommytatopa

10.10.5.1 Download (CoxpaHeHue ¢hatisia ¢ mekyujeli KOHuzaypayuel
KOMMymamopa)

Maintenance > Configuration > Download
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Yinformation & Status
»Network Admin
»Port Configure

»PoE

» Advanced Configure
¥ Security Configure
QoS Configure

¥ Diagnostics

¥ Maintenance

= Restart Device

= Factory Defaults

= Firmware Upgrade
= Firmware Select

wConfiguration

Download Configuration
Select configuration file to save
Please note: running-config may take a while to prepare for download

File Name

O running-config

O default-config

[ Download Configuration

Bbibepute danin ¢ Tekywen koHdurypaumen (running config) wnu
KoHGurypaumen no ymondanuio (default config), a 3aTem HaxmuTe KHOMKY

«Download Configuration»

10.10.5.2 Upload Configuration (3aepy3ka ¢halisna ¢ koHpuzaypayuell)

Maintenance > Configuration > Upload

Yinformation & Status

¥ Network Admin

Upload Configuration

File To Upload

Browse

Destination File

[ File Name [ Parameters |

( Upload Configuration ]

=Restart Device

= Factory Defaults

= Firmware Upgrade
= Firmware Select

wConfiguration

= Download

Haxmnte kHoOmky «Browse», 4ToObl BbiOpaTb hann ¢ koHdwurypaumen ans
kommyTatopa. HaxmuTte kHonky «Upload Configuration», 4tobbl 3arpy3ntb
dann ¢ KoHUrypaumen B KOMmMyTaTop.
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10.10.5.3 Activate Configuration (Akmueauyusi ¢ghalina ¢ kKoH¢uaypayuel)

Maintenance > Configuration > Activate

Vinformation & Status
Phetwork Admin
¥Port Configure

FRoE

¥ advanced Configure
¥ Security Configure
QoS Configure
*Diagnostics

= Restart Device
#Factory Defaults

# Firmware Upgrade
= Firmware Selact

~Configuration
=Upload

=Delete

Activate Configuration
Select configuration file to activate. The previous cenfiguration will be completely replaced, potentially leading to loss of management connectiity

Please note: The activated configuration file will not be saved to startup-config automatically

O default-config

Activate Configuration

[ns aktnBaumm Haxmnte KHonky «Activate Configuration»

10.10.5.4 Delete Configuration File (YdaneHue ¢haiina c kogpucypayueti)

Maintenance > Configuration > Delete

> ; -
SRt & Stius Delete Configuration File
»Network Admin

»Port Configure
»PoE No files available for deletion

»Advanced Configure [ Delete Configuration File ]

¥ Security Configure
QoS Configure

¥ Diagnostics

¥ Maintenance

=Restart Device
= Factory Defaults
= Firmware Upgrade
= Firmware Select
=Download
= Upload
= Activate

Ons yoaneHna danna C¢ KOHurypaumen ns Kommytatopa HaKMUTE KHOMKY
«Delete Configuration File»
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BHumaHue

v" KauyecTtBeHHOe

3a3eMlieHne 4dBndeTcAa

obsi3aTenbHbLIM ycrnosmem

MOAKITHOYEHMUS.
11. TexHun4eckmne xapakTepucTuku*
Mogenb SW-80402-IL(port 90W,360W)
OO0uee kon-BO NOPTOB 6
Kon-Bo noptoB FE+PoE -
Kon-Bo noptos FE -
Kon-so noptos GE+PoE 4

Kon-so noptos GE
(He Combo nopTbl)

Kon-so noptos Combo GE
(RJ45+SFP)

Kon-so noptoB SFP
(He Combo nopTbl)

2 GE (100/1000M6wuT/c)

MowHocTb POE Ha nopt (makc.)

90 Bt

CymmapHas moLwHocTb PoOE Bcex
nopToB (Makc.)

360 Bt

CraHgaptel PoE

IEEE 802.3af/at/bt

Metog A+B

MeTtopn nogayn PoE 1,2, 4, 5(+), 3, 6,7, 8(-)

3Be3qa
Tononoruu NoaKnto4YeHus Kackag

KonbLO
Bydep naketos 4.1 Mb
Tabnuubl MAC-agpecos 8K
MponyckHas cnocobHOCTb
KOMMYTaLMOHHON MaTpuLibl 12 out/c

(Switching fabric)

CkopocTtb obcnyxuBaHus
nakeToB (Forwarding rate)

1000 M6wuTt/c — 1488,000 naketoB/c
100 MowuT/c - 148,800 naketos/c
10 Mowut/c- 14,880 naketos/c

Mopaepxka Jumbo frame

9 Kb

Pasmep flash namarun

128 M6
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Moaenb

SW-80402-1L(port 90W,360W)

Pasmep SDRAM

116

CTaHﬂ,aprl 1 NPOTOKOJ1bI

o |[EEE 802.3 — 10BaseT

o |[EEE 802.3u — 100BaseTX

o |[EEE 802.3ab — 1000BaseT

o [EEE 802.3z 1000 BaseSX/LX

o [EEE 802.3af Power over Ethernet

o [EEE 802.3at Power over Ethernet

o [EEE 802.3bt Power over Ethernet

o [EEE 802.3x — Flow Control

o |[EEE 802.1Q — VLAN

o [EEE 802.1p — Class of Service

¢|[EEE 802.1D — Spanning Tree

¢ [EEE 802.1w — Rapid Spanning Tree

¢ [EEE 802.1s — Multiple Spanning Tree

¢ |[EEE 802.3ad — Link Aggregation
Control Protocol (LACP)

o |[EEE 802.1AB — LLDP (Link Layer
Discovery Protocol)

¢ |[EEE 802.1X — Access Control

PyHKUMM YPOBHSA 2

o |[EEE 802.1D (STP)

o |[EEE 802.1w (RSTP)

o |[EEE 802.1s (MSTP)

¢VLAN / VLAN Group 4K

¢ Tagged Based

e Port-based

¢ \oice VLAN

e Link Aggregation IEEE 802.3ad with
LACP

¢ |GMP Snooping v1/v2/v3

¢ |GMP Static Multicast Addresses

e Storm Control

KauecTtBo obcnyxmnaHusa (QoS)

¢ 8 ouepepnen / nopt

BesonacHocTb

e Management System User
Name/Password Protection

o [EEE 802.1x Port-based Access
Control

oHTTP & SSL (Secure Web)

¢ SSH v2.0 (Secured Telnet Session)

71



Moagenb SW-80402-IL(port 90W,360W)
e YnpaeneHue yepe3 Web-uHtepderic
e CLI
YnpasneHwue o Telnet
e SSHvIN2
o SNMP
V1 (1-n BI), V2 (2-n BI), SYS (pabota
I — KommyTartopa), Link (yctaHoBKa
A P coeanHeHnus), PoE, 5F, 6F (akTmBHOCTb
SFP noptoB)
lpo3o3awmta 6 kV
MuTtaHue DC 48-57V (c pesepBupoBaHMeEM)
<15 Bt (6e3 PoE)
OHepronotpebneHune <375 B (c PoE)
OxnaxpgeHwve KoHBekuunoHHoe (6e3 BeHTMNSATOpPA)
Knacc 3awuThbl IP30
Paamepbl (LLUxBxI") (Mm) 47x145x112
Bec (kr) 0,6
Cnocob moHTaxa Ha DIN periky
Pabouas Temnepatypa -40...+75 °C
Hapa6otka Ha oTkaz MTBF (4) 50000

[ononHuTtensbHo

* I'Ipovlaso,umenb MMeET NpPaBO U3MEHATb TEXHUYECKNE XapaKTEePUCTUKN n3genusa n
KoMmnnekTauuio 6e3 npenBapuTernibHOro yseoMneHusa.

12. NapaHTuA

lMapaHTns Ha Bce obopygoBaHne OSNOVO — 7 net (84 mecsua) c
AaTbl NPOAaXM, 33 MWCKIIOYEHWEM aKKyMynATOPHbIX Gatapewn, rapaHTUrAHbIN
Cpok - 12 mecsues.

B TeyeHue rapaHTUAHOrO cCpoka BbINOMHAETCA GecnnaTHbI PEMOHT,
BKIMOYasA 3anyactu, Unu sameHa usgenuin Nnpyu HEBO3MOXHOCTU UX PEMOHTA.

MogpobHasa uHgopmauns 06 ycnoBusx rapaHTUAHOIO 06CHyXUBaHUSA
Haxo4MTCH Ha canTe Www.0SNnovo.ru

2
250721(2)
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